Practical 10_Windows_Firewall_Blocking

Aim

To configure Windows Firewall to block ports, programs, and
websites.

What is Windows Firewall?

Windows Firewall is a security feature in Windows that
controls incoming and outgoing network connections.

In this practical, we learn how to create firewall rules to block a
port, block a program, and block access to a website.

10.1 Blocking a Port

What is a Port?

A port is a logical communication endpoint used by
applications and network services.

Examples:

Port 80 - HTTP

Port 443 - HTTPS

Port 21 - FTP

Procedure
Step 1: Press:
Windows + R
Step 2: Type:
Wf.msc



Type the name of a pregram, folder, document, or Internet
resource, and Windows will open it for you.

and press Enter.

Step 3: In the left panel, select:
Inbound Rules

g Windows Defender Firewall witl

g Inbound Rules

% Cutbound Rules
:i._ Connection Security Rules

> B Menitoring

Step 4: Click:
New Rule

Actions
Inbound Rules -

1 MNew Rule..,

Step 5: Select:
Port — Next



! 0 MNew Inbound Rule Wizard
i

| Rule Type

| Select the type of firewall rule to create.

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ Name

‘What type of rule would you like to create?

) Program

Rule that controls connections for a program.

© Port
Rule that controls connections for a TCP ar UDP port.

() Predefined:
AllJoyn Router
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

< Back Cancel

Step 6: Select TCP or UDP according to the requirement.
Step 7: Enter the port number.

Example:
80



! ﬂ Mew Inkound Rule Wizard
i

I Protocol and Ports
| Specify the protocols and ports to which this rule applies.

Steps:

@ FRule Type Does this rule apply to TCP or UDP?

@ Protocol and Ports O 1CP

@ Action ) UDP

@ Profile

¢ Name Does this rule apply to all local ports or specific local ports?

() All local ports

© Specific local ports: a0l
Example: 80, 443, 5000-5010

< Back Mext = Cancel

Step 8: Select:
Block the connection



| 0‘ MNew Inbound Rule Wizard
¥

it Action

i Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:
@ Rule Type What action should be taken when a connection matches the specfied conditions?

@ Protocol and Ports
() Allow the connection

e This includes connections that are protected with IPsec as well as those are not.
@ Profile
N () Allow the connection if it is secure
@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

© Block the connection

< Back Mext = Cancel

Step 9: Select the profiles where the rule should apply:
Domain

Private

Public



0 Mew Inbound Rule Wizard

Profile

Specify the profiles for which this rule applies.

Steps:

Rule Type
Protocol and Ports
Action

Profile

Mame

When does this rule apply?

B Domain
Applies when a computer is connected to its corporate domain.

B Private

Applies when a computer is connected to a private network location, such as a home
or work place.

B Public
Applies when a computer is connected to a public network location.

< Back MNext = Cancel

Step 10: Give the rule a name:

Block Port 80
Click Finish.



ﬂ Mew Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:
@ Rule Type

@ Protocol and Ports

@ Action

@ Profile —
block port 20|

@ Name

Description (optional):

< Back

Cancel

[| 1 anSchonl Student

2. Blocking a Program in Windows Firewall
1. Open wf.msc.

1=/ Run X

=  Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

~

Dpen:

Cancel Browse...

2. Go to Outbound Rules - New Rule.
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File Action View Help

ﬂ Windows Defender Firewall witl
3 Inbound Rules
5‘5_‘ Connection Security Rules
> ‘ﬂ, Manitoring

9 ‘Windows Defender Firewall with Advanced Security

Name
@{Microsoft. XboxGamingOverlay_2.624....
@{MicrosoftWindows.57242383 Tasbar_1...
@{MicrosoftWindows.60719890 Voiess 1...
@{MicrosoftWindows.60719895.Livtep_1...
@{MicrosoftWindows.60719896.5peion_1...
@{MicrosoftWindows.60719898.InpApp_...
@{MicrosoftWindows.LKG.AccountsServi..,
@{MicrosoftWindows.LKG.DesktopSpotli...
@{MicrosoftWindows.LKG.IrisService_100...
@{MicrosoftWindows.LKG.RulesEngine_1...
@{MicrosoftWindows.LKG.5peechRunti...
@{MicrosoftWindows.LKG. Twin5x5_1000....
Microsoft 365 Copilot
Micresoft 365 Copilot
ms-resource:ProductPkgDisplayName
ms-resource:ProductPkgDisplayMName
ms-resource:ProductPlgDisplayMame
ms-resource:ProductPlgDisplayMame
ms-resource:ProductPkgDisplayMame
mes-resource:ProductPkgDisplayMame
mes-resource:ProductPkgDisplayMame
mes-resource:ProductPkgDisplayMame
Allloyn Router (TCP-Out)
Allloyn Router (UDP-Out)
& App Installer
BranchCache Content Retrieval (HTTP-0...
BranchCache Hosted Cache Client (HTT...
BranchCache Hosted Cache Server(HTTP...
BranchCache Peer Discovery (WSD-Out)
Captive Portal Flow
Cast to Device functionality (qWave-TCP...
Cast to Device functionality (qWave-UDP...

=

Group

@{Microsoft.XboxGaming (...
@{MicrosoftWindows.57242...
@{MicrosoftWindows.60719...
@{MicrosoftWindows.60719...
@{MicrosoftWindows.60719...
@{MicrosoftWindows.60719...
@{MicrosoftWindows.LKG.A..,
@{MicrosoftWindows.LKG.D...
@{MicrosoftWindows.LKG.Ir...
@{MicrosoftWindows.LKG.R...
@{MicrosoftWindows.LKG.S...
@{MicrosoftWindows.LKG.T...
{7BE1CDB88-49E3-476E-BI26- ...
{TBE1CDAB-49E3-476E-BI26-...
{TBE1CDAB-49E3-476E-BI26-...
{78E1CD88-49E3-476E-BI26-...
{78E1CD88-49E3-476E-BI26-...
{78E1CD88-49E3-476E-BI26-...
{78E1CD83-49E3-476E-BI26-...
{78E1CD88-49E3-476E-BI26- ...
{78E1CD88-49E3-476E-BI26- ...
{78E1CD88-49E3-476E-BI26- ...

AllJoyn Router
AllJoyn Router
App Installer

BranchCache - Content Retr...
BranchCache - Hosted Cach...
BranchCache - Hosted Cach...
BranchCache - Peer Discove..,

Captive Portal Flow
Cast to Device functionality
Cast to Device functionality

Outbound Rules

Profile
All

All

All

All

All

All

All

All

All

All

All

All

All

All
Public
Private
Private
Public
Public
Private
Private
Public

Domai...
Domai...

All
All
All
All
All
All

Private...
Private...

Actions

Outbound Rules
New Rule...
Filter by Profile
Filter by State

4 4B

Filter by Group
View

Refresh

Export List..

Help

STl

v ¥ v w

3. Select Program — Next.

4. Browse and select the program’s .exe file (e.g., C:\Program

Files\App\App.exe).



gy e g g

_| ﬂ' Mew Outbound Rule Wizard

L5

Program
ol
e Specify the full program path and executable name of the program that this rule matches.
e

Steps:

@ Rule Type Does this rule apply to all programs or a specific program?

& Program

@ Action () All programs

@ Profile Rule applies to all connections on the computer that match other ule properties.
@ Mame

© This pregram path:
C\Users\Admin\Desktop'1 pr

Example: c\path program exe

“ProgramFiles % \browser\browser exe

< Back

5. Choose Block the connection.
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ﬂ Mew Outbound Rule Wizard

Action
Specify the action to be taken when a connection matches the condttions specified in the rule.
Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?
& Program
) () Alow the connection

@ Acion This includes connections that are protected with |Psec as well as those are not.
& Profile

N () Allow the connection if it is secure
@ MName

Thig includes anly connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

) Block the connection

« Back Cancel

6. Select profiles (Domain, Private, Public).



_i ﬁ Mew Outbound Rule Wizard

Profile

LI p— =

Steps:

@ FRule Type
& Program
@ Action

@ Profile

@ MName

Specify the profiles for which this rule applies.

‘When does this rule apply?

B Domain
Applies when a computer is connected to its corporate domain.
@ Frivate

Applies when a computer is connected to a private network location, such as a hame
aor work place.

B Public
Applies when a computer is connected to a public network location.

< Back Mext > Cancel

7. Give the rule a name (e.g., Block Chrome) - Finish.



‘ Actions

h Mew Rule...

S Filter by Profile

S Filter by State

SF  Filter by Group
View

i Refresh

Export List...

Help

# Disable Rule
& Cut

Copy

x Delete

Properties

Help

Y T v v




3. Blocking a Website

Windows Firewall doesn’t directly block websites by URL. You
can

block them via IP addresses or

by editing the Hosts file.

Option A: Using Firewall (via IP Address)

Step 1: Find the Website’s IP Address

1. Open Command Prompt:
o Press Windows + R, type cmd, and hit Enter.

2. Type the following command and press Enter:

3. ping example.com

4. Note the IP address shown in the response.

For example, if you see:

5. Pinging example.com [93.184.216.34] with 32 bytes of data:
The IP address is 93.184.216.34.

Step 2: Open Windows Defender Firewall with Advanced
Security

1. Press Windows + R, type:

2. wf.msc

and press Enter.

3. This opens the Windows Defender Firewall with Advanced



Security window.

Step 3: Create a New Outbound Rule

1. In the left pane, click Outbound Rules.

2. In the right pane, click New Rule...

3. In the New Outbound Rule Wizard, select Custom and click
Next.

|
#® Windows Defender Firewall with Advanced Secur — [m]

File Action View Help

bl ﬁ @ New Outbound Rule Wizard *
@ W
Rule Type =
7 F Rules
I @ Select the type of firewall nule to create.
£ Rule...
> B Steps: by Profile
]
bl & Rule Type What type of rule would you like to create? by State
@ Program by G
iy broup
@ Protocol and Ports ) Program
- Rule that controls connections for a program.
< » Scope
b sh
@ Action O Port t List.
i @ Profile Rule that controls connections for a TCP or UDP port
@ Name (") Predefined:
AllJoyn Router

Rule that controls connections for a Windows experience.

© Custom
Custom rule.

o I

< Back Cancel

BranchCache Hosted Cache Client (HTT... BranchCache - Hosted Cach... All
BranchCache Hosted Cache Server(HTTP... BranchCache - Hosted Cach... All
BranchCache Peer Discovery (WSD-0Out) BranchCache - Peer Discove.. All

@ Captive Portal Flow Captive Portal Flow All

@ Cast to Device functionality (qWave-TCP... Cast to Device functionality Private...

Step 4: Apply Rule to All Programs
1. On the Program screen, select All programs and click Next.

Step 5: Configure Protocol and Ports

1. On the Protocol and Ports screen, leave the default Any for
protocol type.

2. Click Next.

Step 6: Set Scope (Specify Remote IP Address)

* v v -




1. On the Scope screen, under Remote IP address, select
These IP

addresses.

2. Click Add...

3. Enter the IP address you got from the ping command (e.g.,
93.184.216.34) and click OK.

4. Click Next.

? ﬁ Nn;w C;:_lt-b-c-ulnc;tjle ‘-';fizard

' scope

| Specify the local and remote IP addresses to which this rule applies.

| Steps:

& Rule Type

@ Program Which local IP addresses does this nule apply to?
@ Protocol and Ports © “ny IP address

# Scope () These IP addresses:

@ Action
@ Profile

@ Mame

Customize the interface types to which this nule applies: Customize...
Which remote IP addresses does this rule apply to?

() Any IP address

© These IP addresses:

17264152233 Add...

< Back Mext > Cancel

Step 7: Choose Action (Block the Connection)

1. Select Block the connection.
2. Click Next.



f ﬁ' Mew Qutbound Rule Wizard

L Acti
ction
&
g Specify the action to be taken when a connection matches the conditions specified in the rule.
LY
& Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?
& Program

() Allow the connection

@ Protocol and Ports This includes connections that are protected with IPsec as well as those are not.

@ Scope _
o () AMllow the connection if it is secure
’ an This includes anly connections that have been authenticated by using IPsec. Connections
& Profile will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
@ Name

© Block the connection

< Back Next = Cancel
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Step 8: Specify When the Rule Applies

1. On the Profile screen, check all options:
o Domain

o Private

o Public

2. Click Next.
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_i ﬁ' Mew Outbound Rule Wizard

Profile

Steps:

Rule Type
Program

Protocol and Ports
Scope

Action

Profile

Mame

Specify the profiles for which this rule applies.

When does this rule apply?

B Domain
Applies when a computer is connected to its corporate domain.
B Private

Applies when a computer is connected to a private netwaork location, such as a home
or work place.

@ Public
Applies when a computer is connected to a public netwark location.

Step 9: Name Your Rule

1. Enter a name for the rule, like:
2. Block example.com

3. Optionally, add a description.

4. Click Finish.

Cancel



ﬁ MNew Outbound Rule Wizard >

Name
1 Ru
Specify the name and description of this nule.
Rul
Steps: by
Fule Type by
Program by
Protocol and Parts
e Name:
Scope
_ block biinkit sh
Action .
it L
Profile Description (optional):

Name

Option B: Using Hosts File

How to Block Instagram in Google Chrome Using
the HOSTS File

Step 1: Edit the HOSTS File

1. Open Notepad as Administrator:

o Click Start, type Notepad.

o Right-click Notepad — Run as administrator.
2. Open HOSTS File:

o In Notepad, click File > Open.

o Navigate to:

o C:\Windows\System32\drivers\etc\



o Change file type to All Files and open the file
named
hosts.

3. Add Instagram Entries at the bottom:
4.127.0.0.1 instagram.com

5.127.0.0.1 www.instagram.com

6. 127.0.0.1 help.instagram.com
7.127.0.0.1 i.instagram.com

8. 127.0.0.1 api.instagram.com

9. Save the file and close Notepad.

Step 2: Flush DNS Cache

1. Press Windows + R, type cmd, then press Ctrl
+ Shift + Enter to

open Command Prompt as admin.

2. Run this command:

3. ipconfig /flushdns

Step 3: Disable DNS Over HTTPS (DoH) in
Chrome

1. Open Chrome.

2. Go to:

3. chrome:/Isettings/security

4. Scroll to Use secure DNS and turn it OFF
(toggle it off).



o This makes Chrome use the OS DNS resolver,
respecting
your HOSTS file.

Step 4: Restart Chrome and Test

Close all Chrome windows and reopen.
Visit instagram.com or its subdomains.
The site should not load (blocked).

Optional: Clear Browser Cache or try Incognito
Mode for testing.
] with 32 bytes
ply from 44,42 . 34 time=ims T
y from 44 4 time=1ims T

y from 57.144 ¢ ) time=2ms T
ply from 57.144.42.34: byt 32 time=2ms T

Minimum = 1ims, Maximum = 2ms, Average

127.0.0.1 instagram.com
127.0.0.1 www.linstagram.com
127.0.0.1 help.instagram.com
127.0.0.1 i.instagram.com
127.0.0.1 api.instagram.com




Use secure DNS
Make it harder for people with access to your Internet traffic to see which sites you visit. Chrome uses a
secure connection to look up a site's IP address in the DNS (Domain Mame System).

# localhost name resolution is handled within DNS

itself.
# 127.0.0.1 localhost
# il localhost
127.0.0.1 instagram.com
127.0.0.1 www.instagram.com
127.0.0.1 help.instagram.com
127.0.0.1 i.instagram.com
127.0.0.1 api.instagram.com
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