EﬁTollgate
MAY 2025 - GITHUB MCP - CLAUDE

One public issue. Private life, published.

1 2 3

Read issue in public Read owner's Open public pull
repo - private repos — request

v allowed v allowed v allowed

e

PUBLIC PULL REQUEST #2 - "ABOUT THE AUTHOR"™

private repo I star
moving to south Amjill

salary $-,-

.

Tollgate - github.com/andrii-mazurchuk/tollgate



It keeps happening.

MAY 2025
GitHub MCP

Private repos leaked into
public PR

research demo

JUL 2025

Amazon Q - VS Code
Shipped prompt: wipe disk
and cloud

in the wild - v1.84.0

Tollgate - github.com/andrii-mazurchuk/tollgate

JUL 2025
Supabase MICP

Support ticket pulled out
secret tokens

research demo

JUL 2025
Gemini CLI

README silently sent
credentials away

research demo - fixed

JUL 2025

Replit Agent
Production DB deleted
during code freeze

in the wild

SEP 2025
postmark-mcp

Every email secretly BCC'd
to attacker

in the wild - 1,643 installs



THE GAP

Each call is fine. The sequence is the attack.

READS READS WRITES
Outsider text + Private data + | Somewhere public
untrusted private = leak

Permissions check calls one by one. Nobody watches the
session.

Tollgate - github.com/andrii-mazurchuk/tollgate



ARCHITECTURE - 20%

TOLLGATE

Every agent call passes one gate.

( )
Agents Tollgate Tools & models
Claude Code, _, | tools per role _,  GitHub, databases,
any MCP client local content check files, LLMs
data-flow guard
. J

One policy file. One MCP server per role.

Tollgate - github.com/andrii-mazurchuk/tollgate



ROBUSTNESS - 30%

Same attack. Stopped at step 3.

Read an issue 71 ms
Read a file from a repository 8 Masked 1.4 ms
Open a pull request Q© Blocked 0.5 ms

“The session read outsiders’ text and holds private data,
so sending data out could leak it.”

Tollgate - github.com/andrii-mazurchuk/tollgate



IMPLEMENTABILITY - 10%

DAY TO DAY

Install in one line. Then just work.

( )
1- Install 2 - Enroll 3 - Connect 4 - Work
irm one-time join, tollgate every call
./install.ps1 ~ — admin sets —  connect — | checked,
| iex roles claude-code you see only
no admin, ~20 s blocks
g J

C\/ Claude Code) C\/ Codex) C\/ Cursor) C\/ Gemini CLD C\/ Hermes) C\/ any MCP server)

Built-in tools too: shell, files, web. Via hooks.

Tollgate - github.com/andrii-mazurchuk/tollgate



SECURITY REPORTING - 20%

Every laptop. Every agent. Every block.

Access map =— Calls =—Blocked O Blocked in range Offline

PEERS AGENTS SERVERS & TOOLS

(]

Latest sessions

Click a peer, agent or server to follow it.
andrey-thinkpad - Andrey Mazu...
Online - 10 calls - 2 blocked

github
9 calls - 3 blocked Support assistant - andrey-thinkpad - And...

Support assistant 1 min age - 5 calls - 1 blocked

role-2 - 23 calls - 6 blocked

marta-macbook - Marta Kowalska
Online - 5 calls « 3 blocked

tickets

Intern bot - kasia-x1 - Kasia Lewandowska
8 calls - 2 blocked

1 min age - 1 call - 1 blocked
tomek-mbp - Tomasz Zielirski

Online - 5 calls

Support assistant - tomek-mbp - Tomasz ...
Agent built-ins PP P

5 calls - 1 blocked 1 minago -1 call

ola-surface - Ola Wisniewska
Online - 3 calls - 1 blocked

Intern bot
role-1- 2 calls ; 2 blocked Support assistant - tormek-mbp - Tomasz ...
files 1 min ago - 2 calls
kasia-x1- Kasia Lewandowska 2 calls - 2 blocked
Revoked - 1 call - 1 blocked Support assistant - tomek-mbp - Tomasz ...
1 min age - 2 calls
piotr-xps - Piotr Nowak D M?dd ) o

Online - 1 call - 1 blocked Tea Support assistant » ola-surface - Ola Wisni...

1 min age - 3 calls - 1 blocked

Text never leaves the laptop.
Server keeps the decision + a fingerprint.

Tollgate - github.com/andrii-mazurchuk/tollgate



SELF-TEST SUITE - 20% - PERFORMANCE - 20%

Proof: uv run tollgate test

397 1.411 <1Tms

fast tests - +11 slow eval cases - 30% held out hub checks, p95
0.967 0.009 0.837
Pll recall injection false positives injection recall

missed target 0.85

All checks: FPR 0.048 - posture 0.931 - tier 1 p95 ~2.5 ms. Taint catches what text checks miss.

Tollgate - github.com/andrii-mazurchuk/tollgate



WHY IT HOLDS

Fails closed
hub down or bad key = denied

Per-install secrets
no shared default keys

Signed threat feed

tampered bundle rejected

Key per agent launch
revoke laptop = all its keys dead

Console accounts
every change attributed

Company-wide
enforced via managed settings

Tollgate - github.com/andrii-mazurchuk/tollgate

SECURITY - SCALABILITY - 10%

WHO BUYS
Security teams rolling out
coding agents

Banks, fintech, requlated
Industries

Anyone letting agents near
private data



IMPLEMENTABILITY - 10%

EﬁlTollgate
Try it in 5 minutes.

irm ../tollgate/main/install.psl | iex
tollgate up

-» open /console - proof: clone + uv run tollgate test

github.com/andrii-mazurchuk/tollgate - public - MIT

Next: edge/hub split + policy sync - model door v2 (Anthropic, streaming)
budgets in money - memory controls - SSO

Tollgate - github.com/andrii-mazurchuk/tollgate
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