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Abstract: Copy-on-Write (CoW) is one of the most essential memory management techniques
enabling efficient page sharing between processes. Specifically, combined CoW with the fork system
call, applications, even with a huge memory footprint, can take a snapshot of the current in-memory
data at low overhead. However, since the CoW takes place per page in the page fault handler,
each time the page fault occurs, the operating system should get involved. This leads to significant
performance degradation for write-intensive workloads. This paper proposes coverage-based copy-
on-write (CCoW), an optimized CoW scheme considering the locality in memory accesses to mitigate
the problem of CoW. CCoW measures the spatial locality in process address spaces with the concept of
coverage. While processing CoW, CCoW copies multiple pages in advance for high-locality memory
regions, thereby minimizing the involvement of OS for write-intensive workloads. We explain
the challenges for measuring the locality and provide the optimization to implement the concept.
Evaluation with a prototype demonstrates that this approach can improve the overall performance of
applications by up to 10% with a small amount of memory overhead.
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1. Introduction

The primary role of an operating system (OS) is to manage the precious system re-
sources, and copy-on-write (CoW) is one of the most fundamental memory management
techniques adopted by most of contemporary operating systems. When two or more pro-
cesses need to have the same data, the CoW scheme allows processes to share the same
pages rather than immediately duplicating the pages. The shared pages are duplicated
on-demand, only when one of the processes writes to the shared pages. Virtual memory
systems can effectively provide data sharing between processes, and various virtual mem-
ory features, such as duplicating the address space during process forks, deduplicating
same pages, zero page sharing, are implemented based on the copy-on-write [1-3].

Owing to these features, applications can make a copy of themselves with low space
overhead, and use the clone appropriately. For example, Redis, one of the popular in-memory
key-value store systems [4], uses copy-on-write in conjunction with the fork system call for
persisting in-memory data to the storage. While serving inbound requests, the Redis main
process periodically spawns a child process with the fork. The child process begins with a
memory snapshot identical to the main process to save the in-memory data in storage. As
the snapshot is isolated from the address space of the main process but managed by the
copy-on-write, the main and child processes do not require any complicated mechanism to
maintain the consistency between the current data and the snapshot.

Thus, we can consider that copy-on-write is an essential in the virtual memory system.
However, current copy-on-write is problematic in memory-intensive applications with
write-intensive workloads. Specifically, the data duplication usually occurs in the page
fault handler in the OS. Since the data duplication is processed per page, with several writes,
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the process can incur a considerable number of page faults. The OS is involved in each
page fault, resulting in frequent user-kernel mode switches. Considering the huge memory
footprint of memory-intensive applications, the number of mode switches is large. In
addition, the page table is modified during the duplication, which leads to translation look-
aside buffer (TLB) shootdown of all cores in the system. All of these incur non-negligible
overheads and deteriorate the performance of the applications.

This paper proposes coverage-based copy-on-write (CCoW), a novel copy-on-write op-
timization scheme. When a page is accessed for write, its nearby pages are also likely to
be accessed soon for write due to the spatial locality in memory accesses. CCoW exploits
the spatial locality to reduce the number of page faults for copy-on-write. Specifically,
CCoW processes the copy-on-write in a large granularity (called a region). By copying
multiple pages in the page fault handler, CCoW can reduce a considerable number of
page faults for copy-on-writes and accompanying overheads. However, the degree of the
spatial locality varies widely depending on the location in the process address space and
duplicating the low-locality parts of memory incurs only the overheads in terms of time
and space. To overcome this shortcoming, we propose a precise low-overhead mechanism
to assess the spatial locality in the process address space. CCoW counts the number of
copy-on-writes and writes in each region. By carrying the locality information over forks,
we can estimate the degree of spatial locality, and CCoW effectively performs the precopy
only for high-locality regions.

We implemented the proposed CCoW scheme in the Linux kernel. As integrated in the
virtual memory system of operating system, applications can benefit from CCoW without
a modification. We analyzed the performance characteristics with a microbenchmark, and
evaluation using the benchmark with realistic workloads shows that CCoW can improve
the application performance by up to 10% with a reasonable amount of memory overhead.

The rest of this paper is organized as follows. In Section 2, we overview the background
and related work of the paper, including the virtual memory and fork. We explain the
details of the CCoW design and its implementation in Section 3. Section 4 presents the
evaluation results of the CCoW. Finally, we conclude this paper in Section 5.

2. Background and Related Work
2.1. Paging and Virtual Memory

Almost all modern computers and operating systems adopt paging and virtual memory
as their primary memory management scheme [5]. The main memory is divided into
same-sized pages, and OSs allocate or deallocate memory from user processes in the page
unit. The OSs also maintain the mappings of the address spaces of processes to the physical
location on the system. Each logical page in the process address space is mapped to its
physical location, and this mapping is stored in the form of a page table. To handle memory
reference for a process, a memory management unit (MMU), a hardware component in the
processor, translates the requested address to its physical address by referring to the page
table. The page table comprises page table entries (PTEs). Each PTE contains the mapping
information and may have additional fields for describing the status of the corresponding
page and mapping.

The pages size, although architecture-specific, is usually 4 KB in most architectures.
This implies that each 4 KB in the process address space should have one PTE. Considering
the huge size of process address space, the size of page table, even for a single process,
can be enormous. For example, the page table for a process in 64-bit architecture with
4 KB page and 8-byte PTE would be 32 PB (24 /212 x 8 = 25 bytes) in size. However, the
address space is usually sparsely populated, and most of the address space is not required.
This enlightens the hierarchical organization of the page table. The entire page table is
divided into page table pieces that fit on a page. The page table pieces are not allocated
to non-allocated address regions. The populated page table pieces can be summarized as
higher-level page table pieces. This indirection is repeated until only pieces on one page
exist, thereby allowing a compact form of page tables.
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The small page size can be problematic as the systems become capable of handling
a huge amount of physical memory. With the hierarchical page table organization, each
virtual address translation requires multiple memory accesses, one for each page table
level, which is unacceptable. To mitigate the high overhead of virtual to physical address
translation, many modern architectures incorporate a cache for address translation. The
MMU keeps a number of recent translation results in a hardware logic called a translation
look-aside buffer, also known as TLB. Usually the TLBs of modern architectures can hold
around 500 to 2000 entries [6,7]. The entries are indexed by hardware so that the processor
core can look up the translation very quickly. By leveraging the locality of memory ref-
erences, many address translations can be performed without walking through the page
table (referred to as TLB hit). As the memory footprint for memory-intensive applications
grows rapidly, the number of virtual to physical page mappings for a process also increases.
However, due to the hardware limitations, the number of TLB entries cannot keep up with
the rapid growth of application memory footprints. Thus, the TLB miss rates increase, caus-
ing bottlenecks in the performance of memory-intensive applications [8-11]. To overcome
this limitation, some architectures support additional page sizes larger than the size of
4 KB base pages. For example, modern Intel architectures support 2 MB and 1 GB page
sizes [7]. With such a huge page size, one address translation can cover a wider address
range, effectively increasing the coverage the TLB can provide with the same number of
entries. For an instance, a system with 1024 TLB entries and 4 KB base page size can provide
TLB coverage of 4 MB, whereas the same number of entries with 1 GB huge pages provides
1 TB coverage.

Linux utilizes the huge page in the form of transparent huge pages (THPs). As the name
suggests, Linux implicitly provides user processes with huge pages whenever possible. If
THP is not enabled, Linux allocates memory to processes in the 4 KB base page unit. If
THP is enabled, Linux attempts to allocate a huge page (2 MB in size) instead of the base
page, allowing a coarse-grained page mapping. This large granularity allows for efficient
page sharing between parent and children processes through the fork. In case huge page
allocation is not feasible at the moment, Linux falls back to the base page allocation. Linux
periodically scans process address spaces to find base pages and consolidate them into
huge pages.

There has been studies attempting to promote huge pages for performance while mask
their shortcomings further. Ingens [12,13] proposes to prepare huge pages asynchronously
off the critical path. Hawkeye [14] presents fine-grained huge page promotion scheme
based on memory access patterns to maximize performance with a minimal number of
huge page promotion. Zhu et al. [15] generalize the processes of using huge pages, and
optimize the lifecycle of huge pages. Part et al. [16] allow holes in huge page, providing the
flexibility in memory management with huge pages.

The huge page, however, is a double-blade sword. Due to the increased management
unit size, page allocation suffers from internal fragmentation. If an allocated address
range is smaller than the huge page size, the rest of the page cannot be utilized and gets
wasted. This so-called memory bloat can significantly decrease memory utilization on the
systems with huge pages [12-17]. The increased page size can negatively affect program
performance as well. Modern OSs adopt the copy-on-write scheme extensively for efficient
memory sharing between processes. The CoW is, however, processed only at the base page
granularity. Thus, to handle CoW on a huge page, the huge page is split into base pages,
and only the faulty page is copied. Breaking huge pages takes a considerable amount of
time, resulting in intermittent long page fault handling. In this sense, some applications,
even memory-intensive ones, do not recommend using huge pages for stable performance
and memory utilization [4,18].

In general, there are ranges of address space in the process address space where all the
pages in the range have the same permission and characteristics. For management, modern
OSs usually adopt the concept of ‘virtual memory area (VMA)’ to represent such ranges of
address space. We can classify the pages in the process address space according to their
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origin. Some pages can be loaded from a backing file on the secondary storage, referred to as
‘file-backed pages’. Whereas, some pages are dynamically populated without any backing
data. The pages for stack and heap are in this case, the so-called ‘anonymous pages’.

2.2. Fork and Copy-on-Write

Fork is one of the POSIX standard system calls to create a new process. When a process
invokes the fork system call, a new process is created as the child of the calling process.
Under the hood, the OS creates the child process by duplicating the entire address space of the
calling process. This implies that the child process should start with exactly the same data
as the parent process. To handle the address space duplication efficiently, most of modern
OSs use the copy-on-write (CoW) technique. To duplicate the address space of the parent,
the OS does not actually copy each page. Instead, the page table of the child process is
constructed by copying the page table of the parent process. This effectively makes a shared
mapping to the address space of the parent. While making the shared mapping, the write
permission for each page is dropped by clearing the permission bit in the corresponding
PTE. After copying the mapping, both parent and child can read the shared pages as their
own pages. When one of the processes makes a write access to a page, the MMU, due to the
lack of write permission, triggers a page fault. In the page fault handler, the OS allocates a
new page, copies the original page, and updates the corresponding page mapping of the
fault-causing process with write permission. At this point, the parent and child can have
different data on the same virtual address.

This copy-on-write mechanism is extensively used as the fundamental key mechanism
for realizing many virtual memory features. Specifically, reads of non-initialized heap
regions are usually handled with shared mapping to a zero page, which is a special page
containing all zeros. Kernel same-page merging (KSM) is the technique of deduplicating
same pages in the system. The OS scans the pages in the system to identify pages with
identical data. When such pages are found, the OS reclaims all but one page and updates
the corresponding page tables to share the remaining page. In the processing, the write
permission is dropped so that subsequent write access to the page is identified and copied.

With the high efficiency of copy-on-write, process creation becomes efficient, and some
data-intensive applications leverage this advantage to create a data copy. The Redis, one
of the popular in-memory key-value store services [4], is one such case [19]. The Redis
is designed to primarily keep the data in memory to provide high throughput and low
latency. However, some applications demand the persistence of stored data, and Redis
complements the in-memory design with fork. The Redis applies inbound requests to the in-
memory index and data structures only, and periodically invokes the fork system call. This
effectively creates a child process with duplicated memory contents of the original Redis
process, and the calling process (i.e., the original process) continues processing inbound
requests. The child process diverts its execution; using the current memory contents as a
snapshot, it serializes in-memory data structures into files, thereby ensuring the persistence
of the in-memory snapshot. After flushing the snapshot, the child process terminates. The
original process can make another snapshots in the same way, and upon a system crash,
Redis can be recovered by reading the last snapshot.

Although the fork is an invaluable system call, its overhead has been criticized. Bau-
mann et al. [20] analyzed the fork and found that fork causes the performance degradation
in modern applications. For example, as the modern applications become more complex,
the OS should consider approximately 25 special cases to start processing the fork system
call to conform to the POSIX specification. They summarized the problems of the fork
system call and suggest the features that the fork system call should have for the modern
computer. They also provide alternatives ways of replacing the fork. Zhao et al. [19] pointed
out that the fork implementation in current systems is inefficient since applications with
a large memory footprint require a long time to set up the page table. As a solution, they
generalized the copy-on-write technique so that the page table is copied on writes as well
as regular pages.
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3. CCoW Design

In this section, we first introduce our motivation behind improving the copy-on-write,
and explain the basic concept of the coverage-based copy-on-write (CCoW). Then we
explain the way CCoW captures the locality under different scenarios and the optimization
to capture the locality at a low overhead.

3.1. Motivation

As discussed earlier, the copy-on-write mechanism plays a key role in implementing
virtual memory features in modern OSs. However, its advantages in terms of space have
been diminishing in the modern computing environments and write intensive workloads,
which are common in data centers [21,22]. Emerging memory technologies such as storage-
class memory (SCM) and persistent memory enable increased data density for memory
modules while lowering the cost per unit data. Nowadays building a node with a huge
amount of memory in the terabyte scale has become cheaper than ever. In addition, cloud
service providers have reported that the nodes in data centers are suffering from low
memory utilization, leaving 40-50% of memory unused [23-26]. In this situation, it becomes
feasible to trade memory space for performance in performance-critical systems [27].

The advantages in terms of performance have been diminishing as well. The perfor-
mance benefit of copy-on-write can be characterized by the frequency and performance
of page fault handling. While spawning a child process, the write permission to all pages
is dropped. From the perspective of correctness, this is inevitable; however, it leads to
frequent page faults after the fork, in serving each write request. This storm of write page
faults not only happen to child processes but also to the parent process. To make worse,
the page fault handling time is not improved recently but tends to be prolonged due to
security reasons. In the past, the entire kernel address space was persistently mapped
to a part of the user process address space. However, this address space layout allows
malicious user processes to indirectly read the critical data in the kernel address space
by exploiting the speculative execution in the processors [28,29]. To mitigate such critical
security vulnerability, modern OSs employ kernel page table isolation (KPTI). In general,
only a limited portion of the kernel address space is mapped to the process address space,
and the rest of kernel address space is dynamically mapped and unmapped during the
interrupt and system call handling. This must be accompanied by TLB flushing, which can
significantly degrade the system performance.

In this work, we aim to reduce the overhead of copy-on-write by leveraging the spatial
locality of memory references. Currently, the copy-on-write takes place per-page, and each
time the page fault occurs, the OS should get involved. Our key idea is to reduce the
frequency of OS involvement by leveraging the spatial locality of memory accesses. If
a page is accessed for write, nearby pages are also likely to be accessed for write in the
near future. Thus, if we perform the copy-on-write not only for the faulty page but also
nearby pages together (i.e., precopy nearby pages), we can amortize the overhead for the
copy-on-write during the page fault handling.

We, however, should be careful, not blindly always copy all nearby pages. If the
precopied pages are actually written later, the overhead incurred for the precopy is paid
back. However, if the precopied pages are not written afterwards, the precopy only incurs
extra overhead in terms of time and space. Thus, it is crucial to identify the proper target
Ppages to precopy.

Similar approaches have been employed to minimize the page fault handling overhead.
Linux employs the so-called ‘fault around’ feature. While handing a page fault, Linux
initiates the page fault handling for the pages that are around the faulty page [2]. This
feature, however, is only applied to the read page faults for file-backed memory regions.
Given that the proposed idea focuses on write page faults for anonymous pages, we can
argue that our approach is different from the fault around feature.

Many state-of-the-art designs [12-17] have been proposed to optimize the use of huge
pages in the OS. These systems, in common, present a scheme to identify the best candidate



Electronics 2022, 11, 461

60of 17

pages to be converted to huge pages and to efficiently promote to (i.e., convert base pages
to a huge page) or demote from (i.e., converts a huge page into base pages) huge pages.
However, regardless of the proposed schemes, copy-on-write is performed in the base page
granularity only, after breaking the huge page into base pages if necessary. Thus, their
copy-on-write performance characteristics are the same to the default Linux system with
the transparent huge page (THP) mechanism. In contrast, our proposed scheme is unique
in that it performs copy-on-write at a different granularity according to the locality degree
in memory accesses.

3.2. Identifying the Spatial Locality

To realize the proposed scheme, we should take two challenging issues into considera-
tion. Firstly, target pages should be identified precisely and timely, so that the benefit of the
precopy is maximized while the overhead for the precopy is minimized. Once a page is
copied by a write, the page will not trigger any further page fault. This effectively means
that the system lost the opportunity to optimize the write access. Thus, the system should
be able to foresee future pages usage to determine which pages should be precopied and
which are not. Secondly, identifying the target pages should have low-overhead since OSs
cannot afford time-consuming processing in the performance-critical memory management
subsystem. As discussed in Section 2, many virtual memory features in modern OSs are
based on the copy-on-write mechanism. Thus, the overhead can easily outweigh the benefit
of the optimized copy-on-write if the overall implementation is not sufficiently efficient.

To predict the future of a page, we first collect the history of forks for user processes.
Specifically, the OS monitors the number of forks that each process invokes. A low count
for a process implies that there is little opportunity to exploit the process, and the OS does
not need to fully track the write page faults for this process. In contrast, when a process
invokes the fork system call more than a threshold, the system can expect the optimization
opportunity. This happens with Redis, which periodically invokes forks to take in-memory
snapshots or with the shell script that forks multiple command-line commands. In response,
the system starts to track the page faults for the process.

Next, we propose a method to predict the optimization opportunity from the history,
assuming that the overall behavior of applications does not change significantly. To this
end, we divide the process address space into fixed-sized regions. Each region maintains
a bitmap, where each bit corresponds to a page in the region. A process is spawned with
all bitmaps cleared, as for newly populated virtual memory areas (VMAs). When a part
or entire VMA is unmapped, the bitmaps in the corresponding address range are also
released. The bitmap is only allocated for the parts of VMA that are populated, and one
4 KB page information is summarized into one bit. Thus, the space overhead for the bitmaps
is approximately 0.003% of the populated address space.

Initially, writes are processed through the copy-on-write as is. A write access is trapped
to the page fault handler, whereby the corresponding bitmap entry is set. Over time, the
bitmap effectively captures the accesses to the region, and we can quantify the degree with
the coverage. The coverage of a region is calculated as the percentage of copy-on-written
pages out of all pages in the region, as follows:

Coverage (%) = (nr_CoW_pages /nr_pages_per_region) x 100 1)

Suppose a system uses 4 KB pages and the address space is divided into 2 MB regions.
Then each region has 512 4 KB pages. If 300 pages are copied on writes, the coverage of the
region is 300/512 x 100 = 58.6%.

The higher the coverage of a region, the more the region can benefit from the opti-
mization opportunity of the precopy. This coverage information is carried over the fork,
and used as a metric to determine the benefit of precopying nearby pages. Specifically, if a
memory region has a high coverage, the pages in the region are likely to be copy-on-written
eventually. Thus, it would be beneficial to precopy other pages in the region while process-
ing a write page fault for a page. Whereas, optimization opportunity in precopying pages
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is little if the coverage is low. Thus, only the faulty page is copy-on-written by the page
fault handler. Henceforth, we will refer to this scheme as coverage-based copy-on-write or
CCoW to the rest of the paper.

Figure 1 illustrates the concept of CCoW. There are two regions, regions 0 and 1, each
comprising six pages. The pages with green shade are populated with the copy-on-write.
When the process invokes the fork system call, write permission for all pages, including the
green ones, are dropped during the fork. Let us assume that the threshold for determining
the high-locality region is 60%. In region 0, four pages (page 1, 2, 3, and 4) had been copied
on write before the fork, providing a coverage of 4/6 = 66%. Thus, this region is considered
to have high spatial locality, and all pages are copied to handle the page fault for page 3,
as shaded in red. Whereas, the lower region provides a coverage of 33% as two out of six
pages had been copy-on-written before the fork. Therefore, this region has a lower coverage
than the threshold, implying the low spatial locality in the region. Thus, when the page 9 is
accessed for write, only the faulty page is copied on write in the page fault handler, just
like the normal copy-on-write procedure.

] Normal Page """ CoW Page "] CCoW Page

Region O Page O | Region 0 Page 0 Region 0 Page O
IZ| Pagel | : .............. .IZ| Page 1 I:l Page 1
Page 2 | Page 2 Page 2

Page 3 write fault! [ Page3  — Page 3

Page 4 I Page 4 Page 4

Page 5 1 Page 5 Page 5

Region 1 Page 6 fork() Region 1 Page 6 Region 1 Page 6
(0] e n—ry bage 7 page 7
Page 8 1 Page 8 Page 8

il

Page 9 C) witefaultY Peged  me—— Faeed

Page 10 | Page 10 Page 10

Page 11 : Page 11 Page 11

Figure 1. Processing fork and page faults with CCoW in normal regions.

3.3. Tracking Access to Precopied Pages

CCoW is supposed to amortize the overhead for frequent page fault handling overhead.
However, copying pages in advance leads to another issue: tracking page accesses after the
precopy. In the original copy-on-write scheme, the first write to each page is captured by the
page fault handler. Only the faulty page is copied, and the system can precisely track each
page access through the page fault handler. On the other hand, when the system precopies
an entire region, all pages in the region are mapped to the process with the write permission.
Thus, subsequent writes to those precopied pages can take place without triggering the
page fault handling mechanism, so the system cannot track the accesses to the precopied
pages. This can be problematic when the process performs forks repeatedly. Suppose a
region has high spatial locality and an epoch is defined as the period between two forks.
The high locality can be captured by counting the page faults happened in the region. Then
suppose that the process creates a new process with a fork. When a new epoch is started
with the fork, the first write access to one of the pages in the region will initiate CCoW,
copying all pages in the region. Now the process has all pages with write permission, and
no further page faults are generated from the region until the end of the epoch. When a
new epoch is started again, the region is considered to have low coverage in the epoch,
given that the region only has one copy-on-write page. Thus, each write to the region is
processed through the original copy-on-write mechanism per page, thereby compromising
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the performance optimization opportunity even if the region has high locality. Note that
the region is considered to have high locality in the next epoch again, and the process is
repeated to alternate the situation.

To resolve this issue, we need a mechanism to track page accesses after precopy. This
study proposes leveraging the dirty bit in the page table entry (PTE). In general, modern
architectures maintain various information in the PTE for each page, and the dirty bit is
one of the fields supported by most architectures. When MMU processes a write memory
access, it automatically sets the dirty bit of the corresponding page. This conversely implies
that when the dirty bit for a page is set, the page has been updated with write accesses.
Based on this idea, we modified the mechanism for calculating the coverage. Initially all
regions are considered to be the normal regions. During the fork, the coverage for normal
regions is calculated with the number of copy-on-writes using Equation (1). While handling
the page fault for a high-locality region, all pages in the region are precopied with their
dirty bit cleared. Furthermore, the region is marked as a precopied region. During the fork,
the coverage for the precopied region is computed with the number of dirty pages in the
region as follows:

Coverage (%) = (nr_dirty_pages/nr_pages_per_region) x 100 ()

The computed coverage for each region is carried through the fork and used as the metric
for the spatial locality of the region. When a write page fault occurs in a region, the system
checks the coverage of the region and may precopy pages for the high-locality regions.

Figure 2 illustrates a situation where coverage is calculated after precopies. Suppose
both regions are precopied (shaded in red), and pages 0, 2, 3, 4, and 11 all have the dirty
bit set. To calculate the coverage while processing the fork, the system uses the dirty bit
instead of the copy-on-write count since the regions are precopied in the current epoch.
Thus, region 0 has a coverage of 66%. Whereas the coverage of region 1 is 15%. To handle
the page fault for page 3, region 0 is precopied again, whereas, the page fault for page 9 is
handled with the original mechanism. This way, we can keep high-locality regions from
slipping out of focus.

[ 1 Normal Page "1 CoW Page "1 CCoW Page

Dirty Bit Dirty Bit Dirty Bit
Region 0 Page 0 1t | Region 0 Page 0 0 Region 0 Page 0 0
I:l Page 1 0 : .............. , Page 1 0 I:l Page 1 0
Page 2 1 (.. il Page 2 0 Page 2 0
Page 3 1 .. 1 write fault! \ Page 3 0 — Page 3 1
Page 4 1 [ : Page 4 0 Page 4 0
Page 5 0 I Page 5 0 Page 5 0
Region 1 Page 6 0 ’;k()> Region 1 Page 6 0 Region 1 Page 6 0
I:l Page 7 0 I I > Page 7 0 Page 7 0
Page8 | O X Page8 | 0 Page8 | 0
Page9 |0 | | : write fault![{ _Page 9 | O pumm—) | Page9 |1
Page 10 0 1 Page 10 0 Page 10 0
Page 11 1 : Page 11 0 Page 11 0

Figure 2. Processing fork and page faults in precopied regions.
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3.4. Capturing the Locality

As the page fault handler lies on the performance-critical path in the OS, we should
minimize the overhead for the implementation of the proposed scheme. Basically, CCoW
requires a mechanism to calculate the coverage, and the simplest way of implementing
this feature is tracking the pages triggering page faults with a bitmap as we described
in Section 3.2. While handling a page fault, the system sets the bit corresponding to the
faulty page. During the fork, the system scans the bitmap to count the number of faulty
pages for each region and calculates the coverage. The bitmap is reset after the calculation.
This approach is simple but imposes high space and time constraints. The system should
maintain one bit bitmap entries for each 4 KB page and inspect the entire bitmap during
the fork. Considering the huge memory footprint of memory-intensive applications, these
operations will can incur a high overhead during the fork, offsetting the performance
benefit of CCoW.

We optimize this implementation by exploiting the characteristics of the page fault.
If a page fault happens from a page, the page does not incur additional page faults until
the process creates a new process. Thus, each page can trigger one page fault at most, and
for a region with n pages, the page faults can only happen up to # times. This implies that
counting the number of page faults per region is sufficient to compute the coverage, rather
than maintaining the bitmap for individual pages. Thus, we replace the bitmap with the
fault counters. Each region is associated with a pair of counters as follows: one for counting
the page faults in the last epoch, and another for counting the page faults in the current
epoch. The former is used to determine the spatial locality of regions, whereas the latter is
used to monitor the spatial locality of the current epoch. During the fork, the current fault
counter is copied onto the previous fault counter. If a region is precopied in this epoch, the
number of dirty pages in the region is written to the previous fault counter instead. The
counters are populated while creating a new virtual memory area (VMA), and reclaimed
when their corresponding VMA is shrunken or unmapped. This optimization reduces the
space overhead of CCoW from one bit per page to a few bytes per region.

4. Evaluation

This section reports the evaluation results of the proposed CCoW scheme. We imple-
ment CCoW in the Linux Kernel v5.7.7, and it took approximately 400 lines of code. The
evaluation was performed on a server equipped with one Intel Xeon Gold 5215 CPU and
128 GB of memory. To analyze various performance characteristics, we used an in-house
microbenchmark. To evaluate on realistic workloads, we used the Yahoo cloud service
benchmark (YCSB) [30,31] for Redis [4]. Those programs are configured with the default
parameters unless otherwise specified. Because CCoW is implemented at the kernel level,
no modification was required for user applications.

4.1. Characterizing CCoW Performance

Since CCoW is controlled by two parameters, namely, the region size and the coverage
threshold, these parameters determine the performance and execution behavior of CCoW.
In this sense, first, we evaluated the influence of the region size on the performance and
overhead of CCoW. We built a microbenchmark program to evaluate the efficiency of copy-
on-write. The program is modeled after the execution behavior of Redis. It first populates
the 16 GB of memory space divided into 1 KB blocks, and then, a block is selected and
updated repeatedly with the predefined data. The benchmark iterates the operations until
it writes 160 GB of data is written. The target blocks are selected according to the Zipfian
distribution with the parameter « = 1.0 to provide a reasonable amount of locality in the
accesses. These operations simulate the update operations of Redis with YCSB workloads.

To imitate the snapshot feature of Redis, the benchmark periodically forks a child
process. After creating the child process, the performance of the main benchmark process
drops sharply due to the increased page fault handling overhead. The performance is
recovered and stabilized over time as fewer pages remain for the copy-on-write. We
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measure the time from performance decline to recover back to the 99% of the normal
performance using the original CoW configuration, and used this time as the interval for
the forks. The child process was kept idle for two fork intervals before exiting.

We measure the average throughput of the benchmark and the memory footprint of
the process while varying the size of region from 32 KB to 2 MB. The throughput indicates
the performance gain with CCoW, so the higher is the better. The memory footprint is
measured by summing the residential set size (RSS) of the processes, and it indicates
the memory overhead of the CCoW scheme. The results are summarized in Figure 3. The
original configuration without the precopy is denoted as ‘CoW’ and the performance values
are normalized to that of the CoW configuration.

m Cow m CCoW-32KB Bm CCoW-128KB EEE CCoW-512KB s CCoW

e o lllllllllh

0.0 0.1 0.2 0.3 0.4 05 0.6 0.7 0.8 0.9 1.0
Normalized Performance

Figure 3. The performance and overhead of CCoW for various region sizes.

Overall, the system performance did not improve significantly in a small region,
and worsened with 32 KB regions. Whereas in larger region configurations appreciable
improvement was observed. However, the performance change was marginal up to 512 KB
region size. This is due to the limited exploitation opportunities in small regions. The
monitoring overhead was consistent regardless of the region size. When the region was
2 MB, the benefit outweighed the overhead, and we can observe approximately 5.0% of
performance improvement. However, the performance did not improved further with
larger region sizes. The memory footprint exhibited a different trend than that of the
performance. Even with a small region size, it incurred a considerable amount of memory
bloat, which increases as the region size increases. However, it did not increase much even
with 2 MB regions. From this evaluation, we can conclude that 2 MB regions provides the
maximum performance benefit with a reasonable amount of memory overhead. Thus, we
used this region size to the rest of the study.

Next, to find the best coverage threshold for the precopy, we measure the throughput
and the memory footprint while changing the CCoW threshold value from 70% to 95%.
Figure 4 summarizes the measurement results. All metrics are normalized to that of the
original ‘CoW’ configuration. The number next to ‘CCoW-’ is the threshold value for
the configuration. The ‘CCoW-All’ configuration is an extreme configuration where the
threshold is set to zero so that each page fault copies a 2 MB region. This configuration will
effectively behaved similarly to the system with 2 MB huge page.

When the threshold value is high, the system precopies only if it is highly confident.
Thus, there is decreased exploitation opportunity, thereby displaying slight performance
improvement. In contrast, when the threshold value is too small, there is a high chance
for the system to mispredict low-locality regions as high-locality regions. Precopying low-
locality regions only incurs overhead without any benefits, offsetting the performance
benefit. Thus, the performance peaks at a threshold of 80% and declines for lower threshold
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values. The space overhead is in inversely proportional to the threshold value. The lower
the threshold of the system configuration, the more pages are copied, thereby increasing
the memory footprint. For the ‘CCoW-All’ configuration, we observed a very high memory
bloat. In this configuration, each page fault incurs a copy of 2 MB region, eventually making
the parent process copy the original data approximately in its entirety. As the child process
can run for two fork periods, multiple child instances exist simultaneously, thereby making
the accumulated memory footprint very large. Based on this evaluation, we used a coverage
threshold 80% for the rest of the study.

B CoW-only s CCoW-90 s CCoWw-80 CCoW-70
CCoW-95 IEm CCoW-85 EEm CCoW-75 s CCoW-all

]
Average Throughput -‘
|

[ ]

0.0 0.5 1.0 1.5 2.0
Normalized Performance

Figure 4. The performance and overhead of CCoW for various thresholds.

The best region size and the threshold vary according to the workload characteristics.
To evaluate the influence of workload, we measure the performance of CCoW on the
workloads with various localities. Specifically, we changed the parameter a of the Zipf
distribution, which determines the degree of locality. The accesses are distributed uniformly
when « is 0, and the higher the value of «, the higher the level of locality the workload
exhibits. When « is 1.0, approximately 80% of the operations involve 20% of the data. This
degree of locality is commonly found in several real workloads, as the Pareto principle
states. We measure with three different a values, 1.0, 0.9, and 1.1, where 1.0 is the baseline,
and 0.9 and 1.1 represent the low- and high-locality workload, respectively. The original
CoW performance varies according to the workloads, so the fork period for a workload
was set according to the time measured with the original CoW setup. For example, if the
original CoW configuration requires 10 seconds to recover the normal performance after a
fork, the other CCoW configurations also fork child processes every 10 s.

Figure 5 summarizes the average throughput and memory usage of CCoW with
different locality workloads. For the low-locality workload, the configurations with small
CCoW thresholds exhibit better performance than those with large thresholds. ‘CCoW-all’
even outperforms the original CoW by 15% in the low-locality workload. This is due to the
effectiveness of the precopy. In the low-locality workload, a large part of memory should
be replicated as accesses are spread over the entire process address space. In effect, copying
entire regions results in the precopying of the necessary memory in advance with low
overhead. Thus, the smaller the threshold is, the higher the performance of the program
with the low-locality workload. However, this trend has opposite effect with high-locality
workloads. With high-locality workloads, many accesses are focused on a few pages. This
implies that only a small part of memory needs to be replicated throughout the copy-
on-write. Copying the entire region on a page fault tends to copy the pages that are not
accessed at all. This only incurs a temporal overhead, impairing the performance with
higher-locality workloads. As a result, CCoW-all exhibits the worst performance with the
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high-locality workload. Other configurations show similar patterns of baseline workloads;
the performance peaks at the threshold value of 80% and declines with smaller thresholds.

B CoW-only mm CCoW-90 s CCoW-80 . CCoW-70 . CoW-THP
B CCoW-95 s CCoW-85 B CCoW-75 s CCoWe-all

Average Throughput

Memory Usage

00 02 04 06 08 10 12 1.4 16
Normalized Performance

@)

Average Throughput

Memory Usage

0.0 0.5 1.0 1.5 2.0
Normalized Performance

(b)

Average Throughput

Memory Usage

0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5
Normalized Performance

(©)
Figure 5. The performance and overhead of CCoW for various workload localities. (a) Low-locality

workload (x = 0.9). (b) Baseline (¢« = 1.0). (c) High-locality workload (x = 1.1).

The memory usage of the benchmark shows a consistent trend regardless of the degree
of locality of the workloads. ‘CCoW-all” always represents the highest memory usage
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because it always copies all pages in the memory after a fork. Besides that, the memory
footprints are inversely proportional to the threshold value; the smaller the threshold value
is, the more memory the benchmark utilizes. The memory amplification is only increased
by up to 10% compared to the original CoW configuration, which is considered to be in a
reasonable range.

In addition to analyzing the performance of CCoW, we compare the performance of
CCoW to that of the transparent huge page (THP) scheme of the Linux. THP is somewhat
similar to CCoW in that it aims at mitigating the overhead originated from small pages.
‘CoW-THP”’ in Figure 5 represents the performance of the THP-enabled configuration. Note
that the THP-enabled system handles CoW by splitting huge pages into base pages before
copying the faulty page, and so does for other schemes optimizing THP [12-15,17].

We can observe that THP exhibits better performance than the default ‘CoW-only’
configuration. We attribute the performance gain to the increased efficiency in address
translation with huge pages. Specifically, according to the THP scheme, the hot part of the
process address space is likely to be broken into base pages, thereby providing the same
performance to ‘CoW-only’ configuration. However, the cold part of the process address
space is not split, and maintained with huge pages. Thus, this can boost the application
performance to some extend. However, THP does not provide as much performance
improvement as CCoW does.

Figure 6 shows the cumulative distribution of the throughput during the evaluation.
The x-axis represents the throughput in operations per second, and the y-axis represents
the cumulative ratio of the performance to the throughput value. Except for CCoW-all,
we can find three frequently observed throughput range regardless of the configurations.
The first group in the cumulative ratio of 0 to 0.1 indicates the period during which the
benchmark performance declines right after the fork. Then the performance recovers over
time, as in the second group with a cumulative ratio of 0.1 to 0.7. The remaining cumulative
ratios in the range of of 0.7 to 1.0 are from accesses that do not incur page faults.

Overall, CCoW configurations tend to have more severe performance drops than the
original CoW. Specifically, with the high-locality workload of the original CoW scheme, the
throughput drops to approximately 1900 K operations per second right after the fork. It then
slowly ramps up to the 2500 K operations per second range. With CCoW, the performance
dropped more, to the 1700 K operations per second range. However, the performance
recovered faster, demonstrating better performance than the original CoW most of the time
(i.e., mostly on the right-hand side of the cumulative graph). We can observe the similar
trend from other workloads as well, and CCoW-all configuration demonstrates extreme
behavior; right after the fork the performance drops significantly, and stays low while
the most of the address space is copied with spread accesses. After that point, however,
only few page faults occur, so most accesses are processed without page faults. Thus, the
throughput has a bimodal distribution in CCoW all.

From this evaluation, we confirmed that CCoW provides optimal performance by
optimizing the common case. However, the performance drop should be addressed to
obtain better performance characteristics. To this end, we are currently working on to
throttling the amount of precopied data right after the fork.
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Figure 6. Cumulative distribution of the throughput during the evaluation. (a) High-locality workload
(« = 1.1). (b) Baseline (« = 1.0). (c) Low-locality workload (« = 0.9).

4.2. CCoW Performance on Realistic Workload

To evaluate the proposing CCoW on a realistic workload, we used the Redis and YCSB.
The Redis is an in-memory key-value database widely used for accelerating Internet-scale
applications. We used the YCSB Benchmark to populate key-value pairs in a Redis instance
and to perform operations on them. Specifically, the Redis instance is initialized with 10 GB
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of key-value pairs with the default YCSB configuration. All keys and values are in 23 and
100 bytes in size, respectively, and each key contains 10 fields of values. After populating
the Redis instance, we configured it to make snapshots, and then fed update operations
with YCSB. To incorporate the temporal locality in the key-value accesses, we set up the
YCSB workload to select target keys according to the Zip distribution using the parameter
value of 1.0. While making 100 GB of updates, we collected the throughput for every second
of the YCSB benchmark report. Figure 7 summarizes the average throughput and memory
usage of the Redis instance when the system is configured to use the original CoW or
CCoW. Note that we used 2 MB for the region size, and all result values were normalized
to that of CoW.

B CoW-only mmm CCoW-90 mmm CCoW-80 m CCoW-70 CoW-THP
mm CCoW-95 mmm CCoW-85 mmm CCoW-75 s CCoW-all

————
.
00 02 04 06 08 1.0 1.2 1.4

_____
Normalized Performance

Figure 7. Overall performance of the Redis with CCoW.

Overall, all CCoW configurations outperformed the original CoW, regardless of the
coverage threshold. Likewise as we analyzed above, the performance was determined
by the trade-off between the performance gain from the mitigated copy-on-write and the
overhead of copying additional pages. When the threshold value is high, only few regions
are precopied, making both the optimization opportunity and the memory overhead small.
When the threshold value decreases below 85%, the memory footprint increases and incurs
more overhead. As a result, the average throughput of CCoW varies according to the
coverage threshold, but demonstrates up to 5% of performance improvement compared to
the original CoW.

With the Redis and YCSB workload, we observed only a marginal performance im-
provment with THP. This is due to that, in the workload, write accesses are scattered all
over the process address space, and huge pages are effectively split into base pages while
handling CoW. As the Redis process can have only a few huge pages, its performance
is similar to that of the base configuration. This result demonstrates that the THP-based
approach is less effective in write-intensive workloads, and CCoW outperforms THP.

To evaluate the accuracy of the mechanism in identifying high-locality regions, we
classified the reason for the copy generating mechanism for each copied page. Specifically,
we collected the ratio of precopied pages out of all copied pages. When the precopy ratio is
x%, increasing the total memory footprint by %, we can calculate the ratio of unnecessary
precopy by dividing y with x. For example, on the CCoW-80 configuration, 26.9% of copied
pages are precopied, increasing the memory footprint by 6.7%. This implies that 24.9% of
the precopy pages are not referenced. Table 1 summarizes the calculation. The unnecessary
precopy ratio ranges from 23.4% to 35.6%, and from the evaluation result it can be concluded
that the proposed scheme accurately captures high-locality regions.
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Table 1. CCoW rates in the cases.

Case Precopy Ratio Increased Unnecessary
Memory Footprint Precopy Ratio

CoW 0% 0% -
CCoW-95 11.1% 2.6% 23.4%
CCoW-90 12.3% 2.9% 23.5%
CCoW-85 22.4% 5.2% 23.2%
CCoW-80 26.9% 6.7% 24.9%
CCoW-75 77.2% 23.3% 30.2%
CCoW-70 94.8% 33.8% 35.6%
CCoW-all 100% 36% 36%

5. Conclusions

In this study, we proposed CCoW, an optimized copy-on-write scheme for the work-
loads with high spatial locality. CCoW divides the process address space into regions and
estimates their locality with the coverage. A write to a high-locality region leads the page
fault handler to precopy nearby pages. To properly track the coverage after the precopy,
CCoW leverages the dirty bit in the page table. Evaluation with benchmarks confirmed
that the proposed scheme can identify high-locality regions with small overhead, enabling
performance gain from applications without a modification.

As we mentioned, the performance drops significantly right after fork due to the huge
amount of data to precopy. We are currently working on to manage the performance drop
by throttling the rate of precopy and performing the precopy asynchronously. We are also
planning to incorporate an adaptive mechanism that tunes the configuration parameters
according to the characteristics of the current workload.
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