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| 0SS AN

FEENX

I =TSR IFMEBRSS (Object Storage Service, E# 0SS), 0SS BB 5F
BXH RESTful API #£0, &a] LU EAIN A, (EatiE. (EaitbsFeEfiiso)
FERAINEIE., 3]/E AWS S3 YLLK API, BT SHWIESHI SDK I%; L
K RESTFUL #2=( API B,




FiEsEER 5

OSSMEMzUME < 5

HIEFEBEIE= 0SS UE, BoLUSEIRAERE (Standard) fEABEIMN
. REKIE, BESESHSSIANEEEFEMAT, BTLUSERMABEK. 6
HAPR &8 AR SRIA 8] 7246% (Infrequent Access) F1IAR4TEAE (Archive) (EATREZ &

pIEIEIRRIFE T 2.
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REFNEE, EAE—XMYE, KE—IBXEFPASEEFK FENRE, B
LAEE BaRIFTINRERT B & 34 LIS TRIFIRIE

583 AP
' B HIEEE
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WEHERE
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|
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BESM, APIERSER < 7

| S5, APIBERSSE

FH5%E APIER

OSS x2#F RESTFUL API FZz0iBR, EAX LIRS nRESIS LAITEERE, #e
LU AP SSRBCER(E. HaJLUBIT OpenAP| XX HITERFNERE, ERAF
iplEEEla (RAM policy) IIR@EFIRE R, BRISFR APHINT,

« GetService (ListBuckets)
XRS5 A Get 1B KT LUREIERE R BB FME=I8) (Bucket), Hr
ERE (/) RRER.

e PutBucket
PutBucket #EO AT 6IE2F4E258) (Bucket)

e DeleteBucket

DeleteBucket BFHIBRENMFEZ(8) (Bucket ),

« GetBucket (ListObjects)
GetBucket O ATF5I2FME=(8) (Bucket) EIBE 34 (Object) BIEE.

o GetBucketInfo
GetBucketinfo I O BF&EEFMEZ8 (Bucket) FIEX(EE. RE Bucket
FIRBEET8EEE Bucket FIEE.

o GetBucketLocation
GetBucketLocation IZEm O BAFEEF#E =8 (Bucket) U EREE. RB
Bucket BB ZE 1858 %E Bucket U EER.

AN
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o PutBucketACL
PutBucketACL # O A F & K 1F fig = i8) (Bucket) Y1 BB, R EiZ
Bucket FIBIZEERIRMITICIRIE.

GetBucketAcl
GetBucketAcl #FEORFTIHRRNENZEH =18 (Bucket) A EIR (ACL ).
& Bucket B ZE A BEIKEL Bucket AIIFIEIRUR o

PutBucketLifecycle

PutBucketLifecycle #EOBTIREFEZ18) (Bucket ) FIEAs EERFIN
BEMNFEE, OSS BRRBREEMN, EHENMIBRSHNIETA R4
(Object). RHB Bucket FIBEE A BEALIIEK

GetBucketLifecycle
GetBucketLifecycle # O B F & & 7 i == (8] (Bucket) BY 4 5 &) B #1
(Lifecycle)s RE Bucket FIfIBEE A BINREE Bucket B4 as EEEFN

DeleteBucketLifecycle

DeleteBucketLifecycle O BT #IbRIEEF#E =8 (Bucket) B4 a5 EHAFL
M, /A DeleteBucketLifecycle & OMIkRIEE Bucket FrEAYE T BEEFHLT
f&, 1% Bucket IS4 (Object) A= Bk, RE Bucket FIBEE
BEMIBRIZ Bucket B9 A EHAFIN o

PutBucketVersioning
PutBucketVersioning A FREIEE Bucket HIRRAIZFHIIRE . RB Bucket
FRE & B RATI IR,

« GetBucketVersioning

GetBucketVersioning ¥ AT REBUERE Bucket AIRRAEFIRZE

« GetBucketVersions(ListObjectVersions)
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GetBucketVersions OB F 5L Bucket FEIEMIERIRIC (Delete Mark—
er) TERAYERE Object FIMEAEE o

o PutBucketPolicy
PutBucketPolicy ¥ O B3 F 7918 & BY 77 i == 18] (Bucket) 1R B 2 5% B
(Policy)o

« GetBucketPolicy
GetBucketPolicy B FABUEERFEZ18] (Bucket ) HITNBREERES (Policy ).

o DeleteBucketPolicy
DeleteBucketPolicy B FHIIEEF#=18 (Bucket) BRI IRSREE (Policy ).

« GetBucketLogging
GetBucketLogging #E#OAFEEFME=IE (Bucket) FUipOHERE. RB
Bucket BB E 7 8EEE Bucket BRI HEE S

« DeleteBucketlLogging
DeleteBucketLogging FiF X #1F &= [8] (Bucket) BV [0 HHIE R I8
B Bucket BUHBEE A B RXF Bucket ihia]HHICRIIEE .

o PutBucketlLogging
PutBucketlLogging # O BBF ATF#E =S8 (Bucket) FFE15 10 HEICRINEE .
BB BEICRIBEFEfRE, OSS BEMICRIFIE Bucket i5KMIFHAEE,
FLUNE A BRALSIE8) B EAEA—1 34 (Object) SEAIEER] Bucket.

o PutBucketWebsite
PutBucketWebsite 3O AT 15— bucket BB EESMEIEEER, KR
RE I,

o GetBucketWebsite
GetBucketWebsite # BT EEFH#EZIE (Bucket) AIERESMIGIEEIRESLL
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> BRZA, AP BEEEE

R BRI o

DeleteBucketWebsite

DeleteBucketWebsite =z OB F X AFME =18 (Bucket) BIER S UL IEE
WA BEEERL N, RA Bucket BB & A 8 X ) Bucket AIEE S KL 1T
EE,

GetBucketReferer

GetBucketReferer #Z OB F&EFM#Z18] (Bucket) BIFF & HE (Referer) 18
K&,

PutBucketReferer

PutBucketReferer #EZ [T R EFMEZS8] (Bucket) BIFH 5% (Referer), &
ST LAMERILE IR E Referer BB BRELIN 2B 70IF Referer ZERAZ,

PutBucketReferer
PutBucketTags 1z OAFRLEEA Bucket iFINSEXRIRE .

GetBucketTags
GetBucketTags FAFHREUFMEZS(8) (Bucket) FIFREE 8

DeleteBucketTags
DeleteBucketTags #ZORAFMIERF#=S8) (Bucket) 1755,

PutBucketEncryption
PutBucketEncryption T HECE Bucket BYINZEHLN

GetBucketEncryption
GetBucketEncryption # 0 F 3R Bucket NZEHLN

DeleteBucketEncryption
DeleteBucketEncryption = FBBFH#IER Bucket HOZEHIM,



BESHE, APIEER2ER < 11

o PutBucketRequestPayment
PutBucketRequestPayment 20 BTREIGEKE(TEHRER .

» GetBucketRequestPayment
GetBucketRequestPayment 0B FRBUEKE I BB EE .

o PutBucketCORS
PutBucketcors #ZOBAFHEENFMHE=E (Bucket) RE— M BERFH=
(CORS) #1l, N Bucket B CORS #lll, EREOSEERRGHN.
Bucket BiIAARFZ CORS Thee, FigEEtEiBEkaY Origin #AHKITIT,

o GetBucketCORS
GetBucketCORS #EORATHEUSEF#EZ8) (Bucket) HEIHELE K RHLE
(CORS) #imy,

e DeleteBucketCORS
DeleteBucketcors B F X FIEEFHE=8] (Bucket) XN B &FRHE =
(CORS) InaeFHid=rraEin,

e PutObject
HE34E OSS

o GetObject
T# OSS X

e CopyObject
CopyObject #Z O BTFEF#=Z18) (Bucket ) WskEIHEELAY Bucket Z[E)# N
X {4 (Object). EF CopyObject #ZFO&E—1 Put 5k 0SS, OSS &
BabFIEoE URME, HERERSSIRIITIZIRIE,

« AppendObject
AppendObject O BFLUENME /IS &34 (Object), &1 Append-
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> HRZME, APIEEEEE

Object #1EBIZHT Object 228 /5 Appendable Object, mMiEiT PutObject
_F1ZH9 Object & Normal Object.

DeleteObject
DeleteObject A F M k& & > 2 14 (Object). f& A DeleteObject & E 31 i%
Object BER.

DeleteMultipleObjects
DeleteMultipleObjects O A FHkRE—Z#E =S8 (Bucket) FHIZ X
4 (Object).

HeadObject
HeadObject & O AFIREEFEN X4 (Object) BITTEE. FALEORSR
EXHRE,

GetObjectMeta
GetObjectMeta & O A F 3R B — 1> X 4 (Object) ITTHEFEE, B1F 1%
Object B9 ETag. Size. LastModified 8, FEARIREZ Object HIAZE,

PostObject
PostObject {#£f HTML &2 _E{£€ Object EI#5%E Bucket.

Callback
BRREZEFRIELE OSS fUisKHESHENAT Callback 21, BgEsLIL[E]
V8, ASGEMANE Callback RILIRIE,

RestoreObject
RestoreObject O A FHRAIFF42EEY (Archive ) B934 (Object ).

SelectObject
SelectObject BFX BIRsFHIT SQL1ET), IREINITE



BB, APIBE2EE < 13

« |InitiateMultipartUpload
£/ Multipart Upload #&x0{E#EEER, wstiERiZE k@R OSS iR
£— Multipart Upload 14,

o UploadPart
Ma—" MultipartUpload Zf&, SJLIRIETIEERY Object &#1 Upload 1D
Stk (Part) HEHIE,

UploadPartCopy
UploadPartCopy 1@IZMA—1EFER Object H¥E WEHIER LE— Part,

CompleteMultipartUpload
B FREEE Part #5_E1ETAE, ©2UAA CompleteMultipartUpload #0
SREEREEAN S AFHT MultipartUpload

AbortMultipartUpload
AbortMultipartUpload & [0 B F £ 1E MultipartUpload 4. B FHE E R4t
MultipartUpload 4481/ Upload ID.

ListMultipartUploads
ListMultipartUploads AR5 2B #17F 89 Multipart Upload &4, BIE
LIRHEIRFR Complete 3& Abort B Multipart Upload 44,

ListParts
ListParts O BT 5IE48E Upload ID FRiEHIFiE & £/ Part,

PutObjectACL
PutObjectACL O RFEXL4 (Object) BYIBIEHNR (ACL ). LHIRIER
Bucket Owner BIX[R#1T, BFEXT Object BIEEINR.

o GetObjectACL
GetObjectACL EOARIAEEMFiEZ 18] (Bucket ) FHIREAIA (Object)



14

> BRZA, AP BEEEE

A9IBIEIER (ACL ).

o GetSymlink
GetSymlink OB FREUR R . HRIERE2ENNZEREZE IR .

o PutSymlink
PutSymlink #EZOBF 79 OSS A9 TargetObject BIEERGERE (Symlink), &a]
LUBITZ iR sE#5(0) TargetObject,

o PutObjectTagging
] L@ PutObjectTagging # R &3k 8 #i X S IR (Object Tag—

ging o

« GetObjectTagging
BELEIY GetObjectTagging EOKESHIREEE..

« DeleteObjectTagging
B LLEIY DeleteObjectTagging MIERIEEXTSAIRES

o PutLiveChannel
B RTMP i) R SHREUERT, @S EAIZEOEIE—1 LiveChan-
nel. &M PutLiveChannel #O<IRE RTMP #Eiitbht, LUK XAV
ik,

« ListLiveChannel

ListLiveChannel #ZOBF5=45E/ LiveChannel.

e DeleteLiveChannel

DeleteLiveChannel O BFMIkRIEZER LiveChannel,

« PutLiveChannelStatus
LiveChannel 93 enabled #0 disabled FfUIRZ . e LUEA PutLiveChan—



BEHESE, APIBE2EE < 15

nelStatus ZOEMITIREZ B TR

¢ GetLiveChannellnfo

GetLiveChannellnfo OB TFIRBUERE LiveChannel BIECEFEE .

¢ GetLiveChannelStat
GetLiveChannelStat #& O BFIRBUEE LiveChannel BUETRIKEE R

o GetLiveChannelHistory
GetlLiveChannelHistory # O BBFIRBUERE LiveChannel BY¥ERICR . £/
GetLiveChannelHistory #O0& £ iR EIFEE LiveChannel &ifH 10 X¥E

MICRo

» PostVodPlaylist
PostVodPlaylist # O AT FIEEH LiveChannel £/ — " 2 1EFBAVIE RS
. OSS =B 5 ERESCE M HIZ LiveChannel #ERARAY ts X4, FF
BFEFFEA— m3u8 BRFIR.

o GetVodPlaylist
GetVodPlaylist ImOBTF&EEIEE LiveChannel TEI5 &R B]ER AR A BLHY
EIEIIER

F&#& SDK A

MRAFIRAEECHEEN, EEFA SDK 321 APl TEE, REEMNAY

EMtE.

X JAVA. python. PHP. GO. C. C#. C++. Ruby %,

R aFiEid

0SS EinXAINAR hash key B9AEME, M2XAT LSM Tree 518, &R
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FMHERER N RO XY B . XMHKREKRBFERME OSS AT, EXHma L
BEFH=BIR. BRPUNRET 7EUBBRERRREE, JeeSHEIRA M
IR N Do KB RIENES R — Do X

MISLIE
OSS B4 UTF-8 mBMIREX AP EIEHITEMN DX, NmeEBatE
BEXH, UNREASZSERNEFIBER. A, NREELERENHEN, TR L
ERTINFRISR (MIEEHFEINF), TERSHAREXXMGRSIETFETENS
DX, XHF, HEANBEREFREBIT 2000 X/ #8F (3. EE. BIBR. .
BT HiREEFRER 1 X8RI, HEMBRN DX 512N PMXEFREE NIX
BF), 2HRINTER:

c ZPXMARRDK, SHHXI /O BEHRFER, HWARRBNRHEIBEK
o RO XNFESMARGHITRHEN D XEESEE, XNEIEYRESLER
TERACERRT(E]

L EBIRZFE OSS AUKFT RIR, SHEFINERKEXRZR,

ZBRXANE, HEEREZPRIRFRISR. SoTLEXGZRBPSIAR
BB, XEERS| (LR 110 RE) SIS nHmES MoK

TNERE T TS IR RIS e R ERIZRAY S 570 .

sample-bucket-01/2017-11-11/customer-1/filel
sample-bucket-01/2017-11-11/customer-2/file2
sample-bucket-01/2017-11-11/customer-3/file3

sample-bucket-01/2017-11-12/customer-2/file4
sample-bucket-01/2017-11-12/customer-5/file5
sample-bucket-01/2017-11-12/customer-7/£file6
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FRXMIER, TLAER IDitEIEA, BD MD5 (customer—id) , FEET

FRNEHBRIEAXAHRIIRIR. RO 4 DPFHEHEIR, SRUOT:

sample-bucket-01/2c99/2017-11-11/customer-1/filel
sample-bucket-01/7a01/2017-11-11/customer-2/file2
sample-bucket-01/1dbd/2017-11-11/customer-3/file3

sample-bucket-01/7a01/2017-11-12/customer-2/filed
sample-bucket-01/bl1fc/2017-11-12/customer-5/file5
sample-bucket-01/2bb7/2017-11-12/customer-7/file6



18 > 6NEMBIFHIRAITOSS

| 6 *BitZiEHRNIT OSS

17i&=si8 (Bucket)

FHETEIRAFBTFHEYSR (Object) NER, FIBNUREBBAREFEN
FhE=TiE), FHRTEEESMEERM, BiEthE. peIR. MRS, AR
LURIESERRE K, B R EZEENFHE=EREFEARIIEE.

o A—MFETENAESEREN, REXHERZNERSME, MEINRE
BEERETHINAFHETE,

« BPRFPTLIBEZMEMEEE,

s FHETENZRE OSS SEEAVAZE[/HE—R, —BoIZZFELEEN
BRo

» FRETEARIINRHBIRER .

FhE=ERIa R LTI T

o RIS FE. HFMEHEL (-),
o BILUNSFREEHFTFLMERE.
o KE®ME 3 - 63 FHZIE,

X% [ 3244 (Object)

XRE OSS FHEIEMEARSE T, BRIRA 0SS HIXMH. MREATTER
(Object Meta), FIF#E (Data) 1343 (Key) B, MWREFME(EAERE—
Ay Key RiRR. WRTERE—EBREN, R IOR—LREN, tCRFEN
iE. KNEEE, BEAFPETLUETERTEE-LEENIEE.
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MIRAVEEHEMN EERINEIRMERALE . BN EREHA, RBETIEMN
FZRY Object JUABEBTIEM EEBSNEIE, Hib LEH T EERY Object AE
TikfmiE, BOLIBIEE HERBAINSRKREZZRIAINSR,

POEN GRS

MR EfE objectname HEDHF—URHKFH, tthX. =K. HHFS
&, BEEXR PR EESHE THNEXHH objectname f—1 URL encoder
iy

° 1%% UTF-8 ﬁﬁgo
o KEME 1-1023 FH I8,
o FBELALERIE (/) 3B RFE () 7k,

Region (i)

Region &7 0SS MIHIEH/OAENIENE. BRYLURESEA. 15KkKEE
ER SIS CIZE Bucket, —AZRIR, EEEBFPEITA Region 15EIEREE R,
FBIBEE 0SS EE BRI Region,

Region 21 8I& Bucket FIFHEIEER, —BREEZEMANTFEHL. 1%
Bucket FFrBHAY Object #FMEEXTMAIEIEH L, BREIAZIF Object K 3IHY
Region ®&.

region B —ARE oss— B — #blE, tb#l oss—cn-beijing , FERXERFHE
MYBNEREILR,

Endpoint (i5iais# )

Endpoint &7~ OSS XJ7MESEVIAEIER . OSS LA HTTP RESTful API A9
FXITIMEMIRSS, HiHIDAREAY Region HIIT R, EEAREMEEZ . @BIiTARKNF
SMiBIE]E— Region FREEZERY Endpoint tB2ARERY. Fantii Region HIZMY



20 > 6 MEMBZIEFHIRANIT 0SS

Endpoint & oss—cn—hangzhou.aliyuncs.com, FIk Endpoint &2 oss—cn—hang-

zhou—-internal.aliyuncs.com. EARIAFIESIE Region $TRAY Endpoint.,

bucket M=

A2 bucket 1 endpoint E&E—i#E, 1EAFIBENAMIERZ ., TR
7= bucket.endpoint , EEE0FEAY bucket 2 xiaoming, endpoint ZE#LIN (0ss—cn—
hangzhou.aliyuncs.com), #B4 B HI bucket 2 7 i3} 2 5t 2 xiaoming.oss—cn—

hangzhou.aliyuncs.coms,

AccessKey (I5ia%$A )

AccessKey (&R AK) 15RI215I08HIEIEFAZIRI AccessKeyld F1 Access—
KeySecret, 0SS @I AccessKeyld 1 AccessKeySecret STFRINZAYS LK
RIFE NSRRI KIZEES D . AccessKeyld FBFHRMEARF; AccessKeySecret 2
FPRFINZESEFFEN OSS AXRKIEZZFABENZE, UIARE, XIF 0SS
ki, AccessKey HIKIEA .

« Bucket BYEE HIBHY AccessKey,

o #% Bucket FUHBEEEY RAM ENEE =H15KER AccessKey,

o ¥ Bucket FUIHBE & IEIY STS BNAE=H15KER AccessKey, *F
AccessKey FJLATE 130125 4RO,


https://help.aliyun.com/document_detail/87728.html

SCERRUZRANAY 10 BUEFARE < 21

}

}EBUZRFNAY 10 15T{sE A PR &l

AtETFE

EEFEIEIRENSFINERE R TIZBUAER R 1 2 HPRISIFITE,

Fhi&=sia (bucket)

o F—PIER KSR —1thisk A CIZRIFiE S 8 2R REEBT 100 1,
o FhETE—B0IEATN, HRIR, Fribithis, FAEKEIREEEN.
o BNEFHETENEERRS.

E1& | TEIUSF

o BEEHEEE GREE. RELE BIILENNHXRNTRBERBT 5GB,
F_FER/NET 5GB RIS 4w /it Rl R &=,

o WTREER T BB RINAREEBIY 48.8TB,

o A—KSEF RN EEETHRINTEREHREN. FERESIDE
10Gbit/s. Elftithisy 5Gbit/s. MIAENZFE, 1BKAY latency =F5. W0E
A9k SS (AN REUEB &AL IESE ) BE ARHE K (40 10Gbit/s~100Gbit/s ),
BLEARENERF T . BEFIREFNR EEHERNESETLIR
Rl = L&, TLUEXEHITI R, RERMEHE.

« OSS X LEEEXH, BLBEEEXH.

BRI

o XHRRELERE.
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> SCIRBIZUANAY 10 TUiEFRRE

o ZHEMEMBRSERY_EIRY 100 1, BEAHLEAIMIReUEE API 5 SDK
SCHL,
XEBEZFETFUNREFmIBEFRE OSS bucket Az H, EFPEEBIIRT X
4 (FRSTYEEMEMIER) BBASHEEiE#KE.

l=4E

- IS HIMEITE = E MR LEIAL.

- FERIGSIGHAENE VT LERER, Ao SErEEE
TiERER.

- GNEHE=ERSTUNE 100 MEE; — B RESEE—MEEEIE
5 BAIKSTHIENEE MRS

S an/EH

s B0 ERETERZTEE 1000 FREaEEMN,

El R4k 18

o EFIRH!
o RE
ER&LHEER: jpg. png. bmp. gif. webp. tiff,

XHRNARERBIT 20MB,
ERE R Ed B R R SE S EeEBI 4096px.
[REISBIAR/NREEET 30000pX.

[REIRMEEAEEEBE 2.5 12 pxo
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- GEBEIEHIE
5 SEHTIRELBIT 4096px*4096px.

BINKEARBEBIT 4096pX.

VRS
BOFHETE TRSEEEE 50 M. WEMISEBEZMHFIFRK, iR
RTEEHE.

o HEERIRERIFAEMEER; PEAMERRRENSIFETERER,
« EWRIFEEASITERRINE

» FEEASHFENWE, BETUNEEFERIAITHR.

o EENLRBEIRRERIFENME, BARSTIFARMLEE,

o MIMEVIFENMSLINESE, BARSHFHR.

o EREBA. PWERLEBRNEXSETREZREN I HTRFRBTE.

« FRBREEHI OSS #Y, FEEHEH] CDON FRAvREZEA.

A4 =48

OSS gzip &#F:

o W1 GetObject 153K AY header #7107 Accept—Encoding:gzip, —#&fE
FRIYS s T2 S BNIE . MR EFER sdk BPAFEEIEIFK header
LhiRE,

o HRNAKTFHETF 1KB,

non

« Conetnt-Type ®ME "text/cache—manifest" "text/xml" "text/plain" "text/

ll n

cs application/javascript" "application/x—javascript" "application/

rss+xml" FEY—



24 > SIRFEIFREINT 10 IRfERRE

o 318 object BY "1IRE hitp 3k " FFNMRE "content—Encoding: gzip", @t
EMHFEESRRIES . BBA object HBFEW gzip E4efG L1E LK, BUEB
pap (k== N12bR

o 9zZip B FEXHFAIESS list object A= &4, MBESIX list object RERS
x[E] 1000 1™ object BIRZF.

FARFF#EE] OSS tIRZE html XHFeE BRXH, FeeEREAEXEEHinE),
S W8 N — 9@ & F 3 =k (Content-Disposition: attachment; filename={file—
name}). FERAPPE— N ELFEZENEEE, BEIPENEZXIAE OSS XHEA
ﬂL\/LO

SPEEEAY, XL REEMREER, FEEEEM OSS 457,

"aliyunes.com",
"aliyun.com",
"aliyun-ine.com",
"thedn.cn®,
"thedn.com",
"aliimg.com",
"taocbaocdn.com",

Nzmxy.com.cn",

"nxcloud.com.cn",

"paytm.com",
"mybank.cn",
"gzdata.gov.cn",
"tacbao.com"




AAZEERFSNESZEHR < 25

| kg st Rim SR EIREL

AP

OSS EliRIRE, BHREIREIE, TLEL Nginx #9 PCRE BE—ER#4 T
K9 rewrite TaE, 18R 0SS MINALEMFE. ABHATHHESNEE, —HE
404 B, BIMEEEEEE.

FERNGE, —AR2HIBTH. T% 0SS, CDN 44 0SS, S5 MFR.
IhREiER

404

HEFIEXE OSS RKEFREN, 1R OSS FEAEFRE, BASREZFA
ENREGRIRBIEXVANNARE, WREENFLBEERSML OSS 200,
0SS X H—RFMEEIAL, FHEIEEGEE i 200 BYREE.

X MIEF, R OSS BRRBERLERFIR, RIGMAT 404, B84 OSS
tHEEE 404 BEEAF.

gN5R OSS EIFRKRMFRIREM, RitikE T —13F 200 404 AVIRERS, tba0
502, 3B OSS RICK 424, AREELIRISHVIAER 502 5F Fin.

EEM
EIREBI—PNEMREER, EEM, 57301, 302, 307. FHANHME
302 301, EcEEEMYRERR, EFiwBEXE bucket A&, =EH#% 302 301 ZIAF



26 > WMARHERHEREEON

e &HRY bucket B, EFIREIERYE 301 302 follow EIBHI bucket B,

[==-] AN
=gV
SIEAN X
Bl EEM
|, YiERE OS5 BEAEXNE. SEUE
Bl AR
[EliFsERE http i/ / [
f#n:
0SS wEHhL:
bucketname.oss-endpoint.com/image jpg
[ERERE ST bk
http://EiF#E image.jpa
EREH HRERFNE @

Bx, R R BERSEEEER O

W HTTP header 5280 =

feif {53878 HTTP header FHIEE HTTP header
[ =it HIEERERE HTTP header ]
l ioR SRS HTTP header S8 l

XEAREARFIZEERINEE, ROFAERENE, HIEER MrAVE.,

o XHRISR: MRDIZTXHRIR, FipEILI 404 5, REst I TEEIAY
OSS R ARE&LEER, SRR,

« BIRZS4: WRE CDN EENSETREZSH, BEREXLESLHEECIR
uh, STLUFRLEE.



AAZBERFSNEGER < 27

« 78¥F header: WMNRBCE T ¥ PAAE header, BN E P imi5E K1 KAY
header £&8EEHIRLL .

« 21t header : ATLABENMNML header EFEERIERY,

o RE: MKREIRE, JUBEX —LEERKEERRS,

=B

—. E& TREEIRERIHN 404

- BEEEEENRGEREEFN URL IES 200, REREIEA 7 200 A9
&I OSS EI/RABERENE KR

« ERBRE TEEMA header kAN, MREE T IZENFHERMEELRLE
host LiE(ERIE, FUSEIMEIRET 404 MR, RABEGEIRITSETS
Bl bucket host [BlR, FFLABIRFRILGEELRIELN 404,

—.\ BRETHEEIRMERNTLN 502

o HIXFHEIR, EBEREFIRWGIDNBISE, TTA%EERIEA URL Mt
—

DX ATE) siRLG error log 8k access log 2548 502 fYER, E MR
SHAIREEHEIR A

=. BREFERYFESFIA RS E —E

« 15 18] www.a.com =& 404 [E & £ B.oss—cn-beijing.aliyuncs.com, B
bucket LIREEIEZ] www.a.com, XMEREATLIN, SIERIFLEIRR
LS8

« 1718] A.oss—cn—beijing.aliyuncs.com =& 404 [E&Z] B.oss—cn—beijing.

aliyuncs.com, B bucket iIRERYRIEE A bucket BAR1T,
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M. $BIREIFEIREE "Error status: 0 from mirror host ,should
return 200 ok"

ption: Error status : @ from mirror host, should return 20@ 0K

rFailed

HIRMIRIEHE OSS M ARELEIAFRSAIFRIRN, Rubg8ikE 200 A9
A7, MERETEAbIE 200 AU, SERERRKY.

XMizns, ARRIABEERGUATHE LSRR,
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FoBuRlFHES, FR/L+THRPEEE

In=imid

XIgFE (0OSS) T2 R SEXGFHEURMN X HEEBN ™R, FAHEXMH
TTEE LITNIERRINEE, REMAFBEEE CDON + OSS AREAS, B8 CON
AU IR ARBIERE . BBAEARRIE CON EF FRINMAER (OSS) Eff
B T EHMEFNE? SRR T BRIFHITIEE.

what Refresh

£ CDN #BRNE eABwERIFRONE, EREMBRIFITHRIAE CON &
FEMBXHRBERIFE, ERFPHZEABML G, SEXLEAHEBLER;
MRERDETLL, RN+ HERH URL BRIHR—IXIMELES, mMEEBRF
EOBHFEXRENNEFS. MRAFPIIXHEEFHE 0SS £, 0SS EHTXNE
HIRFTAVINRE, BABFFHNEE URL IBXRIFAIIIE,

FiE OSS Bzifl#

CDN #=#Hl&

£ CDN #=#l&a, BEEBRREBRUGEERSCHAREZ48EN OSS ik,
(XEETEINRRH OSS 2FABH, I CDN FAF bucket BIRINEEFE, &N
£5% CDN EJEZ] 0SS .M. MREFiHER URL h#ET 0SS 8, BITUR
FFEItIhEE)
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< WWW.T s e © E¥ES

BERE | EftfE8
FEEE CNAME @ WWW. 5 “* cdngslib.com
hetbe o) 2018-12-08 17:25:18
BomR hniE R B BN
HTTPSHLE
BISER < sl
Ed) OSSiE&
TEEEfE
biisilg . oss-cn-shenzhen.aliyuncs.com:80
BT 3
fal 2 ZOSSH % BucketElR
18 7 OSSH, H Bucket(EliR O
FHHLR RPrivatefIOSSIRIARIASIONE, WRIL RIS, Fikkir0ssH, TEABUME. HARHK
FBuckctEiE?
FESFE#H A Bucket ERTIMERIS ListRolesi BN, ML 3 E-;.
iy
OSS #=#la

% CDN EZ&lF, £ 0SS FHafEREERAIIUERIEL LI "Bl
RIF" R, =IFREREHE,

o EEIE

b Lor > O EEEESHTYER 1-2 M, 7
Bucket 53

e > FEEm
BEOEE

- " SEM (FZ ECS &RE) v
R o

TS >
rn T0OT s

e > -
EESA

REEE > | fewmp EEER
RERSRE

bepisi > hieliEE

EiEsit >
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ERE | (R

RfuR Z O HAEEARR | SRESHER RS SEENE,

“maEm > e WEERIHEE ©
R % Pl EELD COMN I COH §5gnmE HTTPS L+ i
MESRE > e " i EHEE
i 5 WHWW ERER E ECDNRENEED & REEERE
aEmE >

BEEE >

BTk >

FREBE

1. AP HEREXHE 0SS /&, 0SS 2E#AFI CON RIFHEISIE A
i,

2. OSS RIFFBMES AR EmNiE CDN RIFFEONMKERE, X2EZEM
%, FAH 0SS BIEXHFMNERKHES K,

3. HREPXHNRERL, BINTE&EHY, OSS @R CDN BIRIFES
SEMHEBR, RANTHRPEOREN, B1MKRSTHESHEHER
BIRFM . AT B inEe Dt X E#H OSS X4,

4. OSS MIRlFh= SR CDN AIRIFTECEN

5. R 0SS M EHHMIkRE, tB=18R CDN RIFTE {4 cache iBIER,
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| 5 MEmeE T BEEERE

BN SEBINEEEMEM, BEKE, MXEZEARL, KEIBSEI0IN T 7
TERMFA? (UTEIESNEIEE, Rk EXAPE)

42 “BiE”

—)iE R

— M RBEEKRK— T HERZNE RS EE— D B HTTP 153K (cross—origin
HTTP request). tbilix, 1% A http://domaina.example HIE Web [
BT <img> REZ| AN T B: http://domainb.foo HIEE K &R http://
domainb.foo/image.jpg, HE A I Web A AN EBERE— MBI
HTTP 153K,

demo
http://www.123.com/index.html 8 http://www.123.com/server.php (JEELH)

http://www.123.com/index.html 8 http://www.456.com/server.php (EHEZTE
:123/456, i)

http://abc.123.com/index.html A http://def.123.com/server.php (FEHELTRE
:abc/def, BiE)

http://www.123.com:8080/index.html @A http://www.123.com:8081/server.php (if
OAFE :8080/8081, Bi)

http://www.123.com/index.html A https://www.123.com/server.php (FHLARE
:http/https, &)

1553 & localhost M 127.0.0.1 BAEIEMAN, BHBEFESE,
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BlgigRIrR
origin, HXEESIRFIE client KEANEKFELEBI—MEE LLERE, &
EIEKMY request header FEII— origin #mR, #0TFFA curl X T —MEE= .

curl -voa http://mo-im.oss-cn-beijing.aliyuncs.com/stu_avatar/010/personal.
jpg -H "Origin:www.

mobby.cn"
% Total % Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total Spent Left Speed
0 0 0 0 0 0 0 0 —-i-=i-= —mim-ie- ——i--i--

0* Trying 59.110.190.173...

* TCP_NODELAY set

* Connected to mo-im.oss-cn-beijing.aliyuncs.com (59.110.190.173) port 80
(#0)

> GET /stu avatar/010/personal.jpg HTTP/1.1

> Host: mo-im.oss-cn-beijing.aliyuncs.com

> User-Agent: curl/7.54.0

> Accept: */*

> Origin:www.mo.cn

HTTP/1.1 200 OK

Server: AliyunOSS

< Date: Sun, 09 Sep 2018 12:30:28 GMT

< Content-Type: image/jpeg

< Content-Length: 8407

< Connection: keep-alive

x-oss-request-id:
Access-Control-Allow-Origin: www.mobby.cn
< Access-Control-Allow-Credentials: true

< Access-Control-Allow-Methods: GET, POST, HEAD
< Access-Control-Max-Age: 0

< Accept-Ranges: bytes

STUERIEE AR Origin f9iE3kE, WRBIRAIMIARS o RIRRVE=1H
i8], SN Response header s EEAIM@A L, (LUF header BARE
BNRRE T A=BNN)

< Access-Control-Allow-Origin: www.mobby.cn (RVFHIEEEE, TTNE *, SZFHETEHE )
< Access-Control-Allow-Headers: * (AUFESIHERHL header )

< Access-Control-Allow-Methods: GET, POST, HEAD (A UFWBLEEEfiEk 3%, origin B
N )
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E RS

##=—: CDN i/ia CDN BEiEisi=#

i @ Failed to loml resources the server responded with o status of L afzzo. olientTdmid
B sociy, an error has ocourred. Phease try again later 441 {Uinouthorized)
| | @ Failed to losd Jrin Lcondseolndndas -10C. pho |l'J R Crss EDﬂl.l‘ul A11low-0rigin' hoad
sy i present on the requested resource, Beigin hgtpmiid oot oo comt in therefore mat allo
CIMB fiés CIMB Clicks a

 you'rs ulng the disabled sttribate with o resctlo farn ST yoa

eponaet class, the disablad att wlll actually

@-meem  Public Bank o e ek omid L this. i, . v famgsd) bt BNl ecpor

form = new Formeron({

‘)FPX FEX (Other Banks) Flrz: nn.v_'-emunc.-:.'.!.j-.:a_'...a. r;z:c,.l J ::’:JI?:.:._.[-“?’ Validators. requirsd),

Tast: Naw FormControl{ Drau’, e

BERETUB LR KLl XEIBERAIEL & bo3.ai.com M T www.
ai.com WIZHEIR, XM MHEBEE FUE= cdn MIE. BEAKEITIBERER www.
ai.com, BAEEKNE FENEE EEEMIET B, XMEREREEENEZ
AN LERTFNEELSH

=_: Hf% OSS 5|/ CDN ZiE#i=&

4 CERRTAR . WRREMETROT htps: s/ . s5=n-bied1Lng.oLLyunts. Conf custume T s, bLeddTs201TG11 80036 hbed 253156/ 335340 10-1671Be14706- 900 3-dast-
abd-deddd. picuTpar thumber=1145up LoadIi= AHESEDSA2ASF 139751 58A 4 2B TCRAZEF § R (WE CORS BRESALN , [T
A ¥ TypeErrors this._pssiiplosd is null [fETRI ol yin—uplosd-sdk-1,4.8.min, {2111 10918
@& = TypeErrore this._pssiplosd is null [iSETH] ol iyur—uploed-sdk-1.d. 8. min, 231 16608
walue nttp: /fedn Lcom/dotnet /20130618 /5 rdpta L iyuneup Toad-sdk=1.4, 8, min, j521: 18918
aloadError http: Sredn Lcom/dotnet 20138418/ script faenber/new-edit-vedin. min, J5:437: 46
 onploadstarteds« ntrp: dicdn ~COM 0T NETS 210416/ 50 ApTmenbe r new-ed LT-vedio, win. 15:643: 45
http: Jfcdn ~confdotnet/ 20130416/ 1 2: 26855
FireMith http: fedn -comddotnet /2013041875 2; 27673
; nttp:fodn -com/do tnets 20130418/ 145 11116
b= httpidiedn. wconddotnet /20130410 14 14TET

aliyin-uplosd-sdk-1.4.8.min. 511 10818
L iyur-uplosd-sdk-1, 4.8 min, j511: 10918

& ¥ TypeError: this._osslpload is nu’

i X 130418414767
& ¥ TypeEreors this. _pssipload i3 nuTl [IESETH]

B WEATE: request failed with status 304
W LAL! https/fedn. con/dotnet 201 3410/ coript /nember fpas t-history. fetval. 1, MG
MEA] UAL - post-history.]s.mop [iE8 TN

FFEE L&) 0SS, BRNAT CDN M= ITHIMNERIIRE, HILX
MISREI5 IR CON LR B &EBEHAEIEMRLURE, £ CON EEREFEES
HRRREER

HEIFTE CDN #=HIaX AT CDN 5%, EE http header 3k, EBII=1E
’HEy QD—F
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[ e am o
Actsms Lirbal MERMORERR
[ — HER o
Accass-Canol : RELPCMEEE o
ARt b7 e
Acciss-Conak . WEABCREE o o
A+ padetn L i
— R
== =% OSS
==: CDN [Ei&Z!
(O Pttt + Request Headers

personal.
. lpg £, Provisional headers are shown

Origin: http://i.weclassroom. com

Referer: http://1i.weclassroom.com/nova/

User-Agent: Mozilla/5.8 (Macintosh; Int
22 requests | 1.1 MB transferred | Finish: 9.2 min | DO... e/68.0.3440.106 Safari/537.36
Console  What's New

¥ ® | top ¥ | Fiiter Default levels v Group similar

€) + POST http:/ 155-cn-beijing.aliyuncs.com/stu avatar/@l@/personal.jpg 405 [_Hethod Not Allowed)

@ Failed to load http:/; 55-cn-beijing.aliyuncs.com/stu avatar/@l@/personal.jpg! Mo 'Access-Control-al
resource. Origin 'http.,,....... sroom.com’' is therefore not allowed acress. The response had HTTP status code

& »Cross-0rigin Read Blocking (CORB) blocked cross-aorigin response hitp:s ewowye oy, 055-cn-beijing.aliyuncs.com/
application/xml. See https://www.chromestatus.com/feature/5629709824832768 for more details.

> var xhr = new XMLHttpF sti);

xhr.open( 'GET', "http:// ' ° j.0ss-cn-beijing.aliyuncs.com/stu_avatar/@18/personal.jpg', true);
xhr.send()
undefined
© Failed to load http: _.0.0ss-cn-beijing.aliyuncs.com/stu avatar/@“@!uc’s’:na‘_] Mo 'Access=Control-Al
resource. Origin 'http:/ aom.com’ is therefore not allowed access.y ] | T ELAVAR LS B i)

MO EASIR, IR BRI .

HIXFE R, BEEERNDAMBREmIEK, 9532 GET 1 PosST M,
AT GET iFilllizt, F(1551H GET,

GET:
HIEBEER, BAMBEREREAMITELL, FRFAMER curl Mit—
T, NREEEM get M INREELL, RBEMN B2RET BN, R
MR LM BRI R B A INE SN, BT TEREAEE T BRI T Bigk.

curl -voa http://mo-im.oss-cn-beijing.aliyuncs.com/stu_avatar/010/personal.
jpg -H "Origin:www.
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mo.cn"
% Total % Received % Xferd Average Speed Time Time Time
Current
Dload Upload Total Spent Left Speed
0 0 0 0 0 0 0 0 --:--:-- =--:--:-=- --:--:--
0* Trying 59.110.190.173...
* TCP_NODELAY set
* Connected to mo-im.oss-cn-beijing.aliyuncs.com () port 80 (#0)
> GET /stu_avatar/010/personal.jpg HTTP/1.1
> Host: mo-im.oss-cn-beijing.aliyuncs.com
> User-Agent: curl/7.54.0
> Accept: */*
> Origin:www.mo.cn

< HTTP/1.1 200 OK

< Server: AliyunOSS

< Date: Sun, 09 Sep 2018 12:30:28 GMT

< Content-Type: image/jpeg

< Content-Length: 8407

< Connection: keep-alive

< x-0ss-request-id: 5B951264980F8FDB749972B3
< Access-Control-Allow-Origin: www.mo.cn

< Access-Control-Allow-Credentials: true

< Access-Control-Allow-Methods: GET, POST, HEAD
< Access-Control-Max-Age: 0

POST
BT ceT M &I oss @I T BIELRY, BR2AT4 posT iBEKHIR(E 405
e? ;& BTt ke? BRRIEATATF curl MhE B EKN.

curl -v -X POST -d '{"user":"xxx"}' http://mo-im.oss-cn-beijing.aliyuncs.com/
stu_avatar/010/personal.

jpg -H "Origin:www.mo.cn"

Note: Unnecessary use of -X or --request, POST is already inferred.

& Trying 59.110.190.173...

* TCP_NODELAY set

* Connected to mo-im.oss-cn-beijing.aliyuncs.com (59.110.190.173) port 80
(#0)

> POST /stu_avatar/010/personal.jpg HTTP/1.1

> Host: mo-im.oss-cn-beijing.aliyuncs.com

> User-Agent: curl/7.54.0

> Accept: */*

> Origin:www.mo.cn

> Content-Length: 14

> Content-Type: application/x-www-form-urlencoded
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* upload completely sent off: 14 out of 14 bytes

< HTTP/1.1 405 Method Not Allowed

< Server: AliyunOSS

< Date: Sun, 09 Sep 2018 13:06:28 GMT

Content-Type: application/xml

Content-Length: 337

< Connection: keep-alive

< X-0ss-request-id:

< Allow: GET DELETE HEAD PUT POST OPTIONS

<

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>MethodNotAllowed</Code>
<Message>The specified method is not allowed against this resource.</

Message>
<RequestId></RequestId>
<HostId>mo-im.oss-cn-beijing.aliyuncs.coms</HostId>
<Method>P0OST</Method>
<ResourceType>0Object</ResourceType>

</Error>

o B5EFKIIE oss XITF posT BNEK, BREAIFILERRT .
https://help.aliyun.com/document _detail/31988.html|?sp—

m=a2c4g.11186623.6.1008.5bb84b4e1JE0A4

it

o IERIEHARZE RFC FEMER content-type: multipart/form—data.
o BILFZENBAZE RFC MIEMIRBEHIE.
o BESANEREL, B4 OSS API EXKAY filename 2HEEHARHERG

—NEIN,

JAVA BiiEKilEtS

package com.alibaba.edas.carshop.0SS;

import javax.activation.MimetypesFileTypeMap;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;



38

> 5NMREE TRESERE

import org.apache.commons.codec.binary.Base64;

import java.io.*;

import java.net.HttpURLConnection;

import java.net.URL;

import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;

import java.util.Iterator;

import java.util.LinkedHashMap;

import java.util.Map;

import java.util.Map.Entry;

public class 0SSPostFile {

// The local file path to upload.

private String localFilePath = "C:\\T\\1l.txt";

// 0SS domain, such as http://oss-cn-hangzhou.aliyuncs.com
private String endpoint = "http://oss-cn-beijing.aliyuncs.com";
// Access key Id. Please get it from https://ak-console.aliyun.com
private String accessKeyId = "";

private String accessKeySecret = "";

// The existing bucket name

private String bucketName = " f£E Z# bucket BFR";

// The key name for the file to upload.

private String key = "1l.txt";

public void PostObject () throws Exception {
// append the 'bucketname.' prior to the domain, such as
// http://bucketl.oss-cn-hangzhou.aliyuncs.com.
String urlStr = endpoint.replace ("http://", "http://" + bucketName +

// form fields
Map<String, String> formFields = new LinkedHashMap<String, Strings();

// key

formFields.put ("key", this.key);

// Content-Disposition

formFields.put ("Content-Disposition", "attachment;filename=" +

localFilePath) ;

// 0SSAccessKeyId

formFields.put ("OSSAccessKeyId", accessKeyId);
// policy

String policy = "{\"expiration\":

\"2120-01-01T12:00:00.000Z\",\"conditions\": [[\"content-length-
range\", 0, 104857600000]]}";

String encodePolicy = new String(Base64.encodeBase64 (policy.

getBytes()));

formFields.put ("policy", encodePolicy);
// Signature
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String signaturecom = computeSignature (accessKeySecret,

encodePolicy) ;

formFields.put ("Signature", signaturecom) ;

String ret = formUpload(urlStr, formFields, localFilePath);

System.out.println("Post Object [" + this.key + "] to bucket [" +

bucketName + "]");

System.out.println("post reponse:" + ret);

private static String computeSignature (String accessKeySecret, String
encodePolicy)

throws UnsupportedEncodingException, NoSuchAlgorithmException,

InvalidKeyException {

// convert to UTF-8
byte[] key = accessKeySecret.getBytes ("UTF-8");
byte[] data = encodePolicy.getBytes ("UTF-8");

// hmac-shal

Mac mac = Mac.getInstance ("HmacSHAL1") ;
mac.init (new SecretKeySpec (key, "HmacSHA1l"));
byte[] sha = mac.doFinal (data) ;

// base64
return new String(Base64.encodeBase64 (sha));

private static String formUpload(String urlStr, Map<String, String>
formFields, String localFile)
throws Exception {

String res = "";
HttpURLConnection conn = null;
String boundary = "9431149156168";

try {
URL url = new URL (urlStr) ;
conn = (HttpURLConnection) url.openConnection() ;

conn.setConnectTimeout (5000) ;
conn.setReadTimeout (30000) ;
conn.setDoOutput (true) ;
conn.setDoInput (true) ;
conn.setRequestMethod ("POST") ;

conn.setRequestProperty ("User-Agent", "Mozilla/5.0 (Windows; U;
Windows NT 6.1; zh-CN;
rv:1.9.2.6)");

conn.setRequestProperty ("Content-Type", "multipart/form-data;

boundary=" + boundary) ;
OutputStream out = new DataOutputStream(conn.getOutputStream()) ;

2]
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// text
if (formFields != null) {
StringBuffer strBuf = new StringBuffer();
Iterator<Entry<String, String>> iter = formFields.entrySet ().
iterator() ;
int i = 0;

while (iter.hasNext())
Entry<String, String> entry = iter.next();
String inputName = entry.getKey () ;
String inputValue = entry.getValue() ;

if (inputValue == null) {

continue;
}
if (i == 0) {
strBuf.append ("--") .append (boundary) .append ("\r\n") ;

strBuf .append ("Content-Disposition: form-data;
name=\"" + inputName + "\"\r\n\r\n");

strBuf.append (inputValue) ;

} else {

strBuf.append ("\r\n") .append ("--") .append (boundary) .
append ("\r\n") ;

strBuf .append ("Content-Disposition: form-data;
name=\"" + inputName + "\"\r\n\r\n");

strBuf .append (inputValue) ;

i++;
}

out.write (strBuf.toString() .getBytes());

StringBuffer strBufl = new StringBuffer();
String callback = "{\"callbackUrl\":\"http://47.93.116.168/Revice.
ashx\", \"callbackBody\":\" {\\\"bucket\\\"=${bucket}, \\\"size\\\"=${size}}\"}";

byte[] textByte = callback.getBytes ("UTF-8");
strBufl.append ("\r\n") .append("--") .append (boundary) .append ("\r\

String callbackstr = new String(Base64.encodeBase64 (textByte));
strBufl.append ("Content-Disposition: form-data;
name=\"callback\"\r\n\r\n" + callbackstr + "\r\
n\r\n") ;

out.write(strBufl.toString() .getBytes());
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// file

File file = new File(localFile);

String filename = file.getName() ;

String contentType = new MimetypesFileTypeMap () .
getContentType (file) ;

if (contentType == null || contentType.equals("")) {
contentType = "application/octet-stream";
}
StringBuffer strBuf = new StringBuffer();
strBuf.append ("\r\n") .append ("--") .append (boundary) .append ("\r\
n");
strBuf.append ("Content-Disposition: form-data; name=\"file\"; " +

"filename=\"" + filename +

"\"\I‘\I’l") ;
strBuf.append ("Content-Type: " + contentType + "\r\n\r\n");
out.write (strBuf.toString() .getBytes());

DatalInputStream in = new DatalnputStream(new
FileInputStream(file)) ;
int bytes = 0;
byte[] bufferOut = new byte[1024];
while ((bytes = in.read(bufferOut)) != -1) {
out.write (bufferOut, 0, bytes)

i

}

in.close() ;

byte[] endData = ("\r\n--" + boundary + "--\r\n").getBytes();
out .write (endData) ;

out.flush() ;

out.close() ;

// Gets the file data
strBuf = new StringBuffer();
BufferedReader reader = new BufferedReader (new
InputStreamReader (conn.getInputStream())) ;
String line = null;
while ((line = reader.readLine()) != null) {
strBuf.append (line) .append ("\n") ;
}
res = strBuf.toString();
reader.close() ;
reader = null;
} catch (Exception e) {
System.err.println("Send post request exception: " +
e.getLocalizedMessage () ) ;
throw e;
} finally {
if (conn != null) {
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conn.disconnect () ;
conn = null;

return res;

PR
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o

Content-Disposition: forn-data; “"callback”

ant-Dispostilon; form-deta; nane="fila"; filename="1.txt"
Content-Type: text/plaln
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MWEDF. EMNEREE B ZEIHEEEIHIANSEEEHRFHSEE
HIENIEEBHEEENKN, MY invalidresponse,

BARFT L. BPEY SDK (BN, @id SDK Bc&RIMNIREH LN
=,

1= EFiRER cavens WitE R RYBEAEIH# 403

248as html2canvas: Added image data: image/png;:base6d, IVBORWOKGOoAAAANSUNEUGAAMMMARACICAYAAADE Logger.is:36
12 TVAAAAAKNSR WX AS | kCAATERI INKEvy / TAMak+pe?s kePURV TS 2 3XW4+ LeGe LWyl 1 I pIATSAYmAREA 14 Ty Ady

255=s html2canvas: Added image hitp://localhost:3088/static/media/share-t—bg. 83861619, png Logoger. js:36
256ms htmiZcanvas: Added image http: //teacher—center-avator.ess-cn-beijing.aliyuncs.con/imag Logger.js:36

£/2018862... g

266ms htnl2canvas: Added image https://chn-fs.pss-cn-beijing.alivuncs.com/71lc7e6... ipg Logoer.jsi3s
262ms htnlZcanvas: Finished parsing node tree Logger,js:36
© Access to image at 'hitp://teacher-center-avator.oss-cn-beijing.aliyuncs.com/isage/2016867. .| invitation:il
gg' from origin ‘http://localhost:3@ed’ has been blocked by CORS policy: No 'Access—Control-Allow-0rigin'
header is present on the requested resource.
© »GET Lt ERRIIFJJ._EQ:L!‘IH center-avator,oss-cn-beijing, aliyuncs, com/inage/2010862., 100 Besourceloader, 15:153
net: ALLED

© Access To image at 'Niipsif/chn-s.0ss-cn-beljing.aliyuncs.com/7llc7e6..)pg’ Trom origin 'hil invifation:l
H H ' has been blocked by CORS policy: No 'Access-Control-Allow-Drigin' header is present on
the requested resource,

© » GET https://chn-fs, nss-cn-heijing.aliyuncs, com/711c7eb..jpg net::ERR_FATLED Resourceloader.js:153
272ms htnlZ2canvas: Unable to load image Logger, |5:36
»Event [isTrusted: true, type: "errer", target: img, currentTarget: img, eventPhase: 2, .}
276ms htnlZcanvas: Unable to load image Logogr,js:36
» Event {isTrusted: true, lype: “error", target: img, currentTarget: img, eventPhase: 2, .}
278=s htnl2canvas: Finished loading 5 images ® (5) [img, img, img, null, null] Logger.jsi36
281ms htmlZcanvas: Starting renderer Logger.js:36
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https://help.aliyun.com/document_detail/70372.html?spm=a2c4g.11186623.6.688.4fb04c9ao2cWRn
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HTTP/1.1 200 OK
Server: Aliyun0SS
Date: Thu, 3@ Nov 2017 @1:48:55 GMT

A A A AN

X- o:t-rtquiit id: S5A1F61A4696C0068918762B%94
Accept-Ranges: bytes

ETag: "65209C4627ABBB2BLHESPBS@74105EF3B5"
Last-Modified: Tue, 28 Nov 2017 11:05:41 GMT
x-oss-object-type: Normal
x-0ss-hash-crcédecma: 934BB50RB9578334387

Content-MD5: ZS5CcYngdsrblmlBOEF7zh0==

A A A A A A A AARA

{B5F DCDN ffiE OSS HIMIAAR/NF OSS A—HI T LUN—TF S EIEHIT
&

« JREL DCDN tHIBEER . HF OSS LRIX4&EH DCON EiNRERFE
FEMIBEIESHANZIE, afLUBIIRIE DCON EFA .

« DCDN MEBEEESEIRE. DCDN X ER M4 E M gzip [£48,
LEPiIRAIER Request 3kB Accept—Encoding : gzip, BIRTREFIGSIF
gzip EZEFFEBHE CON BEEEERSETES, MEFERSSBIAZXHEHE
B chunked %3, BLiEIREUSE] content-length,

« DCDN MA@ttt IhEE. DCDN £t XfF html AR T trim BII0EE,
B DCDN AFERELAINEERT LB B B html IWEFAY
SEEURTRE, XHETURDTTRE. BREXMSSHE P imEEEIN
content-length =& content-MD5 &£,

o HTTP #iFi0, HMEEF%El DCDN fIiA%TH S5E DCON RET =
EIRENRuEER HTTP il #iEERIFNEN, FHLE BT IEN

FERNLTEFEASTRELNE R, IMBERAESHEFHREWRS 0SS
FEABTA—H ZERTLUBII S HTTPS il HlERZ 53R
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T API/SDK €U API/SDK 2T eI . MIBRLANEZAITIEE, BIERG
BREIBZSE M0 APP REERE, WIFRFIEEBFSE Rk APP REIKE,
EERFIRETUD I EHENEREZFED AppName HIRFIEE, B
2% SEEEREERE 1 &8 APP RflfkcE. TEIEMER Java SDK ik
i APP RHIBCERI BT

RHEABAT

IClientProfile profile = DefaultProfile.getProfile("cn-
hangzhou", "<AccessKeyId>",
"<AccessKeyScret>") ;

IAcsClient client = new DefaultAcsClient (profile);

AddLiveAppRecordConfigRequest addLiveAppRecordConfigRequest = new
AddLiveAppRecordConfigRequest () ;
addLiveAppRecordConfigRequest . setDomainName ("<DomainName>") ;
addLiveAppRecordConfigRequest . setAppName ("<AppName>") ;
addLiveAppRecordConfigRequest .setOssEndpoint ("<Endpoint>") ;
addLiveAppRecordConfigRequest.setOssBucket ("<BucketName>") ;
addLiveAppRecordConfigRequest.setOssObjectPrefix ("<ObjectPrefix>") ;
try {
AddLiveAppRecordConfigResponse addLiveAppRecordConfigResponse =
client.
getAcsResponse (addLiveAppRecordConfigRequest) ;
System.out.println(addLiveAppRecordConfigResponse.
getRequestId()) ;
// todo something.
} catch (ServerException e) {
// TODO Auto-generated catch block
e.printStackTrace () ;
} catch (ClientException e) {
// TODO Auto-generated catch block
e.printStackTrace() ;

ARG

i%ﬂ@ﬂ%%%ﬁ?ﬁ EE'HEUM, T AppName i%ﬂ@ﬂ%ﬁﬁﬁﬂ%@ﬁi%ﬂiﬁwﬂ’]
iR, HERLSEFRISEMINA TS XEHEREERY. MXIMAIZRS| m3u8
XHEZETHER 180 WEREEM (180 W ARSEBERTIEHTNEEHE
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RS HAEREMEFR). EBIAGZ I A {AppNamel/{StreamName}/
{EscapedStartTime}_{EscapedEndTime}.m3u8, H &1, AppName A H & i
Fr B R FB & #R, StreamName A& ¥R, EscapedStartTime 793 %l FF 15 7 8],
EscapedEndTime ARFIERATE, TERE—HEFHIER ts 1 m3u8 XHFIE

TEE.

1574409784 33.4s

1574409817 _34.ts

1574409851_35.1s

1574409884 36.1s

1574409917 _37.1s

1574409951 _38.15

1574409984 39.1s

1574410017 _40.1s

1574410054 41.1s

1574410065 42.1s

EiEITnEE

RAREFENMBIERNIRT®HTOI. fli, FENERFTIRE—AIREE
AHEERSENTERATHITEEUEERTE AMEE K. AL, (NERERE
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H7 LI EEDIRE R E B HIEEIFR K,

EEEEECE

B E R E B E AT LB AR5

- BUEHAR, 20 RERE.

11T APISDK: APISDK I2HL TR, Hilk. SWEmsEREmE0,

FEEL AMNEERE. HR&ERE. S98ERE. ERE&ERE. 518
EE(ER . TEEMER Java SDK M E R SRR .

IClientProfile profile = DefaultProfile.getProfile ("cn-
hangzhou", "<AccessKeyId>",
"<AccessKeySecret>") ;
IAcsClient client = new DefaultAcsClient (profile);

AddLiveAppSnapshotConfigRequest addLiveAppSnapshotConfigRequest = new
AddLiveAppSnapshotConfigRequest () ;
addLiveAppSnapshotConfigRequest . setDomainName ("<DomainName>") ;
addLiveAppSnapshotConfigRequest . setAppName ("<AppName>") ;
addLiveAppSnapshotConfigRequest.setTimeInterval (5) ;
addLiveAppSnapshotConfigRequest.setOssEndpoint ("<Endpoint>") ;
addLiveAppSnapshotConfigRequest.setOssBucket ("<BucketName>") ;
addLiveAppSnapshotConfigRequest .setOverwriteOssObject (" {AppName}/
{StreamName}.jpg") ;
try {
AddLiveAppSnapshotConfigResponse addLiveAppSnapshotConfigResponse =
client.
getAcsResponse (addLiveAppSnapshotConfigRequest) ;
System.out .println (addLiveAppSnapshotConfigResponse.getRequestId()) ;
// todo something.
} catch (ServerException e) {
// TODO Auto-generated catch block
e.printStackTrace() ;
} catch (ClientException e) {
// TODO Auto-generated catch block
e.printStackTrace () ;
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%%—F )

- 4e®  muwE mawE menE 3 -
ses i ErER AR B TR AR
R { Otject Name Tk SR EWeR

Iy
= =
T S g TS
= =
= =
= &
FQA
FhlE R )

1. BERFHEHTTERDN AppName BREREN, BRILLREED
AppName FAIFFE StreamName BIFEHEIFN ., FH AppName SziF “*7
BEA, RZFHFUEEX FZEBEHEZ TOMEEREERR, R
EREETEHETRL AppName FESHE &R AppName [T,

2. EREERTNEEFTEFBISARERSAY, FEREAEMA m3us
TS XHERBEFRENS R BRI Bucket 91, 1#152% (K Bucket
AR SR .
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FRIREFILIRETZ, IANFES TS XAFHMELESS . record/{Date}/
{AppName}/{StreamName}/{UnixTimestamp}_{Sequence}, HF#9ax
SYEEA ) 5lEn, BRYUBITENSEZENEE. STENEX
BEERHSRERS.

FHRENSWEE TG RKERMERICREN, SRIRERF
180 MiaEsiER D .

FHEIEET ObjectName EGIFETHIBAIERZTR, 0SS FHIEHREEE
S, BFEZ Object B key BERVRIZ . 1¥152% OSS BR / XFEBE.

R BHEMBIRS| m3u8 XHXBTEETR 180 WEATLAEEEM, U
RAFPFEEREMRINERRS  IFHRMIER LG, B2% ERRHRSI
Bz,

EH#£HT AppName #1 StreamName REEEITFEHEZ VOD 1 OSS, =&
“EEE—, FEEEERM. MR,

EEE Ko

1.

EREHE 24N TR AppName BRI EREN, BPITLEEREAN
AppName THIFFB StreamName FIEEFIN . FH AppName <#F “*”
BEA, RZEENNEE W FZEBEE THOMEERIEENRR, &E
EWFEEFEHERL AppName FESECERI AppName ILEL,

SERRHIEEEN, BENEEFERHEERFRIEERA Bucket #,
R, #&ETHEELFEFIE OSS RS, HEMEFRA Bucket FiRBBNE
K Bucket, 152U RK Bucket RYIBMICURIE

BCE#ETNRERT, ObjectName BJLIEXM ABHEMAFBEMIRELE, Hep
BEREREEMEEINEMNEERBE ZBIEMEE S, EIit
REBE—KEEXME; MABENEE X~ ENEESIBEZRIEN
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REE S, SEENAER {Sequence} X5, {Sequence} $FiEiT 1,
2, e , NBIAERET

4. {#F API/SDK BcE#ERERFEZE®A OSS 89 Endpoint, OSS Y End-
point A% Bucket Z¥RAY OSS ifFjajitbit, #1B52 0 OSS Endpoint
RE, HFEXBBEAREN hitp:// & https:// 11k,

5. £/ API/SDK it & & & i OverwriteOssObject 21 SequenceOss—

Object 2H#w /i —E—H{TEE, SINREMAERE.


https://developer.aliyun.com/article/756097

3 M RETR 0SS iFRsdE < 73

| 3 5=t tRiESER; OSS iTMSEIE

fB: OSS iTB#IEE ==t (ossutil. ossimport . TEZ&ITHIRSS) AFT]
LURIED S B kR,

INREHEIA

ossutil; EBSTEBMIE, REHL, TLUSHEAGHEZTEE 0SS
b, XFSHRURBHEANEE. BFHROTUREFLIRE. 0SS ZaE
%, MEEBEERAKRIT, STHRRICEBAGE, REEMOESILE.

ossimport: tBEFEaSITHITEE, XHFEITERANHTER, BE%=
e

X%, BINERATREL, JUEHIRESEREER. RREMEESR, 1M1
BERIBNFEEES MEBXG.

AEEIBRS: XHAXILFRETULHFRBMRSE, EOLRFNEXIERS
IZERRE, ERASEFHIBORBERBI IDC NEBHRLEERT, EF
ossutil 2t#& ossimport , ANEENBHLITBNAN.

FEidiz

« HRIET OSS #REIEIBRSSHREIN BRI OSS ZHTRZ action A9 API
B, NBEBRPFESSHNZEINE, HINEREHERERSHTIER.

o ZRSIEERNF, BRNEREZERNER; RSEAFTERENLERBZKRS
UID IIANB®&E,



74 > 3FARESS OSS EHHIE

EX5 TSR ES

BEE®

XEZIENNBIISEEEIE copy IAREHE OSS; BEEREEER, U

K58 PB Ry HiEEEREIBHIFT R,

LLELE L TawR

v mkE
me R L] Hesg i
AmaE
TS
L]

Bt

| A B4R TR S)

e i e T
BTELE _ WE T ALY BT EURIST)
FRdgTs. BRIGETAY, - EsSheentvmiR

TRTAAL

SEEE (B

R IR m FpHETHNAE  Hodoop{HOFS-MAS) WEDFS

A ek

I (AD Rz (EdR

BANE B

0y N

TZ&iE%

.

=EES

ERWSO8S

R T (=d ! 3

Ll

=3 (EPE

Lugtre- [NASHHITY

BETE=LFHEIBE OSS LIk ECS #iEiE%El 0SS, BREES X

LU



AR OSS FHEiE < 75

1. GUEZEUREMELE, 2 ossimport job.cfg RIRMF, BEEETBHEER, LK
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SlETRBES DUEEsREESE=SEH X

EHER FEEEE

TR E Rttt

* FEEW oss-test-tansfer 16/63

SRTOTAEHE (F/Es) ik, ISR EERibiL
* itk (@ | [oss] ERBIED

http:oss-cn-hangzhou-internal.aliyuncs. com:zyb-zhaou/

Bt internalid, B Aottt REEERE —T i, SISRIEERE
BE s, WEiEpublicRitht.

* Sl (7) | [oss] B#fbuckst

hitp:/foss-cr-hangzhou-internal.aliyuncs.com:hanli-hangzhou/
i g1

EBERX @ wEEs

2RUETERIEETSELAELE, FEHRRIENGTS. B
EESESEETE, EEEFNNE

B %

3. {ESEAIRA

- £8II%. LEMMBANIRXHEE] 0SS,

o BETH. EERIS list IBENIEXY, EXBLEER LETR, BAEE
g E%,

o« MIEELE. XEFET, HIPEBHE 0SS ZETBHMESE, TUERXE
HITHUIRRSRIE, EEIIEER bucket #EZEIB 4R bucket,

ERE ST LA T8 E S RIIT B TEURIE % o
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1. MRBFEAIBRS, FIKSTFEEST 0SS EEMNR LIK MGW HIEIER
PR, #=AbAk.
RESFER

https://mgw.console.aliyun.com/?spm=a2c4g.11186623.2.12.5bf-

6614cWHZzGet#/job? _k=6w2hbo

2. BEIBIR, SREXNERIRHSE, PABREATEEERERD.

3. HIERMESRAT LR aEBESA, EAXNESRS

4. IBXMHER. XHSH, 0SS BEWEXMHRT list BA=ENER, &
list AR PLEEGERS, MRBEEIBHE 0 HBRLER, REBIREEIBRN
ARARRELD,
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@77: 5 OSS ERReEE, SMERLRLIERZS.

OSS #iER=
%87 0SS RIBIER LA RS ENA AN T/LHAR.

1. 0SS BRENIMWENBERAHE, HEQIHIES.

g
d

2. REFREFERESHI AccesskeylD (AK). AccesskeySecret (SK), &/
STS token B9ARBRERIIEHA AL .

3. TILIRA OSS WM, FEAHE BN, R KMS MRz
0%, BRETEmE S,

ERn=

ARS5im FfiE AKSK

BRECERS:E, SBE—ESHMAB, A AK SK £a=EEY signature iR
EI4AZ s, iw EFIF signature i& http AUIBRLAIH RIEE .
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PUT /nelson HTTP/1.0

Content-MD&:
eBBeJFIptWaXm4bijSPyxw==
Content-Type: text/html

Date: Thu, 17 Nov 20085 18:49:58 GMT
Host: bucket.oss—cn—
hangzhou.aliyuncs.com

Authorization: 44CFaE9+**+**252F707

3. 135 http iEHk, 15 signature BEIFRLS
- 055
1. FEREF B SRS IR signature
client | server (HEBEMBERIERF)
1. iBREBF BCHES IR signaturk
+ 2, E[@E# signature
RS in&EERY STS token

tEEH R L AERDRER, ERWmEE— https IHEXREIBFRSE, kK
S LEEE—PEM STS token BITER, WEIBHmIEKREFIBER RAM IRSimER
STS {58, KHE RAM BRSSimiR[EIRY STS.AK STS.SK STS.token 58f&, B
R[EEBEmER .

HEIEAPRSE LHEM AK SK X850 STS, MUGEZAPRBER—
FIkS, AEEkEFHe, SHReiItRIER, SEEFKSHTREABBEEMN
STS 8.

BlimE KA IRSS2ERE(EME HTTPS thi¥, BRSNS RSmBaILL
FXRBINIRANBE RN IXRE, LI EFimiBRETEH— token, IRSHIRIEIEIDT
BIRE STS 58,
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RAM R Z5 15 v
RAM BRSZIHFTMER
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F MBS, EEREERE
#l, 2. Wi 0SS BENKESNRETASEE
F 0SS #ifE
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0SS R =}
3, BHBEMM STS SN
{8 &% 0SS BRStE EEEMLR

ER RS ENE R NTRGHEE
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header AK SK &%

1. BRSimBIT header + AK SK && A IERM signature fg, TTLAXT header
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BRAM RN, LLNEPIHERRSHITED RS STTEEEE, RS
IRIEIT IR SFIATIEENT signature #iN%=, BIREIARZEFiE,
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=l

2. ERIRZFNZFEM signature, BITXOTEMNHRZEES signature f#irH
Sk, XHEOTLLEES signature #BIAIMEI, siEHRmIBLR.
3. EUERFIHIRSHEST LA https A UERHESIRNIF T,

4. header 235, WHIE 15min, #BiT 15min ;8BER, signature
KT R EE A

header STS £

1. BRSImIBIT header + STS & AAR signature &, T4/ STS BYT]
DUBRBI R /i HaiEtw TIRESHY IP KIKE signature, INRIREFSH IP
AEHIER, BMEREMEFIREE]T STS token L L&,

2. ZSTS £FfF, AFYLUIE RAM @ EFXA STS BRIAEHkRE, &
T E— " AeRlT, JUs/IMUERERm,

3. Hpk STS BT BRETEIRERAEI ALK, EHIE 900-3600s <A, R
B STS token #B2 3600s KT BT R—ERN S ML,

2, server R EERIETAY policy R
{

“Version™ 1",
LI 5 N T 5 o0 O P \ "Statement": [

{
"Effect": "Allow",
“Action": [
"oss:Get*"

1
“Resource”: [
"aos:oss*rmy—bucket/*"

1, BFEHR RS, BHESH
RESMEFR P
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I 1
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| mEItrisi API, REFRBEWET

@sr: LI signature —ARHIIEFInBERYE AP| BYR{EH, signature BIIT
BEMERSR, BINEIFA SDK RkERITENZEMSEN. WRWEFRFEK, 5
EREWNRITE signature,

E1=1=)
B5X

ERIEZR OSS 7 API (IR F#ZNE, 1R OSS BFAEMINIR, &
BHTREAEENIE, BETREREFiRIERA http request header FH—
Authorization (#4X) A9 header, IHEMNEFMIIHRINRSOMILEZFLBEALS,
JUHE OSS Authorization SkA9IHE, SKEXARRAINT FLENAEY AP,

{ERALE TR
BRI

header &%
[URL &% J(URL HhEHEZEEZ,

https://help.aliyun.com/document_detail/31952.html

PutObject #158


https://help.aliyun.com/document_detail/31951.html?spm=a2c6h.12873639.0.0.5001c0c5CX0GXr
https://help.aliyun.com/document_detail/31978.html?spm=a2c4g.11186623.6.994.1632734cIiNNmj

REZITER API, REFEE®EE < 85

=2 X5
Header URL
AZFRE expires , BREKIEKATEABERE - .
. . IR E expires
i 15min
EH method GET. POST. PUT #F3 method GET. PUT
Date FfiEl2 GMT &% Date Ei#pY expires AL AT[E)E,
signature &2 URL encode signature &2 URL encode
15 A=
£iXZia
AccessKey

B} AK, plElzrFmAEiE, RUERAOM, TJUREKSHE RAM FIk

%E,\]O

Access Key Secret
@ SK, IBR=F R, RUERAHERRL, JURFEKRSHE RAM FIK
S8,

Authorization

Header kB 2% (Signature) 58, RIPXNBEEDHEIE.

Signature

ZIRITBENEESER.

CanonicalizedOSSHeaders

ipla) OSS B, AFPEEMNEENL, YL "x—oss—" SKBIBISK . WR(E
F3, B mENER Signature HitE.,
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CanonicalizedResource

58] OSS HIEIR object, 52 /bucket/ object, 1.

« /zhangyibo/Japan/video/tokhot.avi 5 E1EZE] bucket /9 zhangyibo HY
EILER Japan TE, @& tokhot.avi, TLIE PUT / GET &gk,
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1B1E,
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0SS, FTESZM header MAHIKRE,
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$PSAl#: python
Usage:

Signature.py -h

beiwo.py [options]

REZITER AP, REABE®ER < 87

, BEINNAYFIRS .
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Options

-h, --help

REFITTEN AP|, RERHSER

-i AK
-k SK
-e ED
-b BK

-o OBJECTS

-f FI

show this help message and exit

Must fill in Accesskey

Must fill in AccessKeySecrety

Must fill in endpoint
Must f£ill in bucket

File name uploaded to oss
Must fill localfile path

#! /us/bin/env python

#Author:

hanli

#Update: 2018-09-29

from optparse import OptionParser
urllib, urllib2

datetime
base64

import
import
import
import
import
import
import
import

hma
sha
os

sys
tim

(¢]

e

class Main() :

# Initial input parse

def init (self,options):

self.
self.
self.
self.
self.
self.
self.
self.
self.
self.

ak
sk
ed
bk
fi
oj
lef

iE

options.
options.
options.
options.
options.
options.

= '\033[

ak

sk

ed

bk

fi
objects
1;31;40m’'

right = '\033 [0om'

types

== Accesskey
B = =58 Accesskey Secret
0SS HJ endpoint HIEFE

0SS bucket

Ef£H object BFR
AR FR

= "application/x-www-form-urlencoded"
url = 'http://{0}.{1}/{2}'.format (self.bk,self.ed,self.oj)

# Check client input parse

def CheckParse (self) :

if (self.ak and self.sk and self.ed and self.bk and self.oj and self.fi)

None:

1=

if str(self.ak and self.sk and self.ed and self.bk and self.oj and self.
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fi):
self.PutObject ()
elsek:
self.Consolelog ("error", "Input parameters cannot be empty")

# GET local GMT time
def GetGMT (self):

SRM = datetime.datetime.utcnow ()
GMT = SRM.strftime('%a, %d %b %Y %H:%M:%S GMT')

return GMT
# GET Signature
def GetSignature (self):

mac = hmac.new("{0}".format (self.sk),"PUT\n\n{0}\n{1}\n/{2}/{3}".
format (self.types,self.GetGMT () ,self.
bk,self.oj), sha)

Signature = base64.b64encode (mac.digest())

return Signature
# PutObject
def PutObject (self):

try:
with open(self.fi) as fd:
files = fd.read()
except Exception as e:
self.ConsoleLog ("error",e)

try:
request = urllib2.Request (self.url, files)
request.add header ('Host','{0}.{1}'.format (self.bk,self.ed))
request.add header('Date','{0}'.format (self.GetGMT()))
request.add header ('Authorization', '0SS {0}:{1}'.format (self.ak,self.
GetSignature()))
request.get method = lambda:'PUT'
response = urllib2.urlopen(request,timeout=10)
fd.close()
self.ConsoleLog (response.code, response.headers)
except Exception,e:
self.Consolelog ("error",e)

# output error log
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def ConsolelLog(self,level=None,mess=None) :

if level == "error!:
sys.exit (' {0} [ERROR:]{1}{2}"'.format (self.left,self.right,mess))
else:

sys.exit ('\nHTTP/1.1 {0} OK\n{1}'.format (level, mess))
if _name == "_main_ ":

parser = OptionParser ()

parser.add option("-i",dest="ak", help="Must fill in Accesskey")
parser.add option("-k",dest="sk", help="Must fill in AccessKeySecrety")
parser.add option("-e",dest="ed", help="Must fill in endpoint")
parser.add option("-b",dest="bk" help="Must fill in bucket")
parser.add option("-o",dest="objects", help="File name uploaded to oss")
parser.add option("-f",dest="fi", help="Must fill localfile path")

(options, args) = parser.parse_args ()
handler = Main(options)
handler.CheckParse ()

IERIES

PUT /yuntest HTTP/1.1

Accept-Encoding: identity

Content-Length: 147

Connection: close

User-Agent: Python-urllib/2.7

Date: Sat, 22 Sep 2018 04:36:52 GMT

Host: yourBucket.oss-cn-shanghai.aliyuncs.com
Content-Type: application/x-www-form-urlencoded
Authorization: 0SS B0g3mdt:1NCA4LOP43Ax

VAR

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 22 Sep 2018 04:36:52 GMT
Content-Length: 0

Connection: close

x-oss-request-id: 5BASC6E4059A3C2F

ETag: "DOCAA153941AAA1CBDA38AF"
x-oss-hash-crcé4ecma: 8478734191999037841
Content-MD5: OMghU5QbIp3Ujgghy9o4rw==
X-0ss-server-time: 15
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EEEIR
1. Signature FEIBEMNITENSHEBER T header 1, R¥EF header

Signature —%(,

PUT L €87, Signature it & #9 Content-Type % 7 2 application/

x—www-form-urlencoded.,

Bid header A #HTEZINMEN BE KR ESERTE, BaiRE SDK.
URL &Z 7R B HRATIE],

RAPBZEFRIEN A5, TEAEBRKIEN Content-MD5, EBEFNEE
MABSICINT, 7T RIENY RFC 1864 XBERS (A 84#Ek
#8) it8 MD5 1E3k15 128 LUIF T, FHZ#F#HIT base64 RS A—1
JHER Content-MD5 18, F¥H MD5 & X5,

MERAFEEZEMINTIE CanonicalizedOSSHeaders —E&iCBRYTE
Header 50, {RAY hmac i+EITHEN,

hmac.new ("5Lic5Lgs5L1A54K56Y095L1N540t", "PUT\n\napplication/x-www-form-
urlencoded\nSun, 02
Sep 2018 03:20:05 GMT\nx-oss-video:tokhot.avi/zhangyibo/tokhot.avi", sha) "

6.

w

WNRIBR client itEHI MD5 #1 Server AF—H B RIEEEFER HTTPS
&4, ROBEPEIMEIRETHESENFIISHAFEREN, REE url
BH https:// SEEBE HTTPS thil Ef&/ T#7 .

EEH

BEHHEIMERIBR OSS IREIERZEN, BEINRKRERE

1.

RE@I N EEHE), ERBEIHIER OSS NERRIESIEENIRBIBM,
STLASEHERRIE OSS i,
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BERH—EETMENEFRLEE HTTP M8, WEESIHFREE, MmaH
S LIERIPTERIBIKMNIBERSEL.

BN HEATA HT TP e,

| —

T
Accept:

GE t F1538983286 *I‘SSRCC&HEKE‘?IU#’ Kpires=158091528565 10RATH Fe=KDA N8 | = aTBE%3I0 HTTPA

e

C-seq: 123
Eache-Lontrol: no-cache

Connection: Keep-Alive

CoRTenT
Host:

—Type: opplicaTion/octet-streas

Range: hytasﬂ!"!mtﬂ!
User-agent: Micromessenger Ciient

HTTR/1.1 483 Forbidden

Server:

Content—

Tengine
Type: application/xml

Contemt=Length: 783

connection: keep—slive

Date: Fri, 12 Oct ZB1B 09:47:19 GMT

A=pss=reguest=dd: SBCOGDATEET" T "7 "L

k-oss-sarver-tine: @

via! ¢ache?.12cm18-1[27,483-1280,M] , cachez?. l2cele-1[29,8], cache?.cnlas3[239,4a3-1280,M], cacheB.cnlas3]z2as,a]
X=Swift=Error: crig response 4XX error

All-Swifi-Global-Savetime: 1330337639

x-Cache:

MISS TCP_MISS dirn:-2:-2

| K=Swift-SaveTime: Fri, 12 Cct 2018 €9:47:19 GMT

K-Swl i
E-SwitT—

CacheTine: &
EFror: arig respense 4Xx error

Timing=Allow=0rigin: =

EagleId:

7488B61C15393376395051T25e

it

—_

bt

=A

B1Z 403 #1 200 MMBREXERI, BE/NMEFRLN HTTP iEKN
SERAECHI HTTP iB3RkAY URL. signature. expires #—#F, ME—HIX3!
MEMENMEFET T Content-type, M@ Chrom FIEREIZBES
Content-type, MEFkiE@ T XE

LI REHIN, &I signature 1T E R Z2IRE B S Content—tpye kf9,
/N F K RINEKETH Content-tpye, OSS IKEIfE RIETT
Content-tpye £i+& signature, FRLAEXITEEFA—FE,

E:

BEIZEME)E, MEEKRERRER DA, FINEURETH T OSS iBFK
header 5 T Content-tpye , BB4 signature IHEFHEN L Content-tpye ,
1%}%_§yo
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Z4 0SS SDK i, 7£ CDN &4 0SS #=07, ZPFixfER CDN
=it E signature, &€ HEAD i3k, OSS KZIEiR[E 403

Imdtd 1~,ff'n'b1y N'J’ID‘;uf" r'o-neruodroﬁr [Externall

System,Net.WebException: The remote server returned an error: (403) Forbidden.

Aliyun.0SS.Common. Communication.ServiceResponse,EnsureSuccessful () [@x@0021] in <d8db38433d62487181c
Aliyun, 055

at
at
at
at
at
at
at
at
at
at

at

Aliyun,
Aliyun.

Aliyun

Aliyun.
Aliyun.
Aliyun.

.Common.Handlers.ErrorResponseland ler, Errordandle (Aliyun,0SS.Common, Communication,ServiceR
0SS.
0SS.
. 085,
0SS.
055.
055.

Common. Handlers.ErrorResponseHand ler,Handle (Aliyun.0SS.Common,Communication,ServiceRespon
Comman. Communication.ServiceClient.HandleResponse (Aliyun,0SS.Common,Communication.Service
Commen. Communication.ServiceClient.Send (Aliyun,0SS,Common.Communication.ServiceRequest re
Common, Communication,RetryableServiceClient,SendImpl (Aliyun,0S5.Common, Communication.Serv
Common. Communication.RetryableServiceClient.Send (Aliyun,0SS.Common,Communication,ServiceR
Commands,0ssCommand. Execute () [0x80814] in <dBdb38433d62487181cd2ba5c76ddefd>:0

Aliyun.0SS.Commands.OssCommand " 1[T].Execute () [@x00000] in <dBdb38433d62487181cd2ba5c76@defd>:@
ﬁliyun 055 055Cllent GetObjectMetadata (System,String bucketName, System.String key) [@x@@8if] in =d@

EIX PN EBEAX D4 SDK HBZHEI, [EREEZHETEFinkiiy HEAD

nnnnn Oramram Main [Curtam Ctrinmll aracl (B0OK072T §in ~TTAahhhofaBAA3T00AAEFAEARTOARD 2

1BK1EIEIY CDN [E/R%E) OSS #f, CDN [EREMA/Y GET 183K, M 0SS WEIITH,
A GET BXRAAEZHEER, BSANERSEMEFKITEARA—I, JUFHEID
2= CDON &3, U EDIFRES EiAHR.

AR a] LAEIS tepdump MMEELE Wireshark TEb—FEI I A&
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BATRE AN SDK NERIRFEKMPIRRLEEFZRAE, SHRAE, R
BAVERNE, MESEARZESINELEINRE. HIEET —RNLEEIEH
BIEAR.

o

Linux Centos 6.9 64 f\ &%,

PR AR ITRIEE

1. glibc=2.14 (mxml EEFERFIXANE )

o 556&F strings /lib64/libc.s0.6 | grep GLIBC £&H GLBC-2.14 &AL,
MRZBINE, 1B5mF GLBC-2.14 L&,

.10

11
.12
.13
.14
GLIBC_PRIVATE
[root@iZwz91s561w79vfn3fgzlazZ oss_c_sdkl# I
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o % glibc
TEATBERREEA
o tar xvf glibc—2.14.tar.gz && cd glibc—2.14 && mkdir build && cd build
&& ../configure ——prefix=/usr/local/glibc—2.14 && make —j4 && make
install && cp /usr/local/glibc—2.14/lib/libc—2.14.s0 /lib64/libc—2.14.50 &&
mv /lib64/libc.s0.6 /lib64/libc.so0.6.bak && LD_PRELOAD=/lib64/libc—
2.14.s0 In —s /lib64/libc—2.14.s0 /lib64/libc.s0.6

L]
n
c
S
o)

<
o=
3
=
n
@
o
o
=t
o]
Sl
o
o

sudo yum install curl-devel apr—devel apr—util—-devel,

4. TE mxml E.

e rpm —ivh mxml—=2.9-1.x86_64.rpm ——nodeps ——force,

[roEt@iszg1561w7§vfn3fgzlazz osg_c_sd]# rpm TqF mxml
mxml-2.9-1.x86_64

[root@iZwz91s61w79vfn3fgzlazZ oss_c_sdk]# I

« SDK 3.5, EMEEITERT, iBLLEK


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1501596081318/mxml-2.9-1.x86_64.rpm?spm=a2c6h.12873639.0.0.18863a24Qg1X6h&file=mxml-2.9-1.x86_64.rpm
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1501596081318/mxml-2.9-1.x86_64.rpm?spm=a2c6h.12873639.0.0.18863a24Qg1X6h&file=mxml-2.9-1.x86_64.rpm
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1501596081318/mxml-2.9-1.x86_64.rpm?spm=a2c6h.12873639.0.0.18863a24Qg1X6h&file=mxml-2.9-1.x86_64.rpm
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32131/cn_zh/1501595738954/aliyun-oss-c-sdk-3.5.0.tar.gz?spm=a2c6h.12873639.0.0.18863a24FH5kq8&file=aliyun-oss-c-sdk-3.5.0.tar.gz
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32131/cn_zh/1501595738954/aliyun-oss-c-sdk-3.5.0.tar.gz?spm=a2c6h.12873639.0.0.18863a24FH5kq8&file=aliyun-oss-c-sdk-3.5.0.tar.gz
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32131/cn_zh/1501595738954/aliyun-oss-c-sdk-3.5.0.tar.gz?spm=a2c6h.12873639.0.0.18863a24FH5kq8&file=aliyun-oss-c-sdk-3.5.0.tar.gz
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32131/cn_zh/1501595738954/aliyun-oss-c-sdk-3.5.0.tar.gz?spm=a2c6h.12873639.0.0.18863a24FH5kq8&file=aliyun-oss-c-sdk-3.5.0.tar.gz

96 > C SDK ZREIXt, (REREITE?

o tar —xf SDK.tar.gz && cd SDK && cmake . && make && make install &
=47 SDK [, £330 /usr/locallinclude/ FEIEYF oss ¢ sdk HIBSH, 3
SINBE2KINAT SDK E4

[root@iZwz91s61lw79vfn3fgzlazZ ~]# cd /usr/local/include/oss_c_sdk/

[root@iZwz91s61w79vfn3fgzlazZ oss_c_sdk]# 1s
aos_buf.h aos_fstack.h  aos_log.h aos_transport.h oss_auth.h oss_util.h

aos_crcéb4.h aos_http_io.h aos_status.h aos_util.h oss_define.h oss_xml.h
aos_define.h aos_list.h aos_string.h oss_api.h 0ss_resumable.h
[root@iZwz91s61w79vfn3fgzlazZ oss_c_sdk]# [l

ix SDK demo
T2 demo RIS RIEELAESEHRMNALZERRER, BEAGSEE—TE

BEETIUTERZ,

e g++ -print-prog-name=ccl —V,
e gcc -print-prog-name=ccl —V,

o T#demo , MERKIMNMNRFNIRRE, HTUIK

o

o #@i%E gcc —Wall —O —g —I /usr/local/include/oss_c_sdk —I /usr/include/
apr—-1 —c main.c —o main.o && gcc main.o —o main —lIpthread —L/
usr/local/lib —loss_c¢_sdk —lcurl —=Imxml —L/usr/local/apr/lib —lapr—1
—laprutil-1,

e ./main,


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1487730555529/aliyun-oss-c-sdk-demo.tar.gz?spm=a2c6h.12873639.0.0.18863a24FH5kq8&file=aliyun-oss-c-sdk-demo.tar.gz
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1487730555529/aliyun-oss-c-sdk-demo.tar.gz?spm=a2c6h.12873639.0.0.18863a24FH5kq8&file=aliyun-oss-c-sdk-demo.tar.gz
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1487730555529/aliyun-oss-c-sdk-demo.tar.gz?spm=a2c6h.12873639.0.0.18863a24FH5kq8&file=aliyun-oss-c-sdk-demo.tar.gz
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1487730555529/aliyun-oss-c-sdk-demo.tar.gz?spm=a2c6h.12873639.0.0.18863a24FH5kq8&file=aliyun-oss-c-sdk-demo.tar.gz
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| 3 £4:%i8%: OSS C SDK gL

fiEIR
=ZRF{ER OSS C SDK 3.5 hie4ds, 1@1d get_object_to_local_file FiEEE T
% OSS x4 EIAM, MidigfRikE 403 EBZANT,

RERER

ERENMENGERREE, BUEMESITLIGIE SR LEHTRNFMAREL
BT HERIRIE DT LRI P ARRE

« OSS response header F83 requestlD , 1IEREFimiaXE] OSS HIF4H
E’:SQ
o ERTEEIREGER.

2t requestID MRAYIRSiRIEIRE R

RS imIR[E] 4xx 2xx 3xx 500 APAERBEBSIR(E] requestlD; @id requestID
NI RERSNEIREEN T,

java
Method:HEAD Host:oss-cn-shanghai.aliyuncs.com URI:/
vod%2Fplat%2Fupdate%2Fhaimu 21 9%2FBasketball.zip

StringToSign:HEAD\n\n\nWed, 06 Nov 2019 07:55:44 GMT\n/vod/plat/update/
haimu_21_9/Basketball.

zip

UserSignature:LIMmOQ/5TLs2Gk24MuNVR1 +Lu0Q=
OssServerSignature:P+YZauMD+fRtZjeMWkauuN6A4eU=

ErrorCode:SignatureDoesNotMatch ErrorMsg:The request signature we



98 > 3%£&Z=IBI 0SS C SDK [@f %)

calculated does not match
the signature you provided. Check your key and signing method.

#J3ZCanonicalizedResourcef75:%
P E#ERFENRMNOSS BET#T B 5 CanonicalizedResource, EHIIERENT:
1. #CanonicalizedResource B A ZF/H ""

2. 8 EEHEMI0SSEIR /BucketName/ObjectName o A15{47F BucketNameffii#H ObjectName. 1
CanonicalizedResources"/BucketName/~, R ZHBucketNameth 8 ObjectName, RCanonicalizedResource
""a

 MRIERMFAFEIETHIR (SubResource) . FRABETENTFHRERFHEE. MNBEIAHTIFHL & AOEFENT
HIFEF &, TECanonicalizedResourceFHFHRERM ? MFHFEFITE, HidFICanonicalizedResource’s /BucketN
ame/ObjectName?aclsuploadId=UploadId .

(]

BET LB EEEE RS EIRSIHE S A —HSBURIL K
o IRIESFELZTLMMBEXEITESBRISEH /vod/plat/update/haimu_21_9/
Basketball.zip E vod £ bucket FIfUE .
 Host: oss—cn—shanghai.aliyuncs.com X MU E2$E1%, EHNIEENEE
1518) OSS , Host IEFBS 1AM 1Z2E bucket.oss—cn—-region.aliyuncs.com.
(region &A% bucket FAEHBX )

ERMBEMEIMETEZAX, A Host tBAYT; [EEIEXE, BENR
Host , {8 OSS iX86iR5IE bucket , XRFIE; FERMBAFEE, vod HAZHF
#9 bucket, X MBREAKRBEINIE? FiLAFER LFHT Wireshark &, 18
ERZ,
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@ (] Wireshark - i8f% TCP i (tcp.stream eq 41) - oss

Host: oss-cn-shanghai.aliyuncs.com

Accept: */*

Date: Wed, @6 Nov 2019 ©89:05:47 GMT

Authorization: 0SS LTAITHOBBp2AZEbK:CScXue/UTauZ2jGLl/eXMwhi/1+E=

HTTP/1.1 483 Forbidden

Server: Aliyun0SS

Date: Wed, @6 Nov 2019 ©09:85:48 GMT
Content-Type: application/xml
Content-Length: 838

Connection: keep-alive

®-0ss5-request-id: S5DC2BCECDGA1093932626746
X-0ss-server-time: 12

GET 2Fplat%2Fupdate%2Fhaimu_21_ 9%2FBasketball.zip HTTR/1.1
User=Agent: aliyun-sdk-c/3.5.@(Compatible Unknown)

Host: oss-cn-shanghai.aliyuncs.com

Accept: */*

Date: Wed, @6 Nov 2019 09:85:52 GMT

Authorization: 0SS LTAIfHQS8Bp2AZEbK:w+BkQQgy26jI5VvBcxwonRk611lk=

HTTP/1.1 483 Forbidden

Server: Aliyun0SS

Date: Wed, @6 Nov 2019 ©89:85:53 GMT
Content-Type: application/xml
Content-Length: 834

Connection: keep-alive

®-0ss-request-id: 5DC2B8CF1D6A1093932F38F46
X-0ss-server-time: @

1. WIRXFILUESR Host 2FFiRfERIITERLIRE bucket.

2. ™M vod 2R objectkey MIFRIZRTE -

3. BE ERLRIUAERE—ERRAF B LBELINTE

X,

®E
BEFRPTEAS debug, BXREEHTSESSITNHERER

N—F
7E

SiEsERE
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KEERME

eonst char BUCKET_NAME[] - “hai

allyncs. con™:

0
woid init_semple_configless_config t *config, ink ;:",_//"
& {

sos_str_set(Reonfig-=endpoint, DSS_EKDPOTNTY:
cess_key_id, ACCESS KE

),
cess_key_secret, ACCESS_KEY_SECRET);
enama;

ass-cn- mow aliyuncs.com

wos_str_set (Sconfi
wos_str_set(&confi
config->15_rnams = 1

- 1-.; m:f ' crm.n(v:r' m >y1uul)‘

vod/x/y/z o0 Zip

T L R T ) ER—— Y Vod}'ﬂyfﬁmﬂp

AR HEC debug HRTEWHME

hiic ke tname ha
shjectname vod/plat /updatehaimu_21_9/B: sthall.zip
filename Basketball.zip

BII =R debug BEIZEHIEM, HHARZHIL bucket “EXK” BIBRIE.

®ER=

SRS

int get object to local file(char *bucketname, char *objectname, char
*filename)

{

aos_pool t *p = NULL;
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aos_string t bucket;

aos_string t object;

oss_request options t *options = NULL;
aos_table t *headers = NULL;
aos_table t *params = NULL;
aos_table t *resp headers = NULL;
aos_status_t *s = NULL;

aos_string t file;

int is_cname = 1;

if (bucketname == NULL || objectname == NULL || filename == NULL)
return -1;

aos_pool create (&p, NULL) ;

options = oss_request options_create(p) ;
init_sample request options(options, is_cname) ;
aos_str set (&bucket, bucketname) ;
aos_str set (&object, objectname);

headers = aos_table make(p, 0);
aos_str set (&file, filename);

s = oss_get _object to file(options, &bucket, &object, headers,
params, &file, &resp headers) ;

if (aos_status_is ok(s))

{

printf ("get object to local file succeeded\n");

}

else

{

printf ("get object to local file failed\n");
aos_pool destroy (p) ;
return -2;

1
aos_pool destroy (p) ;
return 0;

— —> WEIBHTILL, getobject FEATHSEB2(EH KR, BESAEF debug
MNTSHRERD, IBABEAREHREE , JR—ERH EHNEESE; Lb

BRE:

void get object to local file()
{
aos_pool_t *p = NULL;
aos_string t bucket;
char *download filename = "get object _to local file.txt";
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> 3 FR&ERBIW OSS C SDK jalfizy

aos_string t object;

int is cname = 0;

oss_request options t *options = NULL;
aos_table t *headers = NULL;
aos_table t *params = NULL;
aos_table t *resp headers = NULL;
aos_status_t *s = NULL;

aos_string t file;

aos_pool create (&p, NULL) ;

options = oss_request options create(p);

init sample request options(options, is cname) ;
aos_str set (&bucket, BUCKET NAME) ;
aos_str set (&object, OBJECT NAME) ;

headers = aos_table make(p, 0);
aos_str set (&file, download filename) ;

s = oss_get object to file(options, &bucket, &object, headers,
params, &file, &resp headers) ;
if (aos_status is ok(s)) {
printf ("get object to local file succeeded\n");
} else {
printf ("get object to local file failed\n");

aos_pool destroy (p) ;

— —> MWEREMBFRAERERENEEEIE D cname BI2#, X

»

2

HRAP I

21, ENMIERZ 0, 2HIE X, f8BH cname A=V L&, cname E#R3!
%2, LWL bucket SPE—NEENERGE, BB EEZHE cname; FH1ET
chame BIAI%.

if (options->config->is cname ||
is valid ip(raw_endpoint str))

reqg->host = apr psprintf (options->pool, "%.*s",
raw_endpoint.len, raw endpoint.data);

reg->uri = apr psprintf (options->pool, "%.*s", bucket->len,

bucket->data) ;
} else {
reg->host = apr psprintf (options->pool, "%.*s.%.*s",
bucket->len, bucket->data,
raw_endpoint.len, raw endpoint.data);
reg->uri = apr psprintf (options->pool, "%s", "");
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— —> NXHBHTLIER, BE7T cname /5, Host BE#EAY endpoint
B8; EXEXREITHEFBT cname XK.

o ZIEADTRIMAPIHFSEYIE oss+ 3 MIMETXE, M SDK T/E50
T cname &, 1 endpoint H{5EEIEE, ZEEAFEY bucket name
#3 Host &, IAAEA cname f&, endpoint #i25REE . (RitHEXHE
FAZEHE)

« WL cname B8 0, RAEENASI, X#F SDK &1 bucketname 1
endpoint #a—" TR EE EE,

24 4t

O8] = |

Izl M ET

1. 2X OSS SDK RIRIEZE, iEadt T A R A
2. EFEAERRNEEEBLESNMENEE.

3. BfiEd, NEREEER, HEUZIZAEPIIER,

Al

4. ZF tcpdumpl/wireshark MBS ERIR
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I Andorid SDK {&E 2B %E07? 6 ZiRiziae

b

=

il

Z/MKEXT Android 89 SDK BE23%, B F L =AY 0SS Android
SDK fFHBLL—15E0), SAMARBERZIZRinERLEAARRE—REN AN
FERRE,

DRE

o T& jdk #1 Android studios
o T& jdk,

c EENETS,

o L%E Android Studio.

o fi2E Android Studio,

T&HIH

o JDK

o Android Studio


https://www.oracle.com/java/technologies/javase-downloads.html
http://www.android-studio.org/

Andorid SDK i@k agEa? 6 £neises < 105

==
I

JDK

ﬁ lava SE Development Kit 8 Update 144 (64-bit) - FEfi=%E e S|

M T ERIBUE R B A RIETIRL - R] LR SR Rt e T AR
IR Fe AR SR AT

ThiciHAR

Java SE Development Kit 8

Update 144 (54-bit), F13E

JavaFX 50K, — -5 H RE L&
Java Mission Control TEE

e EEREEWINSE LT

130MB Z=ig] -

TEE:

D:\javaJavaljdk1.g.0_144, B

[<b—%6 | T—#wm= ][ =& |

BRI —E RV
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R34k

g B U Java FHEFIEMEE.

| TEE
DihjavatJavatjrel 8.0 144

| <t—#0@ | [ T-5N- |

-*_ﬁ Java SE Development Kit 8 prdate.fiil!} (64-bit) - =8k  — - u

Java SE Development kit 8 Update 144 (54-bit) ST

Bl RS hiAERE, AP, PR A RIEE, BABREEME, AIAE
Hiaf#EMA K=

|
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o EEsE
o omamp

#EFH
SR
Windowes Uipdats
HREBIIR

ENE (B SR | R e |
Fill S K . TR
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WEHE, B TR LREINT

MPBIET
SEETRA=TREE

=gl cbadin-d
FHiEED - BHEEITAARR

_

" EE ) ma ) e |

—
HEE PCI016I0791130
HHEHE PC2I610291130

[z 250GHz

JAVA_HOME

(Fems

(gezgme W

TEE TAVi_HOME
TEE v I jave Tava' jdkl &.0_144]

[ we || =& |

FHTEE

T =] *
FIMEER_CF_PE... 4 |
0= Windaws_HT _
Fath C:h"ProgramData\OraclehTavahjava, ..
FATHEYT COM- EYE- RAT: CMO- VES: WVRE- il

[FrEm. .. |

HWEO | [ R |

[ W= || B

)
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#mig Path

HEZE | =
rna_' e Wr\n : -~
wEEGTE (S5
EE-’% ) Path
EEEV: HTAVA_HOMES'\bin;C: \PrharanDatahOrac]
[ e || s |

8
MMEER_OF_FE. .
0s

Fath

PATHENT

I}
o4 []
Windows_HT
C:hFrogramData'lracle' Java' java, .
CNM- FE¥E- RAT- CMTI- VRS- VEE-

-

(FEw.. |EmEo. | [ meo |

[

e | [ Eud

]

CLASSPATH &

HEEE | 5%
e —
wEzome e S
EEEm: CLASSPATH
EEFEV: _STAVA_HOMES\Libhdt. jar ; %TAVA HOME:
[ = || B |

2

ComSpac
DEVMGE_SHOW_. .
FP_WO_HOST C. ..
TalWh HOME

=1
C.'Windows'system3Zhemd, exe
1

w0

T hiawat Tawahidll 8 0 144

-

|[¥5Etwn... I[wEo.. | [ WERw |
[ J

fRE HIH
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MXHBETERBEEMRIN “FFIR” - YA - ) “cmd” IIHGSITE
%A javac

(=] B o]

B EEG: Ch\Windows\system32\cmd.exe

Microsoft Windows B 6.1.76811
¥§ <c> 2089 roso0ft Corporation.,

rs“Administrator>javac
vac <options?> <{source files>

.
]
—g:none
—g:={lines vars, zourcel
—nowarn

—verhose

—deprecation

—extdirs <{
—endorsedd

Android Studio Setup E=1 ot T

Chooze Components
Choose which features of Android Studio you want to install.

Ched: the components you want to install and unchecdk the components you don't want to
install. Click Mext to continue,

Select components to install: Description

Android Virtual Device

Space required: 5. 1GE

< Back || Mext > | ! Cancel |
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o EINEHBIRE, MRAZRELRTRE, F1ERNENRE.

Android Studio Setup | e

Configuration Settings
Install Locations

Android Studio Installation Location

The location spedfied must have at least S00ME of free space.,
Click Browse to customize:

D:\android\Android\Android Studio Browse.. |

Android SOK Installation Location

The location specified must have at least 3. 2GE of free space.
Click Browse to customize:

D:\android\Androidisdk Browse...

< Back || Mext = | l Cancel

o M2 Android Studio ILZEER TERE sdk BWER, BITEEET,

Android Studio Setup =" ]

Completing Android Studio Setup

Android Studio has been installed on your computer.

Click Finish to dose Setup.

[¥] start Android Studio

< Back | Finish Cancel
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Android Studio Ec&

» MEAMRESERRET.

Tou can import wour settings from a previous version of Studioe.

IZII want to import my settings from a custom location

Specify config folder or installation home of the prewious wersion of Studio:
=]

@ I do not have a previous version of Studio or I do not want to import my settings

o RIFFIRITFHMIIHESQIFAISENMEABHEEEFE, 2 Android Studio
MNRENREEFEESE, IRMFLUENREEY, REEMT 7. BEERERIANS
ok /B85 Android Studio.

| # Android Studia

@ Unable to access Android SDK add-on list

[imoron]
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BHigS® Cancel N\ SDK i &,

) Andioid Sedio Setug Wizard .

Walcomel Thic wizard will cec up your development emviranment for Android $oudio.

| Addidonally, the wizard will help port existng Andreid apps into Android Studic
or create 3 new Android application project

:I c:; [ e

oxaleh i m Cancal I | Fir

SRE—IET—4, EZE finish, finish B2TE—LifHME, S— T,

@ Androld Studhe Setup Wizard .

R Downloading Components

| “Tnstall Android SDX Flatferm 25 wewision: 2] ecnplsts
“lnctall Andveid SDE TLatEerm 38 Wewizaen: 27 famiched,
Tarsame 0 Uzera Admaniabrabor el aba Local "Andros 85 dk b Td-toal =26 6 1ipackaze sl

| Farcimg €0 Uzers Adninistrater Wpel ate Lacel dndrei 'S A snalater jpaskage ¥nl

Parsamz G\ Users \Admaniobrober el ato Local'Androa 45 deex bras® andros d'n Oy cpo s d sepncdeng e senl
| Farsimg €\ Users Adnintstrater dpel ats Lacalbdndrod 198 M ex tras' goo gle i cepos i tory tpackags el
| Parzamg O\ Uzars \Adnanizbraber pelate Lozal'hndroa 005 Al aubrast vk el

Hardmar e Receleraled Ineculion Monaze: "packace. anl
Tarcimg € Users Administrater wpel ata \Tacal dndred 9 A pat chor | w!puckage ml
Faroanz o Veirs \Adnaadebrater pelate Lecal Andrsad S di gl atfmn —t pad 5y ackags and
Tersame 0\ Umera Admaniabrabor dpplata Local “hndror 85 Ak pl abforn " aodro s 228" e cleag= ol
Forcimg C:° Users \Adninictroter el ato Lacal indrod 445 Al e sls \paclage wnl

dodre:d SOK iz wp 18 dadte
Bume Iotel” KEEN anstalle
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# Welcome to Android Studio . . n|l=

| Android Studio

£.3.0

Version

4% Start a new Android Studio project

[1 Open an existing Android Studio project

¥ Check out project from Version Control »
¥ Import project (Eclipse ADT, Gradle, etc.)

¥ Import an Android code sample

% Configure » Get Help ~

BcE SDK

'H. Welcome to Androl

Android Studio

Version 2.3.3

1F Start a new Android Studio project

[1 Open an existing Andraid Studio project

¥ Check out project from Version Control «
o Import project (Eclipse ADT, Gradle, etc.)

i Import an Android code sample

/ # Configure » | Get Help »

e A 5DK Manager

. ny. .- , Settings

Plugins
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e - R e

o

b
* Appearance i Bohavior

Appesance
Menus and Taolhars

* fymemn Semings

5 Delault Sertings [ ———

Rppesrance & Bshavior . System settings » androkd SDIC
Manager for the Android S04 and Tools used by Android Studic:

Andreid SO l.cmlhvrl DitmndraidyAndroich

s

i
lewe! by dofauds. Once installed

Sk s kRS AL E
2 droid plstform and ccurces. pestaining to an A
id Studio will automatically chack for updates. Check “show

Paswords
P packege details” 1o displey jgefidual SDK componerts.
Harre | afbewed | Rewision | Status
f ipeetin ) And, ¥ 5 2 Mot inste lad
Usege Statissics roid 7,41 (Nowgat) 5 3 Update avsilable
1 andraid 7.0 (Nougath b 2 Not instaled
[ Android 8.0 Mdarshmallow) 3 3 Mot inzuzled
| Motifications [T Ardroid 5.1 Rellipap 2 2 Mot instaled
A [ Airdroid 5.0 [Lellipep) 21 2 Not insteled
I ke [ Andraid 44W (Eitkal Wear) n 2 Wt insialed
i Path Variables [ dncreid 4.2 (GeKa) 19 4 ot instalad
ey [l Android 4.3 Uelly B2arl 18 3 Nt instafed
B Tl Android 4.2 elly Bearl 17 3 Mot instaled
+ Editar [l Android 4.1 [ally Baar) 18 5 Pt instalad
Fluging [T Ancroid 40,2 (et wam Sanduwich] 15 5 Mot instalad
[ Andraid 4.0 flceCraomSanchict] 18 4 Not instaled
= Buibl, Esveubion, Pepleymart [T Android 3.2 Heneycombl 12 i ot imcralad
© Tools [ ardroid 3.1 [Honeycomb) 12 . Nt nstal=d
] andraid 3.0 Honescomb) 11 2 ot nsalad
[ Andraid 2.2.2 (Gingerbread) 19 2 Mot instaled
] drdraid 2.3 (Gingerbeesd) a 2 ot instalad
[T Android 2.2 (Fraye) ] 3 Piot insaled
[ anciroid 2.1 (Eclainy 7 3 ot instaled

(7] show Package Details

N | e

fialg |

XEFANEFEFAINA sdk L E=EREIT .

XEHMERRA T L= Start a new Android Studio project Sk#FrE—NTET .

SR TR TAENNEE.

New Pro

Canfigure your new preject

applicabon name: | Tes Ti2E

Company demalrt | waw. ssctcam

Puckie neme: [cnmJIao.le';t .= ]D:n:
(D) trclude Co4 ngppart
Projectlovabon | Ohweorkspaceilest U

<) O ] [
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ELE, KXESIMERR AEEE 88 FEE, TREFEECHTEXA
E NN S

RE—E next £ENAREZ finish,

M Create New Progect. [Jn o o s+ [ S_—_—T -

H Customize the Activity

| Creates a new emphy activity

Acbity Mame: | Mai 1

Ed Genersta Layout File

Layout Mam | activity_main

Backwards Compatbiity (AppCampat)

Ervpry Aething

The narie of e actity dhiss o create

s [ | 2= X

£pk OSS SDK

1. £k T3] Android Studio &

o Bz git clone I7&,

https://github.com/aliyun/aliyun—oss—android—sdk.git

e 5IN git T2, XEBEFET, EXIHA project.
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. ] @ | aliyun-oss-android-sdk [~/0SSAndroid/a
‘= aliyun-oss-android-sdk ) [ oss-android-sdk ; [ sre
%’ [ Project Y. Lt - A
;_ v P= aliyun-oss-android-sdk ~/OSSAndroid/alivun-oss-z
- [0 .gradle
™ .idea 3
= . app :
5 build 5
[ :
= gradle 5
0 5
& i os5-android-sdk 7
i | build g
g < .gitignore B
g = _gradletasknamecache ;
;\ (#* build.gradle 3

(& jCenterUpload.gradle

i oss-android-sdk.iml

= proguard-rules.pro
= .gitignore

.gradletasknamecache
= aliyun-oss-android-sdk.iml
(= build.gradle
= changelog.txt i
. j9radle.properties

=] =4 0

7 Project -
£V Packages

G Scratches

% Android

1% 1: Project.

o

E 4% Project Files

= ¢® Problems

=1 ¥ Production

i (B Tests

o 9% Local Unit Tests

E 48 Android Instrumented Tests

E £® Changed Files &
® ¢® Default

T TGS TUST WU T T e
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2. 5|I\pINfE, THEEZER java 3

2.1 Config @FNEFENREXE, BEEFMEIE OSS BIEM bucket BtE,
IAK[EIE. STS $REUBAE. endpoint 58,

g - k- elicid- sk ~/DSBAR P S L
aradke
i
]
buid
s
orcroid T st mblic clase Contip 4
ma
a0t

puslie statie final STring DSS_EMEROINT =

Public static fin

ring OS5_CALLmACH iR = IR

pulic static findl Siring STS SEAVER G = arwuists oy

pulic static tinal STring BUCKET_MAME
085

oo
0 Srogressiaback
res
& AndroidManifest i

=

o IE SDK EXERA STS A LE, BRFEEBC4EP—a STS Server
ARS528, BRVEMKIREL STS token IGETHERVER; STS EEETLUSE .
RIREZBNIRSS

» callback 2 L& INEERIFAFREL, BERFECHF, BRNEEW
OSS b InEEEER, AARIEERS S 4mEERE 200 F#EHZ JSON
HIFfFER, EMEESD,

o= =X POBT -4 "["sss":"xx"}' http:// 15000 /wsgd
sar; uge of -K or --request, POST i: alresdy inferred.

post 5000 (#0)

~fora-nrlencodad

of 12 bytes

ial iyun-cas-and sdk hanlii edes

2.2 OSSAuthCredentialsProvider Bo£i%,

XNEEBINEE, SRIEAFAIRERN STS URL ttht, BaifrtiREINETE,
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FEE STS JHEREEmMEKEGHI STS token; STS IREIFEUS BB —
~, FHIR[E 200,

O P - G @ e @ Coigam @ DSsUL [ ® CES A 1 {1
00 . T g N T S
- e Take Take
ederarionToken wshTaken;
s R String mithiata)
s cut-ardroid-tek s
il LR 51301 = new (RLImut
Ftpf Commeetion o =

g

1B tian) srelr L psetlanaectio! )y
oA, e TConnectTAne i
& android Test LneutStream inpu

I3 2 Srucurm | et

00! ;
? "Lonn. patlnpurstrean (1
B i

authints = 10uefTs, resdStraamiest ringlinpus, SSConstants. DEFMILT_CKARSET_WANF};
* Bjma £F | eba te Al {
H i G i apghorid ntn = wlecoder-decodelauthiata !
i = Facalback biect jsoalis] = new smsn mectiouthbatal;
£ * Excammon Ent sramuetode = Jsonin],gerl

" Enauth
R Hhacgiid Sinnn ik
L.

W OSSCredurtia bt tring o = Jaondt].getssrin

& OSSCURDmSignerCredent string &
) OSSF anation Cradential String token
i O nderationToken

® i

STS R EIRIERUS B

240

{"StatusCode":200,"AccessKeyld":"STS.NJIxxxxxxxxxxx1zMxm6Q" "~

AccessKeySecret":"EDLcOCxxxxxxxPcSDxqrzW1kwChbz7","Expira—

tion":"2019-04-12T04:24:327" "Security Token":"CAISOxxxxxxxxxxKH6"}

2.3 XMNBRTEEER Android MAIZESTE

. @ | aliyun-oss-android- sdk[-/OSSAndrmd}
= aliyun-oss-android-sdk | oss-android-sdk ; "0 src
B Project v O 5 | B0
?‘e‘ = aliyun-oss-android-sdk ~/OSSAndroid/aliyun-oss
= » [ .gradle
~ > .idea
=  app
= [ build
;gj & [w gradle
= ¥ [y oss-android-sdk
41 » B build
| v msc |
§ v [ androidTest
g A
; v [CJjava
: v [ com.alibaba.sdk.android
€' BaseTestCase
& ConfigurationTest
& CRCBA4Test
€' ImagePersistTest
€ ManageObjectTest
& MultipartUploadTest
€ 0SSAuthenticationTest
& 05SBucketTest
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= =KL

O555IGN  MANAGE  LISTOBJECTS

HEADDBJECT  MULTIPART  RESUMABLE

CUTOMSIGH BATCH CALLBACK

IMAGE PERSIST

2.4 demo BINMIXESZE,

OssService F5% & demo BIMIA A= (PutObject , Putimage ....) H{ERE

HEENRE FERIFI T LIBT X MbIEHITIE .
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i By -0 8 Androia-Sak /LSRRI U e
.gradle i
Jcles

aap
b lid
rc
androidTast

rmizin
assEts
java
comalbabacssapn 3
Serviee s
£ imageSenvice

B Callback

£ Config

B OSSapplication
B OSSWrapper

¥ ProgressCallback

ol ol £

iR
mE L&,

L firfiiscke

By, =& RE, BrmE, Kb

mw I

LIIERE

y Mateh Casa wianns
File 71le = new File{laealFile);
it 1file.exdsts{d) 1
Log.w( iuy "AesyncPut Image™, 15y "FileNetExist™);
Log.w( fsn "LogalFile", localFile);
return;

H

R

A MR b
OSSLoq. logDebey] meg: “zreate PutObjectReguest “);
PutlbjectRequest put = new PutDbjectRequest (nBucket, obj
PUT. SETCRCES {D5SReNUA 5T, CRCBALDAT LY. FES) |

it (T Add ress 1= null)

[Tt WS b F0 A ] [ ¥ il W A AL

r s oo -
lwm.smt.ﬂlha{hPuram%nm HashMapsString, String=() { j

» localFiled;

puti"eallbacklel

bl

mCallbackhddrass !

i}
Lename=3{object]}™);

F, ® object B#R,
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BT DEBUG ERFHATLUBRIME LEMRLN, SEFAIDEZ N EZMII,

Dutay i wp 0 L Sz o L
g pem—— . 5 | T 11323 Exareting Tasks: [apn assend eDabugl
Lo | B et st B £7 1123 Grade b Tnished o0 25 29505
- - a
m e M 2 g 51100 brecating taske: {apassemnleebu]
= respamseteader (content-Lengindi ot
=i i 7 Todhats | E5 1128 G b nished in 5 389ms
.= i
(] ﬁ respansetiender 1, 12 dpr 2009 @83 433 GNT . EF11.31 Exacating taks: apoassend leDabug]
E v d
= a responsetiender (amrver]: ALsyun0ss 7 EF11.31 Crad buid finishad (s &5 487
2 respnseeler 11-oks hash-cropleckdl: L1EINTATIBSIII0N
o resmmEHeREr [r-058-request-1a]: ABEHGL %1142 Evecting tasks: fappassemlsbebug]
respanyetieater (x—ass-server-tirel: 51

biPutibiect : Uploadiucoess
Twaniaes
COHRRNEE

LF 11742 Grnede bisid finished in 73 LB
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| FEF#1Ri0OS SDK Eiiam

b

BE

il

Z/MKART I0OS /Y SDK fE##E, BEXT E=AY OSS i0S SDK £RHE
%0, SAMNNEERZEIEFiREREmAARME—B N ANERRE.

& git AZENIE

ihit, RITFHBREMIUT; workspace FEFKIINREEEEITIZ TG,
MRANEELRELF T xcode, TILIEREIEIT; KL% xcode iB1%HR install,

P._TB [} .-a-iiyun -0ss-ios-sdk T
<[> ] B=ow = & | & < o gR
TALRE

e  mom R~
B maem Lt

< iCloud & AliyunOSSi0S.po  AllyunOSSIOSTest  AllyunOSSSDK  AliyunOSSSDK.xq AliyunOSSSDK.xe | buildiOSFramewo

dspec 5 odeproj workspace rk.sh
/A fiFARERF
e - - -
@ R Sl | EIXE
° TR buildOSXFramew CHANGLOG.txt Example Images LICENSE 05SSwiftDemo
ork.sh
BE
o - - -
o i MO = L T |
® e : . -
quick-start.md README-CN.md README.md relase note.txt Scripts Supporting Files
@ #e

TEMBZRANT, He Example E&(iz171E MAC I+,


https://github.com/aliyun/aliyun-oss-ios-sdk/blob/master/README-CN.md
https://blog.csdn.net/Naruto_22/article/details/72900696
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s08 » B | My anmossEo-05-Exampie ) i Frose & Flnshed ranning dfyun0 538 0EADS Faamplas on [Phans & O 57 Ll

= R € 5 [l Ahuedassn Easmpls § ) An0S5i00Tes ) O5S0antskatanTests iy b No Selszion <y

3 = {void)tastlancal {
i C535Cancellat lonTokenSource sete = [083lancellsilonTokenSouice carcelletlonTokenSourcal;

| WCTAgeertFalewlore. cancellat lonfeguasied, 'BSouree should not be cancelled');
2 XCTAssec tFalanlcEe. tokan.cancallationkoquacted, @ Tokan should net be cancelled® );

[ets eancells

)

& XETAsERCLTTUA(CES. cancallationRenuested, FSource should be sancellen”)

b NCTAssertTruelets. token ., cancellotlanfequested, B*Token should be cancelled');

m ok

3 = (voiditestCancalNultioleTimes. {

= CEuCance LlationTokendource »ene = [C5&lancellatlon carcellat. i
] KCTAssertFalodlets. cancallationieguasted)y

KOTASSEE TFalSe IC0S. tokencanoallatlpaRequesten )]

i [ets cansellr
* HaTAssartTTUA(cta.cance l lati cnRequaatan) |
ko XCTAaser ETruA (LT3 Toues  cancellaTianfesurarenl s

0 [cts cancells

[* HGTASBALTTIUA(CES. CAnCHl L TL cnRBaueaTaa) |

3 HOTAzsertTrua(cks. token. cancellotionBequestad] ;
Wk

3 - (voddltestCancatlationflock |
_bleck BEOL cancelled = W

w 055Cance LlatienTokenSource &cts = [05850arcellotior u cancellint cel;
[ets, tokan reglstertancellst londbserverilthflock: *d

cancelled = VES;
1

MCTRsser tFaleelote. concellat lonfeguested, P Sousee #hoUld Aot 24 cancelled");
¥BT&szec tFalse|cts. tokan. cancallaticaRoquestad, @*Tokan should not be cancelled* ;

AitECE

BEEFAXEKS.

= | =0 A o E B £ » B aiyunosssox-exampie
L E QEgEwDemo n Benersl Rescurce Tags info Build Settings Buiild Phases Build Fules
[ 0188 Sk D
= 5 PROJECT
e | 01985 uiti Demalests & * Testing
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* | Framewerss y
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BLE1a1T simulator,

> FEFHIRIOS SDK B2

1

> |.u Products
> [ AliyunDSSSDK

v B Aliyun0OSSSDK-Example

Aliyun0SS05X framework
| AliyunOSS5I05 . framework
b || AliyunDSSi0STests
¥ | | AliyunDSSSDK-i0S-Example
b |_, Resources
¥ || Supporting Files
_ LaunchScreen.storyboard
L]} Main.storyboard
- Agsets.xcassets
h| AliyunOSSSDK-i...mple-Prefix.pch

m main.m
t| Info.plist
b |_| Classes
> |_. AliyunDS555DK-05X-Example
# || Products
» | 7| Scripts
B .| Framewaorks

e0® p ﬁAliyunDSSSDKniUS-Exaj
B 2 Q M © = o B B <

v [ OSSSwiftDemo |
| | OSSSwiftDemo
P[_l PROJ

P || OSS5wiftDemoTests

» | Frameworks B
TARG

RIS simulator FizfTHEFRT .

D Mo devices connected to 'My Mac'...

)‘ Generic i0S Device

B8 iPad (5th generation)

B iPad (6th generation) |
B8 iPad Air |
B iPad Air 2

W iPad Pro (9.7-inch)

B iPad Pro (10.5-inch)

W8 iPad Pro (12.9-inch)

#8 iPad Pro (12.8-inch) (2nd generation)

B# iPhone 5s

@8 Fhone 6

W iPhone G Plus

8 iPhone Gs !
W iPhone Gs Plus r
@8 iFhone 7

W iPhone 7 Plus

4

#§ iPhone B Plus

8 iPhone SE

W iPhone X

B iPhone XR

B iPhone XS

B iPhone XS Max

Add Additional Simulators...
Download Simulators...
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("resumable Key
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tosd Fewew.cranetect, cony *

—

dating 086 STSTOREN URL
Tl

weeb/sts/gotsts

LG EHAGE WE

RdaTine 0SS _DOWNLOAD_FILC_MAME

058 _DOWNLOAD_FILE_HAME® /AT

<
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| tnf@zz2E browers JS SDK ? ix4fiZE1niE

£\\o
Iz

X kAIE OSS brower js SDK WY& 2513 25 0EFERY demo it A1 .

7NN 3=

OSS brower js SDK 2&7F node js 2R RS wEF, REwmBEmE,
ey bl W aTl=Thsich il

o HF node js &, RIFE 9.x.x LLERA, FLEHAVUIKHRAR v10.9.0.
o ML EEMIE . (IE>=10, FEFRMAAI Chrome/Firefox/Safari, FEimhRA
89 Android/iOS/WindowsPhone )

Fiags
TEIE git .

e git clone https://github.com/ali—-sdk/ali—0ss.git,

npm FIAZEE,

o cd ali-oss, 47 npm install,

« cd example, 11T npm install,

tips: EAEBD NS EEARZIF promise, FES|N promise BEE., Fu0.
IE10 #0 IE11 FZZE5|N promise—polyfill,
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1. OSS brower BTER T STS 4£aIIN8e, HELgi2EAMBHN T — NN
BAY web server , XHEFRATTLUEY STS MZE2A EE. T3 OSS. W
REHIXNMERDY STS A, BFEEN.

#vim ali-oss/example/server/config.js
module.exports = {
AccessKeyId: " TS accesskey",
AccessKeySecret: " TS accesskeysecret",
RoleArn: " B Arn",
// EW Token KMETEA 1 /BT
TokenExpireTime: '3600',
PolicyFile: 'policy/all policy.txt'

2. WMRAPARERXNERR STS &£azE, JUBCSBEMRENER STS
B. B4 L@ 1 T2, BEHNITLUTERIE, vim ali-oss/example/
server/config.js, ¥ bucket # region ZiapECHIEE.

// require("babel-polyfill")

reqguire(’./style.css’)

consgt § = reguire('jauery'});

f/ if use in react , you can use require('ali-oss/dist/aliyun-oss-sdk.js'), or see webpack.prod.is
/{ import local for test

// const 0SS = require('../../lib/browser.js’);

congt 088 = require('ali-oss');
const crypto = reguire('crypto'};

const appServer = 'http://localhost:3000/sts’;
~ongt bucket = 'shenzhen- H

=onst region = 'oss-cn- =

const { Buffer } = 0S55;

3. MRAFBECEIRET— sts BIiEF, FER main,js FHKEIRY sts Bk
1Ak E CRYhalfEE .
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// require("babel-polyfill")
require('./style.css’)
const $ = require('jquery'):;
// if use in react , you can use require('ali-oss/dist/aliyun-oss
// import local for test
// const 088 = require('../../lib/browser.js’');
0SS = require('ali-oss');
crypto = require('crypto’);

appServer = 'http://localhost:9000/sts’;
bucket =

r
v

region = '"ooom
{ Buffer } = 0SS:

.
r

4. £ OSS EEEBEL, ERBEipaZE OSS 21 deny 403 HIEIR.
WMREFimihio)E , £ 0SS
BEckE L 1P BENAN, S&AEMESRES .

AL X
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cd ali-oss/example 117 npm run start

<

129

WMRAFEZEA https BB L, £ OSSClient #a{LETIIL secure:true

F2 https E%#7 o

const client = new 0SS ({

region,

accessKeyId: creds.AccessKeyId,

accessKeySecret: creds.AccessKeySecret,

stsToken: creds.SecurityToken,

bucket,
secure:true

}) s

TEHMSEMEAIR

[

Bajsmms ®E O mm, pammws 5 B
Bl Bl | pustong
Upload Blob PUT Objact with signatursdir
Content. Content.
Hadle, OSS] | am a Blobl Hadley, OB5] | am a Blabl
Store as. Store as.
Boh biob
Upload with baseds amg Cownload file
Basedd Content Object key
ataimage’ png;basess, VBORWOKGIoAAAANSUR ELgAABCWAAALT object

CAYASMB/ I IAAMEZIDER  BIQOMgUHNZmia Z0AASImVWwa Y LIBK

WS CAL IfepLinHGYE

FodY VXL ulgKjeColCaw 4 Save as

filename
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{ERIEZ )

L AEEIEYNERN

const uploadFile = function uploadFile(client) {
if (luploadFileClient || Object.keys (uploadFileClient).length === 0) {
uploadFileClient = client;

}

const file = document.getElementById('file').files[0];
const key = document.getElementById('object-key-file').value.trim() ||
'object';

console.log (" ${file.name} => ${key}>);
const options = {
progress,
partSize: 500 * 1024,
timeout:60000,
meta: {
year: 2017,
people: 'test',
B

callback: {

// XBERAILEZERNME
url: 'https://uploadtest.xueersi.com/v2/sync',
/* host: 'oss-cn-shenzhen.aliyuncs.com', */
/* eslint no-template-curly-in-string: [0] */
body: 'bucket=${bucket}&object=${object}&vari=${x:varl}',
contentType: 'application/x-www-form-urlencoded',
customvValue: {
varl: 'valuel',
var2: 'value2',

b

sMfalfER https 1£5

const client = new 0SS ({
region,
accessKeyId: creds.AccessKeyId,
accessKeySecret: creds.AccessKeySecret,
stsToken: creds.SecurityToken,
bucket,
secret: true
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| 0SS pyhon SDK ialgmHE e IES

P
% oss EFIETEREM Python SDK IHIIRS B, FELSELMER,
BNREAMIEEE, SXiRTBEINL 5.

ERF&RE

e pip install 0ss2,

o RARIFE 2.7.5 LA L,

0SS2 ki

o MNREFFIS crebd BIRTTRIRE, FTESLIE cremod L5EiF .
o &% python—devel 117 yum install python-devel,

s EER/ITIRIRG, &% cremod #1147 pip install cremod.,

IGIF oss2

SEFIMT R 0ss2 BEREMI, TSI python FEIZE, #HA Python IR
5, PUTUUTa<ieE SDK HRAS:
>>> import oss2

>>> 08s2._ version
'2.x.X!'
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E A crcmod &¥

>>> import crcmod. crcfunext

Traceback (most recent call last):

File "<stdin>", line 1, in <module>
ImportError: No module named _crcfunext

o IRELRE python—devel 5¢& crcmod , MNRELZLE cremod |, 15 uninstall
&, BE#fRE python—devel ARBLRE cremod.,

o crcmod ZERIIE path FURAAEY python IEEA—EL, TJLAF sys path
BER python IIERINETERZEIA—T.

o 2E—UK IR, XENFRIIRES®

ia): FE&HEE ossutil /R, python SDK RiE

o ossutil JBFS2 go, FH &R _EEAIMEEFRSLREF, B2 python SDK BEFHETR
Z, —RXMBEREAEIEAFTFET crcbl.

« MNRNTMBEB ERAIE, BUWE crcb4 Xi=, BIIHE header Sk IE N
Content—-md5 kRIIGE crc64 B,

1. =oss2.Auth('AK', 'SK")

2. =o0ss2.Bucket(auth, 'endpoint’, 'bucket',enable_crc=False)

[ro@@ T Ianenn T T T testapil# time python putobject.py

real Oml.698s

user Omo.183s _ _
Om0 . 0865 ZHtt K yg.aliyun.com
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OSS pyhon SDK [a)gfiHresrg < 133

1a): &3 0ss2 SAL urllib3 A FERT

mare information

o FIZBNRITAI—HE, XFEIRELZE python BSHIOIE, B MKERAVELRE
B, ZERIT, 0ss2 MY hitp 5K IBIKES urllib3,
o HHIAF pip install ZZERIREFNIA’E python MEBEF—H,

ial: OSS python SDK 73k L&KM

iR L% 1D BE iR oy

E60SBE6ECOF0647BFS02DF

accesslog 2018 _09tar.gz 60329028R05

-DFBAQ04506B8127

accesslog 2018 10tar.gz E1702AED4CA T
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FIFIEIT python SDK 3% H S 62 OSS KM, B R SR EIRR
iz

 SEHIAREZER) OSS, KREBITHEM proxy EH#E) OSS (2410 CDN), W
4213 CDN B &%) OSS FEH 0SS ERtEBEENL, Access—Con-
trol-Allow—0Origin . Access—Control-Allow—Mehtod . Access—Con-—
trol-Allow—header, #FBJ5 Etag B2E+ %,

o ZRG EEXMERARMEEN, EEFREFELERY, TEFMETH
IREIN SDK BEEES, NREMEEITSE LR, BNk REE
ERBENEBLE., MREESTFD R, Fk, CESENIIRE

o BIEIE EERMANE A ERT L,

o HUEREEBAR T IRIEIEE, FERUUTEEFARTERFETFRE
B :

o 124t SDK SEITIREIHI requestiD, XMNEMZR response header thi
HHNCR 7528/ OSS BRIz,
o BEFIRERE tepdump , REEFNEITHABLE, FEFENE.

tepdump -i < MFHOZFR > -s0 host < ijja oss MIE% > -w faild.pcap

e

Centos #1288 #4790 B £fE SDK [BJIEE, B2 ubuntu V28 LESEIR
403 <M,

VaLini
ESEHIEEE, MRTE ubuntu ML, BIF OSS il 403 , 0SS RS

2iR[E] 403 $TMAT OSS requestlD, EEEET 403 NER, FEIBHSBHNES
HEE .
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ZFIHEERE tepdump ME, JLUBIY tep IRHEEBEZEHTF header LEER
XI5 RANTEE R SRS AL .

POST /ttsservice%2Fpasswd?uploadId=D468E486D1D94D90A1AB8885A4E32AE0 HTTP/1.1
Host: rokid.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: identity

Accept: */*

Content-Length: 137

date: Sat, 29 Dec 2018 07:32:34 GMT

authorization: 0SS LTAIknFr:r2KPROy4E0G5tnU/MYdcvXHPQQ4=

Content-Type: application/x-www-form-urlencoded

User-Agent: aliyun-sdk-python/2.6.0(Linux/4.4.0-31-generic/x86 64;3.4.3)

<CompleteMultipartUpload><Part><PartNumber>1l</
PartNumber><ETag>"3195544E19D99658706D51EF5"</ETag></Part></
CompleteMultipartUpload>HTTP/1.1 403 Forbidden

Server: AliyunOSS

Date: Sat, 29 Dec 2018 07:33:43 GMT
Content-Type: application/xml
Content-Length: 1122

Connection: keep-alive
x-oss-request-id: 5C2723573183A12D
x-0ss-server-time: 0

<?xml version="1.0" encoding="UTF-8"?>
<Error>
<Code>SignatureDoesNotMatch</Code>
<Message>The request signature we calculated does not match the signature
you provided. Check
your key and signing method.</Message>
<RequestId> 5C2723573183A12D </RequestId>
<HostId>rokid.oss-cn-hangzhou.aliyuncs.com</HostId>
<0SSAccessKeyId> LTAIknFr </OSSAccessKeyIds>
<SignatureProvided>r2KPROy4E0G5tnU/MYdcvXHPQQ4=</SignatureProvideds>
<StringToSign>POST
application/x-www-form-urlencoded
Sat, 29 Dec 2018 07:32:34 GMT
/rokid/ttsservice/passwd?uploadId=D468E486D1D94D90A1AB8885A4E32AE0</
StringToSign>
<StringToSignBytes>50 4F 53 54 0A OA 61 70 70 6C 69 63 61 74 69 6F 6E 2F 78
2D 77 77 77 2D 66 6F
72 6D 2D 75 72 6C 65 6E 63 6F 64 65 64 0A 53 61 74 2C 20 32 39 20 44 65 63 20
32 30 31 38 20 30 37 3A
33 32 3A 33 34 20 47 4D 54 OA 2F 72 6F 6B 69 64 2D 6F 70 73 2D 6D 6F 64 65 6C
2F 74 74 73 73 65 72 76
69 63 65 2F 70 61 73 73 77 64 3F 75 70 6C 6F 61 64 49 64 3D 44 34 36 38 45 34
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38 36 44 31 44 39 34 44
39 30 41 31 41 42 38 38 38 35 41 34 45 33 32 41 45 30 </StringToSignBytess>

</Error>

« N EREAHMENEXXES, RNEZESITBERLNERE. 2FEKSE,
BAZUTHEARG, BEFHEERNEREE SDK —%. MR —RA
SDK AitERIERLY, IPANRIRSIHICEINFIE FPimitERY signature 184
—HIRBERNN T TR EHRENT, JLAER https AR L&,

import base64

import hmac

import sha

mac = hmac.new("<Secretkey>", "POST\n\napplication/x-www-form-urlencoded\nSat,
29 Dec 2018

07:32:34 GMT\n/rokid/ttsservice/
passwd?uploadId=D468E486D1D94D90A1AB8885A4E32AE0", sha)

Signature = base64.b64encode (mac.digest ())

print (Signature)

o NRMB PP APIHENLERA—H, BYREFE SDK £ ubuntu Fa%m
EAYSACIDIRRSE MD5 BA—H.
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