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unii 1 — ShadowCat éooz ls

I 1.1 anwsuldsian

ShadowCat Aaunannosu Al-powered autonomous penetration testing — szuuvadoulAzsTUU

v v

anulasaduiuneUwalnduuuuda luddgs Al Agent dadhuasdiu National Software Contest 2026

'
=

(NSC2026) iuﬁawﬁmﬁmﬁ/tmﬁm%@m‘[ﬁﬁa SecureThai

wlaveslusiandionsashs enterprise-grade Al-driven DAST (Dynamic Application Security
Testing) finaaouzadlnisony OWASP Top 10 Tasdalusid wion "Raait" nagadlnifinedonalnasaasy
wuu deterministic (ngenoeh laild Al sindu) — apeendnde "Al IAundng u uuud/nqiluaudadu”
wio LiTwiAeileymn Al hallucination (shadws)

1.2 Yauninii ldsiaaud

o/

Uayninilaqiin CaIGE G

ERGERtEN 4 pentester fiaondw 50,000-200,000 U sionsvaday 1 AST
Tefnauu 1-2 danvisiosounaunaeu vin [ueaeudiUoy 4 ludu
YauAAURITIN Y yransu pentest fddn TasanzTulng

\naasile Al fifles lsivndeda Al scanner v lusinsaausios widt Lifiass (hallucination) vinansanuidesiuvaarTdnu

I 1.3 maAwagy ShadowCat

ShadowCat Tdanilnunssuuuy "actor / judge uandu”: Al Agent (LLM) vinthililusindu — & HTTP
request AunangIUNiL Fudeduinnedeslniasinie i du Oracle (luga rule-based usnsnemnn lails
Al) Duidadu (verdict) ,nandnguiitAuan leuifisudu pattern Adwus enusn (wu SQL error string,
iilown 1W& /etc/passwd, script tag i reflect nduan) A5dvinTiwadnsasaasutioundulsiana (mn finding

request_id S1489nANgIUIE)

Wayuwisudng ¢ wuu "Asasua1nns": APl = witnaususaiaas, Mode + SafetyPolicy = wiy/ng
295 u (Vi beuail Kuvindingl), Orchestrator (ReAct loop) = Wnthasifimaudsny, LLM = anaswaq

n, o, v_ v

iwnitdainazvineslssio & Oracle Ao "vinihdn" Aduud Iazuuumumnasgiususn lilgaulaww

I 1.4 dmsulas (Use cases)

wnweu (Developer) naasuANulasnsunou deploy @u production

fin Security muTuosdng aunu lsiesdulas ligdosiauannnass



#in Compliance 90ns Ud98s PDPA / 1SO 27001 léidnlusis (lugatldsatsznineimun)

Bug bounty hunter dumadoslnmi IdisrduTuvouwail ldsuaune

I 1.5 wansnadaunnsg i (Benchmark)

ssuurnuMauaaaughs XBOW validation benchmark suite snuu 104 Tans (asoumaudadlnd 15+
Uszian wiu XSS, IDOR, SQLi, SSTI, command injection, LFI, JWT, SSRF «a«)

SERUAINNENA 3nsA5a

Level 1 (¥1w) 91.1% (50/55)
Level 2 (Uhunay) 74.5% (35/47)
Level 3 (&1n) 62.5% (5/8)

U 86.5% (90/104)

A lguads ~$1.11 sio scan (median $0.42) T¥naady ~6.1 Ui sio scan — Wisufu pentest wuu
manual # $5,000+ uaz 1-2 Uensk anninUszanar 100 win

I 1.6 FomssriaTunsiintans (Auiil liiasa/itdu skeleton)

Wemnutinadianainaunssums ms§ns Weseninaulags ls'ls wire iz Tafemass:
e WAF evasion ( backend/waf/evasion.py ) — Wuuldn mutation 13ud wsidaldlgisunldann
orchestrator

e CTF mode T backend/ ( backend/modes/ctf.py ) — D skeleton (lou
NotlmplementedError) nnsudlans CTF assegTu package agent/ wsnsinain

e PDPA compliance mapping ( backend/compliance/pdpa_mapping.py ) — tu skeleton ufiu

e nuclei_tool.py — 1slassld 1 usavia dsls implement

MAUATTUAMSHULLONSUAS 9 11 "og Tuunusisunsia” azgunidofioninnsnauindeu



N 2 — Wisu 1Usaniiunogng lssausisin

o/ <

I 2.1 vuuinanAai3o4 Git History

o/

#n repository gn "reset" Triinuuazanm (commit usndo "Initial commit - Clean start for NSC
competition” ) iNonsaAsudsdulasiann: sutiu git log Reiiua 5 commit nén Tl ldazviounaunnsismun
— BossnMaWaiunuUUa8unass 4 otTu docs/PROGRESS.md Daiflu dev log tufinifiuseu ¢ (session)
glaust 2026-06-06 Aailaaiiu

I 2.2 'lnstlaiiszéu Git Commit

Commit AvAlAndn

6278ade | 5026- Initial commit — reset repo Tmidgwsunsusiadiu nautiuged package api/ (sfuuuu pipeline
06-02 wuu DAG wiang-LLM quiAn) waz agent do pentestgpt/

58403b5  H(26- Refactor Tuey: au api/ (DAG pipeline) fisvinug, wasude pentestgpt/ — agent/ —
06-12 aarilalaseads 2 package ndn backend/ + agent/ iildotiilatiu

f54e528  H0p6- WN victim_markers @wnsudugu IDOR, Uagoalwi SSRF ana auto-follow-redirect, win
06-12 verdict s=6iu "likely" Tu GeneralOracle, U$uUss WAF evasion case-handling, Winwmagisnuiu

1A

ec3d3df  >pp6- au W& demo (gif/mp4/cast) i Lidufusanann repo s [Huunanszdudmsuauds
07-02

2e@0a2e | 50o6- uff submodule + gitignore, Winszuu "Local-First Agent OS" (daemon/cli/authz/workspace)
07-06 1 git ogalunenns, AN docs/ROADMAP . md

NuaEe s udivienansil (2026-07-13) wu wawuasn HeroUl v3 Tnsivisnualu frontend/ uamonansmun lvsasil feogTu

anuz "uA louduedsld commit” (working tree) — s ligniudini@u commit Tu

I 2.3 wisnun1scHL (Phase) ann docs/PROGRESS.md

fideasunaisiuuuuanduanii git log 1N wsziudinyn session ANSWENUIRE:

224 1 — nesangau DAST Engine (session 2026-06-06)

Phase 1 Authenticated Crawling + CSRF token extraction/replay
Phase 2 WAF Detection & Evasion (fingerprint 9 §%e + mutation techniques)
Phase 3 JavaScript API Discovery — & endpoint analwa JS bundle

Phase 4 Subdomain enumeration gty scope BaINITALAL



Phase 5 Context Pruning — dindszifiunaunuiieansiunu LLM

Phase 6 Concurrent Spider Workers — craw! uuuzuunas worker
Phase 7 Directory Brute-forcing (wordlist ~180 path)
Phase 8 HTML/PDF Report generation

27a1i 2 — Local-First Agent OS / "dashboard moment" (session 2026-06-13)

uildomswasuannsruuiidossusudmdunasivastnafion Taauluuwannosuiii daemon Aunds +
LAYUDSALIU:

¢ Phase 1 "dashboard moment" — Buasuavuasaiudiusnawsug scan wuu real-time

¢ Phase 2 self-served dashboard — daemon i@snuawuasaiosls ligosiadsnnosuun

e Phase 3 OpenClaw-style Ul + workspace layer — 1iuszuu "workspace" (W& config ifu
markdown u#lolg wu SOUL.md)
e Phase 4 readiness — 1¥ou workspace 1ihs:uuass + Wiy authorization gate (%1 scan iWhnunouen

Yaurwaiouan)

uasu Tughadondu: udin "agent snunadiAwly” T agent s1ou finding viudifiiae, win headless
browser crawler (Playwright) sessuiuiillu SPA figos render JS Aaufsaziiuilor (5unTu docs 1
"L3—L4 upgrade"), Wis Memory system finaaiiu lsanuawuasn, Usulss Live Feed UX Tiiiiu

token/cost uuu real-time, uazlaudin SSE fivih [¥usinassefianiue "Queued”

291 3 — AU (session 2026-06-12 §4 2026-07-12)

Usudsssioiilas: uAilaymn PSU Blue gateway uden User-Agent was OpenAl SDK, uiilayminmssh lnaves
environment variable & 1UTu test, ufiin HeroUI v3 uu modal was table component, wnudiu
Memory/Settings/Live-Feed Tunauasn, inszuudaitudlolguunindbu (user_config.py )

I 2.4 Funoudrazsulusian Tusisausiand (asUidunnrdn)
1. oonuuuanaunssu "actor uunann judge” Aowdouldnussinusn (9 docs/ENTERPRISE_ARCH.md
wWowdu design brief axaniin)
2. @43 ReAct loop nans (orchestrator ) # mode-agnostic — T4 lgAunans Tnuansaunu

3. @414 SafetyPolicy ua: EvidenceStore fousio tool In 4 1ihAu LLM e liTwiAndeslnianngies
(SSRF, out-of-scope request)

4. a3 Oracle (rule-based verifier) uunann Agent agnaGinna

5. sio Crawler / WAF detector / Subdomain enum 1flu pre-scan phase Aautdass Agent vinau o s
agent fl "uwuil" Aowdn
6. win daemon + CLI + dashboard T¥T#nudrsuuy local-first (ligiosids cloud)

7. wWin memory 9hu scan, cost control, testing suite T¥msusnunas



unii 3 — maluladi Bvisiiaa (Tech Stack)

I 3.1 anuar Backend an

wialulad nasaiu / snuandun

Python
iidnns dependency

Build backend

Web framework

Data validation

HTTP client

HTML parsing

Database ORM

TUI framework

CLI uanamaaloay

Headless browser (optional)

Telemetry

PDF rendering (optional)

>=3.12,<4.0

uv (astral-sh) + uv.lock

hatchling

FastAPl >=0.110.0 + Uvicorn (ASGI server)
Pydantic >=2.5.0 / pydantic-settings

httpx >=0.27

BeautifulSoup4 + Ixml

SQLAlchemy[asyncio] >=2.0.30 + asyncpg (PostgreSQL, Wal#uuu opt-in)
Textual >=0.47.0 (T#fTu agent/ v terminal UlI)
Rich >=13.7.0

Playwright >=1.60.0 (extra: headless)
Langfuse >=2.0.0

WeasyPrint (&1t shszuu fallback luashs HTML unw)

I 3.2 LLM #isossu (Multi-provider)

Provider anuaiy Key 2P HTET)

OpenRouter sk-or-...

PSU Blue (u.aswan sk-user-.
UMUNS)

Anthropic API key m154
Claude W Claude
subscription Agent SDK
(OAuth)

Local LLM laigioad key

FBuduvassuy hAmany Tueaku gateway 1@en

.. gateway wuu vLLM, ms1adu prefix key 8o lusid, tadu streaming iaue,
LLMClient ¢ias override User-Agent w31z Cloudflare WAF @4 ai.psu.blue
udon UA was OpenAl SDK

5un Claude Tauss

§io9d npm CLI @anthropic-ai/claude-code

Ollama / LM Studio / text-generation-webui 6w OpenAl-compatible
endpoint



I 3.3 Frontend (SecureThai Dashboard)

Next.js 716.2.10 (App Router, static export mode)
React / react-dom N9.2.7

HeroUl @heroui/react 23.2.2, @heroui/styles 23.2.2
Tailwind CSS N4.3.2 (+ @tailwindcss/postcss)

TypeScript A5.9.3

wawuasagn build Wu static export Uil frontend/out u& 1% backend (FastAPl) 1@ lwdimaniliosii path / — auTu

ASTUILANSEEY wasediun (8000) liigiaasl Node server uunmanldanass

I 3.4 Docker / Infra

el et SNUALIUA

Base image Ubuntu 24.04

insasilafindaTu nmap, netcat-openbsd, curl, wget, git, openvpn, jq, ripgrep, tmux, dnsutils, whois
LA

Node.js nasdu 20 + npm CLI @anthropic-ai/claude-code

flgTumoumuiuad  non-root user 4o shadowcat wiou sudo wuulisioaTaswa

docker-compose  service shadowcat , cap_add NET_ADMIN + mount /dev/net/tun (éususia VPN @09
HTB/THM), Sdianswenns 4 CPU / 8GB

I 3.5 anunwlda / Cl / Testing

ruff Linter + formatter (target py312, line-length 100)
mypy Type checking wuu strict
pytest + pytest-asyncio + pytest-cov Sumag + coverage

GitHub Actions Cl 4 jobs: lint, typecheck, test, test-docker, build



UNT 4 — sruuaruaiassuy o lsiting

Tusiamutoanifln 4 szuundn fivnausgegalauusnandu vndu 1 szuuiasu (benchmark TFuaaou

HINIGIW):

Backend — backend/ LA UANSNYDINSUTNTY: auAnSuuy N‘IJ‘S»LEJ‘LL/ﬂ'i’iJJﬂ']'i
NSC2026 DAST Salwiid + verify ndngiu + sonsoau et (sUUndnii ld
Engine Fnau)

2 Agent — CTF/HTB agent/ Agent uuu terminal Ul éwsuudlang CTF fT4iigioanns auto-
Agentic TUI / HackTheBox Tauiannz (84 shell a5¢g) solve Tangudaguusn

3 Frontend — frontend/ Auuevuasauanswansaunuuuy real-time,  ifTdvia luilissnnTdl
SecureThai dmAN5 scan, § memory/settings command line
Dashboard

4  Benchmark — benchmark/  sumeuaseusnnsgu 104 land Weinmu AnWaiun Toiananouds
XBOW Validation wiueNvoe agent LN

Jdaunnsined1dnszuineszuui 1 (Backend) fuszuuii 2 (Agent):

Backend aneanuuuTi Yaoadu/fduouiun — deldud HTTP, vhuldl shell, nnwosTnisiossinu Oracle
Hudu wanzAunu pentest assfidiosindng udade g

Agent gnoanuuuT¥ dantin/sn @A — e terminal a5¢ $u exploit script CVE 18 wmsnzunns
ugaudlang CTF fidhuunode "we flag" lildnsigatiannuvasaduuuuindngu

Wansszuuluaua: codebase unuazdaszanndu li'lgT# Orchestrator disndu

I 4.1 uwunnlassasinainosssRuUUAR

backend/ ¥UUNAN NSC2026 — enterprise AI DAST (FastAPI + SSE)
agent/ Agentic TUI (CTF/HTB) — @& shadowcat-agent
frontend/ SecureThai dashboard (Next.js 16 + HeroUI) — build u&’l backend &5

benchmark/ fanaA&aUNIATFIU XBOW (104 Tane)

docs/ langissganidneanssu, progress log, alasiiiiaua
tests/ anadaudnlwifuasioTusian

scripts/ 8A3Usl container + a3adfiathawmiun




unin 5 — szuuni 1: Backend (NSC2026 DAST Engine)

flAoszuuii [dugeduass Woushe FastAPl uuseanilulugadesdniau 10 ngu

I 5.1 Tasvasalugatouwos backend/

api/routes_scan.py
core/

crawler/

modes/

tools/

verification/
waf/
reporting/generator.py

db/
compliance/pdpa_mapping.py
schemas/api.py

daemon.py / cli.py / authz.py /

workspace.py / user_config.py

I 5.2 API Endpoints viauiun

FastAPI app #dn 51 endpoint visnua (13 1dumna)

orchestrator.py = ReAct loop nay, llm_client.py = ¢5un LLM
wuu multi-provider, events.py = SSE event, coverage.py = fiu
vAaaUTN, scan_memory.py = mnuddhu scan

spider.py (BFS wuuauw), csrf.py, js_analyzer.py, subdomains.py,
headless.py (Playwright)

base.py (SafetyPolicy), enterprise.py, general.py, ctf.py (skeleton),
registry.py

http_tool.py, report_tool.py, general_report_tool.py,
dirbrute_tool.py, nuclei_tool.py (skeleton)

evidence_store.py, idor_oracle.py, general_oracle.py
detector.py (siaTduud), evasion.py (s lsilésia Tefaw)
a5991891 HTML/PDF

schema.sql (7 e5), models.py, engine.py, repository.py — 1%
PostgreSQL wuu opt-in ww DATABASE_URL

TAsaasadmsu mapping mu w.a.u.duasastionadiuyana (Sudu

skeleton)
Tuea Pydantic vinuaii [9@oanseu API

@i "Local-First Agent OS": 4an1s daemon iaands, Ands
shadowcat , Us:gesiaaeuand, Twa config uuuudlols, nnsdaeng
G

POST /api/scans

GET /api/scans

a¥e+@+15u scan Tuid WuAsesiadns (authz) Aow Audn 202

Wsau scan_id

@s18AT scan AifAsinnu (§wmsu sidebar)



GET /api/scans/{id}/stream anSuWALUU real-time ¢he Server-Sent Events (SSE) s045u

resume wW1u header Last-Event-ID

GET /api/scans/{id} iBaanug/wadnsuuu poll 1¢ (fallback lusuann DB dmamann

ANNA)
GET
/api/scans/{id}/evidence/{request_id}
GET /api/scans/{id}/report?fmt=html|pdf

f4[ request/response fiu — siosdl bearer token Budusnnu

asesuan (fallback PDF—HTML é'lsisi renderer)

POST /api/scans/{id}/cancel pAIAN scan LU cooperative (FAan e a1 AeAUAR turn fa lu)

GET /health 1¥ain daemon swvinauas (ligos auth)

GET /api/workspace, aseda/sulwa config-as-markdown fud lale
/api/workspace/{name}

GET /api/memory gAMNAEIN scan wunenu host

GET /api/settings, PUT /api/settings s u/ud lwen config (API key wuutiatls, model 7i14)

GET /, /{path} BswninBuwewuasa (frontend/out dnd lifu fallback v

webui/index.html)

I 5.3 ReAct Loop / Orchestrator — i1 Tawosszuu

ReAct = Reasoning + Acting fAasuuuuiif Al Aa — vin (15un tool) — gua — Aasi Jugnauninazay

N

: LLM Am "629%1 endpoint Aau" - 13an dir_bruteforce()
- WU /admin, /api/users

: LLM @Am "/api/users u1&ula aasnesau SQLi"
> 13an http_request(GET /api/users?id=")
- 'l HTTP 500 + 2iamu error SQL

: LLM A@ "taa SQL error - sadutilunangiu”
> 13an report_finding(request_id=...) ** ‘Lidadutasinlddasing **

%A9aU loop: Oracle GUANFIUANA request_id UIAFIAAU pattern
AARU verdict: confirmed / likely / inconclusive / refuted

5.3.1 alunauunuuazidun (AN create scan A4 report)

1. POST /api/scans — n51a scope fiauane (authz), ashs SafetyPolicy, vin auto-login fhinssisen
identity (username/password), 1dan Mode (enterprise/general/ctf), Auen scan_id VinfiudIsuauasy
wuu background task

2. Pre-scan Phase (Aou Al 13uvin9n1)

o Phase 0a — Subdomain enumeration (81074

a

o Phase Ob — WAF detection (@laT#\Juddusiu) — s probe $viuiiin 14 Cloudflare/Sucuri/«a«



o Phase Oc — Spider crawl wuu BFS «sunu — w1 endpoint/form/JS API Asu udaguidu "attack
surface" floul¥ agent

3. Orchestrator.run() — au ReAct a3s: 91fin turn aeam (AEusiu 40 turn), va 9 6 turn azudadouTw
agent atnwmaaausnaniiu (Coverage Ledger), 15un tool ldnsousuvatsgasio 1 turn, unnisisan tool

giaarnuN15msI SafetyPolicy Aouiane

4. Verification Phase — \ilo loop au s:uuiasuanuniu "verifying" uddwn finding 7 agent ssau
1uTw Oracle sinauannnanguazalu Evidence Store
5. Yuvinua — 1Auas PostgreSQL (dhedsan 1), Suiammnudnghu-scan sio host

6. Report — @37951891 HTML/PDF snudnwa

I 5.4 Modes uaz SafetyPolicy

HTTP Methods | vih state- Tools T 16t

Viouan changing &

enterprise GET, HEAD Tailef http_request, Tginulgiase — uiu IDOR
report_finding

general GET, HEAD, g dir_bruteforce, Tdiulsiase — asaumau

POST, OPTIONS http_request, OWASP Top 10

report_finding

ctf (Tu — Taile — skeleton galai implement

backend/) (wesaisatift package

agent/)

SafetyPolicy #o dataclass fifnuuavoulun (scope) wazis (method) 7 agent vinléf gnmsiaasunnasiron
tool azvihauass (Lilguduan agent 1ae ¢) wananitfaudon cloud metadata host (iu
169.254.169.254 ) mnusn Wadu SSRF TUds internal cloud metadata wii scope azmsaumauAsn

I 5.5 inso4fio (Tools) i Agent 15un T |6

Tool wiini

http_request fla HTTP request snu scope fiaunn — dindiaya credential # agent

wenenuTdleseanianun ud inject wosrdsannilaBsnnosunu

dir_bruteforce #um path/laisnvesiidouat (1awn: general mode) éhe wordlist ~180
path

report_finding / T agent "sroau" dosInifiasdy — soeded4 request_id fiftatasalu

report_general finding Evidence Store winiiu w4 field annuz/severity 104 (schema UsAv)

I 5.6 Evidence Store & Oracle — na lnilossiu Al 3in



Evidence Store \Aunng request/response wuu append-only wsou ID §1984¢ (r1, r2, ...) — LLM wWiuua

shatnailomau 9 (~900 shdnws) lifiu response 16 oangunutazanlonali agent "$Aa/ioniaq"

Oracle Aoluga rule-based (L% Al) fidsndngiuadeann Evidence Store snmsiaenu pattern firfwua 13

e J 2 6

e IdorOracle — T4y enterprise mode ns13@ou IDOR lauifisy response was "baseline” (¥nwas
doyaltfstioyadiiies) fu "cross-access” (14 A wenenadhdioyar 14 B)

e GeneralOracle — T4y general mode ns1a pattern was SQLi (18 sUuuy error message sinagu
daya), Path Traversal (7 marker wu /etc/passwd), XSS (12 indicator), sensitive data leak, blind
SQLi (Auran response), open redirect

szeUNasinau (verdict): 120 pattern Faau - @AM (awn: general) s Tgusiss lifuss -

Tiwoaqy - (ENED Agaitudrinluly

5.6.1 nsaidnwn: victim_markers dwisudugu IDOR

12 Ly}

flasigamininunanaionddaym "Fidhdsonamuduls usdiaar lulsinbudoyavoawnase” —

i
AmuAuMsaunuld victim_markers (1w Swawasefld B) @ luTudwoaunu ssuuazmsain marker wianil:

= o)

1. Uming Tu response mouii 14 A woidihdsdioyawarTd B (cross-access) uag

2. lsivsngTu response moufig 14 A ihistioyawassinies (baseline)

fasuisassdonls — Wit seigait ldvsadinmansindudoyavas B ads i lgnsien — i
dovinlawosdin "evidence-grounded" ivinTiwadnsudadionin Al vialu

| 5.7 WAF Detection

1 "o,

54 probe payload i5pgud1in "Suass” (W ' OR '1'='1 waw script tag) udiisu header/body was
response Auanuuwos WAF 9 fi¥a (Cloudflare, Sucuri, Imperva, F5 BIG-IP, AWS WAF, ModSecurity,
Barracuda, FortiWeb, generic) naawsAa wafProfile wdoanAAusinla (confidence) — @miisioTdnu

239u&7 @ evasion (Msrautdss WAF) dadun 3us i lésiadn orchestrator

I 5.8 Reporting, DB, Compliance

Reporting ( backend/reporting/generator.py ) @3 s1eauluy self-contained HTML wsau severity
badge wazshotnandngiu — e PDF szuuazaad (9 WeasyPrint Aou &1 lifazass headless Chromium
w1 Playwright f1lsifisnas fallback Wu HTML

Database i PostgreSQL (async SQLAIchemy) T&uuu opt-in wu environment variable

=

DATABASE_URL §1 7 M5 — e lddam ¥ szuusavinaen lgunsiue bivuiinans

Compliance ( backend/compliance/pdpa_mapping.py ) {uuwudmsu mapping NaaunuI AU L T
w.5.u.fuAsasdioyaaruumna (PDPA) — flaatiugailu skeleton ¢sli implement a3



U 6 — szuui 2: Agent (CTF/HTB Agentic TUI)

\Uu package upnsinavnnann backend 1inde pentestgpt/ Aougniasudollu agent/ sonUUUNNANSU

udlang style CTF/HackTheBox/THM wu terminal Ul wwulginou’ld (s shadowcat-agent --target

<IP/URL>)

I 6.1 24dusznouidn

core/controller.py

core/backend. py

core/events.py

core/session.py

core/planner.py

core/phantom.py

interface/tui.py

prompts/pentesting.py

tools/

parsing/html_distiller.py

AgentController — 233543m 5 aaue: IDLE — RUNNING — PAUSED —
COMPLETED — ERROR muautinu pause()/resume()/stop()/inject()

shideau LLM backend 3 uuu: OpenRouterBackend (Fniaugiu),
AnthropicBackend, ClaudeSDKBackend (OAuth)

EventBus — snnan pub/sub uuu singleton o TUI Au agent uuu lignfunse
9

SessionStore — 1uiin session adW& JSON 7 ~/.shadowcat/sessions/ e

resume utdin g

Bon LLM s1e1an 1 asadouldy loop nan wonauwu exploit chain axwntiiu
JSON

Tuga web-fingerprinting auaTuajiigaTulusiam (~2,300 ussvin) Tdnsaaeu

wia luladvoainuuny

wou Textual 4o ShadowCatApp — uaey activity feed wuu real-time, na F1 g
help, Ctrl+P pause, Ctrl+Q quit

CTF_SYSTEM_PROMPT — system prompt wunaTnej Aseumanisasauuu CTF,

suwuu flag, naynsdrsey, waznstlosrdiu prompt injection annnadwswas tool
BaseTool/TerminalTool (5u shell 2%4), AsyncToolExecutor, ToolRegistry

6in script/style aanann HTML woan token as 30-50 win

I 6.2 n1s»ns23U Flag (Flag Detection)

ssuuaRdv flag daluddannisdioanuit LLM Ainiinou uazwadnwsduann tool (e LLM liseuwad flag i

139) 68 regex pattern:

(?:flag|FLAG|HTB|THM|CTF|picoCTF |[HackTheBox)\{[~\}\s]+\}

\b[a-f@-9]{32}\b # hex 32 fIdnm5 (3Uuuu flag way HTB user/root)

I 6.3 AALAUNNIANINGTH



Persistent HTTP session + auto-CSRF replay — cookie atinaan session, &y/Td CSRF token Tw
SENIRG)

Loop detection — ¢ agent i5un tool dudu 3 Asisia azdedu T agent aueuTnal

Prompt caching @ wsuluiea Anthropic ieangiuvu

Trust boundary — wadwsan tool gaviaifu <UNTRUSTED_DATA> Watlassiu prompt injection fidou
og Tumihduhmane

5945U custom exploit script onu CVE-ID annlnalned custom_exploits/



unii 7 — szuuni 3: Frontend (SecureThai Dashboard)

wnwuasaiuiiasiaghs Nextjs 16 + HeroUl v3 vinuthitiDuntienTueTdvin ludsnu/guanmsaunulas lisios

1% command line

I 7.1 Iasyad4niiinao

Component/View | wii i

AppShell Tasandn: Sidebar + Topbar + ¢h route yuus

Sidebar 1wy Overview / Live Feed / Sessions / Findings / Memory / Settings wssuanaanuz daemon

wazisu scan Tva

Topbar wARIANNUY scan AnAwinau + Uunge
OverviewView Ak

LiveFeedView @mwmﬁau"lmsuaq scan wuu real-time wu SSE
FindingsView sumstos Iwifinuwson verdict

MemoryView AN IN-scan siv host

SettingsView #ad API key/model

I 7.2 35 1souAU Backend

wnwuasagn build 1u static export luagfi frontend/out ud 1% backend 1&sw W&o — windud "1
process, 1 port (8000)" fiznau ligiasrnaidas CORS wsziEsn APl uuu same-origin Wnw /api/... A
Asa W& frontend/src/lib/api.ts @uu TypeScript interface Timsariu Pydantic model s backend il
q o T type limsariu

Token dusudugusnaugnsruain URL fragment ( #token=. .. ) wihilu lilnugndsluii server nsogniiudin

log WemnuUasnss



unii 8 — sxuuii 4: Benchmark (XBOW Validation)

Tiiaanumiugnves agent Aoudsuaiaads las dynlavdunsguanavnssudo XBOW validation

benchmark
Fwulang 104 Tang

Usaangoslnd 15+ Usaan wiu XSS (27), IDOR (16), default credentials (19), privilege escalation (14), SSTI (14),
finsoumau command injection (12), business logic (7), SQLi (6), insecure deserialization (6), LFI (6), CVE (5),
JWT (3), SSRF (3), race condition (1), HTTP smuggling (1)

A55u python3 run_benchmarks.py --all --pattern-flag (@mt?\aﬂw‘\‘imﬁﬂu

benchmark/standalone-xbow-benchmark-runner/README.md )

A Tang {lu git submodule @1ui repository xbow-validation-benchmarks — usiazTang$uifiu Docker

container uun



unii 9 — Aansvinauuy End-to-End (Scan Lifecycle)

Wldna "Start Scan" luwezuase (18 URL tihwvune + config)

v
POST /api/scans - ®938n8 (authz) - L&an Mode - &9 SafetyPolicy » @u scan_id viui

\4
[ Pre-scan Phase — vinoudasndenau AI (5u ]
Phase @a: 1 subdomain (@Lilalal)
Phase @b: 333U WAF (fingerprint)
Phase @c: Spider crawl #1 endpoint/form/JS API uuuaulu

\4
[ ReAct Agent Loop — Orchestrator.run() ]

LLM Am - 13an tool (http_request / dir_bruteforce) - @333 SafetyPolicy naufigasv
> LAUNRAY Evidence Store - LLM s1&w7u finding (@79 request_id) - uzhauesu/uua budget

v

[ Verification Phase ]
Oracle (IdorOracle/GeneralOracle) G9UANIUATIAIN Evidence Store uIM5IA pattern
> fnduU verdict: confirmed / likely / inconclusive / refuted

v
[ Persistence ]
uinuaad PostgresQL (d16eAld) + dlimaadud1ziu-scan wag host

\ 4

GET /api/scans/{id}/stream - nlalfiuNauLuy real-time WIU SSE ARaAATZUIUAT
GET /api/scans/{id}/report - @NUTKAATILIY HTML/PDF Walsa




Uil 10 — na lnAaNUanAgUDIS UL

=on an e o

sz ShadowCat Astesosdiod "land" HSudulaudaluldd dsruuiasiedosdsmnutasadunatodu o luTi

nauidulpdssfiosunsuitmuau luils:

I 10.1 SafetyPolicy — anwouiunnn request

NAAKT agent aziEun tool fiadknuanmIALGEN (Orchestrator.dispatch_tool ) Laue a91a 2 1304: (1)
URL/host YanuvnsatiTu scope floueyislna (2) HTTP method 14/ ausne Ivu (wu enterprise mode
wu POST/DELETE) shiaadoulw tool s lsigaisunasaias — agent ldiud error message nau'ly

I 10.2 Yloesiu SSRF lusiy Cloud Metadata

udan host nax cloud metadata (W 169.254.169.254 , metadata.google.internal ) WuusNusid Wil
scope i azpsounauAanu Wadu ik agent naa ludsdiona credential s cloud provider s lag

laigTa

I 10.3 Credential Isolation

Agent (LLM) lsifivinain username/password/cookie a5aay — 1 LLM weneuld header
Authorization / Cookie 184 sxUURFIRNAVIUTLAD inject Aadsanniadsnnasunu asil agent Wundusniud

"go identity" 1wu usera lileigh secret

I 10.4 Evidence Grounding — {Jassiu Al 3§ (Anti-Hallucination)

1. LLM ifiuusishating response du 9 ldifuisiu

2. naeanu finding siesda request_id fifiogjaseTu Evidence Store winiu fdn ID i kifiads ssuudfjias
ASFIILNUAUT

3. Tassadadioyawasmanuau (schema) liifizioaT LLM T4 severity/status 109 — tlasdulii T agent
"sindusieg”

4. Oracle siaduusnann LLM 100% lasTdngensd lison LLM snehusindusn

n,,

5. System prompt ghdnguin "vuastiosinwesaslnd d1ldldBe request a5 doin LiiAndu”

I 10.5 Authorization Gate + Audit Log

a n

wsnann SafetyPolicy 8ndiunils — Aouaz "150" scan léias szuumsa target Aushus environment
SHADOWCAT_AUTHORIZED_SCOPE #néiaen luas target liiosiTuiu azgnufiassny 403 viudt naanuwenen

(ouneunsaufias) aznniiudiniiu JSON log 7 ~/.shadowcat/audit.log Wonsaaouioundsld

I 10.6 asuUna lnvianuadunisng



Fuanulasnsiy foesuarls

SafetyPolicy (scope + method check) agent wam scope w314 method # lims (1w DELETE TowlidaTa)
Blocked metadata hosts SSRF 1UaTus credential an cloud metadata service

Credential isolation credential $2lnawu LLM wiagn LLM override

Evidence grounding + schema 1afiu Al hallucination / snssugeslnivass

Oracle ugnann LLM wadnaAw liashiaua (inconsistent) ann Al

Authorization gate + audit log msaunuithnaineit W lgsuounnn / lifndngudouaou



unin 11 — asuvmaauszuy (Testing)

T4 pytest + pytest-asyncio asaumauiis backend uaz agent

BT ET) AsouAaNDY IS

tests/test_enterprise_api.py AsUNAU scope, sUuuu SSE event, wasinduwas oracle,
endpoint ¥is 5 was enterprise mode

tests/test_enterprise_engine.py credential isolation, evidence grounding, Anuduainuag
report_finding

tests/test_general oracle.py ANNQnsioawal verdict wuuifiddudu (confirmed vs likely)
tests/test_daemon_cli.py annuz daemon, self-heal, authz allow/deny, audit log
tests/test_scan_memory.py ANMANYARDIVDITFUUANNATIN Scan
tests/test_user_config.py m‘sd’m/tﬁﬂum(ﬁqmﬂ%mu API

tests/unit/, tests/integration/, neaau package agent/ usnasinawnn (event bus, flag
tests/docker/ detection, session, controller, docker build)

'
o o

AAIMAN: make test (Sunnwad undu docker), make test-cov (W3dH coverage), make ci (Anaas Cl
wWugUuuu: lint — format check — typecheck — test — build)

anuzanaaiituiin13Tu PROGRESS.md: 265 waginu / 27 skip, ruff + mypy aze1e



Ui 12 — dldonsiintaue

I 12.1 ansusitintaua 3 ui
Wadas (30 Huni) — Buduilaum Lulswaiia
"atacmsu in ShadowCat A5y

ey MsuedsuAulaasiuliu (Pentest) ﬁﬁi'ﬁfi’fdwaq — FwusEvuan 50,000-200,000 unusiomsa
Tdfnan 1-2 &Uanwi uazwnauAauifueNey

vnauA: ShadowCat — Al Pentest Agent #ivineudn lusdd e Igansndnsouuvsionss Tdnan 5-10

it T I gvindi”

a15aaa (1.5 uni)

1. Wauswuase Td URL hwviany — na Start

2. sruuaz: a533u WAF — Crawl w1 endpoint/form — neaau OWASP Top 10 — iAundngiunn
request/response

3. WadAns: waas findings wsanszaumNNguuse usiaz finding Andng u (request_id) uaz Oracle Hudu
7 "confirmed" n&o "likely"

4. Famsiu: Memory (=nwaann scan rsuwntin), Cost Control (s budget 1), Report (amiilnan
HTML/PDF)

Unidoq (1 wAii) — ﬁﬁqmmﬁu 4 9o

1. Evidence-based Verification — Al ligiaauTaias, Oracle ms1aaaudnii lid false positive ann
Al hallucination

2. Deterministic Oracle — n57331n pattern 2% (SQL error, /etc/passwd, private key)

3. Memory System — 1 endpoint/finding a1n scan Aau scan Assi 2 1511 30-50%

4. s9a1 — $1-2/scan wisudu manual pentest $5,000+ gan31 100 win

YDUAAASL
| 12.2 Tasea'las (10 #'lad)

1 Title ShadowCat — Al-Powered Autonomous Penetration Testing Agent — NSC 2026



2 Problem e TgRoas / Tinawu / aedideanay / vinlddeswe

3 Solution anTdmnunanson / 5-10 wiii / Tk leiviuit / vinldusadu

4 Architecture wWuAn: User Input — Pre-Scan (Subdomain/WAF/Spider) — ReAct Loop — Oracle
— Report

5 Key Features Evidence-based, Memory, Cost Control, OWASP Top 10 Coverage

6 Demo a3nan: 18 URL — s9ma — g findings — aniinan report

7  Benchmark XBOW 104 tests: L1 91.1% / L2 74.5% / L3 62.5% / 5731 86.5%

Results

8  Comparison wWisu ShadowCat vs Burp Suite vs OWASP ZAP (sha1/anadne/Al-driven/Auto-
verify/Memory)

9 Use Cases Developer / Security Team / Compliance / Bug Bounty

10  Thank You Foanusiasio + Wasudau

I 12.3 wmaiitan1siiaua

mafia eI GE L]

Waeuiaym athidughe technical details Bughoilaumiinssunns relate lgrou

aA50an w3ux demo script i lgians + d video/screenshot @150981 demo au
Tafsnianiidusios e "anni 100 wih" dndn "gandnann®, "86.5% success rate” dnin "vinulgis"
poufa Nl lassasna Problem — Solution — Benefit agnsauinluun

vousud g "fnaudiasy woas WATDIAN" dninneusia

I 12.4 Quick Tips Aauduii

e Hnwaosuiios 3 saunAduUELDIAN
o FunaTile 3 uriiwod
e m3uu backup (3dle, nmwwiiiae) 1o demo au

o uaulvwadunouuds uazludsanuiiusisinowmsuugunsal

I 12.5 a1an/Uszrsinnouiintaua

1. ngaveTadn 4 3 A
2. nosa ladudmaenulaseimson 3
3. wadhaufiesdnusznan

4. pousuns q 16 1w "volnuasu wailndnas”



Ui 13 — AHDANSADUAIANNANSIHANS + SN NANAN

ueazAI AN BANT LA INAMIAIINTTNANSIAAINABY WDNUUIRINDUAL Nsxtiu THdAaL/FofinaseanndnszuUass

Q1: singann Burp Suite / OWASP ZAP a4 15?
Burp/ZAP \Juinsasilofisiosiiaulfuasiimnnug pentest @ ShadowCat 1flu Al Agent fivinaude Tusis
WingUuuy — Tdud URL szuuazndonvaasuandideyied udesiawashe Oracle wio il miss niasiwa

aganinAuann ($1 wWisu $5,000+)

Q2: Al hallucination usilsynoeingls?
wganthiigaiau: LLM vinniihil "iAundng u” wintiu (8 request — 1iu response) igaauinlogoslnd

w30l & Oracle (rule-based) 1Wuef "sindu" annnsasa pattern wiu SQL error, o
/etc/passwd, XSS 1 reflect nduanags wadwsuuallu confirmed / likely / inconclusive

Q3: WAF bypass vinotinals?

duusnaTadu WAF rAaushunsis probe udq header/body signature (1w cf-ray @09 Cloudflare)
g umaiia evasion (URL encoding, double encoding, unicode escape, case variation, SQL
comment, rotating headers) fildamsonliudusiea’laildidonaindu orchestrator 254 — otTu
WNUWENUGID (msmaumsa"lﬂmamu,uuﬁ)

a1 scan a5 ssuutfudindoya (endpoint fiveasuud, finding fiwu, WAF/maluladiiiae) aslwd
JSON ugnenu host rau scan assda luTulawdisndu agent azlnandoyainduunnou vin T lisos

vaaautnanin Sr9udszanal 30-50% wazusvdaan e

Q5: Benchmark vinidofious lviu?
T4f XBOW validation benchmark suite @daiflusnasguiisansuTugnannnssu Swiu 104 land uua 3

SRUMIMNENA WaTINBT 86.5% success rate 1ady $1.11 i scan

Q6: S04l Oracle luidi pattern sossuas?

Oracle Uaavumsauman OWASP Top 10 wndn g (SQLI, XSS, Path Traversal, IDOR, SSRF, Open
Redirect, Auth Bypass, Sensitive Data) éniaadoslwifi lifl pattern s045u sruvazsvwdu
"inconclusive” uwuiiasiluseii 9 uazinwaunanunsamiu pattern Tusdiih Oracle ldnovas Taglaigiog

train Al T

Q7: T LLM ¢ lviu vin'laa?
seesunany provider: PSU Blue (nn/i52), OpenRouter (1danluiea ldnatnuany), Anthropic Claude

| Q4: Memory vinauosing ls?



Toomss (Aaunwal), uas local LLM (W5 ldi#siu) uuzih OpenRouter + Tuimanszna coder snan

Uszndn iwszsessu function calling lé@uazaaunwiiseswagnsuau pentest

Q8: shsruutaslasnsuua lu?
i1 4 du: (1) SafetyPolicy ms2a scope/method vn request (2) Credential isolation — agent laiiu
credential 234 (3) Audit log Yuinuamnuwensnu scan wuu JSONL (4) Authorization gate W

environment variable fvuawvaulwaiounInaNMIN

Q9: unuisnusio Idoor1s?

1o WAF evasion 161 orchestrator a3y, vin independent oracle sweep (% Oracle ms3a evidence
store visnuateslas liis agent suau), 599U multi-identity spider (crawl wiaufiunans identity
wWodu IDOR lginndu), uazvwsnsluneasu mobile API/GraphQL

Q10: vin'luT=f Python lsiT2f Go/Rust?
Tz ecosystem wad LLM (OpenAl/Anthropic SDK, iaaasiio crawl ating
httpx/BeautifulSoup/Playwright) iflu Python iAsuvianus, FastAPl 15awad sy use case fluazsossy

async f, vin TwWenun 1giBrnnas TunasAnvesnnsuesu

Q11: ReAct singann Chain-of-Thought asingls?
Chain-of-Thought #a "An — An — An — nau" kif action a5uAndu @ ReAct fo "An — 1N

(5un tool a54) — QuAIRY — Amsia" Hudn vih IKdedauTaandoyaaseiivis leun T Tgudaaien Tui

Q12: Memory singann Cache atingls?
Cache iAudfayathasn aulle s ld Lifilassashs du Memory was ShadowCat iAuaMsiTulna
JSON filessasedanian (endpoints/findings/tech/waf) u,azazauﬁazgmﬁwﬁuﬁaﬂ 5 TN session (%]

Q13: vin luTaf BFS 13iT=f DFS mou crawl 3u?
BFS (Breadth-First) azdhsiamnuansssiu 1 Tiasunousesdnadluszdudalu vinT¥imentihddey (login,

admin, api) fistnag Indntiusn l§i51n1n Aseumaunit lisianasedTu branch 15 uazmuau

<

max_depth l¢ids siheann DFS fienanasdn luTuAsi iddaunanantiman

<

Q14: FnTafanaos LLM auauotitals?

4 waianian: (1) History Pruning — siadszifivnaununniuszoe (2) Body Preview Limit — f1in
iflovn response #asT¥ agent mds ~900 shdnus (am token ~90%) (3) Concurrent Tool Dispatch
— Bunavany tool wianAulu 1 turn uwuiiandsniiazsin (4) Coverage Ledger — isiaulsiTi agent

veadauIAND A 6 turn



Q15: victim_markers @oo¢ls vin ludoaedd?

Dudoyaimuauaunuldidhunalmih (gu Swawes s B) o Oracle Waail IDOR ldotnauaiugn
11 response 718 A i lsiiu "Dudonawes B ase” liTgusvaudey status code 1u 200 — & laid
marker wanil sruuazTmaus "inconclusive” windu liflussin confirmed

I 13.1 winvuniseoutiio hisrnou

(Y} LY}

"dnusiasy voilndnas.." (Mua 2-3 Aundl) udineuwiniidais Uavhushy "swandusdiuilvean ludnmn
NLBNASY"
I 13.2 1uUUNSADULHDASSHANSIVHAINDOU

"gaunMAsUTanil sruudiddeindnnsiiass [pensunss 4] uazes Tunnuwawniazud lusie lasu [ven
uWu]" — ASBNSUA ¢4 tdefianinmsifineamionauindon



unii 14 — an

v
Q/ o’ o/

=l

WAVNURNATIANGS

SuNuANRNaNsALavadUsRe dandumuvinaiie Wnumuie ddsunme Insridudmsudniieonidusen

| 14.1 vana Al / Agent / LLM

AN AMHVIHNY

ReAct
Reasoning
Action
Observation
Prompt

System Prompt
Token
Hallucination

Function Calling / Tool
Calling

Planner
Context Pruning
Prompt Caching

Prompt Injection

v
12 -1AUB

LOA-UDA-1dN

3-uomd
F-afu-ig
wom-Tu
00U-1wos-N-Tu
WIDUE

Fa-16u WIaN

n-1dn

UWWALL-LUDS
AoU-NG wau-iie
WONS wAT-T

WTONE Duu-1am-Tu

ghuvu Al fivinaeude Tusfaununyws

Large Language Model TuwamuounaTnaifiduindou
agent

Reasoning + Acting suuuuit Al a-vin-aua-Ansio 1
m'ﬂﬁmqwa/ﬁm’jwmsﬁﬁaz"lwia
nsnsein/msisun tool was agent

o,

ANSAUNANARWST lnaUNNMAY action

°

Ands/FomnuiitlowT¥ LLM
Fdsdaduifruaunumuazngues agent
wihodoanudonii LLM TaasnTdaw

915 Al "sh" adadoyad iifluaseduunios

Anuannsaas LLM Tumsisunldmeddu/insasionmauan

Tugai T LLM 1aunuareniihrawidy loop ndn
MadaUsrifunaunuinianoansiunu
mMsuAvAILDaY prompt 7 liidswiieans Tdauen

msuauilernAsTudonadt agent 81u tlonasn T agent vingna

I 14.2 iunansnsyadou/Naiiua (Verification)

A9 ANHNKRHY

%

AEWNA

Oracle
Evidence
Evidence Store
Finding

Verdict

29-71-1AA
o A o
12-3-1AUd

a . o

19-3-16Ud & les

e

Inii-6ia

@

N25-RNE

Tuga rule-based fiviwtinidaduna lils Al

nangu (g request/response &y)

fAunangunnA request/response Uiy ldotnaden
Asii agent avduinbudeslni g laiinunsiiudu

)
& @

Nendaudugarinaan Oracle

3,



Confirmed

Likely
Inconclusive
Refuted

Pattern Matching
Regex

Victim Markers

ADLL-LASH

)N

o’
lad-
du-mou-Ax-on
3-Fdi-16im

WAN- IS WH-D4

fuguudrindugoslniase
N D e
Unaznfugo i wside liflusg
doya liwoasUna
Waatindin LildgodIng

msivudayafusUuuuiidmue Hanwsn

D

5- 304

AR-7AN WsALnDS

Regular Expression mudmsurivuasluuudannu

o, L S 2

doyasrusnuvasmiedi ldamih iienaail IDOR

I 14.3 vanadsaanaoaslnd (Vulnerability Types)

£

ANFAWIA

Vulnerability

Exploit

SQLi (SQL
Injection)

XSS

IDOR

SSRF

LFl / Path

Traversal
RCE

SSTI
CSRF

Open Redirect

Auth Bypass
CWE
OWASP Top 10

Severity

AU

Ja-u-91-0-a-

e

=3 o g
LA T-NADUE

L0d-A-1A- 1o

Bnd-loa-104

lo-a0

LD&-LO&-915-
G|

uoa-ton-lo

215-4-3

10a-10A-1i- o

F-loa-015-1an

Towin 5-1n
Tal)
205 W-w1a

S o =~

F-euidag-3
To-wadl

\-1-5-6

ANMHVINNY

Faq limnuvaondy

Aslas: loaiiannges niie laxd

mMsaoauvsnd&s SQL s input a1

Cross-Site Scripting Msaesunsnansudsunss luntihiu

Insecure Direct Object Reference msiihfsdioyavesy [98unumMsasuen
reference

v o o

Server-Side Request Forgery msvaan ¥igswinests request unuylang
Local File Inclusion nsidndsIna Tuszuuit limsignds s

Remote Code Execution mssuldauuidsnnasithmunoainszuslna
Server-Side Template Injection nsaeaunsnldariu template engine
Cross-Site Request Forgery nnanaanTwefTdvin request T lidala

Faalwifvin T¥du redirect ludansymedueselg

msihuszuudususiaulas ldlgsuounn
Common Weakness Enumeration sasnsasghusinuunussnngadlnd
snsded Iniduiinudesiige 10 Susiu dnlauasding OWASP

sEeUANMNTUUSIYDITRs i (Critical/High/Medium/Low/Info)

I 14.4 visinaiu/in3oainy (Web & Network)



L%

AEWNA

HTTP / HTTPS
Endpoint

API

REST

Payload
Cookie / Session
Header / Body
WAF

Rate Limit
DNS
Subdomain
CIDR

SPA

LY-7A-1-W

< <
UG- NDUE
10-- lo
A
- 1nan
An-A / wa-du

o &

LlIN-1095 / Ua-H
futdag-ta-lon
151 a-1m
F-1du-1oa

u-Ta-1uu

ANMHANNY

Tuslnmeadoansvasiu (HTTPS Aonastuidhsa)
yndarsys/URL Asonldgnule

Application Programming Interface goswnsTlusunsuaudu
sUuuunseanuuu API AifonTduu HTTP
ﬁagaﬁéﬂﬂmmaauﬂau@uﬂmmU

doyail ldinanmusmsdonduvasr 19

A uazilonnwes HTTP request/response

Web Application Firewall szuvtlessuntiniuannnislang
MFNARIUIN request Tugnenamils

Domain Name System szuuutasdalawwdu [P
Towudoswaslamundn

sunuuszusn IP address

Single Page Application &ufi render ¢he JavaScript il client

I 14.5 visinm Crawler / Spider

Ao ANHNWNNY

%

ANANIA
Spider / Crawl
BFS

DFS

Headless Browser

Playwright / Chromium

Fingerprint

alu-100% / As09a TUiLLﬂ‘iuﬁﬁ'ﬁ'm"‘mé”mTuﬁﬁLﬁamﬁﬁw/endpoint WIRUG
d-1on-1oa Breadth-First Search @ safiazszduanudnliasunion
fi-ton-1o4 Depth-First Search @&madnluides 4 Aounaundu
LIR-1ad W ios waSwosiisulas liintihae T4 render JS Snlusia
wad- 1511 / Tas-1io insesiio/loududmsumuANIUT Twossn s
Aa-tnos-waui m‘s‘s:uﬁﬂwmxmwmﬁaa’munﬂsxmm (1 g WAF)

I 14.6 v uUaanAuw9sUULDN (Safety Engineering)

£

ANAWIA

AMHVEINY

Scope
Policy
SafetyPolicy

Credential

N -H wo-a-4

AS-IOU-LITYA

vouwaihwinsiiouan Tinaaeu I
uwlovne/ngiissuusdios Ui
Tugansaaou scope war method riau agent 84 request a5

o

Fouadudusinu wu username/password



Identity
Authentication
Authorization
Audit Log
Evasion

Encoding

To-1ou-a-6

29-L5U-fi-lA-TU
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ANANUIN — FNEIT LY

I A.1 wWisNuLLaza

&

# Gady dependency ouum
shadowcat up # 134 daemon + \daunzuase (Local-First Agent 0S)
shadowcat status # a&a1uy daemon (pid, port, uptime)

shadowcat down # 1la daemon

uv sync

uv run uvicorn backend.api.routes scan:app --port 8000 # 5u backend @39 9
uv run shadowcat-agent --target <IP/URL> # 35U agent CTF/HTB uuu single-shot

I A.2 Build vitihAuneasuase

cd frontend && npm install && npm run build && cd .. # build » frontend/out 1% backend
&5

cd frontend & NEXT_PUBLIC_API URL=http://127.0.0.1:8000 npm run dev # dev server uwan (hot
reload)

I A.3 AEDULATASIRAMATN AR

test # Fumasvionua (aaiu docker)
test-cov # SULNAGAWIAN coverage

lint # f931ARAIE ruff
typecheck # A577 type 6& mypy

ci # d1aa9 CI teugluuy

I A.4 Docker

install # build Docker image
connect # wnldldnulueaunuiuas
stop # REAAADULNULUAT

I A.5 Benchmark

cd benchmark/standalone-xbow-benchmark-runner

python3 run_benchmarks.py --range 1-10 --pattern-flag # fuland 1-10
python3 run_benchmarks.py --all --pattern-flag # Suoviua 104 Tane

— autenans — ShadowCat: NSC2026 Competition Entry (SecureThai) —



