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Safety Filter - Main ldea

Add safety verification module to any controller

Learning-based
Controller

Previous Lecture: Verify control input and modify if
required to ensure safety at all future times
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Refine Safety Filter Behavior

Consider the controlled system x(k+1) = f(x(k), u(k))

Learning-based
Controller

Safety filters from Lecture 8 with switching control law lead
to harsh interventions

Goal I: Refine safety filter mse(uL, x) € U to
® Interfere as little as necessary: min ||Tse(uL, x) — uL]|

® Design intervention dynamics close to safe set
boundary

constraints X
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Avoid Explicit Design Computation

Consider the controlled system x(k+1) = f(x(k), u(k))

Learning-based
Controller

Safety filters from Lecture 8 rely on explicit safe set and
controller computations, which are often conservative

Goal I1: Use model predictive control for safety filters to
® Reduce conservativeness

® Provide principled robust and stochastic design
procedures

constraints X
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Learning Objectives

® Familiarization with practical limitations of switching safety filters
® Goal | (Refinements of invariance-based safety filters):
® Ensure minimal interventions using optimization-based safety filters
® Design intervention dynamics using control barrier functions
® Goal Il (Reduce conservativeness using MPC):

® Understand benefits of predictive safety filter
® Understand how to make predictive safety filter idea work in the context of uncertain system

models
® Modify predictive safety filter formulations for different uncertainty assumptions
® Analyze how to successively enlarge the terminal safe set based on data

® Summary: Overview of different methodologies
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Outline

1. Refinements of invariance-based Safety Filters (Goal 1)
2. Model Predictive Safety Filter (Goal II)
3. Predictive Safety Filter based on Robust Techniques (Goal Il)

4. Examples

5. Successive Improvements of Safety Filter based on Data
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Outline

1. Refinements of invariance-based Safety Filters (Goal 1)
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Practical Limitations of Switching Safety Filters

Linearized dynamics of an inverted pendulum at its upward position:

d [ 6 0
3¢ 4] = [3ane] [ 2] W

e Constraints: || < 0.3, || < 0.6 & input torque constraints |u| < 3

Safety filter for discretization of linearized model (1) at x = 0 using LQR:
® Q =25k, R=1yields J*(x) = x" Px under u = K, grx (Lec 5, p.19)
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Practical Limitations of Switching Safety Filters

Linearized dynamics of an inverted pendulum at its upward position:

d [ 6 0
3¢ 4] = [3ane] [ 2] W

e Constraints: || < 0.3, || < 0.6 & input torque constraints |u| < 3

Safety filter for discretization of linearized model (1) at x = 0 using LQR:
® Q =25k, R=1yields J*(x) = x" Px under u = K, grx (Lec 5, p.19)
® Any sublevel set S, = {x € R?|x" Px < a} is invariant (Lec. 8, p.18)
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Practical Limitations of Switching Safety Filters

Linearized dynamics of an inverted pendulum at its upward position:

d [ 6 0
3¢ 4] = [3ane] [ 2] W

e Constraints: || < 0.3, || < 0.6 & input torque constraints |u| < 3

Safety filter for discretization of linearized model (1) at x = 0 using LQR:
® Q =25k, R=1yields J*(x) = x" Px under u = K, grx (Lec 5, p.19)
® Any sublevel set S, = {x € R?|x" Px < a} is invariant (Lec. 8, p.18)
® Select a such that S, C X and K grSe C U (Lec. 8, p.25)
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Practical Limitations of Switching Safety Filters

Linearized dynamics of an inverted pendulum at its upward position:

d [ 6 0
3¢ 4] = [3ane] [ 2] W

e Constraints: || < 0.3, || < 0.6 & input torque constraints |u| < 3

Safety filter for discretization of linearized model (1) at x = 0 using LQR:
® Q =25k, R=1yields J*(x) = x" Px under u = K, grx (Lec 5, p.19)
® Any sublevel set S, = {x € R?|x" Px < a} is invariant (Lec. 8, p.18)
® Select a such that S, C X and K grSe C U (Lec. 8, p.25)

u if (Ax + Bu.)"P(Ax+ Bu)) < a, |u| <3
K grx otherwise

WSF(UL- X) = {
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Practical Limitations of Switching Safety Filters

:l Safe set
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® (Top) Solid brown line: x(k), Dashed brown line: 88,
® (Bottom) Brown line: Input mse(uL, x), Red line: u,
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Practical Limitations of Switching Safety Filters

:l Safe set
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® High-frequency bang-bang input interventions cause stress on actuators and system
® Vehicle example: Would you like to sit in a car with bang-bang interventions?
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Refinement goals for Switching Safety Filter

Refine the switching safety filter to provide the following properties:

1. Minimal and continuous interventions with respect to u;
2. Adjustable behavior when reaching the safe set boundary and safety interventions begin

Adjustable behavior Continuous
around boundary of S interventions
4

T JRES

L ! 4 / 1
8 10 )
M|n|mal tlme t Mlnlmal
intervention intervention

1 — Refinements of invariance-based Safety Filters (Goal I)
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Refinement goals for Switching Safety Filter

Two additional mechanisms

1. Change desired input only as little as necessary
2. Introduce damping close to constraints using ‘Control Barrier Function' concepts

Adjustable behavior Continuous
around boundary of S interventions
4

L ! 4 / 1
8 10 )
M|n|mal tlme t Mlnlmal
intervention intervention

1 — Refinements of invariance-based Safety Filters (Goal I)
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Refine Switching Filter: Minimal interventions

Switching Safety Filter

safe input ms(x) otherwise

mse(uL(k), x) = {

learning input uy (k) if f(x, u (k) € S, u (k) € u | Pro: Low computation

Con: Harsh intervention

Minimally Invasive Safety Filter

wsr(uL(k), x) = u§ with ug being the solution to:

ming, [[uo — ur (k)|
s.t. f(X, Llo) €S
u €U

(22) Pro: Minimal modifications
(2b) | Con: Optimization problem

(20)
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Refine Switching Filter: Minimal interventions

Switching Safety Filter

learning input up (k) if f(x, u (k) € S, u(k)elU
safe input ms(x) otherwise

mse(uL(k), x) = {

Minimally Invasive Safety Filter

wsr(uL(k), x) = u§ with ug being the solution to:

miny,  [Juo — ur (k)| (2a)
st. f(x,u) €S (2b)
ug €U (20)

Pro
Con

Pro:

Con

: Low computation
. Harsh intervention

Minimal modifications
: Optimization problem

Reduce (2) to line search by convex parametrization vy = Aug (k) + (1 — A)ws(x), A € [0, 1]

® Feasible candidate solution for all x € §: A* =0
® Use gridding or line-search algorithms to determine optimal A
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Refine Switching Filter: Damping at Safe Set Boundary

‘Braking assistant’: Unsafe desired control input u;(k) > 0

T\
(500 o NS

Model dynamics:

ateii] - V) (e .
T S TR S

® Relative position, velocity, and acceleration to leading vehicle Ap(k), Av(k), and Aa(k)
e Constraints: Ap(k) >0, |Aa(k)| <1
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Refine Switching Filter: Damping at Safe Set Boundary

‘Braking assistant’: Unsafe desired control input u;(k) > 0
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Refine Switching Filter: Damping at Safe Set Boundary

‘Braking assistant’: Unsafe desired control input u;(k) > 0
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How to allow for tuning the intervention characteristics?
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Refine Switching Filter: Damping at Safe Set Boundary
Let S = {x|V(x) < 1} be a safe set with V(x) = x" Px < 1 (E.g. LQR sublevel set)

Safety filter using level-set function:

ming, [[uo — ur (k)| (3a)
st V(f(x,up)) <1 (3b)
ug €U (3C)
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Refine Switching Filter: Damping at Safe Set Boundary

Let S = {x|V(x) < 1} be a safe set with V(x) = x" Px < 1 (E.g. LQR sublevel set)

Safety filter using level-set function:

Min, llug — UL(k)H (33)
st. V(f(x,uw)) <1 (3b)
el (30)
V () Jeto) V(K(L,)
i no 3allxe)
‘/(""‘“) /,/.’7 ? - . KAV(,«»\\
° * ;wve: '3 2
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Refine Switching Filter: Damping at Safe Set Boundary

av
V () Vo) l/(x“’)
ap ne 3allxe)
o — 34Vt
Vi) L—T - -
o 3 :
Yive W 2

Restrict (damp) AV/(x(k)) = V(x(k + 1)) — V(x(k)) by modifying (3b):
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Refine Switching Filter: Damping at Safe Set Boundary

av
V () Vo) l/(x“’)
ap ne 3allxe)
o — 34Vt
Vi) L—T - -
o 3 :
Yive W 2

Restrict (damp) AV/(x(k)) = V(x(k + 1)) — V(x(k)) by modifying (3b):

V(f(x,w)) <1 V(f(x, up))— V(x) < 1-V(x)

—_———
AV(x,up) can be reduced
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Refine Switching Filter: Damping at Safe Set Boundary

V () Vi) Vo )
1 cT * oy - o -
P e eV
) L—° L 3 avten
) ” 1
riwe M 2

Restrict (damp) AV/(x(k)) = V(x(k + 1)) — V(x(k)) by modifying (3b):

V(f(x, ) <1e V(f(x,up))— V(x) < 1-V(x) € AV(x,up) < \fy/ (1-V(x))

————
AV(x,up) can be reduced v€(0,1]

Example: v = 0.5, V(x(k)) = 0.5: V(x(k + 1)) — V(x(k)) < 0.25 versus < 0.5 fory =1 in (3b).
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Refine Switching Filter: Damping at Safe Set Boundary

Discrete-Time Exponential Control Barrier Function (Ayush and Sreenath 2017)

A function V is a discrete-time exponential control barrier function if for every x € S with S = {x €
R"|V(x) < 1} there exists a control input u € U such that

V(f(x,u)) — V(x) <v(1 - V(x)) for all v € (0,1]. (4)

® Since for all x € S we have y(1 — V(x)) > 0 any invariant set from a Lyapunov function
satisfies (4), see Lec. 8, p.18. For example an LQR cost level set.

Control Barrier Function Safety Filter

Let V be a discrete-time exponential control barrier function. The corresponding safety filter is
given by wse(ui(k), x) = uf with u§ being an optimal solution to

miny, luo — ur(K)Il (5a)
st V(F(x, ) — V(x) < 7(1 = V(x)) (5b)
up €U (SC)
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Summary of Refinements for Safety Filters

Pros:
® Efficient implementation possible

® Safety intervention can be tuned using
control barrier functions

Safety violation Safe behaviour

® Applications in robotics and autonomous Unsafe control action
driving

Safe control action

Current state

Cons:

® Difficult to compute safe set or control
barrier function for nonlinear systems

® Robustness by design is difficult

[LINK] Lane-keep using refined safety filter
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https://www.youtube.com/watch?v=zRYmDozDstU

Outline

2. Model Predictive Safety Filter (Goal II)
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From Invariant sets to Predictive Safety Filters

state constraints

X

min - luo — uc(K)|l x(k+1) = f(x(k), u(k))
st. f(x(k),uw)eS x(K)
up €U

safe set

Idea: Verify safety by planning safe forward trajectory.

Adv. MPC Lec. 9 - Safety Filter - Part Il 18 2 — Model Predictive Safety Filter (Goal Il)



Main Ildea of Predictive Safety Filter

state constraints

X

safe terminal set

Idea: Verify safety by planning safe forward trajectory.

® Use conservative safe set S as a target set X

1) = f(x(k), uc(k))
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Main Ildea of Predictive Safety Filter

state constraints  X(k+2) = f(x(k+1), u(k+1))
X x(k+2) = f(x(k+1), 1))

D) = AR, ()

safe terminal set

Idea: Verify safety by planning safe forward trajectory.

® Use conservative safe set S as a target set X

® Existence of safety trajectory at time step k ensures safety at time step k + 1:
Could follow safety trajectory computed at time k if no new safety trajectory can be found.
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Combined Verification and Safety Controller
CX(k+2) = f(x(k+1), u(k+1))

state constraints

min |lug — ur (k)| X s x(k+2) = F(x(k+1), u5(k +1)))
s.t. X1 = f(X,‘, LI,')
(xivu) e X xU WX(KHL) = F(x(k), ue(k))
1 Y
xy € Xf
X0 = X(k) safe terminal set

Predictive Safety Filter:
® If learning input is safe: ug(k) = u(k)

e [f learning input is not safe: ug(k) = 'closest’ safe input

Assumption: X satisfies regular assumptions on MPC terminal set (invariance under local control
law, state and input constraint satisfaction).
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Combined Verification and Safety Controller
CX(k+2) = f(x(k+1), u(k+1))

state constraints

min |lug — ur (k)| X s x(k+2) = F(x(k+1), u5(k +1)))
s.t. X1 = f(X,‘, LI,')
(xivu) e X xU WX(KHL) = F(x(k), ue(k))
1 Y
xy € Xf
X0 = X(k) safe terminal set

Predictive Safety Filter:

e [f learning input is safe: uj(k) = ui(k)
e [f learning input is not safe: ug(k) = 'closest’ safe input

— Implicit safe set & controller

— Feasible set is a safe set.

— Efficient solvers available
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Application Example: Learning to Fly a Quadrotor

( 10 states )
? 3 inputs System L

Initial u Inner PD X
condition - Goal: control
Fast transition
Predictive
»- safety filter
+ ; Outer PD control + Bayesian
Target state 1_?,1 Optimization
[Neumann-Brosig, et. al., 2019]
\_ J
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Application Example: Learning to Fly a Quadrotor

Learning-based

Controller I

Video: 02_QUADROTOR_UNSAFE

Learning-based
Controller

System

Video: 03_QUADROTOR_SAFE
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Application Example: Learning to Fly a Quadrotor

Learning-based

Controller I

System

Video: 02_QUADROTOR_UNSAFE

Learning-based
Controller

Safety
Filter

System

Video: 03_QUADROTOR_SAFE
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Application Example: Learning to Fly a Quadrotor

Learning-based

Controller I

Video: 02_QUADROTOR_UNSAFE

Learning-based
Controller

System

Video: 03_QUADROTOR_SAFE
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Application Example: Learning to Fly a Quadrotor

3.5¢
3t
25N\
Al
15}
1
0.5}

Blue: With safety filter
Red: Without safety filter

Adv. MPC Lec. 9 - Safety Filter - Part Il 26 2 — Model Predictive Safety Filter (Goal Il)



Remark: Effects of safety filter on performance

® Filter interventions can negatively affect performance of learning (or other) algorithm

® Common approach: Inclusion of safety metric in learning controller

® Based on safety value function V/(x), defining safe set S = {x € R" | V(x) < 1}
Example: Add barrier term to cost used in learning algorithm

Cs(x, u) = C(x, u) —ylog(1 — V(x))

(barrier goes to infinity at boundary of safe set )

® Based on distance to learning input (e.g. for predictive filter)

Co(x, u) = C(x. u) = yllu(k) — ue(K))II
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Comparison Predictive vs. Invariance-based Safety Filter

Invariance-based and control barrier function safety filters

+ Scales to high-dimensional systems

+ Cheap online verification of safety and computation of safety controller

+ If safe set is described by a control barrier function, intervention characteristics can be tuned
- Conservative safe set and interventions

Predictive safety filter

+ Scales to high-dimensional systems
+ Reduced conservatism w.r.t. maximum control invariant set
(+) (Conceptually) easily extended to nonlinear systems

- Requires solution of an optimization problem
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Model Predictive Safety Filter

Safety filter state constraints  X(k+2) = f(x(k+1), u(k+1))
X 2) = Fx(k1), (k1))

min  |luo — ug|
st X1 = F(x, u) 1 Nx(kHL) = F(x(k), uL (k)
(X,', LI,') eX xU
Xy € Xf safe terminal set
xo = x(k)

e [f learning input is safe: ug(k) = uL(k)
® |f learning input is not safe: ug(k) = ‘closest’ safe input

Main challenge: Safety depends on perfect model without disturbances.
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Outline

3. Predictive Safety Filter based on Robust Techniques (Goal Il)
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Predictive Safety Filter and Robust/Stochastic MPC

Key insight: Different objective and terminal set without consideration of the cost function

Safety filter Model predictive controller

min  |Jup — u (k)] min  Ve(xn) + Zizol/(x;, i)

—_——
Jpsk Jmpc

st. X1 = f(X,‘, u,-) st. X1 = f(X,‘, U,‘)
(xi,u)eX xU (xi,u)e X xU
xn € Xr xn € Xr
X0 = x(k) X0 = x(k)

® Robust MPC considering bounded additive disturbance: (Lec. 3, p.30, Lec. 3, p.43),
® Robust MPC supporting state and input dependent disturbances (Lec. 4)

safety does not rely on Jypc.
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Predictive Safety Filter and Robust/Stochastic MPC

Key insight: Different objective and terminal set without consideration of the cost function

Safety filter Model predictive controller

min  |Jup — u (k)] min  Ve(xn) + Zizol/(x;, i)

—_——
Jpsk Jmpc

st. X1 = f(X,‘, u,-) st. X1 = f(X,‘, U,‘)
(xi,u)eX xU (xi,u)e X xU
xn € Xr xn € Xr
xo = x(k) X0 = x(k)

® Robust MPC considering bounded additive disturbance: (Lec. 3, p.30, Lec. 3, p.43),
® Robust MPC supporting state and input dependent disturbances (Lec. 4)

safety does not rely on Jypc. Similarly, this holds for the stochastic MPC schemes Lec. 7, p. 34/43.

Exchange the objectives with Jps- to obtain corresponding safety filters - How?
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Insert Safety Filter Objective into Robust/Stochastic MPC
schemes

Robust MPC with constraint tightening/Stochastic MPC with recovery mechanism:

® Applied input in original MPC scheme: u(k) = 1§

® Keep the original predictive safety filter objective Jpse = ||up — up (k)|
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Insert Safety Filter Objective into Robust/Stochastic MPC
schemes

Robust MPC with constraint tightening/Stochastic MPC with recovery mechanism:

® Applied input in original MPC scheme: u(k) = 1§
® Keep the original predictive safety filter objective Jpse = ||up — up (k)|

Tube-based MPC schemes and indirect stochastic MPC:

® Applied input in original MPC scheme: u(k) = v§ + K(x(k) — z)
® Select Jpse = ||V§ + K(x(k) — z3) — ur (k)| to match desired input while maintaining guarantees
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Insert Safety Filter Objective into Robust/Stochastic MPC
schemes

Robust MPC with constraint tightening/Stochastic MPC with recovery mechanism:

® Applied input in original MPC scheme: u(k) = 1§
® Keep the original predictive safety filter objective Jpse = ||up — up (k)|

Tube-based MPC schemes and indirect stochastic MPC:

® Applied input in original MPC scheme: u(k) = v§ + K(x(k) — z)

® Select Jpse = ||V§ + K(x(k) — z3) — ur (k)| to match desired input while maintaining guarantees
This can be applied to various MPC techniques for considering uncertain (data-driven) models. The
concepts can equally be applied to distributed systems.

Let's have a closer look at tube-based MPC as one example.
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Safety Filter based on Robust MPC

® Uncertain model with uniform error bound:
x(k 4+ 1) = f(x(k), u(k)) + w(k), w(k) e W

® Plan nominal trajectory and apply tracking
controller

® Tighten constraints on nominal system

— Apply robust MPC methods, such as linear or
nonlinear tube-based MPC (Lecture 3/4)
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Safety Filter based on Linear Tube-Based MPC
Uncertain system:  x(k 4+ 1) = Ax(k) + Bu(k) + w(k), w(k) e WYk >0
Nominal system: z(k+1) = Az(k) + Bv(k)

(k) = v(k) + K(x(k) = z(k))

(k+1) = (A+ BK)e(k) + w(k), w(k) € WVk >0

Tracking controller: u

D

Error system:

min  [|uoi — ur (k)|

s.t. uo = ok + K(x(k) — zop)
Ziv1k = AZjjk + By
Zi €X O Qv € UG KQ
Zyk € Xr
x(k) € Zo|k D Q

The closed-loop system with u(k) = vg, + K(x(k) — zg,)
satisfies constraints robustly.
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Safety Filter based on Linear Constraint Tightening MPC
Uncertain system:  x(k + 1) = Ax(k) + Bu(k) + w(k), w(k) e WYk >0
Nominal system:  z(k + 1) = Az(k) + Bv(k)

min  [[voix — u(k)l|

st Zigik = AZjk + Bvijk
Zik €E X © Fi, vk EU O KF;
Zyk € Xr © Fy
Zoix = x(k)

The closed-loop system with u(k) = vg, satisfies
constraints robustly.
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Outline

4. Examples
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Safety filter for a Human Learner

Throttle Command

04
02
0.0
— original
— safe
Steer Command
04
02
g oo
-02
04

— original
— safe
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Safety filter for Imitation Learning

Neural Network Imitation Policy - Training Episode

Throttle Command

— original
— safe

Steer Command

— original
— safe
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Safely Learning to Track a Trajectory with a Car

Goal: Learn to drive a simulated autonomous car along a desired trajectory without leaving a road.

Learning controller: Learn linear control law (via Bayesian optimization)

E e

. . . .
1 2 3 4
time (seconds)

A

7/
y(t) (meters)

o
o L

0 ! 2 3 1 5 6 0
time (seconds)
® First 30 learning episodes without (red) and @ Safe closed-loop trajectories during learning
with (green) the stochastic safety filter. with initial policy parameters (blue) and
final policy parameters (green).
e Circle radii indicate the relative magnitude
of safety ensuring modifications.

® Safety constraints shown in black.
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Outline

5. Successive Improvements of Safety Filter based on Data
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5. Successive Improvements of Safety Filter based on Data

Improvement of Terminal Safe Set
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Online Enlargement based on Safe States

A larger terminal safe set leads to a larger implicit safe set.

Idea: Leverage previously encountered safe states to enlarge
terminal safe set

Consider the set of nominal predicted states obtained from
successfully solved instances of the safety filter problem:
z*(k)={z,ie[l,....kl,je[0,... N}

jlit
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Online Enlargement based on Safe States

A larger terminal safe set leads to a larger implicit safe set.

Idea: Leverage previously encountered safe states to enlarge
terminal safe set

Consider the set of nominal predicted states obtained from
successfully solved instances of the safety filter problem:
z*(k)={z,ie[l,....kl,je[0,... N}

jlit

If the predictive safety filter problem is convex and Xr is a safe terminal set, then the set
X} = co(z*(k), Xf) (where co(-) denotes the convex hull)

is again a safe terminal set, i.e. it is invariant for the nominal system under a terminal safe control
law and all tightened state and input constraints are satisfied.
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5. Successive Improvements of Safety Filter based on Data

Improvement of Model and Uncertainty Bounds
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Learning-based Model and Uncertainty Bounds

Safety filter for learning-based controllers (e.g. RL):
® |f learning happens in episodes
® Improve filter design after every episode to reduce conservatism
® Safety filters for uncertain systems usually rely on nominal model
— improve nominal model based on collected data, update uncertainty bound

® Data-based computation methods for constraint tightening e.g. based on scenario optimization

® |f learning happens online
Any learning-based MPC method can be employed that ensures recursive feasibility and

constraint satisfaction (see e.g. [5])

® See upcoming lectures 12 and 14
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Summary: Predictive Safety Filter

Idea: Approximate maximum control invariant set with a predictive optimal control problem.
® |mplicit optimization-based formulation

® Controller verification and backup controller computation in one problem

Scalable to high-dimensional systems
® | everage stochastic and robust MPC formulations to deal with model uncertainty

® | everage efficient MPC solvers

= Provide safety for any controller by passing proposed input through safety filter

Note: Extensions to reduce conservatism of robust MPC in [3] and to distributed systems in [4].

Not covered: Soft constraints, control barrier functions inherently stabilize the safe set
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