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HIR iR

AWS Access AWS i i %41 ID T4 8.
AWS Secret Key AWS ZHIR A B4 B0E AWS 7 17 % 47 ID.

16 2% Nessus & HUKE 2 SCRY, 7E“Amazon AWS & FLRE 77— 15 an T e B = RCR -
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eap-southeast-1
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e sa-east-1
e us-gov-west-1

HTTPS Enabled £ HTTPS 711l Amazon AWS
Verify SSL Enabled IOUFE SSL HUFiE B A R
Certificate

Database

Nessus 7 7 5 43 56 1E A HB 3, SQL Server,MySQL,DB2,Informix / DRDA PostgreSQL,MongoDB. FEiE 1T 4 $diE FE R
7 MongoDB it B i it 78 i Eictfa 240 A2 1 #8 T LA B 28 AR S0 R 3

FEda Be S T 2 i SCFEAR B R B SR, A LA AR 5C 1

TR BRI I % SE R TR 2 H

Bl B P 4 sy
o |
Username HIEERR P 4.
Password RALEIH P 4 B
Database Type Nessus 3 fF Oracle SQL Server, MySQL, DB2, Informix / DRDA Al
PostgreSQL.
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Xt Oracle %4 22, & F LT &£,

I |ﬁ% | Hisk

Database Port 1521 A T 5040 P g 1

Auth Type SYSDBA 7 ## NORMAL, SYSOPER #1 SYSDBA
SID none Oracle %4t ID, %5\ e $udh

%t SQL Server, &4 DL N ik

e Bk e
Database Port 1433 e T A P i
Auth Type Windows £ Windows \ilF 8% SQL Server i\ iiF
Instance Name none Fik# it SQL Server instance [ 4 #x

X1+ SQL Server, &4 LL R 2T

e Bk | e
Database Port 3306 s W 090 P i 1
X DB2, %5 4 LA T L :
T Bik |
Database Port 50000 s W Hdie P i 11
Database Name none BRI HR, I

% F PostgreSQL, %45 PA ik #%:

&

T

o |

Database Port 5432 AV Py 5 2 g
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MongoDB" £ #i F T8 & & L # 11 MongoDB 5l & .

o |

Username Bl P P 44

Password TSR IR 2 5

Database PR e v (B P 44

Port o U e P s 1
Host

Nessus 3 =FE AW EHNIE: % ', Secure Shell(SSH),SNMPv3.
Windows
“Windows FE45 > B I B Jy Nessus #2445 5, 41 SMB K 7 7%, D M5 44 . Nessus 72T windows R4t JLFFAS
IR R 1) 5 3 B 7y v
® Lanman B {3561 /7% M8 /E Windows NT fll Windows 2000 I 55 8% il & ; 53 2 (R B9 A0 10 i e 2 bk o

® NTLM S E0FE 753, /43 1 Windows NT, $24ft 7 ot 42 4V Lanman S 5600F . NTLMv2 3455 AR, LE NTLM %%

T B 22 4 R BRINIE BRI B 4 BRAIE 777 Nessus il 5 56 2] Windows AR55%5. NTLMv2 mJDAFIH “SMB 25447
28
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® SMB & —ANn[ LA F AT SMB it Windows 5575 % 4 %D IR A . VF 2 R G0 B LA IS P AR PELE
AT RS 25 b, DL CRIEFE AT P 100% KA IE R — 855 o BLAN, B ERIAAT SRME, HE i F IR B0, A ReiR 5
il g T HAR John the ripper 1 LOphtCrack FTH. X ANHENE & H 3 f# F Nessus S FE Windows AR45#5
P R, UL AR LFI Windows 24363k “BH1” MR E I 45 4% . “SMB 28
247 W — R AR A LA 1hx s ) A\ ek

®  SPNEGO (fAf SRR 0 ) B SCHR Ak B 58 5 (SSO) ThRE —> Windows % 77 Ui 4% Fft LR 7 B2 U&7 1
Windows & 3% FEIE. Nessus 3Z#:{# ] SPNEGO il NTLMSSP LMv2 B4 IiE B Kerberos A1 RC4 1% . SPNEGO AiE
KAz L NTLM B¢ Kerberos S 50IE, WA 4 7 BEL E Nessus BUK.

® R —/N LA T R (B Kerberos 5% SPNEGO) /A3 FFE KM, Nessus i i ik NTLMSSP / LMv2 &4y
IOAEE . BRI, Nessus #2388 FH NTLM B 473 5011E & 5% .

® Nessus i3 Windows 3 {# ] Kerberos 3 5E. BLE, Kerberos I3 H#e i 1P #hk. (52Fr_E, Windows

Active Directory Server) WZifRf,

R 55 2% 9H B H(SMB) & — AN SCAF L W, e VT LB 255> 245 B . $e4t T IX 46(5 5 Nessus ¥ 1F e M — iz
Windows EALEH R BIAHAE B Ban, 8 EE U Nessus i@ EEFINH 72484 T . %F L EEGIHAL SMB 231
NN A

SMB 35,7 Bt W 1% ¥, Nessus B BEWS 7L A XA F B B 4E . P 4 S ATl da ik - i oL &%, RILE] HFRHL
2%, “joesmith”

W, 45— P4 R T 0 my Axdmpl3, A Windows 5548 ¥ 2RI FI P 44 2 A K FR 510 P P 92, SRR WA
R 5

REAUFEUEfE ] Nessus 7] DLORH7 8 3R 2] Windows k55 &1, HAUE T LR 414
® “Administrator” JL#HY
o —ANBHHLIIR gust Ik P 44 Fa i
© AT FH A AL (R A

FIT i (496 BRagi 44 R AN SR — Mk P A4 R AN FI IR FE f i b e A TREA — M ELO K P TE Windows IR 55 25 FIIA .
FEIXFIBOL T, B BIA AR 55 4%, F1 77 4“8 B O3 " P 7 R b o e B3, B 53 44 (Ao P (BB o 3 i A
EIbELR

o 2%/~ SMB K P AT 1 BC B Nessus ¥ Sl € B i fr 54K FEiE. — H. Nessus R 3niE— RAIFNED, €& )5
SRS, (2 AR e AN & AR A 28 T L B I SR P Ui TR . A SERAR ) Windows F8 VB — N
I e AN E B R, XK AN SR E S SR B E AR . tenable F TGRSR AN ERIK P d 44 N E LR,
TR X AN T SR EAT (5 AT, AN 58 2 U5 IR 7T BA RIS AT Y . 78— LBJECAS ) Windows, X /MK 7 AT Be i il A =
IEE B 61K 7 1247 DOS $-7- 45 1T AT ERAT BURF BUR A A\ LT i@ 7T AT T
C:\> net user administrator /active:yes
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Wi SMB K ;1 B FE R BUR G BR, T84 Nessus 1] PLR 25 5y s fl 22 4s b 313 2 M. tenable #1300 288 HE O3 B 4% e
B, DMEHEATINR . B4Rt T3k 7, Nessus 7] LA Windows Vista. Windows 7,Windows 8,Windows

2008,Windows 2008 R2,Windows 2012,Windows 2012 R2 #4758 M) 22 4K A . WA HRAEIK ST, nessus R fEs:
RIEAT TG A AE

Windows iz R 2 ik 55 Fo VR A T SEAL A SEUE VS i T SENLRIE MR I e e i o A R e T I 55 B0 18 AT, R TE i B B A TE
REAVER), RME A 2B HEIE. 15214 tenable (18 % 4 5 S AT AEEM R H I HIEZE L. HRZZRST LIS 3
Nessus 52 25 tE4 4 58 4 W 1 R G A I AEIE

£ Windows ZGEH AT F 7 BN e B0 B DU (A . O B IBURR I, LA 75 MR A BT 1A 3
K AR A 5 B AR T A 75 T 5 (AN 2 4530, Nessus T AR5 B (AR TEAR 25 50 4 B BALR, AR CR AT T IE B HL AT
4, 56 BE PR BT Il AT BB AT 5 IS R e 3K Au v Nessus Bt B THEAURAAT B3SO0 M ke e FOERIAN T 2031
I ER AR
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A YA 4 J5 B Windows 7%

L o\ | mm
Never send credentials enapled T 224 B, Windows SEIEER AR LI S 32
5 “Do notuse NTLMv1 authentication” #1752 < A [, 4
1 e ] AE 0 Nessus IR BB NTLMv 3855 31E 5 fili
Windows AR %528 . XML T FE M A fE /118 F oK B Nessus
Do not use NTLMv1 Enabled f)“hash” . ﬁ/l\“hash”ﬁ‘fj‘i’%%?iﬂﬁﬁﬁﬁﬁ, e H P A4 e, IX
authentication REf® H B Fh IR S5 2% o 3@ T4 [19°“Only use NTLMv2”
5k il Nessus {8 | NTLMv2, IX[HIE 7% & Windows Al 45 # il
FH NTLM F1#252“hash”.
AN NTLMv] S R4 s, XA IETER AT IT .
Start the Remote XANEIN R F Nessus Ji s A T 5L L m FE 73 M iRk 55
Registry service during Disabled WEREAEZBIT . N T HPATHLE Windows ASHiAS A4 1,
thescan AR 55 i 4T
Enable administrative o, o AT 2 A0 VT Nessus U I il b 78 5 e HEH 10 7

shares during the scan

31
1 11415 B 224 www.jw-assoc.com



http://www.jw-assoc.com/

windows % & Kerberos &3 5iiF 7775

Password none FHEANSEUE AR, KRB AG ERH P %, X2 %0
Key NN N
Distribution none K ENRBEA 721 T X2 AU,

Cantar (KN

2R KDC 2 ifEdk 88 i I b, X AMIEIIRE E 4% B Nessus 4% I
KDC.

VER W RART B KDC ALHIE, R TT HE 75 EAR R St 155 o o2 ity
13y KDC f#i FH ] UDP & 1, A2k 88 5k 750,

KDC Port 88
KDC Transport TCP

Domain none KDC ] Windows /& # . iX /& AT .

A RN BE Windows 48y 2 A 7, WL B 5% a -@E LS AT A 7E Windows “F & b7,

Unix

7E Unix R0 H, SR 2% 5% Nessus i ] %24 Shell(SSH) PrsiiAs 2 £ T H (1. OpenSSH,Solaris SSH %) T~ 4l
(RURE Y o SX P WL 0 25 5040 73 S I A b (R 8 e 2 RAR AR R )Y . Nessus SCHRFE T SSH A Il SRR 1 B 4 50-F 7 v
F P 44 A5, 2 ARV, Bk 5 A Kerberos.

FA P AT LLIE PR SSH BB B AT Unix RGNEIEEUE. XS FEIE R R IRAF A S LI FE Unix REGUAN T & 1HA
MMM E . A DB TR SSH ALK AR BT R A H AR Unix 24,0 L SSH #19,SSH A A
%,0penSSH RSA Fll DSA ¥k 13,58 Kerberos S 56iE. 84 — N7 B T\ SSH %41 1 2 10 58 7 31E 15, W ix
FEHORA LEE).

o FEREBU 7 5 A5 H 4E Unix R 48 AT AR 8 S AR 224 i) B, dn b T 23] sl/etc/passwd SCAFR 26 H . EATHIEE,
U0 R G BC B A SO RURAE A R GEH, — D 5 RBUR B S 2 16 75 1.

T B R TR SSH BT, “SRTHRFALE S IRt 1 — 2805 3 AR AR
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NEINE ABFONAER AR PIINE St 17— N 2 A B BRAiEH LR A A SERIARA NS 9T o ARXS Fobn s 1) 2~ B -
BRI T A PIRAEIE SSH B I0IE B 22 ARG K77 1% . Nessus SCFF DSA Al RSA 1% X

WA ILEH % Nessus SZFF RSA Fll DSA OpenSSH ilF 5. h4h Nessus @47 H1 510 75 2 A 7 UE S, 28 BE B R AL
(CAVHI ™ (R B,

Nessus ¥4 OpenSSH SSH A8 . M Al SSH N L A% 20, S 3R 7Rl SSH 15 22 4 (H L i 3 Ay
OpenSSH A8 .

A UPE AR S FEUE A “root” AR o« TRDAAR 22 WS AN fo VF Iz #2855 40 root,Nessus A LA A “su”, “sudo”.
“su+ sudo”. “dzdo”. “. k5login”, B “pbrun”5 —A> P MK - %55, AL 1 “su” B sudo R ERL . b4k Nessus 1] DL RFRL
RN st kg R R 7 e . K5login Kerberos #31”. SSH Kerberos B3 3 R fEA T h A 75
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T EE R THCE “sudo”4E & SSH 8. XTI ARG, H Pk s i, B e il /ete/sudoers U ARG TR
SR A TR R D, T AN AR Y . SSH 8 4 AR B B IR

Nessus 3 #F blowfish-cbc aes-cbc il aes-ctr S5 5%, — LV AR T 1K) SSH A SCRFA KB, AT g JE A HY . 38T DA
—A> SSH R4S 25 B N R 2 F SRR hnss . AR SSH RSS2, LR IE A 1 5035 30 Fr o

Nessus HI& fir A7 B i A AE SR b o SRT AT 2 SSH B S 0 iE, T A2 SSH B il XA B T (R 18 IEAE
A5 PR R P 7 4 v B e v AN SR SSH AR 55 2k B 8% 31— N R GE, W REAN SRR IR 2 T 1.
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o Xof T W0 44 150 4 A Nessus K X SR SSHERE I I 45 e 2 (X T P 44 AN 1

AR SR—ANK BLAN IR A Z3U T45 B4, "€ 7T BL SE TR [T i

WA =A% RE SSH EiE:

known_hosts none WA SSH known_hosts XX =2 iA ), H Eg et i s
file Global Settings ] —#%>, Nessus {218 & [lx AN SO ML

EABERUEVR R B 71 SSH AR 55-#% 1L P 44 S i AN FEAN AT 429 ]
WK =B R S

Preferred port 22 S SSH HirEdE 22 350 I, IXANETNRS B 4% 14 B Nessus 7% [
SSH
Client version OpenSSH_ 5 72 Nessus 7EFIH R A SSH % 7 i Y
5.0

Kerberos, H1 bR 48 #8127 e 1 BOHE SRR 0T B & — AN P LR 5% e IS0 FH R e A5 R BR S B s W3 R ok in 86 1) 25 B
TInEHAE B TR EdE . AZUE 1 KDC(EH 2 K rhD), 68 1T T % Kerberos S 433k (1 H - FHR 55
Kerberos fi J 34T B BAE A3 K — 4 TGT(EHEZ TE2). — BRI ## T—A TGT, &l LUK M KDC i# 3K i 45 224k
RefE R FH HoAth Kerberos £l i %5 . Kerberos {#H CBC(# 5 HusE)DES I % Urisiok In % F A 1A

o WHEE, BT E 44— Kerberos PR EE T 148 FH X Fh 7 12 B S6IE

Nessus SZHLAZE T unix ) Kerberos S35 SSH 3 aes-chc"fl“aes-ctr i # 8.1, Nessus 55 Kerberos fi{a #Ei& 41
T

4 KDC 1 IP
nessusd [r] sshd 4154 & 3 HF Kerberos £ 4y Bk
sshd i€ AT 1T
nessusd i3k —/> Kerberos TGT, % 5% 4 FlI % 1Y
Kerbero iR [ 3] nessusd 175
nessusd gives the ticket to sshd

nessusd is logged in

7£ Windows 1 SSH #EiiF )13 & 7, 14 1] LAE 52 E 1548 F Kerberos B4 ML S R A AT & 5. 10 &, IX A5 A1 SSH
BLE T oA — g &R
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Kerberos IAIER] SSH W&

Password G HAN PRI, XEART HAr RN H %6

Key Distribution < HT O ] PR A .

Center(KDC) 1ZENLE P A S 1E Y TIE

KDC Port IXANETRT DL 825 E N Nessus W 3276 3F 88 i iz /7% H: KDC

KDC 35 fi ] TCP BRILHT Unix. XIT UDP, oga8 ik, ik
KDC Transport PRI T BB IX A KDC &%, &0 Reid 75 5 o 1129 KDC UDP i
FHER A3 1 88 B 750, HRAEIEML
Realm Realm /2 IEsR, J@% RN H AR (B0, example.com)

1 1$ ] Kerberos, sshd 2 Zifit & Kerberos 7 5HES KDC. [ DNS &R FEMALE X T4E. Kerberos (52
H 71070 GSSAPI MIC.
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SNMPv3

FIP AT LAFE Credentials SEHIEFE “SNMPv3 settings” JFH.ikHh AR 4847196 28 8 (5 TN ) 4 4 i PR SR A 0 o XA
FEHTNZRERGERBAMGE, WA, T I sEMEE. AR LURREEN S\PY3 K I 44 BLUR
SNMPv3 FIVENE, &g, INESIEAER, FRAAEERED,

AR TR A X AT 8 /8, BT BT — A e B T 5 RS

Sy s

User name —ANEETF SNMPv3 FIIK S I 44

Port HAEE R AR DASE B A SNUP 7EHFE 161 i Fig4T.
Security level R SNP 224 2f o)) AAE, Fafh, BRpiE

Authentication e F% D5 B SHAL SEILHOERE |, SCHRRERERS .

algorithm

Authentication .

SRR TR [ ' 44 5 b

Privacy algorithm s BEAS ) SNMP i & .

Privacy password R R SRR 025 1Y) SNMP J&@ A5
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BEEL IR

U SRBA AR SRR T, SE k(4 0 X0 F0 VR P A R 0 5 4 ) 1) A SRS

EE JUAN B FRZS: Settings, Credentials, Plugins 1 Compliance, iX£6k3%5 #3580 .
“Settings” Fr%F 2 I i 4 FHE AN B 33 AH O 5%
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“Basic” Bf% K e SURMSA S 1) 5. b8 R LT “General” fi1 “Permissions: 7

— R IR ‘ R

WELT, %7K Nessus FHH T B 7R 11 s

Name
FH e T Bt Bz A g, @RI SRR (B, “Web RS 25434
TR ERR M AE HTTP RS D .

Description

Nessus % B¢ B A PR A5 15 B % 1 € AT U7 R AL PR -

AR | sk
SEfl T AT FEE (1 O . A B

Can Use

No Access RWHH PRI sk T UAAS, [, 808w
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Nessus Manager #H5 # R

Nessus Enterprise Cloud 7% # /R

Nessus Manager 1 Nessus Enterprise Cloud #24L BAG Azt . AR LA BHEH P BR8N NHEA Vb
F P B AU
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AR | m

Can Use PP B P 2845 R 1R 3K BUAT DL I RS 3 T SRS o A ATTAS RE i SRS
Can Edit FERE I B2 AT DA AR S, i] DA FH SR

No Access WerE M P B P AR B EEES, I, s

BRI E

“Discovery” FfHea A IR I AT LA R & B3 T VG AN R . Rl R IIETT “Host Discovery” , “Port

Scanning” F “Service Discovery” .

“Ping the remote host” LI Nessus Xf Ping F ) EHLEATFE 345 KL ThEE .

o DI Ping AR ENUIT S RHAEPRIE T T 51 o 750, HA 28 R LA Ul

“Host Discovery” T [ & Ping i3l “Host Discovery” :
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IR

Ping the remote
host

Test the local
Nessus host

Fast network
discovery

ARP

TCP

Destination ports
(TCP)

ICMP

Assume ICMP
unreachable from
the gateway
means the hostis
down

Number of
Retries

UbDP

|

Enabled

Enabled

Disabled

Enabled

Enabled

Built-in

Enabled

Disabled

Disabled

#id
XANMEIA Y Nessus ping 22 L E 24N 1 DL E AR TR Ridis 4 . ik
i, 223 A ping &5
AR AT Ping i A2 ML, IR X — BRI WU BRA G o X ANIE T VR 5 Bl
HeBR A Nessus FHLFAH. X2 Nessus F AL FH 1) H bR 4% 76 A 4
IR A AT Ping s EHL B K BE B E BIIX AN LT BOATE LR, A B XAk
Tji. 4 Nessus“ping” e |P FIERUN 2, & PAT RS A 2, Al O B A 2 I AR
T Bl — AN A T A s, 3R B R (A A R (— S B R ) Bl i — AN 1 1 - 65535
BN A RS R &) o IXFERRIAS A R] DASE — S8} ), JC HOR I A2 E AL K 4k
Un SR FE R T T 4% R B 16 T, Nessus e BT IX Leky 25 .

Ping SEHLAE AT A AF o b3l 3 s I HT UM I (ARP) o IX I BEAEASHiL [ 2%

Ping EHL{EH TCP.

AT DATE B A 4 s 1 T H s 1 TCP . XN 5E (1935 11 51 F 4546 A ad it
TCP V. GnBARAH 2 W 11, B X /N 138 B BRI FI“Build-in”.

Ping SEAL{E I BRaz ST (ICMP).

24 ping %% )4 HL, L6 T A [l — A ICMP R Al BRI B, 41 o FH e A
2 Nessus Y] ICMP /XTS5 3 5, 46 18 AR ENIE 7. SR SR
Bt —He %,

R, 7 LI R RS . 38 1 B PR IR 047, (LB 80—/ L1 3y
WUt Je P T BT, U S B H L S

VTR E EE 2R 243 ping @R FHL. BREEEPIR.
Ping ML F F 7 B i i (UDP).

UDP & —Fi IR M, X B IR E VDB A & AT F X6 . UDP @5
AN IS AT FE, IR N E AR UDP il 45 Ak 8 2% AT 1 A S i FE A
e

o it VMware & F & 45, L2045 H “Ping the remote host”.
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FHotth E ML IR T 55494 % PIL ragile devices, Wake-on-LAN F1 network type. X £E3ET5 41 T Fik:

pril] ‘ RN ‘ ik
g;%?;'ees gﬂsab'e “Fragile Devices” SEH A4 T BiANETH, 15 S Nessus F5 3859 LA 1
S5V S, B 5 B AU B B AR BN o AT DL B N 4 4T BN L
T BAE R G LWL FE 7~ Nessus T Be45 e ()5 #5 . Nessus R X s 4%
R IX SR IR AG A . I X S A AT R T 3 1T AR i R S
Wake-on-LAN Disable “Wake-on-LAN” S B IR LL 3= M1 1% WOL JBE VAL 2 B AT F 48 A1 25 18 22 K 1)
d
(BN RS . K MAC Hihik %128 WOL 18 F A% SCA S 4347 — A ML MAC
Huhk. 54
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00:11:22:33:44:55 aa:bb:cc:dd:ee:ff

Network Type  Mixed AR T A5 D E 2 T T B F i, B A T EL BRI T R 1 i BRI R
R E ] RFC 1918 Hibik FIg 224> 2% FH 2 EVRAS N 4%

i [ F T2 TE X 37 L1777 7 4 AT P 26 2, 3 L1 777 o

Consider S A 3 PR pr ’ RN
Unscanned Ports | Disabled ﬁ%&ﬁ AN A F 38 5 R A RS (0. $5 52 AT ), Nessus K% B g ok
as Closed °

Fa SRR — AR g LY . 252 BRI (2 4790 WL 1 31 R b &
Il nessus-services 1), “Hif”" (M 0-65535 F4t A i 1), 5 i 1 46 5 — A
H e S 513 . H 8 CHNER AT REAL & AN A CURE L ,
“21,23,25,80,110”

Port Scan Range Default
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#1"1-1024,8080,9000-9200” EHEXH. ¥8E1-65535" 1513
AR,
S TENROSEEERS AESAIET .

Sy 11 471 40 0 L R AR SRR B — NREE A3 1SR VR BL A

“default” 15 FH B - “default”,Nessus ¥ K2 4790 UL (1) 34/ . I 119 5128 H 0] LAAR 2] nessus-
services 31

“all” 15 FH B e<all, jl i FifF Nessus #3345 BT 19 65536 ¥ I, B 463 11 0.

Custom List 5 S B ity ] DAE S A — AN 25 43 R 51 2R 4k By 1 sl IS L. 9, 80110
£ 21 H 23 H 25 H"8¢"“1 - 1024,1024,8080 - 1024” 2. F85EL - 655357 {4 EFE
imH,

RBAILMEE— M2 2SR E T MM, Bl a1RFEI A RIRY TCP #1 UDP A9imCl
SEEIERABER G RE T:1-1024,U:300-500” , AR LERE—Hik R LIRS A
SBEAEAERAHNY (11-1024,T:1024-65535,U:1025"), HISRRITFE— MY, RikiRiZin 0
PR e EROES.

o 58 — AN 94856 B B & T TCP #0 UDP $3#.

A i 945 F 95 netstat AT SNMP SRAT AR S5 . LR ik Bk I

XA EIE ] netstat WAL A4S BT it . BT netstat < 1T LUl
SSH (netstat) Enabled SSHIEREFI HAr. XA H KT unix R SE, F Z S IRk

3 MI F$5 18 F netstat AR e ikt 1, 2Kt 2B AT Aa v I RIFE 72 -
T A28 2% (netstat B8 SNMP) ), BCA“ BT A B o G . 248
117, Nessus A5 5 28U\ g A 5 1 3ty 115G P IR I, n SRk 4%

WMI (netstat) Enabled

XA ETEH netstat MASHUHL 2SR A At o BT netstat 4w LA
I WML R 2] B AR A4H63E AT windows RS0 75 2 & 4 30AIE %
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E 3 Nessus $# B A5 ] 5 W 2545 BRI L(SNMP) I AR %5 . Nessus K3 B A8 7E 34
HRIAHSC SNMP B & . an S FH PR AL 15 B (FE“SEIE™), 1IX 8 o VF Nessus 5 47 bl

SNMP Enabled DO AE BN AE VRN A B THE R . i, A V% Cisco Bt st el .
H A AR AR (BT ) SNMP RRAS 775 8 o SX XTI Lo 15 B2 L B

Only run network

ot Enableq | WM CHCB K L T

enumeration

failed

Verify open TCP PR A 2 PRV M2 25 (1. WM BR netstat) R 31— 111 Nessus iR 5

Fo‘lr;f;g;‘t”d by Disabled  UEERIFMN. G B THsE £ 7 6 SR R0V PR (. TCP 2558 . Bik

enumerators ﬁ%)

SYN,Z 2 454 H TCP A1 UDP £ £ st I 4348 H Ax . F I 51 H A3 2
I |%m |#ﬁ5&

{fH“P & Nessus iz (TCP)F #8113 B ARFF R TCP 3 o X AN

BRMACTIAE — L8 J I R .

FERELEF & F (W1 Windows Al Mac 0S X), X ANFHi#s 4 53 Nessus f# H

SYN F147 R 3k 4 7™ = 1) P i Il A Hb 3 R &R
i« B Nessus SYN F93 H bR BIFFHUH TCP %5 1. SYN $33# 52 — N AT O 7 V847 5
EHEAT— B AN A S R TCP 3 AR 2 4 I I 4%, b kbl . NG I R 58

SYN Enabled (IDS). FAFEZFF SYN i 0. & 15 2 1,554 SYN-ACK B2, H 5 i #s 1E  T— ANl &,

B Z [ E

TCP Disabled

AT Nessus 4 E UDP 3445 1R 54T IT UDP i 1 B/ H A5

ubP Disabled TSR R, — MR AN T B F— AN ik 1 4R 58 X 43 FF RN 8 UDP 3 1o i
UDP 34 1448 38 2 KR 2 i 4 I [ R 2 AR R T S (45 5 . 5 REf ] netstat 8%
# SNMP $2 [ Mr 26 26 TAH J2 . 0 S 1] B FA1 A%

Nessus 1 TCP SYN ¥k 10 70 -4 BB i Mt AL AL SYN Al TCP $a48 2846 M B5 Kk BE fIA7AE . TCP SYN 33 A LA B
U K K% AL T F 4 23 FERA B AR AL

TR | g
Use aggressive B2 AT A RIS P o0 P . Bt T3 A 4 FH T AR 7= N 4
detection

A5 AR AR 1 B 7 3 B BB R E S T PR T % e T

Use soft detection

. . A el P R A »T‘Tl Abo
Disable detection SR RN ) e



o DA RIET SSL MRS IF NG ALAR 35 A B T T 510 L PR 0o 5 0, A AT T AN T AL

555 5 T P8 9380 B T, S R4 T 1A 3 1 SR P e 55 AR 3K A i 11 384T

o 7 B PR WA IR S5 8% BT e S BOR T HUL RO 1
e B IR LR BB IR O ENER EEE TAIIRSS -

b | ENN | iR

s alll o FAREEANT I 03 L WS PR AR S5 AE X A 1 _B3s AT FERAE S MBI T,
to find services Enabled ﬁﬂﬁﬁ%?’éu[ﬁ]—‘%E§%,%‘ﬁ$mﬁm%5“’5ﬁﬁo

FHIHT SSL R4 Nessus afaf il SSL R% »
Search for SSL Enabled
based services naple R R e O SSL BT (1, 443)AIFTA 1. WK SSL T BsrE i ik &

WL 17T RER B o

AR TR EE T SSL RS, LATMIEIAT A:
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o [ | e

Enumerate all Nessus #4417 SSL F4HiiT, & 12 iff s 15 FH 1) SSL % il 541 2 e
SSL ciphers Fnabled R R 45 B R SSL. B0, RS TR 45 RV 4 A2 T
Enable CRL
E:Choer?:(iar; ?S . Disabled . Nessus X ERANEPHEETIFRSE SSLUET (CRL).
Internet)
THERE

“Assessment” i i Hl AN 2 TPE R AT . AR T IR

“General”, “Brute Force”, “SCADA”, “Web Applications”, 1 “Windows”.

DA CE TRl B2 . “Accuracy” 63T 6 V2L E 42 il (5 A 1 5 A 3 03047 A0 6 A 00 ko
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IR |ﬁ% | Hisk
TERLLIEAL R, 2 Nessus A BEHfi € & TR AFE— NG . SRR b ik B 2o
_ TERMRER SR J5 — AP B o, RS & 1] (R FE LRI 520 .
Override normal

accuracy Disabled  yq o (i b 0 “SBE ot 75 1 (454 S 55 Nessus AR 45 (2B H B — 22 (1 7S
s RN, A5 P 2 TF 8 M P P A5 8 2 10 o e 2

Perform

thorough tests BFRFR SR TR, 0, 2438 5 SMB SCAEIEE —AMELET LU 3 B2
(may disrupt Disabled | U Lo XA 2 PEAERLLREIL N E IO MAR BT R EMK$
your network or TV T 22 (42 N MR B A T R P EL 9148, ) HRF T B (1 B 407 () o 5 5

|mpact scan

speed)

“ Antivirus” 5SS VF% il # % SRR B L

o |

AiC B ARG A — IR RH(0-7). “Antivirus Software Check”3i 8 o V15 EL#%
Antivirus definition  Nessus fu P42 98 S I 22 SO B 412 44 B UK RALIE T . BRI
oy Peroa T Nessus 45 HE 4 44 s 5 2 0 BLHT I B4R T FL 00 LAY ) . ST LA L
SRR 7 KA L.

“SMTP % B "3 B 45 e 308 T {7 BR MR AL S B L (SMT PR, 2 17 7E AT W& 2 4T SMTP IR 4543k . Nessus #iR &
W AR B EITE B s = . R BRIE B = 7 R R R I M bk AR b B A IR R ) 22
W7 o WSy B I4 SMTP RS 28 O R Th T 4k e 2% 4y 3% s

IR | s

Nessus #iR EIB i & — SMTP % R IE B R4 p &1 H stk . X AN =07
3942 bk b 2504 1455 5 B DA A A Do) 3 8 DX sl A A T 3 o 75 D, DK AT B A R Y
SMTP k%5 #%.

Tl BAEE] SMTP Hi 55 a4 2 t 3L, A SRARA TR 3% 4> 5 BE b 4R € ()3
From address ik,

Third party domain

Nessus Kk & &8 2 545 XA 7 Brh 71 R . iRtk BRIAE,
To address NE R R L AR 55 4%



“Brute Force &I f0 ¥4 f ] 5 9 )34 . “Default Accounts™ % 3 5 714 2342 AT RE ZRIATK .

IR | BRiA \ R
Only use FERLEE L T Nessus 7] EATIHAER A 7 A1 S A BN B 1S . BRIA T
credentials S TR . X TTRE 2 SR P BT, R Sk £ (TR
Sgg'ded by the R R 2 AU ERAE RGN R .

Test default . "
Oracle accounts D|Sab|ed %E OraC|e ﬁ’f*‘{)ﬂ”lﬁ EA%D H‘J%KU\W&F °

(slow)

“SCADA” ¥ B % HLik Wi g i M 45 AU K42 (SCADA)TEF IR, 72 BT A 1% 4% 1I2 171847 SCADA R %5 %4% . Nessus Jil
AT uncredentialed A1 11 SCADA R MR 2 IRV LR 7. % B SCADA ffiff N5 H:
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IR HiiR

“Modbus/TCP Coil Access” Ml LI H o XA T H7 32 B 00 3 542 ) SCADA
HIE LA A Nessus Fd4rT . 92538 TR 30UfE T — A 8 B QRS 1K) 15 352 Modbus TR 1

L OabUSITER Col “coils”. LRI T b BIA th 0E EA  BIBAT AL . D ) P T A B e T
R 1 2 S KBS S A . “Start reg” R MEZ“0",  “End reg”®ik
(H 216"

ICCP/COTP TSAP “ICCP/COTP TSAP Addressing” 3& F. i 5E [H [m) ZE 3 L Hr i (COTP) g i Ak 2517 1n) 15,

[adressing (TSAP) {8 217 55 B 2 AT RE O 8. e SR L A B BRiAS.

P 53 Bz FH

“Web Applications =% IS H 1 FE CGI(/A FE WS4 1) K I 25 4545 0 A2 1k R I ok 5 3 p BRI AS 256 I C G SRR A 2%,
TR AL & ar A BT Bt . SQL VEAN. 3 %k ik % Scan web applications” & EHE . X e iR # T LL N A
FOEGELE

o 11139,42424,42479,42426,42427,43160, 51973 — SQL Injection (CGl abuses)
e 39465, 44967,51528 — Command Execution (CGl abuses)
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http://www.nessus.org/plugins/index.php?view=single&amp;id=11139
http://www.nessus.org/plugins/index.php?view=single&amp;id=11139
http://www.nessus.org/plugins/index.php?view=single&amp;id=42479
http://www.nessus.org/plugins/index.php?view=single&amp;id=42479
http://www.nessus.org/plugins/index.php?view=single&amp;id=42427
http://www.nessus.org/plugins/index.php?view=single&amp;id=42427
http://www.tenable.com/plugins/index.php?view=single&amp;id=51973
http://www.nessus.org/plugins/index.php?view=single&amp;id=39465
http://www.nessus.org/plugins/index.php?view=single&amp;id=39465
http://www.tenable.com/plugins/index.php?view=single&amp;id=51528

e 39466,47831,42425,46193,49067, 51972, 51529, 52483, 55904 — Cross-Site Scripting (CGI abuses:
XSS)

e 39467,46195,46194, 50494 — Directory Traversal (CGlabuses)
e 39468 — HTTP Header Injection (CGl abuses: XSS)

e 39469, 42056, 42872 — File Inclusion (CGl abuses)

e 42055 - Format String (CGl abuses)

o  42423,42054 — Server Side Includes a.k.a. SSI (CGI abuses)

e 44136 — Cookie Manipulation (CGl abuses)

e 46196 — XML Injection (CGl abuses)

e 40406, 48926,48927 — Error Messages

e 56245 — XPath Injection

e 47830,47832,47834,44134 — Additional attacks (CGI abuses)

o EAFIRACH) web N FIFEFFIR(HEHTAE, AIREA 2. SNBSS T X B RTIRE-


http://www.nessus.org/plugins/index.php?view=single&amp;id=39466
http://www.nessus.org/plugins/index.php?view=single&amp;id=39466
http://www.nessus.org/plugins/index.php?view=single&amp;id=42425
http://www.nessus.org/plugins/index.php?view=single&amp;id=42425
http://www.nessus.org/plugins/index.php?view=single&amp;id=49067
http://www.nessus.org/plugins/index.php?view=single&amp;id=49067
http://www.tenable.com/plugins/index.php?view=single&amp;id=51529
http://www.tenable.com/plugins/index.php?view=single&amp;id=51529
http://www.tenable.com/plugins/index.php?view=single&amp;id=55904
http://www.nessus.org/plugins/index.php?view=single&amp;id=39467
http://www.nessus.org/plugins/index.php?view=single&amp;id=39467
http://www.nessus.org/plugins/index.php?view=single&amp;id=46194
http://www.nessus.org/plugins/index.php?view=single&amp;id=46194
http://www.nessus.org/plugins/index.php?view=single&amp;id=39468
http://www.nessus.org/plugins/index.php?view=single&amp;id=39469
http://www.nessus.org/plugins/index.php?view=single&amp;id=39469
http://www.nessus.org/plugins/index.php?view=single&amp;id=42872
http://www.nessus.org/plugins/index.php?view=single&amp;id=42055
http://www.nessus.org/plugins/index.php?view=single&amp;id=42423
http://www.nessus.org/plugins/index.php?view=single&amp;id=42423
http://www.nessus.org/plugins/index.php?view=single&amp;id=44136
http://www.nessus.org/plugins/index.php?view=single&amp;id=46196
http://www.nessus.org/plugins/index.php?view=single&amp;id=40406
http://www.nessus.org/plugins/index.php?view=single&amp;id=40406
http://www.nessus.org/plugins/index.php?view=single&amp;id=48927
http://www.tenable.com/plugins/index.php?view=single&amp;id=56245
http://www.nessus.org/plugins/index.php?view=single&amp;id=47830
http://www.nessus.org/plugins/index.php?view=single&amp;id=47830
http://www.nessus.org/plugins/index.php?view=single&amp;id=47834
http://www.nessus.org/plugins/index.php?view=single&amp;id=47834

o mif Scan web applications 1zl )5, T8I H AR Web MR FHEREDT. S, AT
HaH, BURIRTE UL,

PAUN gt R IR, X T Web R 2K

PR TE Nessus iz FH & BRI R P4 R . B — RSk ()
f1, VNC, RDP) , VIRECEET (Flan, Web R 2B RE5]D) . mTHEHKE
FEFEE AR S5 s b T R 3% 3 Nessus F9#1%, ZINBEABR T 1 1] Internet 1)

FEHlo
Bln, % Nessus KIUELIM L HE (VNC) B AR IR &5 M), # ¥
BRSEIHFIARE .
Use It(he cloud E R HFIREIF, —A VNC # RIS KA BB R E SR B KRG H:
to take
screenshots
of public
webservers oA
(=X AF
A
K2 HATEBE)

o THER, B R R, B S AN BE Nessus 935
it K. A2 Nessus (RS T H .

o8 AUSIOM | Gompatiple
User-Agent MSIE ' MR, 552 Nessus KAL) Web 31 %

(5 P T A 9 P 8.0; Windows NT
JARE) 5.1; Trident/4.0)

“Web Crawler” (P45 € Ht) TN Nessus AHi 1) Web Iz 55 #5110 N R 55 & BB E 280, Nessus KH5 Mk P
2, LATEGFH A HTIRIR R 2, ISR Web IR 55 23 (152 i 5 /MK o
IR L web 81T S 40k B 1 7 2 — AN 56 8 (1) W 5, FT Rt i 4 A Hh = AR K e e FL i 6, W SR A 1gb BARHE—

™ web JIR554% 1, Nessus BB ZRGEHTA AR, KN MRS 43 Nessus #5420 H 7L 1gb IR E -
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IR RN E

Start crawling

from GFH5IEERL)
Excluded pages N
(regex) Iserver_privile
N ges\
(ENRZER) .php|logout
Maximum pages to

crawl(RBBZHE) &~ O
Maximum depth to 5

craw| (TEBUR B & k4k)

Follow dynamic

pages (BREZZNAS T IH) FEH

iEA
9 B ARS8 URL 18 SO IR . A BREME A TUE, HHE
SRR AR E R (B0 . </:/phpd:/base™).
HEAFER 5036 2 M T 3 . B, ik*/manual” B 3¢ FAIFTE [ Perl
CGI AR, 5B EIX 7B
/manual) | (\.pl (\?-*)?$). Nessus 37 F POSIX IEMIZ# ik
i, PARHSS perl 1 IEN 1A X(PCRE), LAVCEC AL F7F 5

TE AR 5 22 T I A ) B L
PR Nessus MAENE MR TUH T 4R ERER K 55 2 B DT S0

HIEFEMIT, Nessus KERERZNAHERE, DRI WTIHDRE AT RE
Z BB IS HBR

“Application Test Settings”( “ M HFEF A% E")IE ATy Nessus A web Jil 5528 ISR N 23— 2 1% B AGHER AL
BZH. Nessus HEHEMEENZE, DASELFH iR N 2S,  FER B AT B kbsk 5 iRk 55 45 52 o

IR

Enable generic web
application tests(J& & FH K
web B R)

Abort web application tests if

HTTP login fails(& HTTP B3
R, B web SAHR)

Try all HTTP methods
ZWRFTHE HTTP HX)

Attempt HTTP Parameter
Pollution(Z HTTP S%i5 4
i)

Test embedded web servers

(AURBRA K web R5543)

N H

NEH

N H

AEH

N H

| suzE | we

R AL F -

# Nessus okt HTTP &3 Hiw, TIA G SET Web Bl .

1Z IR TR SR Nessus [5] ] 48 FH “POST i& K7 LANGE web 2 HLII o

BROAELL T, BRARE X AL, web B B0H A A GET K.
— BR3P SR A K B S AR P, BN R A% (KN PR e A
POST #30. MXAME M T A, (En] fe Rt K&
PRl UL THE RS, Nessus ¥ N84/ A& L GET M
POST #REATIR . XA E SR 1 5 2 i IR, (AT RE R e K &
FEAN T 5 (O 18]

2 3hAT web IR, 5 P 5 e AR N A R SR i e ML
i, BRI NE R A A B, — A IEE K SQL A
MR AT REB k(G </ target. cgi?a="&b=2", K T HTTP 3%
15 YL (HPP)IETR, 1R Al k(% </ target. cgi?a="&a=18&b=2".

IRA N web 55 S48 R F A1, AR S ERII CGl A, thAh, 134

AT BE 2 2 3 R A\ 20 web AR 45 4% 37 15t B il IR 45 TCM B . Tenable
]
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Test more than
one parameter
at atime per
form

(FIR XN R A
HATZ N SHN
)

Do not stop
after first flaw is
found per web

page

(EANM RIS
B2ZiE, %8
#)

e A

NEH

AL web 5 58 5 oA web S5 B8 i ik 50
AT

IZEIVE B HTTP iR 2 BUE A & . R i TS, BRI =]
AR R S8 A R AR G A 2 R AR = B, 2 “b”
Fic” A HABE R, Nessus # 24ik*/test.php?argl=XSS&b=1&c=1", TMLH
MR G IR A R /N AR R B R T 12

& R R DA 0

Test random pairs of parameters(MlliRZ £ HIBEHLT) —1Z T 2 BE A LS &2
BENLZHON A G o X2 BRI 2 D SR R R T %

Test all pairs of parameters (slow)(MRX AT S H0-1508) — ZMEATE &R
18, HIL “B—{H” WREARE. DR ZSHE, e — Bt 75
H, RO NRARR, RE AT AR B —AME. tbln, Nessus
2R test.php?a=XSS&b=1&c=18&d=1", R/GTEARALE, H5—FHIRML
d R, O HEFE I BT A TR (RS B R R BLI), DA H A
AR M. ERMIBERT, U R B —AME R,
Nessus ¥ Al i “/test.php?a=XSS&b=3&c=3&d=3".

Test random combinations of three or more parameters (slower) (Ji{ =LA
RIS EA, Bl ) 2R NS = AL S A S . XL
MRS HOS AR H T 2T = i3 =28 2 AL & o618 N web
T2 FE 00K ]

Test all combinations of parameters (slowest)(MliTE SHA S, HE) -X
MR IERAEMAA B R )G, 780 W I w] B 2 777 8 4
Bro 2P BN I I 6 S — AN/ R B SR A AL B B B A 2
B AT A8 ] — A 7 B 0 B SRR AT Ik XA 7 i Tl RE 7 EEAR
I 8] A fE 76 o

IR IR E & 2 — N R e I . & T2 ARG, KL
XSS WG A2 HF R SQL IEASERSKIEN, HERIERET
“thorough tests(JEMIR)", T T-7E45 7 It I R BE MR 28 200 Sk e %2
SREC— MR IR, LM R R (n . XSS,SQL 454%), 24
AATTRE AR (R ) B e A IS, A I AT Be AR Ay o N RLHE A DY AN I T
Stop after one flaw is found per web server (fastest) (4 web iR
BRI —A R A LR R) —— BLAE web RS & PRI
o] I, Nessus W5 L34, FF e mont Hsthomg C ) 75— web iRkR% 2%
BEATHAH .
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URL for Remote
File Inclusion

(TR
URL Hhht)

Maximum run

time
(817
4357)

(min)

i Te) B KA -

http://rfi.nessus.org/rfi.txt

5

Stop after one flaw is found per parameter (slow)(H“SE K
o] R 5 5 IR -58) - — B CGI S5l Rk I — ) @ s (b
XSS), Nessus ¥ MR —4 CGl TR —NSH8, s F—
ANEHI CGl, B T — i LR 2%
Look for all flaws (slowest)(F4RFiF b -5 18- A& KT W
L ] AR AT B, IR AN AT DA AR — AN R R R
o —MIEH T AHESF
TEIZ AR SO EL(RF)I A 18], 1208 T4 s 72 AL ST
e BRANEDL T Nessus Kl — A~ % 4 3CfF H Tenable ) RF
MHK e AR BARACTC IR B E IR, JUWE H — AN G SO LA
AR 13T RFHIA

IR TVE BT web N ATIIAAE SIS [A]. BRI 60 24 @M T
JIT A S LR 7 O R R CGT o 414 A b ) 2% 16 A 5 /08 I8 FH R P
T H S AE AN/ A TE R SR T A KR N PR ) R i ] RE 5 2
EQILIEI=R

1% “Windows” (T 1 )Ze I 5o VR U 28 2 114 45 10 el o
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http://rfi.nessus.org/rfi.txt

A S B H AR SMB JEH

- EVCE ST
Request Enabled %% % T“Requestinformation about the domain”(Z#] SMB /5 &%, ¥

information about

the SMB Domain (BR) TR S 3 B AEAS B .

PAR i B R 2] Nessus Mz - AR E A HE R 4t

B "

Enumerate Domain “Enumerate Domain Users” (#2450 /7)€ .46 52 SID & B THAT R &I I H -
Users %o BN BE A K2 HEH .
(MR ) ZERME UG UID 2 1000 A4 1k; 4554 UID £ 1200 4N ik

“Enumerate Local Users” (M A F )= 5idi 2 SID Ya A THUT M AR A H 7
I %o BN E N B .

ZERAE TR UID 2] 1000 M ik: S50 UID ] 1200 A Ak,

Enumerate Local Users

(RCEEA L )

“Malware” (¥ = )& 1 o vr & Ta & — M4 1 MD5 #1031 413%, Nessus #8 F oy ARG R/ /248, JEH —4H0
HIAT A LA R 4R o IX AN B SR AL B i R SR AR PRI 7 5 X% B 2 47 (Plugin 1D 65548), H IRk
1 Tenable (1% ZEFEF AL 4#f+(Plugin ID 59275).

0 T
A ELAIR MDS BT LU — S0 S - ft, Sk 455 MDS Mgl

Provide your own list of - "I DIGRAS EAL SO IR IR (T i) . SXRE ARSI R A — Mg 5, SR JE b
I((gﬁ\;ng ga;gziﬂg;? :AGDSS MREAPRSEI . WFo BT I R EVE TR, SR 34t 7 — MR+,
ﬁwu[;fgyu%) FERAG LI TREE R o RERTEICS ) B A 5 (U0, #) B 132 5 ST DL 1 1t £ A A

FR Ao

WM CANEF ) MDS 18 T BLE R — NSO A%, e 5 47— 4> MD5 %1

Provide your own list of

EnO\rl]vn good MD5 AT LORAEEAS A% SO A (R B 8 IR (AT 353X I AE B e s i —ANIE 5 R 5 n
ashes e ‘ g i . — Ry

(R T BRI R iEA) RS2 . T xtH *mﬁ4TT3%HT$i§§U4£17 VCHE, j?ﬁf%? MEIRTERS T,
MD5 BXHI1513) R TR s b . bR RO S B AR 55 (0 #) B T 125 A AT DL B s 5 A

bR i

Nessus ¥ R4t EHL 2RISR (Flin, 464 ID#23910 #3245 1K) Windows &4t
e e wliielen (ENTHREE") o XAIRTRFAR AN E ENL TR SO, 2518 NV
(FEVHABE) 7f Nessus FHH 4 20, AHRH . 1230 — N7 — > LA 1518 1) SCAR S

4.
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®&

“ Report”(# ) LIRS M 75 R 2R BT 3

“Report processing”(FRFEALFE) % 15

IR BiEE |

Override normal
verbosity =
BEHEIEFRITK)

Show missing

patches that have

been superseded (& R

7 CE AR & b AEH

T

Hide results from

plugins initiated as a
dependency (Bagiik JRH
WIEM R BISER)

SRR T S B

Pi B3
“Ihave limited disk space. Report as little information as possible”(F AL
ZAE R, R RIS BRI S h R B R E S, DA X G2 =% (8]
f- A
“Report as much information as possible” @k & R it £ ()5 B )G AR S H iR At E
Z BTG R .
IR AVHE R E Nessus, S AE RS 6 & sl Bl R TR B BR
e HEmE e AR T AT PCI 2SS R BRR (1 SR, 75 M2 T BR A A2 5K P4
e

AR R IR AR T, AR R PR AR E . F AR T AR AR %
RHNR, VEHOE I honh R R AE .
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“Report output”(#h & T H) ik W2 5w i & 45 1

5 lmumr | wm

Qél_?v;/CL;sners © SRS T e 1 P A B R i AR BR 25 H o S4BT S R El At B TR B X
i ‘ g \

AR L B = e S SO

ID‘ésig»n-étE hosts

by their DNS copE | R AT 1P b

name(¥g & EHLH

NNIC A7 #e\

Display hosts that
respond to ping TR TEFRIX AN E TR TE A 5 AT 8 %)) ping B BE 2 AL RE
(A ME ping K

R 2N

inrese IR BT, LB IS ping RIS IR A A B LR % 4
unreachable R H .

hosts(BaRAA L e

R IET

“Advanced”(fZILED)) 2 TSI BRI, DL ST GRS % ] TR B 3 H A
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“General (1 %) & 53— 0 B #f 7 AH O B R AT e I

Enable Safe Checks R AL TR AE F A T e X I R AL A A S 4 1

(R ZEME)

Log Scan Details to 7f Nessus k%528 HE (nessusd.messages) ARFEASMAFATELHT, BIEHHM
Server(fR&HBIHER ABHA JEBN, AEAETER, BOE WU ANME IR . AR AT TR R E 1
H405) I RO, DL AL

Stop scanning hosts FiEHIZI, — H Nessus falll 3 EHL O AR PR E, Kz bHaH. X RE

that become

S SRR T e PR P S R A PR, 2 9 4 R 25 P A WL L L, R
the scan(ibasiars MEA  scapiml (B, 1DS) CIFMAIRIENRS . AhaE R EHL IR A 0 0 B 7

FHE R 28 R RHE Ve b g
S A 2% b () R I R AT

ERINE ML R, Nessus #2 IP b7 R FE 4. anSik b, Nessus ¥ LABEHL
Scan IP addresses (NG LI o IR AE KRR, BBt 2 B4 e 5 T RIE R 2
in arandom order R - i
(EHBENLIE S H %@ :
P Hudl) 2013 4 7 AR, eSS TSR - TR, X RS REHIESA

FIFs 1P 2T To R

“Performance”(I':fe) Wi Bhiz hl i AR M HcRE . B0 E — W4, R 18] A0 R0 2635 3 51 RS B ™ BRI I, JX
BB I AT fE

R EEN,
IR |ﬁ%&§|‘%%

Slow down the scan R E % B B A P 45y e LB B S B, DOBHfE Nessus #3211tk
h k

AU Fpp | TR MERWE, Nessus FUHb AR R MG, — B
gﬁﬁ%ggymm%% PHIECIE, Nessus 2 [ 30 UM AT FH 2 8] 190 25 45 55

fiti Nessus A DAL CPU MUHAl ] ARIZ 1 A2, I AR R 48 i fl i %

Use Linux kernel

congestion detection ANEH Nessus ¥ ia 2 20 R AT R 2 1N nl FH 5. EThae A T F T8 12
(BEA Linux WEHEERT) Linux _Ff#) Nessus F9##1%
Network timeout (in . BINEE NI . X2 Nessus #5547k B AL M SR PR, BRAEESR1E
seconds) (&8 i -#5) FIAEE. R EERIEEER, B RS E R E B A E KR
Max simultaneous 120 B R T RIS AT RS EAUVE LT, Nessus FEOCKE AT 1 K AS £
checks per host (BEANE 5 $h
PRI EREE) ’
Max simultaneous hosts s L . e e
per scan(HHBE ENHE | 30 LW E R T Nessus AL [E I 7] DL E LRI K E0E .
KE)
Max number of
concurrent TCP * Z VB RS TR FEHUES TCP &k KR .
sessions per host(EH&
RIFR TCP &iEH)
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Max number of
concurrent TCP
sessions per scan X

(@BANEH TCP &iFMB K
HEHE)

XA TCP Tt It ] 1 AEA0 A SYN 9 8% e 28 A& 1 B i 4L
B (i, AR E Y 15, SYN Hfi# G B2~ ki%k
1500 M dlE )

BB RS TR R R TCP &if R AM R, ™Ay 2%
HLo

W T35 AF Windows XP, Vista, 7, and 8 =41 ) Nessus $94
1, BE IR AAIE 19 BRUA T, DLEUSHERLSS 3.

Ty 5T General settings (B B):

3 i

Enable Safe
Checks(R %4t BH
25\

Log Scan Details to
Server([REBHHE  ABH
FHAT)

Stop scanning

hosts that become

unresponsive y =)
during the scan(*}

ST W L

Z A AR A F T AT REXTIZRE AL A AR A 14

LRAFAIMAREAN T T Nessus R4 %8 H & B (nessusd. messages) , WIGHGELEN
K, HFRISER, BOE R —ANMEE g R . B A H BT H AR E
A% A FH B4 AR AT R 1 AL .

R AL, — B Nessus Al 2 EHLALAT R NGB FEREZ 1134 X AT REFEL
EEFRL AR A 7 R N, AR S A AR EAL O bR, 5R
gL (BN, IDS) CITARRHIEMR S48 . ARELTMIX LA 2 K H AL ZE )
FE M2 i I F A IR 3T 4
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Scan IP AJEH ERINIEOL T, Nessus Kid% TP Ml i 51 My 3EAT 3948 . G SR 20 e B,

addresses in a Nessus HBENLE  HEMEHFIR. ZEREFEREI, 85X B2 KA K45 E
random order(¥ -y
B 1P i) e RS B R AT

TH%T5E LT Performance options(#:AEZEIR):

E T

Slow down the scan

Y 2 I 2 PR ESHE AR D 28y i PR BN RE RTINS, XK Nessus Al 21 it B0
congestion is detected = & Ko WRKMEF], Nessus AN AT HHE R LUE N MEEHE. —BHIMZED
(4RI ) ) 445 $7 2 B Uk 2 Z7HIB, Nessus 2> H 3l - A8 F AT FH 2 18] B 9 288 75 5
Use '—i”tl_‘x kgrr:el ; fd7 Nessus FJ LA #% CPU FHH At A RIS (E I ZE, FAH N 48 k4 id 2%
congestion aetection WU 4R 2 Rl ge LSS B, B H i
(S F Linux P & x T:eﬂzsnzi:zs E#ﬁf‘jiﬁﬁ AIREZ MR R SR DIRE T A T3 7E Linux
3 ’

Network timeout (in BN E AT . X2 Nessus RrEERrR B EHLA M I R, BRI 5
seconds) (M8 -) ARE . WIRETERHISEIER, & ReA B E 2 — N KR H ).

Max simultaneous

(&)

checks per host(#a4%| 5 1Z 15 B PR T R B AN EHUVEF LT, Nessus FHAFACKH AT IR & H = .
PR KIFRREL)
Max simultaneous
hosts per scan(#&4% = 30 Z B RS T Nessus FARIAX RIS AT LAFAHE B FE ML K I R B .
PRI RREE)
XA TCP itk Witz 7 &P SYN a8 i 28 R IE M

Max number of g i, R RO B OV 15, SYN s 2 = K%k
concurrent TCP 1500 M E )
sessions per host x
gm%ﬁ%ﬁ TCP &if R E PR T A EHLEE ST TCP 2 (5 KSR

)
Max number of x ZRE RS TN AR ES A TCP &1 AR, NeHi T 20+
concurrent TCP Hlo

sessions per scan

@A TCP &WEHR e . i
KIRER) Xt F##/E Windows XP, Vista, 7, and 8 F:H1 1] Nessus $34

0 B IR AAIE 19 BREL T, DABASHERIZE A .

Bk R EE

it A AR BB AR R RS 20 ¥ 8 R AL PN (2 5%, HBiE R A BI P S B8 B %35 (BYOD) % ME AR 1K
HIm Al CARZIRE A . AR ERIE A B, WAVE FITE S 5,82 3 B3 R i AR B A R P46 . fERCLE5 L
TR FERDERALT R ER, Flinmib g sgsh. HH b, WA 7T Rl 2l USB ERHITH, X —F
] BEATE 2 B i A AL o

T R EER BB I A — EERAEM S L, FrUVA I s ok BN th B R e AT, A U7 0T LU #2 2)
WEIERBIMEiER. —RAFABR&SE (MDM) #&i4il4, Hma s hBahd&mmReaaE L.
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KPR VE R A IE SR ) R R A A A IR R, IXR & EH 2 — NS MDM 2R A N4

—ANFEEF TR R B Exchange IRSS 283K IR &E B FA b, Frfs BATIMAMZ 1 51 THOK B C#3)
WA ERAE RGN AR B R IR F 3] | Exchange M55 88 . XAt 7 —MNEERAMER T, PSRRI & R A
TERGRA . HT Exchange x5 #4422 HE N, X5 BV 2 B dit EA2nl B (HIXMOE R a2, xR
Fr kA3 6915 B LE A MDM 3R/ DR L

{8 FH Nessus Manager(Nessus & 3 i?), Nessus 1“3 5 8 1l F AL 7 IRIUE BHIRE ST, XS BA R E MDM 1)+
HEMER, A Active Directory It 55 2% L1k B MS Exchange k%5 % LIIME R . BT, XEEE B EHESER iPhone,

H I iPad,Windows Phone, fil Android & & 2 IR AME B, WA 7Ed £ —4 (365 K)H“checked in (] \) IR #E -

o Nessus FH LA R 15 15 BIFS 5 % 4 5 B IR 55 2% (MDM) LA R )45 B o 188 D6 Z0UHF (15 A i 14 4% BHLIE X 28 R G i
HET Nessus 1313, LA, Nessus U2 IE T %f Active Directory Ak %5 #i% 10 BE A IE (W 5k BE 7).«

BRI 154, Nessus WZNfC B 5 AR 55 85 FIAH X FHUGLF I S 3ES 2. BT Nessus B #2178 HAR &5 25 AE,
FAIHE € NI AS 75 L B 30 R

BRI IESS
NTRBB R RS, HEIE— MR, IRk Mobile Device Scan(BE B & ) M 1 . A ZRIN

TR R ARG BIF A s QI A RS . 8 T I8 SOV IR S KR L 3 4s R JF S A SEIE LAYT M R 3 i &4
2
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M Microsoft Exchange 45457 7] 4 1¥) ActiveSync [FI2E 434, Nessus ¥ M FHLkG R LT 221 365 ROAHEHHIE .
Plugins (3 ) SRR L1

T 5l v 4 1 S T LA “Advanced Scan (i) ik a2t

B &S TR S 2, S I IEEIF @S 1E “Credentials(FEiF) 7 #2580 “Advanced Scan (i Z34)" ()7 hx i

“Mobile(Fa)ist) " T SUAERS S A0 1 5 0258 2 o (5 R 75 B B 0 0 1 S 0T R
Fii
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BEngFEEIEH

“Apple Profile Manager API Settings”(GE Rt & A LSS API % E), “Airwatch API Settings”(AirWatch API % &),
“Good MDM Settings”(Good MDM % &), L1} “Mobilelron” EHL A AT E it Hi ] KBS B . HAb R4,
Nessus AL RE 217 )15 & B FEAS(MDM) SRIRHUA &5 B . MiX kAL B 5, RIS ZR B s BP0k
4 AT LU H Arocalhost” (AL FEHL), %SRS ATIAR 2 1Al E] MDM JIR 55 #45 3KEUE B

Policies > GSettings Credentials

CREDENTIALS ACTIVE CREDENTIALS

* Miscellaneous

AirWatch
~ Mobile
Apple Profile Manager AirWatch Environment API URL
Good MDM
Port 443
Mobilelron
Username
Password
APT Key
HTTPS [ )
Verify SSL Certificate v
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AirWatch

“AirWatch” e ¥ Nessus i fi HI 45 & BB IERT API key RZH AirWatch (5 AP, 2T B Sl & 15 2. 128k
AEASEERAET 0 A0 b i B AR o o SFT DL @ W ha 2 /9 SSL,  BLRIRHIE SSLEFRiE(E .

BT BRNE HiEA

AirWatch Environment B o N i
API URL (AirWatch ¥4 76 X BV i i %% 2% API ) URL. X2 — /MU EHFR.
API URL)
Port (¥ ) 443 Nessus 5 Airwatch i 5 (K1 2R A 11 .
Username(H /7 43) T Vi iH] AirWatch IR 1 4. X — AN TR HI 7B
APIKey x Vil AirWatch [¥] APl key. X f&— AN FE 7 EL.
HTTPS =)::! i HTTPS, TMAZ HTTP U1 AirWatch. 1% 0% &4 .
V 'f L N N > Y
Certfioats R il SSL i AT
(I&F QQITFHEN
FERNEE X HETER

“Apple Profile Manager”(GEJ (L B S48 7 %) 70 Nessus BHISE R S FRASAR S5 2%, DAKCZEIE M4 L HSE R
i0S %% (4, iPhone, iPad) . i HIFPAIIRS 2858, Nessus BN CHEH B E, THREER. A4,
B SSL KB G AT ik, I8 SRS 2s i &5 B (A, NGkl BE RS EHE R .

Policies > Seftings Credentials

CREDENTIALS ACTIVE CREDENTIALS

* Miscellaneous Apple Profile Manager

~ Mobhile

AirWatch Server
Good MDM
Port 443
Mobilelron +
Username
Password
HTTPS [ )
Verify SSL Certificate 4

Global Settings

Force device updates 4

Device update timeout (minutes) 5

Save Cancel
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http://www.air-watch.com/

fic & Apple Profile Manger [ 35 41 T

I mRAmE | e

Server(f}4%5%) % SER PN E SO E AR RS B L FR . R E—DMURRFEE.

Port(# M) 443 Nessus A Apple Profile Manager {504 2 1 5t .

Username(f 2 4) % 117 Apple Profile Manager [ 4. X & — MU H 7.

API Key % 5] Apple Profile Manager ] APl key. iXf&—AN 3 7 B o

HTTPS BEHE i HTTPS, 1fiAJ& HTTP i Apple Profile Manager. X% .
Verify SSL Certificate ) I84F SSL B4 otk

(Bl SSL iEF) a

%I Apple Profile Manager(37 2R ({0 B SO PR ER) 142 R I

o ESSEL

Force Device o BT R ] E SR Apple Profile Manager Sz . .
Updates(RHIRATH)

Device update timeout ) .
(minutes)(REEHEH | 5 LI Apple Profile Manager S8R frIFR & .
-5
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Good MDM

“Good MDM” 70 Nessus & Good AR &5-%#% A I A2 R 5h % & IR B AR S %815 5., Nessus 36ilF
Good k%5 %%, IEHEBRRK&ES. FER, EETLLEHEE R SSL LI ™) SSL E 56 IE Rk S2 il

Policies > Seftings Credentials

CREDENTIALS ACTIVE CREDENTIALS
¥ Miscellaneous Good MDM
~ Mobile

AirWatch Server

Apple Profile M.
pple Profile Manager B

Mobilelron
Domain

Username

Password

HTTPS [ ]
Verify SSL Certificate v
Good MDM F e E L 4 T -
I | sinwE | v
Server(fR% ) % Good MDM fii %5 #& ) 4 7 . X2 — ML HRMFE.
Port(¥ M) % Nessus &l Good MDM [ BRI\ kit 1
Domain (%) = Good MDM {3,
Username(F J* 4) X Vi) Good MDM R P 4. X2 — AR F B
Password (275) o ZROHEAT I FH 7 4 BT i IO 2 1
HTTPS Iy ML HTTPS, 1fiA2 HTTP Vi) Good MDM. 33X H4 i i 4% .
\C/Z?t%csailé 5 IAE SSL iiE 1 ek
(B8 SSL iE$)
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http://www1.good.com/

Mobilelron

“Mobilelron” 73 Nessus & Mobilelron i 45 2% #5125 R 8% & (40, iPhone, iPad, HTC, BlackBerry, Android).
fEFHUEB RS 15 S, Nessus {f /]S 5E API i R BB & (5 BRIk S 25 [FIFER, @45 w LUl FR € SSL,
5| B RS AR EE SSL E i sm e At

Policies > Settings Credentials

CREDENTIALS ACTIVE CREDENTIALS

» Miscellaneous

Meobilelron
~ Mobile
AirWatch Mobilelron V5P Admin Portal
URL
Apple Profile Manager
Mobilelron Port 443
Good MDM
Username
Password
HTTPS .
Werify S5L Certificate v
Cancel
Mobilelron BT 1T «
TR mrnmE | v
Mobilelron VSP s V717 Mobilelron VSP Admin 31 URL. X & — AN T 7 B
Admin Portal URL
Port(# ) 443 Nessus il Mobilelron BRI %5 .
Username(f 2 4) % Vil Mobilelron (A /7 4. XA —MIATFH T BL
Password (&) F 2 HEAE 14 P 42 T I 5 7
HTTPS E}Eﬁ J#Eid HTTPS, Tfﬁﬁ% HTTP Uﬂ"ﬂ Mobilelron. ﬁj%bﬂ%j@%o
Verify SSL Certificate | J&H Yl SSL Uk oA Al
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ADSI
Nessus i 1] AR 20 A [F) 20 2 R sh v & & A%

Policies > Setftings Credentials
CREDENTIALS ACTIVE CREDENTIALS

~ Miscellaneous Good MDM  Domain: tenable.com, User: admin

ADSI

ADSI
¥ Mabile

Domain Controller
Domain
Domain Admin

Domain Password

Save Cancel

“ADSI” o1 Nessus BN FEIP RS #%, DAR 2 2 7% A L7 Android B i0S ¥ #&&EH: . M HIEBARS3EE,
Nessus R EIE R4 (A& Exchange %5 4%) BELEEHTERESE R . XANINEEAT ERUEM im0 _F A8 e
Mg . FERN A& TR B L .

ADS| it B kI R K

B \ Hhid
I ] 2% SHAS [R5 H 3 1) 2% 1) 42 FR
% FhAFEIE R Windows 144 F)
BRE R 5EH R4
B
L5 ) Y

Nessus X3 #F M Exchange Server 2010 1 2013 3k#3# 35 .. Nessus A HEM Exchange Server2007 £
%{%‘1%\0

HTEE

Nessus Manager A] LLFI I ZL1E M4 T2 . IBM TEM. Dell KACE 1000. WSUS and SCCM #h T & Bl R 4ot} T 1] it i

fii /] Nessus F3 A IEFSBEATHN T o 1o SXLEAh T8 R Gk AT LAFE R A0 R R U P L, 72 E IR Rk
2

70




3ZHL: “Symantec Altiris”, “IBM Tivoli Endpoint Manager (BigFix)”, “Red Hat Satellite Server”, “Microsoft SCCM”,
“Dell

KACE K1000”, 1 “Microsoft WSUS”.

o T 45 B0 5 R AN T I I e 1 R G 23 TG B B N T A5 B A S0 agents .

IBM Tivoli Endpoint Manager (BigFix)
Tivoli Endpoint Manager (TEM) FJ LA IBM 24 5[ R 408 B R AEAME TP 704 Nessus Hil SCCV B &) TEM K
fe /1, DABGEH TEM BEM R GG LN T, JFilid Nessus Manager R T 15 E..

o WRIEBREFRD PR, HELEBIEZAS, FHEMMTEEAGRENEIEEITIRE. WR Nessus
RAEWERLRTI B RS, ERAEZARS LIVTIRE, JF2EE TEM fit .

® TEM % #4 C& MFEE FNIRGHIEEE, i TEM [514% 3 Nessus AUAE A 24 1 1) BORT HUE «
TEM i ] 5 1 Nessus fli k474

® ] & HE: Tivoli Endpoint Manager Computer Info Initialization (Plugin ID 62559)

® T #F: Missing updates from Tivoli Endpoint Manager (Plugin ID 62560)
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® kT IBM Tivoli Endpoint Manager Server Settings (Plugin ID 62558)

® T F: Tivoli Endpoint Manager Report (Plugin ID 62561)

® T EH: Tivoli Endpoint Manager Get Installed Packages (Plugin ID 65703)

IBM Tivoli Endpoint Manager % %5 %% fI3E 15 L i 1 H T TEM F6 0 15 H 1R,

“Credentials” ZZ #.91, i%&#% “Patch Management: IBM Tivoli Endpoint Manager Server (BigFix)” Mif4: T 732 ..

EFS

Web R & iR55 4%

Web #4555 0

Web & H 4

Web & &%

HTTPS

il SSL iEH

New Policy / Advanced Scan

Policy Library > Seftings Credentials Compliance Plugins
CREDENTIALS ACTIVE CREDENTIALS
- HErEmEs IBM Tivoli Endpoint Manager (BigFix)
¥ Database
- = Web Reports Server bigfix.example.org
¥ Miscellaneous
» Mobile Web Reports Port 52311
~ Patch Management
Web Reports Username admin
Dell KACE K1000
Microsoft SCCM Web Reports Password | esssssssssssssssse
Microsoft WSUS HTTPS [ )
Red Hat Satellite Server
Werify SSL Certificate '
Symantec Altiris
¥ Plaintext Authentication
Cancel
FhTEH TEM R4 8E
x IBM TEM Web #2 i [l 55 % 4 F5
7 IBM TEM Web 45 fIit 55 25 i W7 5 1
/R Web i & 2 6 - 44
x Web $ 75 6 BE 63 ] 7 44 5
JaH 2R Web #5554 IEAE (£ SSL
J& Hirh SSLAIE A4k
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LR EH IBM TEM IER T HHIEE T RPM F1E T Debian R AR S HE . X AIELIEATAEYE I RHEL. CentOS.

Scientific Linux #1 Oracle Linux, LA Debian Al Ubuntu. FHARIRAH AT B TAE, HERIE TEM 5553528, SUPEAR

(S ES

ot T fil e A A, A5 RHEL. CentOS. Scientific Linux. Oracle Linux. Debian fil Ubuntu 52 33811 408 G

“Patch Management: Tivoli Endpoint Manager Get Installed Packages”.

N TR THIhEE, AU IBM TEM 55 834 e 3. € UMb AT TEM,  IZFEEAII A S B da R, I

25 Nessus, WISFERERUIT . ETFAGHT, T HFISCARARAE 2] TEM 25 LS, JFH—A . bes ¥ fEdn 44:

<?xml version="1.0" encoding="UTF-8"7>
<BES xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Xsi :noNamespaceSchemalLocation="BES.xsd">
<Analysis>

<Title>Tenable</Title>

<Description>This analysis provides Nessus with the data it needs for
vulnerability reporting. </Description>

<Relevance>true</Relevance>

<Source>Internal</Source>

<SourceReleaseDate>2013-01-31</SourceReleaseDate>

<MIMEField>

<Name>x-fixlet-modification-time</Name>
<Value>Fri, 01 Feb 2013 15:54:09 +0000</Value>

</MIMEField>

<Domain>BESC</Domain>

<Property Name="Packages - With Versions (Tenable)" ID="1"><I[CDATA[IT
(exists true whose (if true then (exists debianpackage) else false)) then
unique values of (name of It & "|" & version of it as string & "|" & "deb™ &
"] & architecture of it & "|" & architecture of operating system) of
packages whose (exists version of it) of debianpackages else If (exists true
whose (if true then (exists rpm) else false)) then unique values of (name of

it & "|" & version of it as string & "|" & "rpm” & | & architecture of it
& "|'" & architecture of operating system) of packages of rpm else
"'<unsupported>""
11></Property>
</Analysis>

</BES>
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http://www.w3.org/2001/XMLSchema-instance

19T TEM #2546 JF &%

— B, sy “File” SCHITH, 28)5 “Import...”:

B Tiveli Endpoint Manager Console
File Edit Wiew Go Tools Help

-5 Import... Show Hidden Content #"¢
| =ty Export... m ] -
Preferences. ..
Change Passwaord. .. F l
Exit

Potential Issues (1)
BES Deployment Upgrade (18)
BES Companent Management (42)




FREIACE A0 P bes 130, A5 Hiidi*Open”

100 ™
R
grganze

Favorite Links

Desktop
Computer

Pictures
Musc
Receny Changed
f1i 9 Searches
publc

Folders

Vi Eews

j

Documents Isearch
New Folder
f ” Date I
e d modfied | Type I
1/243013
T 103 PM
" File Folder S
- 7/12/20U i
A 4:49 PM
M Fie Folder z
M 7/12./2012
M 4:49 PM e
1 File Folder
Z
b 712/
A
/
“ File Folder
u
n
M
u
h
|
§
4
B I BES Rles bes) |
1 O I ncel

J
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¥ “Create Analysis” X iEHEFT T, s H“OK”:

[ Create Analysis

Name: |Ter|ab|e

Create insite: |Master Action Site
Description |Propertie5| Relevance I

Create in domain: IAII Content
| - Zla|B ru|=EE|EEs == |07
Description

This analysis provides Messus with the data it needs for wulnerability reporting.

® Click here to activate this analysis.

V¥ automatically activate this analysis after it is created.

[K I Cancel
g P
ALY, R LA “Hide Locally” , #8)5 “Hide Globally” MAREIH#2FR, DLk G iR L
Analysis: Tenable &
C&Ach’vat& @Deacﬁvate | # Edit =2 Export | Hide Locally Hide Globally” 3 Remove
This analysis has been locally hidden.

Description | Details | Resuits | Appiicable Computers (7) |

Description

This analysis provides Messus with the data it needs for wulnerability reparting.

® Click here to deactivate this analysis.

KPR G, B bt — B ] CIRAB RGNS AR SR Rt B e S . /R0 DUl /4325 FF“Applicable
Computers” 115 H AL A 2/ S 1H A ERHR .
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WSUS

Windows Server Update Services (WSUS) 1T Microsoft & ¥ 5 8 iR A ME ML . Nessus F1 SCCV H A 7 i)
WSUS e/, PASRIEH WSUS & HLK RS0 e f 240 T, JRilid Nessus 8¢ SecurityCenter GUI /b T {5 E..

o WIRIEBIERD MRS, EXNLERIEZAS, FHEMM T EEARAGRENEEETIRE. WA Nessus fiE

BERFI ARG, EREZRS LHITIRE, I 20 WSUS fith .

® i WSUS 5 WERFEE NG IEEE, [n11% 3] Nessus HAEE =4 Al 1 ol 54 -

WSUS f# Fl =/~ Nessus ffi{43E47F1 5
® N WSUS Server Settings (Plugin ID 57031)
® M Missing updates from WSUS (Plugin ID 57032)

® N1 H: WSUS Report (Plugin ID 58133)

WSUS F#1E % TAELFiFR At WSUS iEH . 1E “Credentials” &I % # “Patch Management” , #XJ5 “Microsoft

WSUS”.

New Policy / Advanced Scan

Policy Library »> Settings Credentials Compliance Plugins

. .
Cloud Services Microsoft WSUS

» Database
»
Hoet Server
* Miscellaneous
» Mobile Port

~ Patch Management

Username
Dell KACE K1000

IBM Tivoli Endpoint Manager (BigFix) Password
Microsoft SCCM HTTPS

Red Hat Satellite Server
Verify S5L Certificate

Symantec Altiris

» Plaintext Authentication

Save Cancel

wsus.example.org
8530
admin
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IR%-58 % WSUS IP Hhtik 5l iR 55 25 4 5%

] 8530 WSUS sift [ IEZEIZ 4T (8 % TCP 80 & 443)
P4 x WSUS &3 H J1 4

Y % WSUS & 5 51 %5

HTTPS J=1::! R WSUS 55 IEfEi2 4T SSL

Ik SSL iEP )=l il SSLAEH A %k

SCCM

System Center Configuration Manager (SCCM)#] )\ Microsoft & B 5T Windows R4 KM4 . Nessus i) SCCM
M55 wI6e 1, LABSUEH SCCM EHL R4 5344 T, Hilid Nessus 8¢ SecurityCenter GUI s #h T 15 E..

o INRRILRAERE ARG, HELERIEZAS KM T EHERAGHREA AR E TR E. R Nessus
R IER B AR RS, ERAZRE EHITI A, 208 SCCM firth .

®  SCCM Hes5as WE MHEAE BN HOKR, IR I8l Kl X REAT D0 =4 A 10 s 2udi -

® Nessus E#HF|iZ177E SCCM ufi sl g5 #s (40, UEFLAVEXT SCCM kg5 A R, X EkF%E 57 SCCM
A HE AR P A BT LA A /2 SCCM MMC i)« 1ZIRS5 4318 7T LLZAT SQL #id sl SCCM Hpi
M55 G . AR BRI T, SRR TR AE — D A& T, Nessus WAUERZE| SCCM fikgs 4, AR
SQL 5 SCCM flx 4545 -

o Nessus SCCM #h T & #4432 £F SCCM 2007 Fil SCCM 2012,

SCCM HATH# 1 H VY4~ Nessus plugins:
® N H: SCCM Server Settings (Plugin ID 57029)
® T H: Missing updates from SCCM(Plugin ID 57030)
® T SCCM Computer Info Initialization(Plugin ID 73636)
® (N4 SCCM Report(Plugin ID 58186)

SCCM ZR 4G W ZiR AL FE4E LIE SCCM 193 1IE% T4F. #£“Credentials” ¥ T T k% “Patch Management” %X J5
“Microsoft SCCM”,
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Policy Library > Seftings Credentials Compliance Plugins

CREDENTIALS ACTIVE CREDENTIALS

¥ Cloud Services

Microsoft SCCM
¥ Database
— Server scem.example.org
¥ Miscellaneous
¥ Mobile Domain example.org
* Patch Management
Username administrator

Dell KACE K1000

IBM TiWIi Endpoint Ma“ager (BigFix) PESSWOrd SRR RRRRRRRRRRRRRRRIRRY

Microsoft WSUS

Red Hat Satellite Server

Symantec Altiris

» Plaintext Authentication

554 I

Server SCCM IP Hitibs R G 7 4

Domain & SCCM IR %525 10— 4
Paran =

Username SCCM EH A 4

Password SCCM & H i1 % it

Red Hat Network Satellite

Red Hat Satellite /&3 T Linux [ &% LIRSS 4. Nessus fl SCCV AT PAERAE 1, DLEIE T RS R
GRENT 23 FTRA, @ Nessus B SecurityCenter GUI &4 T 15 & .

H4R Tenable A3 #F, RHN P21 5 Spacewalk %5 #%f! Red Hat JFJfk A T1E. Spacewalk f fg /1% #LTE

Red Hat (RHEL, CentOS, Fedora) il SUSE %1l LR A . Tenable SZ#F Red Hat Enterprise Linux [FJk 45 % .

WRFIEREGER N ARG, HELERIEZAS, Fa NN T & RFGRENEIEITRE. 1R Nessus & REMEIE
BEIHRRSA, EBEZRA LTI, JE28% RHN Satellite 4t
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o TREIRSGSHMNERSTE EVRS R, & 5 A8 R aeE o 24 8 i mos £l .
TEFHIH 54~ Nessus ffiffiz17:

® )] ¥ Patch Schedule From Red Hat Satellite Server (Plugin ID 57066)

® iM% ¥H: Red Hat Satellite Server Get Installed Packages (Plugin ID 57065)

® i} T #H: Red Hat Satellite Server Get Managed Servers (57064)

® )T H: Red Hat Satellite Server Get System Information (Plugin ID 57067)

® ()T H: Red Hat Satellite Server Settings (Plugin ID 57063)

Red Hat Satellite R4tHIFEIFL AR LS Satellite KGR 2 IEH LIE. fE“Credentials”>% #. i Patch
Management” %X J5 “Red Hat Satellite Server”:

New Policy / Advanced Scan

Policy Library > Settings Credentials Compliance Plugins
CREDENTIALS ACTIVE CREDENTIALS

* Cloud Services Dell KACE K1000

* Database

* Host Red Hat Satellite Server
* Miscellanecus
* Mobile Satellite server rhs.example.org

~ Patch Management

Port 443
IBM Tiveli Endpeint Manager (BigFix)
Microsoft SCCM Verify SSL Certificate v
Microsoft WSUS Username admin
Red Hat Satellite Server password
Symantec Altiris
* Plaintext Authentication
Cancel
E »
o o= | s
Satellite server ot RHN Satellite IP 11k 5 5 58 4 %
Port 443 Satellite Jifi [ 1E/Ei2 17 (JE TCP 80 or 443)
Verify SSL Certificate )=)::] Wik SSL Uk i 2%
Username I Red Hat Satellite H1 )" %
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Password I Red Hat Satellite 244

Dell KACEK1000

KACE K1000 mJ it Dell & B 5 5 FIME&4ME Linux. Windows 1 Mac OS X &4 IR AFET. Nessus f1 SCCV A4 7
1] KACE K1000 [HJ#E 77, LA UE KACE K1000 ¥ R 402 3 223540 T, Hidid Nessus 8¢ SecurityCenterGUI 7 th T
=H

Bt o

IARSEIER AR RS, HELERRIEZAS, KBEAMAN T ERRGPENBIELETRE. 1R Nessus ZRENIE
EEIHAR RS, CRAZASG LHITIRE, JF 2% KACE K1000 fith .

® KACE K1000 MEMFEE MR AIEE, 3 0] 1 Edhs R BEAE D9 4 1 0 5 4
KACE K1000 {11 4 4~ Nessus #i {/F-#E 17 3 4i:

® kace_k1000_get_computer_info.nbin (Plugin ID 76867)

® kace_k1000_get_missing_updates.nbin (Plugin ID 76868)

® kace_k1000_init_info.nbin (Plugin ID 76866)

® kace_k1000_report.nbin (Plugin ID 76869)
Dell KACE K1000 #4iHIFEIE LR HE4T K1000 iR 2 IEH TAE. f£“Credentials” 3¢ #1 N ik# “Patch
Management” %4 J5“Dell KACE K1000™:

New Policy / Advanced Scan

Policy Library > Settings Credentials Compliance Plugins

* Cloud Services

Dell KACE K1000
* Database
- Bl Server k1000.example.org
* Miscellaneous
* Mobile Database Port 3306
~ Patch Management
Organization Database Name CORG1

IBM Tivoli Endpoint Manager (BigFix)

Microsoft SCCM Database Username R1

Microsoft WSUS Database Password

Red Hat Satellite Server

Symantec Altiris

* Plaintext Authentication

Save Cancel
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Server T KACE K1000 IP Hititsi R4t 4 . X — M F R

Database Port 3306 K1000 %4 e sy I 1EAEI24T (3% TCP 3306).

Organization ORG1 KACE K1000 ## FE I 2 FR . AR UG LT REORG” , FHAELE N
Database Name AT, 5 K1000 HdE 2E R P 408

Database 7o T 5553 K1000 BRI A 4. R ZBRIAN, WA e Xi. H
Username PTG T RER” o REBEZHLATHI B E AR, XA B8R,

KR AT B

K1000 Database I K1000 %48 2 F P 44 75 BRI B0 IE . X2 — N IEF B
Password

Symantec Altiris

Altiris AT Symantec & ¥ B AIEME Linux. Windows fil Mac OS X 240 AilfIF2/ 7. Nessus fil SCCV A fig Ji{#
H Altiris AP1 2 DLEGHIE 2 5 1E Altiris 5] & HE ) R4 4h T, i Nessus 5t SecurityCenterGUI s #h T 15 &

o MRALIEMEFT MRS, HELERIEZARS, RFAHMANTEB RGBT A WIR Nessus
RAEGERBI HIR RS, CRAEZAG LTI E, JF2NS Altiris i i

®  Altiris \WE L E T HLIRAT I EdE, iR (8] 19 Fodl R RE A v 24 1l 1 08T $odks

®  Nessus 4% Altiris T:H1 L1217 (1) Microsoft SQL Ml s54s (Blf1, MSSQL Hudfi & A JUR A 24, X
IR e e i A BUPR A 1E Alttiris MSSQL Hudie 3 A iR ) o e 178 AR 55 45 T LA Altiris #1876 Sl 1 3=
WL BT SRR IRE T, Nessus UAU%EH:E] MSSQL #¥i 2, MiAE Altiris f%548, WRMATRE—8
MEE T

Altiris {1 ] 4 /4~ Nessus 14

® symantec_altiris_get_computer_info.nbin (Plugin ID 78013)

® symantec_altiris_get_missing_updates.nbin (Plugin ID 78012)

® symantec_altiris_init_info.nbin (Plugin ID 78011)

® symantec_altiris_report.nbin (Plugin ID 78014)

KT Hiff: Nessus 1] DL IE 348 F Altiris $7 BUEN TAF B(S E,, AR FERC E .
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MACEMR Can b ATR) , fidi “Settings” 28 )5 “Database Settings™:
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itk SQL R& a2k B, JF HaEPEE 2. B2 Rk, BCE Microsoft SQL ARk 45 #3:

7E “Connections”SZ 5., Wik F“Allow remote connections to this server”, F—3 S Z|“Permissions” S H.:
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Nessus Fi “CONNECT SQL” Al “VIEW ANY DATABASE” & iFfit &k /.

Altiris Microsoft SQL (MSSQL) ## e i w4 AE Altiris 3948 1E% TAF. 7E“Credentials ¢ #. T L #“Patch

Management” #4J5“Symantec Altiris”:

Syantec Altiris Patch Management Scan

Policies > Settings Credentials Compliance Plugins

CREDENTIALS

* Cloud Services
¥ Database

» Host

¥ Miscellaneous
¥ Mobile

~ Patch Management

Dell KACE K1000

IBM Tivoli Endpoint Manager (BigFix)

Microsoft SCCM

Microsoft WSUS

Red Hat Satellite Server

» Plaintext Authentication

SBUE NN

Server €T

Database Port 5690

Database Name Symantec_CMDB

Database Username @ It

Database Password 56

Use Windows ]
Authentication

ACTIVE CREDENTIALS

Symantec Altiris

Server re-altiris-cms.example.com
Database Port 5690

Database Name Symantec_CMDEB

Database Username shadow

Database Password

Use Windows Authentication

iR
Altiris IP Hihbsk R4 . X2 —BbHF B,
Altiris 45 2 3 [ IEAEIZ 4T (@ % TCP 5690)
MSSQL $4 B Altiris #h T 15 B4 5K
Altiris MSSQL ##fs P&k K 7 44 . 1X e —Brb i B

i LR Altiris MSSQL #idfs e i . 102 — B 7 BL.

TR NTLMSSP #%5 1H Windows i &5#8, 75 LK A8
Kerberos
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REMEFEFEIE ST

R 2 HIEUEIR R4S Nessus (E kb T BT H, Nessus # ol HIlAT. A X0 EuEdn .

HHI0E R H AR e
IBM TEM

Microsoft WSUS
Microsoft SCCM

Red Hat Network Satellite
Dell KACE 1000

Altiris

WM ENL. LM T E RS E 2 M T EHARRIUET, Nessus ¥ LW FTH k2 MR, HAMR
RS B R At R K. {8 F“Patch Management Windows Auditing Conflicts” i, EAHLAIRN T8 5 R4 104 T HUE
S Ghg Biget. Fln, nBRREEAE HFR LN SCCM. IBM TEM. KACE1000 A1 WSUS #h T4 # R 4 48,

WRA KIS, Nessus #2774 DL N & DL M B 55 2

BRI A G AN T E B R GAAIEAE RS LA T B R GRAN T R EE . /2 Emi%t, /RATELE S, Nessus

ERF HRRGEASKEIE GEiE “Nessus ->"FR)

IRIERR, AN T B

Nessus th#E% M SCCM Hith T 25 (F “-> SCCM conflicts”
FoR) o ZREXEEAHN T N ZE S BoRTERE A . (ENE — TR RENL, Nessus &I MS11-049 §2k, {H IBM TEM
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ZIIREAIR M BN E T, ICREM ORAN T B AER IR . R A BRI MR, Nessus 2R ™ EAEH PN

“« |nf0”2&%lj

REFUE

Tenable & 32 #F VMware EfLLF & F1 Red Hat MV R 19 RE L S 4 B0AIE. R 2 Fhie 2 S ke 2 775, Nessus Rgfgxf
RSG5 — RV, SUSEEITEZ TG L —F . 4RI LA 5 S {4 R AN 75 B A A R, 245 B (i
IR S B T . I CE RIS AT E BT & _EERE RGUMFE P Eihk, m S B ER R eA g
WA IR .

VMware

Nessus 5 1% VMware {7 il & FPSCHF o 3l K2 5 A2 5 TAH O 1) 7 B A FE T AN AR S 25 B ANl 7= i A £ o
THOLT, VMware 7 i BRI S F4 1 2 72 ] HE S B — 2 R Ja R AT, B3 T 390 A3 T TP R 1) 2 56 2 435

Nessus BERIRIITESN K ESX, ESXi,VSphere il vCenter FEHlHL %5,

Nessus 7£ % J7 [ 3 #F vCenter. Tenable 7] BEMIZ & O R AT AR LA T i i oH A 0L, #b4h, 7E vCenterd.5 J¢
FERA T, Nessus iLREW il SOAP API (177 #1152 Nessus B HEF ESX EHLANT1EE

X+ ESX/ESXi, Tenable Jf ik A< A 2 1) 77 20k 22 b T B A B L(ESX/ESXi3.5 K mARAS) . W —ANkh T ELi A,
ERARS MW ERE, AT ATREIEPIRME], A4 Nessus 2R EIX G BN NS 2. XA R4 ESXi
WL vCenter |, L SSH [l L UEEE SOAP 2 111 77 2k SL e 1 »

A,  Nessus B Z FrAH IR 2 B 77 2Rk 2 e 1 VMware 7=, 3% Fusion, Workstation, vMA,fl OVF

Tool.
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it A SOAP API, AJijj A VMware (KRS 2% . DL VMware ESX SOAPI API 11755, R VFRiE 2 4 f1 25053 )
ESX 1 ESXi fR45%8. M4k, IRt n] PAZEH SSL iEHLGIE,

Username none 3 ESXiserver fF F1 4. W H I
Password none BB 3] ESXi server (250D, W HE IR,
Do not verify SSL Disabled ABAUEUE 52 B A vE
Certificate
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BT VMware vCenter SOAP APl F 77 7Cr 517 vCenter. & A )4, Y, vCenter FHL4 LK vCenter %4 15 . 4k,
PRATAT LS F HTTPS PLK A H SSLIE i 5:

vCenter Host none vCenter [ ENL4 . IHTI.

vCenter Port 443 Uit 145

Username none G F] vCenter IR 5 P 4. . WbIHIN
Password none &) vCenter Ik 55 5 (&Y. WA IH T
HTTPS Enabled it SSL 77 iEHE.

JLenty St Enabled RSl PR A 2

Tenable HAT#HEHt ESXi f—HMEka#. 25 81 2% “Nessus VMware vCenter Patch
Auditing Now Available” blog.

o AR, BOAAHL ESXi AR T  “ Rurme, EHXFENIKP IS4 21745 B B —NEEAKP
il
i “Global” -> “Setting” A PR I S T8 1tFo 41— AN F kg E , ESX SOAP API [ 5 iE £ 4 M FH o
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http://www.tenable.com/blog/nessus-vmware-vcenter-patch-auditing-now-available
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Red Hat Enterprise FE#l{£ (RHEV)
RHEV T2 44, %L M %, thah, fRERT 5 H SSL

Username none G hEE RHEV RS54 7 44 3T
Password none FhEE RHEV RSS2 . 3T
Port 443 RHEV fii 55 45 ML T 1 o i 11

Verify SSL Enabled BEIE B RS EER .

Certificate

HESAEIE

Nessus i A& 71433 & Fh & FEIAS B D RE R IR 55 A1 %, E0F5 IBM iSeries, Palo Alto W& [5 ki, X.509 IR%%, Fligz5h
Hgk448 0 (ADSD .Nessus gL B DA T 5 AE X LE AR 55 28 I AE R 5 AF ] )

o VMware ESXi, VMware vCenter #l RHEV are 7EA R4 E i HE
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ADSI it ZHRIEAE L, 504, DUR SR B P A4 M
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IBM iSeries H % —~ iSeries H ' 4 fl#44:

Palo Alto Networks PAN-OS 75 % PAN-OS Fi /7 4. %505 DL i 11, feAh, /R e LLEGAIE SSL E:
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i X.509, & ESLH M S EUESS, %)™ AL B AT AR B 385, LA RIS AR CA UHiE15:

23K B3I IE

e, W —AN 22 ] {E B 77 R AT H SO T, B P ] BATE Nessus il “Plaintext Authentication” (1) fi7 352 H.idk 4T
ANIAIF 224 71 IE T 2

XA DL Nessus H30 8848 F IR AR IEST HTTP, NNTP, FTP, POP2, POP3, IMAP, IPMI, SNMPv1/v2c, and
telnet/rsh/rexec. 347394, Nessus G G S4F F BT 72 A BRI S IR, HTTP GIEE R4t T EEA AR B R A e . .
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BRSC iYL

XFF FTP, IPMI, NNTP, POP2, LK POP3 FJIATIE X 75 FH f1 44 Rl i

telnet/rsh/rexec INEIRC B B X 7 EH P A M, (H2 0 DUl T 2R IRCE, SSYEIRIERN T & i R b —A
PrSCREAT .
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SNMPv1/v2c (R & Fo VRS community 52455 B SR 36 UE AR 11 9 4% 152 7% i 2 AT AR & 4 > SNMP

community.

Web R F##

XA 4 FAFPZET HTTP AER T 3 B3AE, ZERKARESAE, @ik WEB M %M, L& HTTP cookies KI5
. T HTTP logins 7 AL & 4 R c &

95



Login method POST BBl GET 8 POST 15 R #1478 45 1F.

Re-authenticate none S UEZR A I T REIR o 32 A T H0, BAIEE 5 51 A8 e AL
delay (seconds)

Follow 30x 0 WM WEB k552532 [A] 30X iR, W E 2T 2 Nessus He btz
redirections (#of

levels)

Invert Disable g i 1 il ik 2 F-40 B 6 DU, 40 4R 500 42 55 U Nessus IAIEARBTh, (4.,
authenticated d

regex “Authentication failed!”).

Use Disable  Nessus 7] A2 HTTP i 3 Skl i — A4 58 1 1E W 2Rk =X, DA BE 473 i 52 & 40 36 IE
authenticated d e

regex on HTTP R

Use Disable kit BR R XA KNG 1, XIET% B Nessus ZH5A/NS.
authenticated d

regex on HTTP

headers
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“HTTP login page” W&, #MLH & WEB &M FENNK(E E.

R 7R A, — N BT A AU

IR
Login page

Login submission page

Login parameters

Check authentication on
page

Authenticated regex

i P
WEB N % b FI 2850 4%, B0, “/login.html”.

“action”Z4(. By, &k <Form method="POST" name="auth_form"
action="/login.php"> ¥4 H# “/login.php’,

82 FINIESE (110, login=%USER%&password=%PASS%). 1% 4 £ Login
configurations” it & T IAIE(S E, %USER%FI%PASSY%H: BUA 22 Birdy A 1 F 7 44 1
T WURTE, ZAEITAT DR A8 IS L E RIS 8(Biin., —>“group” 4 FREE
Fofty o6 T & R 75 EHR AL RGO IES 2.

IR Rl 9 WEB DU 45t kA, SE4F 975 Bh Nessus B RRES, #1400,
“fadmin.html".

TE 6 5% GUTH] A 1R U 20A R T4 IEAS . i1 51 200 RESA BEIE I HAE PR,
Nessus £ ILACHI & 17455 . 41 “Authentication successfull”
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NT 71 Web B34, Nessus 7L A HTTP cookies. (1., web i1 % 2%, web /RHE, etc SCHF.) i “HTTP
cookies import” fi & Ii. A LL_EA&E—A™ cookie L/ H T Nessus &fifi—1~ Web M. X4~ cookie 3L %7ii/& Netscape
ks =K.

BRIA, BT AR RS (UL 506 K B ) 4E Nessus HPA= A1), SR SRIS SCAFLL _nessus SPGB RS AE -3 HE I R BR. —
BARFAIRI A0S 2] H AR Nessus Scanner, 758 F A /% 7 22 508 BC B 2% A3 MRS 2. KRR IR R I A 10 %55 i SRE 12
SN AT, B E AT i 5

o ANHEFER 8 FH B SCIAGIE T R an SRE (S B FE k3% (B140., viaa Nessus scan), AT BE 2 7E 9 245 H 4 gl . =
A8 I 1 B 4 38 UE ML

BHM

FEE R TEAR{E 182 I I 1 TR
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Plugins

“Plugins” EH fovrH S k2511 plugin 50 MG B IHEAT R € M 2 2 7.

it “pluginfamily” FovF (SR €) B A0 (KE) A TR 38 e — R A E Ko plugins #1J3%. 54> plugins AT ELE
I PSP F QUK 40 family o2 plugins 5% 1 46 7 15 5 I 75y “mied” B9 2 i3
5 plugins HRLFA. A1 “plugin family” 4 UTER plugins % M5 K512, 7 IR G0 LA ol 47 648

4 AMEETRAY plugin , % plugin FOHTtH (3 B (EHR P B, (oA R B T8 2 ARG 2 10 TV vl
ot 2 AR B 5 A 51T, SRR £ 5 R £ SRR 8 P s X1 D £ 1.
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7E plugin family BT i F T, 57T LG BE 2k A4 2 plugin (512 b 655 (i SEms , SE 47 (K45 F 85 HI BT A 19 plugins. 138
A FOVFAIDRL BZA% 4 1 R 8. 2 il e T AL ELAE — A 5 (1 SRS,
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R “Filter Options” #4161 & — AL JEAS,

Pt e g, 0 DL N R I T plugin families,. 23142 3 H plugin families.

BN g AR LRI QU RS R R . DB AT LU T any” fEAE A — MRk [l 3EAT VLA, 5 “ALL” &g
PRAELAUTBL. B0, an R IATARZL A sems, A B8 rTA I plugin,, SRATEIEE PTG AL FEAE T bRt
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WS RA VAR A — AN RS, P SR A LA R, AR BALL FEAINET 75 ML e I Bl 40, SRS 51547 2014
£ 1H 1 HERAMPFFET A CVSS5.0 BLET:

PRI SE BEBIR NGNS, middy Report Filters 30 .

A T i AR B — A SR, AR S 25 I T A plugins. £ plugin i 3 &%, 7E /R HE0E 45/ plugin HITEI.

— H5ERK, 84— plugin family [ Ff £ “Enable Plugins”.

M NEORR BRI RAT, Bl T HTA I EVBERER) plugine 4 plugin, @Id plugin BH7 1, AlA14s B 3 E A0S
1145 family 2 /5 . 4n family CLgE ] BUS REB OGP 5820, FLAE family BABKE B 30 EEH].

o U4 “Safe Checks” &I 4 F1 )3, “Denial of Service” family & ] —4% plugins AIRES SEM L b, {HE HE
&7 G HRRE B ERR L. “Denial of Service” family 7] P55 “Safe Checks” — 2 R (& 15 B AL & [ 1
plugin AN7EIZAT. #R1M, X “Denial of Service” family AN E N F 54 P~ A5 WX 4% BrAEZLEBIAT 4E9 HAR], BLE A
JENE T 53 PRI A8 NG R AR 1) 1) .

B SRR

Nessus & HUE T A] LUEH 4 FECE H A —AS, PCI AN HHE, E PCI N4, k& i, L SCAP &4
it

=
H
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B R

Nessus $ft 77— 22 Fl T 5ng & Ui v, /AT BLE € SCRIE R T SO IR i B R G, Bdla e, M iias, 7Fe, UL
Je H A ANV 2R AR R

5 “Credentials” &7 —#, &ML LAA —MERHE IR SR BCA TILE AN E, WAMRBA N A ZR

TRANSE B RV R b B A R SRS ST R P ORI 58 52 SRR I Ve o, B R P B RTS8 I S bR . IR
ek 5 AN

103



—BORAE T AN, F AT DT TS USRS AR 3T 1 58 S TS0 XA AT LA RE 3 Nessus BRINE &
T A TS, ] U AT E SRR .

FLEHAD A A SC BT DAL, IR AR BEAOME,  DAATT RO IR P K TS R SCR o U S0P AEREERAL T, A Tl
7€ M [¥] DISA STIG, CIS Fil PCI i #% 5 il (i H]
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M T EGE A RIS, i #d Policy Compliance Auditing(GRBg & #itE#11), 7EEIEESE 3B =%, Sonal K

EREIE I .

TR T A SR A NME . & %ESNIE LSS, 1EAE Tenable Network Security 30, “Nessus

Compliance Checks”.

AL
Adtran AOS
Compliance Checks

Amazon AWS
Compliance Checks

Blue Coat ProxySG
Compliance Checks

Brocade FabricOS
Compliance Checks

Check Point GAIA
Compliance Checks

Cisco IOS
Compliance Checks

Citrix XenServer
Compliance Checks

Database
Compliance Checks

Dell Forcel0 FTOS
Compliance Checks

Extreme ExtremeXOS
Compliance Checks

FireEye Compliance
Checks

Fortigate FortiOS
Compliance Checks

Huawei Compliance
Checks

HP ProCurve
Compliance Checks

IBM iSeries
Compliance Checks

| mwmEs

SSH

SSH

SSH

SSH

SSH

SSH

Database credentials

SSH

SSH

SSH

SSH

SSH

SSH

IBM iSeries

| e

I — N R Gl R i Sk % ADTRAN AOS At s & it 47
FRUERF AP

LT AVE R G006 AWS I P B B AT R R .
I A R G xf Blue Coat ProxySG £ #EAT bR & PRI,

ZIE T — N R Gl RIS U4k X Brocade Fabric OS JEfifiik &
BEAT bR S PRI

LT R G5 Check Point GAIA 48 AT hrvE & & PN o
IR T 0 14 T8 £ B SR SO SR X Cisco 10S ¥ & b AT FRiE 74 e
e BRTRERS DAL H O iY.audit UM, 14 DISA STIG &5 {52k
AT

Z RN IR R R SR, Citrix XenServer [ #iik:

12T T VI SIS SR Bs 4 DB2, SQL k%545, MySQL
F1 Oracle )& # %

IR IV — > R Gl SR SRR Dell Force10 FTOS 14 /&
BT A PrifE

TRV RGBS SOk Extreme [ ExtremeXOS 2%
Tt ¥ % P&

TR FF— > £ BL B R S SRR FireEye B4 A IR

ZIETACVF— A RGBS LA FortiGate [ FortiOS J:fiii5
A

I T AT VF B BRI SRR VRP B & Hp .
ZIEIFRVE— D RGBS SR HP ProCurve 504 K16 R

LT AT VR SRS SCAF R IBM iSeries 2 4: (& HLE:
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Juniper Junos
Compliance Checks

MongoDB
Compliance Checks

NetApp Data ONTAP
Compliance Checks

Palo Alto Networks
PAN-OS Compliance
Checks

Red Hat Enterprise
Virtualization Best
Practices

Salesforce

SonicWALL SonicOS
Compliance Checks

Unix Compliance
Checks

Unix File Contents
Compliance Checks

VMware
vCenter/vSphere
Compliance Checks

Windows
Compliance Checks

Windows File
Contents Compliance
Checks

SSH

MongoDB

SSH

PAN-OS

RHEV

Salesforce SOAP API

SSH

SSH

SSH

VMware ESX SOAP
APl or VMware
vCenter SOAP API

Windows

Windows

LRI AC VT 1 28 BRI SO R IE Juniper (1) Junos #4114
HLPE.
ZIRIRTCVF— A R GRS SCAF R MongoDB (1) R 4t &

Eanpva
ZIRIR IV — A R GRS S F AR NetApp 25 ONTAP
B A AL

ZIE I o R G NR Palo Alto R 2% PAN-OS 2 4 ff&#iik
ZET R 240 Red Hat [1) Enterprise Virtualization
AT

kTR R 2GR K Salesforce i & ik

ZETVF— A R G Bk M SRR SonicWALL 1)
SonicOS £ &Rk

I I SO VF HRE SO Unix R GEHA R .

“Unix File Contents Compliance Checks”(Unix S %4 #i ik
T 25) S F R VF R P O R E N B R BRI R — A R4 LR T
Windows [#8 i+ 304 (i, JEARAS s isss, R, oz
S0, DAFE B E & SR o m HE B =07 bR,

IV RGN VMware 54 1 & .

AT FC VR SRS SO R DI Windows R G4 4 TE

“Windows File Contents Compliance Checks”(Windows {4/
BAMER ) RV P O HRE RN AR R —A REM
b AE3T Windows fHE T30/ (i, EHFR, #haiae s ,
DL B 5E /& A6 o m R BUER =T At

W L2 BAR &Mk 5 ., 124 Tenable Network Security S, “Nessus Compliance Checks”.

= B B W TSR

Tenable fi fit ELECHKFIC B H0% %45 Nessus IUZhEE, IXAE AT BL_E AR S s & I IC EORIEAT it AN EAE AT e
Vil I o %D e BRI B ARG AT IE B T SRR AE LIRS
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Xf T RS A BC B T H AT SRR B

Adtran AOS

Blue Coat ProxySG Compliance Checks
Brocade Fabric OS

Cisco 10S

Check Point GAIA Compliance Checks
Dell Force10 FTOS

Extreme ExtremeXOS

FireEye

HP ProCurve

Huawei VRP

Juniper Junos

Netapp Data ONTAP

SonicWALL SonicOS

PCl 3&HB

Tenable ] Nessus 24t 7 PIASCAT-RAT L 22 4 (PCIDSS) HISENS: — M T IR NI RS, — M TSh
. AN S A BEiE I Nessus L =247 . Nessus ML 4K FTA PCI DSS AMEH# T K, 45 Web
NFRERY . BRI PCIAh R4 5 67 Bh & 2 it i IR 55 3206/ (ASV) (1) PCI 3 Z5K .

Nessus 545 R 7] LAE PCLE PG AR, L IIE ) RBAE VPG I 2R 4R K7 5 Ak % PCI DSS IZEERAFT .

o N PCIIESEAZ—K Nessus $94i, LA T, JF7FEEIT Nessus Mk = HEATHEAL

PCI 0% | ViE

PCI Quarterly External Nessus V2 f&ME—1] LAE 5 Nessus Biftigh 5 PCI DSS itk (PCI DSS
Scan standards)# 17 Eb X 1B T

Internal PCI Network Scan %S 562 N W PCIL DSS I3

SCAP KE&

NIST 424 N %5 B 314k B3 (Security Content Automation Protocol, % SCAP)Z—Z BUR ALY P T8 B e Al 55
BRIIENE . EHEET R ATFRIbRMERI NS, 55 OVAL, CVE, CVSS, CPE Ll FDCC g, 417 SCAP [ 25 8.,
1H 5 A P TT NIST Security Content Automation Protocol.

SCAP & TR KL — AN AT AT SRR TN . RGAT BT LA 1: McAfee Host Intrusion Prevention)

AT BERH LE ERE B T TR AT SO KT IX e RS, AT LB AT PAT SR R SRAE H 1 Ab
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http://scap.nist.gov/

Nessus A P> SCAP & #IL SIS T A4 i i i =4 1 -

SCAP $H% ‘ ViBA
SCAP Windows 7 PRS0V A VAR PR P2 A SCAP 1) zip S0, BURFUENI— Ml
Checfl’(s Windows %%t 75 1] LASF & SP 800-126 5 HIH 5E i 55 s TRk .

SCAP Linux Compliance 2T PO T f0 4 BT A LB 7 _EA% SCAP | zip S, U T Ut B —NZSLihati)
Checks Linux &G 275 1] LIATA SP 800-126 45 5 L E ) 50 E R .

HHRELZIRESIERIEER, TP Tenable Network Security fIAH5S 3 4: Nessus SCAP Assessments.

Nessus Agent 151}

i F Nessus Manager(#iR), &0 LLBIEEXT T Nessus Agents [ S I& F414 .

o Nessus Manager(& #ki)/& H il Nessus Z i~ i HHME— 1] LLiZ 17 Nessus Agents [ f:

Nessus Agents H i iJ X} Windows 1217 A A G . 5 =Fh Nessus Agent #54R :

Windows Agent 5KE% ‘ i BA

% Windows £ 4tiEid Windows Nessus Agent 33z 47 A i FE KM . 1% S I8 AN %

Loge Minelete Sean Windows 7 Hik WA 24

Windows Compliance %} Windows £ 4¢i# it Windows Nessus Agent iz 47 A& #A A . 1% 50O
Audit Windows & #iLk: 25 F1 Windows File Contents(SC 14 P 25 ) & HUk: 254 %5

it Windows Nessus Agent 7& Windows &4t I8 2B R H . 1Z5IEAT Windows
AN 1 2 R A DA 2K

Windows Malware Scan

A T R SRS AR TTEC AT 75 223K, Advanced Agent F G FR VI TT UK AT A 42 il

Advanced Agent Scan TS TF AR B — AN SRS o 2R TVEL S BT A Windows 34 -G B0 & TH ik S ok
EST18
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BARE

“General (il ) B V& A 24 56 0s, 00 B A S48 AE -

“Basic”(FEA) L A T SCRIEAS B 1 7). 1235 DUE bR iR “General (il ) Fl“Permissions™ CBUR) TR :

General () &5 ‘ Ui B
Name WEAE Nessus Ul /1 557~ i 44 Bk DL SE USRI

XHARE RIS IR DRI, 3R R A5 H

Description . .
P (fltn: “Web Server scans without local checks or non HTTP services™).
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Nessus Manager(E H# kR )$e At ] Agent SFEmg FIRUR S . AR AT DL BB 7o BRI E R B N#R AT LAs i,
AT 6 € - 8 .

PR ‘ L]

Can Use FoAt PP AT DAE AT 3 b B I T S o (LA AN REAB AR
Can Edit R LB R s A o

No Access A SRS H T LA . i BB O
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Discovery & &

“Discovery”(IL) Tt $ 1 F T 5 FH i 11 ALC2S R 38 3 o

IR | RARE ‘ YA
WMI (netstat)  J3H ZIEWHE ] netstat R EAMALE LIRS H . BT netstat a2 {5l

WMI 4 B AR AR &3340 T2 T Windows IR 48, FHFEK S 3AE.

BT WMI i H netstat KA 5 1, AT 2B AL = T8 E 1)
v 1S . 35/ R0 M2 (netstat or SNMP) RIh5E L, it 110 Bl AR
Bcall”s SR, #i%FF T “consider unscanned ports as closed” CF A4 it I
BT &I, Nessus K5 AT IZIE T .
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Assessment(if{d)igE

“Assessment”(FEAH) F R HEXT Nessus Agent 2 4= P14k i 45 1l 1% 1

THIELE General BHT . “Accuracy” ()i I 5o Vi 348 HH 0 B e o R Aa A7 I 0 147 RS R B2 4 (AL AU, 428 11

IR

RUNRE | L

TEALEIELLT, Nessus MNARIEFEE AR TAFTERR G . # Rk 5 # % B N “Show
potential false alarms”(\R/RIGERIH R ER) , M RE RIS Y, ERE5E
=l ML FE EHLA AR NI EERS . %, BEE “Avoid potential false alarms”(iF 4%
TEFE R ) 2 F 3 Nessus DR EAETENR, DR ENLTHAENE. ABH
“Override normal accuracy” (7 o ik ) 2N T 1X P Al st B Hp 1] 1) — Fhade %
% FhdEE “ TAEESS 7 o filtn, 4@ SMB SCpFdLss, T A4 3 R H 5
Perform B PIREE, AR 1 2. X0 RS BUER LB A T =R 2 ISR E . ([AfE
thorough tests - BIE, B EMRAERE, RS ERN, HETREIA NG, WA AT R
FiH4E R

Override normal
accuracy
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“Antivirus (975 2) YEIT AV (6414 o s 2

B X

Antivirus definition grace T B [57978 B3 B R4S A B IR R %6 (0-7) . “Antivirus Software Check” (955 2 5 /446 7%)

period (in days) SEH R VFIETEIR Nessus 2457 75 145 4 O 48 i 1 5 R4 15 o Fo v — /N4 e ) 5 FIR Fisf
. ERNFEN R, Nessus 8 REA T AN, AR EAEL A LT (]
wr, <L/ AR IX W] DARE 5 B N Fe VR A AT R K I 7 R

“Windows" 1255 78 V¥4 i Windows F 7t
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Wk T Windows H Fx SMB [#76 FH :

HT | mwsm |

neaues W E [ “Requestinformation about the domain”(E R AE B)ik i,
information about =):E! TR PSR, TR

the SMB Domain SE 2 Hh 7E .

THIBLE IS E T A B B R A

Option | Default | Description

Enumerate Domain  Start UID: 1000  “Enumerate Domain Users”(MZ&$8H S s ol e ST SID yull, LA

Users End UID: 1200 TEIAFPAT R SRS 2. BN E K2 A HEFE A .
Enumerate Local Start UID: 1000 “Enumerate Local Users” (f0z538 4 )25 e LT SID Ju ke, LA
Users End UID: 1200 TEARBPAT A BRI 4. BN B R

“Malware” (% & FAT) i T e Vi fs 4 E — MESMNKY MD5 Is i 4132, LAE Nessus il TR G5 CRIF B ER M If4E
SE AN ELRTI U FNE 75 51 R SR/ iR ) . 1% 41138 B 4% “Mallicious Process Detection: User Defined Malware Running” (3%
BRI F 8 SOB B A8 AT) 46 24k Ad ) (3 2F 1D 65548), H:IfEZ51EL Tenable [¥)“Malicious Process
Detection”(C& = A2 7 A0 i - (#6ifF 1D 59275).

o T

BN EEIFIPRT) MDS5 Hg 7 iT DU SCASCAE BAR, 230 WA AT — IR E .
Provide your own
list of known bad A APE A% (S0 FROR BRI A A IR (RTHR) o X AT DAE S 72 e 7 (85 A i —
MDS5 hashes 7, ISR RS K IR H AR PR BEATUCECI, e A (R4t 08 B 2 BonfE
AR PRI 2 BT S (A, #) e DME AR T BUE 5 DLAMK HAd 2 B f5 5

AN C RN IR MD5 B A W] DU SCA S A%, OO WA N EAT — e i {H-
Provide your own

list of known good AT LLZE (SOOI TS (IR (FT) o T DL AR I I — M
MDS hashes S, FHURIHARSE A WS AR SR EVERTILACI, WA LA A B 2 B e

AR ARERINS A BRAT 5 (dn, #) AT BUMERIRR 1 LLE 5 DM HEA 2 R AT 5

Nessus fi 8 24 EALCAE R B B 5 (. #644: ID 23910 4449 “Compromised Windows
System (hosts File Check” (Windows Z 4t in) @ (EHCHAGE) ) o ZIET R LAE—
MLE FHARISCE, HAPEE Nessus HIR 2B FHLAFIER . XRFITEE—
FEWLA B RS SCAE

Hosts file whitelist
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Report &

“Report”(# i L BUR S2m R 5 1) A oA

“Report processing” (k55 42 B)IE TN R 5 HF 28 & BT A S B = A2 5 .

I BuRE |

“I'have limited disk space. Report as little information as possible”(F& R HH
PRARER ], BRI E PG R ¥ AE i & 5 A B> 1 56 T 4 1405 B0
A JEH FR A5 BN DL Y 2D of 1k i = 8] F) 52 )

Override normal

verbosity “Report as much information as possible”(JXnJ 8% I IR &5 2) ¥ 78 i
o o R I 2 PR TE A
Show missing ST A VS Nessus I . a2 IR 4 ch kb T5 8. BLIET

patches that have ANaH
been superseded

BRI RN, BRAFIZNE QUM T 3% H 3 1 R PCI Z8 IR .

H%ﬁi%ﬁﬁﬁga . LAV, ROBIR PI R REER . B A I B R AR
e L A
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“Report output”(fit i F ) 151 2 w5 5 5L 72 L B

I |miwE | e
Allow userstoedit  FH HAE, WIIRERVER S ARG IBRTUE o HPAT G R R E A SR R Y B
scan results THI, B X ANE I AT AR B R 3 B EE R B

Advanced &2 %I

“Advanced” LB HVE & S MECE R, $RAUNT Agent TEARMIURLE AR A1 .

“General Settings”(# B ) 5t — DUl B R wfr g H Bl %

5 | mugm | um

I TRAFFHE I FiAR 40755 %) Nessus iR%5 4 HE (nessusd.messages) , GH#G#F

R RRA | BEA. SR, SREERE R . s B T A G PR RO A T
I ENL

oisable DNS AR | AR AT . BRSO (RIS 55 55 A N T T .

Managing Policies EIBRE&
A T TS 2 ) HEmE 1 s B R TS ) “Policies  (SRIE ) Sic L0 :
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R gAY, Nessus fEAEMIA 2 DNTRE HER 2, “Advanced”(FmZ)Al“Template”(FBiH) NG . FHEIEREAAE, BARRE
FEAN IR B &/ — AN, B EEAL R

Importing, Exporting, and Copying Policies S\, SHE T

HREE A R “Upload”( EA&)iZH, VR FAELRTEIE SRS BIFH0C. ARSI EEs, WA R g ik £k
W%, It “Open”(JF)a):

) File Upload x|
CK) | | . ¥ Computer ¥ Local Disk (C:) ¥ tmp ¥ Nessus Reports - @jl Search Nessus Reports @l
organze ¥ New folder =~ [ e
\ ’ *|  Name | Date modified | Type | Size + | ILI
. Favorites —
I Deskiop & nessus_report_5.nessus 6/19/2012 2:18 PM NESSUS File 405 KB
l4 Downloads & nessus_report_1.nessus 6/19/2012 1:53 PM NESSUS File 398 KB
< Recent Piaces ) nessus_report_9.nessus 6/19/2012 2:26 PM  NESSUS Fie 391 KB
| Magic Briefcase
& nessus_report_patch_management_WITHOUT_Nessus.nes...  1/28/2013 3:31 PM NESSUS File 387 KB
7 Libraries & nessus_report_7.nessus 6/19/2012 2:21 PM NESSUS File 375 KB
%, Documents 2| nessus_report_3.nessus 6/19/2012 2:14 PM NESSUS File 370 KB
g‘, Music 8 nessus_report_Main_Comp_-_credentialed.nessus 3/7/2011 9:44 PM NESSUS File 369 KB oo
= Pictures e & nessus_report_8.nessus 6/19/2012 2:24 PM NESSUS File 361 KB
!' Videos 2| nessus_report_2.nessus 6/19/2012 2:12 PM NESSUS File 359 KB
2| nessus_report_patch_management_WITH_Nessus.nessus 1/24/2013 8:46 PM NESSUS File 345 KB
& Computer
=¥ Local Disk (C) LI & nessus_report_4.nessus 6/19/2012 2:16 PM NESSUS File 290 KB LI
File name: | x| | Files ¢ -l
Open |v Cancel |

R S I R R RAE, i Upload” #4155 1) = METE A . X ik T & “Copy” (i), “Download”( R #%)
“Delete” ().
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siar*Download”("F #) AT LTI FEOGTEE 1, DMERRT LIAE—NIMBRE R (Fhn: SORG #) ThIT 5 SRS, skt s RAE
PUEEFIH R o SRS AR M v a8 P B 3 T 3

o SRHE A S A audit SUHEEE S H .

AT G — SR HEE R AL, AT AR — Lol N R B SRS, 5 nT DL HRA R P B ACSRNg, R s

“Copy"(RHil)H%Hl . X 7T LAY — 2 5 il T I o HEK AR P A2 I ZORPEAT g 4B oK 78 B SR o 30T T — AN DA
R AERRAE SN 1A% EORBEAT AL, AR5 B BT SRS SR U AR A

Scans 3

FEQIEE — 2% ARG B T T SRR i, SRR AU — k. AR AR, SRR, SRR,
i P A BB AR 55 2, 1340 H AR IAS 2.

Creating, Launching, and Scheduling a Scan #l|&. &&£H&IEi iR

FFRAFREER AT Nessus Ul U276 My Scans XU, X A& T iEEM I B 16 o
R AR BE BB (H O R R Z I T AR A, B RN S BRIz 555 .

Nessus DB #dfitg e —FhmZ a8, i57ER, Nessus DB 3l i id 5 7 A ¢ T H4 vl fe i8R,
AFEEARRTHEMEE R, dH e M
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THFHRR SR AR TR A 7T W

RS | s

Completed I C AT e

Running P IEAE AT

Canceled P EERR T 8 3 e ik

Aborted AR T A TR E AR PR B RS SR (0. IR 5% #5 253 BRAEHL) T4 o 4k 48
E=E iipeia/c

Imported Al BT RER R TN

IXECRADOE TR R IR . I ERIC TN Completed” (258 M), HIEFHEIT. FIFRRE T 4T DA H
T2 2210 AR b ) R AU S AR e

Configuring a Scan B B}

FEQVE B T — 2 HIG S5, A — YO A R T DR s i S A TS A “Scan s (33 i)k T, AR5 ri i i )<+
New Scan”(+# K& 4) 1% . SR AEREE B SRS HERE, & SCRIE QI i

—MAER T, FATE MR FEIETFLE. s “New Scan” ¥ iEH — AN ERIAAEBOR B kg . 1EE=, B
Ao TR B S 7R BRASARCRT ™ B S22 PO
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12X 0] DM 835 i A Scanner Templates(F13#i{054R) 5 Agent Templates (1R EE Al 55 2 AR AR ) H & B — MR G 2 — 8T
HIsEmg, Bl kFE—MEC LT User Created Policies (F P 648 (KI5 #%) o 61 4 (1 SE I .

BERECE — RIS S, “New Scan” 511 F Fis:
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fE"General’ T, A 40 F X3 N FE150R -

Name % wE AT, HLLE Nessus Ul b4 #HA4H.
Description x R T BoR S 2 R VE I
Folder My Scans Nessus Ul S5, FEfifafiss L.

JA P B A GRS R A BT . 28T, BRARIRE FARAT,

Dashboard | Enabled PR o A LR AR .
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A AT SO RO 22 e S A i B R
Scanner Local Scanner Nessus A THIHE . XA FREAE 2 AN IE T ARG B B 415k Nessus R IR

CENER
H AR ] LU N Bl 1P ik (e.g., 192.168.0.1), IP i lF (e.g.,

Targets % 192.168.0.1-192.168.0.255), CIDR FFiL [T M EL (e.g., 192.168.0.0/24), Tl f#H i)
FHl (e.g., www.nessus.org), B E FA ] IPV6 il (e.g., link6%ethO,
fe80::2120d:17ff:fe57:333b, fe80:0000:0000:0000:0216:cbff-fe92:88d0%eth0).

$§r'g§tds s BT ENLIIRM A, s Add File RIEHE [ A M 138 S

o HAf A 25 fE 4 Nessus Professional {#

o TN DR ASCH SCA, FHAT—A ML, WA ZRTHKEAT. A32HF Unicode/UTF-8 X5

FERR ENLSC A% 2
FhALFML:
192. 168. 0. 100
192. 168. 0. 101
192. 168. 0. 102
FHIEH
192. 168. 0. 100-192. 168. 0. 102

FEAHLCIDR He:
192.168. 0. 1/24

REFLEAL:
www. tenable. com[192. 168. 1. 1]
www. nessus. org[192. 168. 1. 1]
www. tenablesecurity. com[192. 168. 1. 1]

IPv6 Hhdl:
1ink6
fe80::212:17ff:feb7:333b
£e80:0000:0000:0000:0216: cbff:fe92:88d0

IPv6 Hidik, AHET Unix #ERFKMX KL (e.g., Linux, FreeBSD):
1ink6%eth0
£e80::212: 17ff: fe57:333b%dc0
£e80:0000:0000:0000:0216: cbff: fe92:88d0%eth0
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http://www.tenable.com/
http://www.nessus.org/
http://www.tenablesecurity.com[192.168.1.1/

IPv6 Huhl, A Windows BfE RGi X %5

1ink6%23
fe80::212:17ff:feb7:333b%1
£e80:0000:0000:0000:0216: cbff:fe92:88d0%6

o WIEIRFARESE, el “max hosts” or “max checks per host”, A At S B FH LI R ] A1 Nessus & FIf1)
—F£ IP Hihik.  7EE Windows F2#1 |, Nessus &8 53 rT LA multi_scan_same_host ¥ 5 & SRt E Fs BN
R . BRSO AR 1P Ml T R M. R 7E Windows | PCAP BXEI/ fe X TEAN Nessus it & .

£ Nessus 520 J LA HRAHIZ N RE

7t Nessus Manager #1 Nessus Enterprise Cloud 1, 44 A] LA B 45938 B0 AR :

“Permissions’ i HE 52 HEN FH 7 A SR 17 17 Bl e B 145

KR | s

No Access AR P UL AR FHEgmEECR.

Can View HAtn Pl LA B 4E R MATPE IG ) e e B 4 4 .

Can Control HA Ay LUaEdlEioash. BEMELL), mE PSR 018 IGER B .
Can Configure HABF P LSRR OE 3. EEAEL), EE SR M1 Tk E 6.
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BCE A Nessus Agents B335

A Nessus Manager, /B AT A Nessus Agents 414

Name ¥ BB W R AE Nessus Ul SR B4 1 4 75
A 35 7 B AT BB VEAN A i3

Description I
Folder My Scans Nessus Ul Ui, fAigHaias 3.
Agent Groups 5 A Nessus Agents i85 41 26 BUATIX U . SRR AL 2 Ak

W RARA T B AS Nessus AERAH T4 .

Nessus fCEE [ i 8] 420 5] 5] NessusManager LAk . 2R 1, a5k
M E e AT DL AR B AR ARSI Nessus AR EER [B 8 146
o Bh i K

Scan Window 1 /NBF
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7E“Schedule” Wi T, A — A FRSEHIEHIIR 54 E 5. 15 Launch this scan immediately S22 5 31 .

$TFF Enable Schedule FF 53k 2 it %I4T %
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TN T

AR iR

On Demand U EIRIR , LMERTLAERARSE ( LWIhEELARIRM R N 1Rk 18I ) Fais
&, 1EPHIEIEHE , “Launch this scan immediately” SZBIfEa0i3%.

Once THHER ERIRT R,

Daily THHIRZE 20 X4ERERVEM_ER_EAYER ERIRT B E T E)iElfE.

Weekly THHIEEEERRIEM_ EAERIETEFNE. 20 BErYEtEA—XK.

Monthly THHEEIENEREEENA | K& 20 MEXRENB.

Yearly THEAW |, 85, R4ERITEFIBE | 1X 20 2 A,

fE“Email Notifications” JUIHI, & 7T LARC & H 7 B ¢F ik RIS i3 B8 PFE AN 58 e WP NSRBI Y el 54T 75 20 B
REUE AR R AT A R R AE B TR i, an SRR R AR BB IR A A AT 2 B
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X Nessus Agents, VRA] DAFE BT B F54 (1R FE LR -

“Permissions”ZhgESZ MM FH P A BR U iv) 80 & $14:

AR | i34

No Access RA QRIS HH T IS . ] smig Bk

Can View ot FH P AT AR B A S5 S o A ATTRE T 4% ] R B A

Can Control HoAh oy ARSI OR 3 BHE A L), AR R . AT CIR A B 4
Can Configure HoAth P T LA SR (R 30 B A 1), AR A . M ki B .

"HL B HE SE R Th A T B Nessus EREABCE T SMTP W& . HXHE SMTP B ME4ER, &S M “Nessus
6.3 Installation and Configuration Guide” , WA B IX % E f5, Nessus B4 a0 L% B A T/ERThEE.

FEERE]

— BLQIE T N4, e AT BLT Il TR A “More S B, A BL S AT DALY A= 1 1) B SR A AR iC 9 R B Bbm ey .
1A, 3% FE“Configure” Fo Vi 68 BT 4, B A AR AT THY H RR Z HEM B E, JFIRYE /5 20 e T,
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http://static.tenable.com/documentation/nessus_6.3_installation_guide.pdf
http://static.tenable.com/documentation/nessus_6.3_installation_guide.pdf
http://www.microsofttranslator.com/bv.aspx?from=en&to=zh-CHS&a=http%3A%2F%2Fstatic.tenable.com%2Fdocumentation%2Fnessus_6.0_installation_guide.pdf

EBEWRIRA % E Nessus IX>s il E AR, 5t AT DL EE 2 S B iz AT Y il a2

128



o Bk R HE I, 8 0T LLAE F B 19 “More” 32 H.:

NG B G, At Save”. #2328 5 4 RIFaa 6 (W SR iE B “Launch this scan immediately”)7E .7~ 2 #i iR [7] £]“Scans”
GUTHT o THFRSE A

CREE T e h o S P S TN EE A Y SE R N
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PR T K, “Scans™FI A Bon T AT IR AT AR B0 7 — T 6 R TR EAE L . AR, 2 e
L2 7 30 SR BUAR -

TESEPE— MR8 A /e 10 1) B R HES IR “More” Fl“Move To #&HITE A b Ak SR VRS HAT 1E— 2D IR 38 S dr 44 11
BEJ), BAERRRE, fRidvesE, s E AR .

BIEFEIR SRR

AT VAR SO e o A PN BRI SO e, BRI . BRI BT, B A 7 0 40 B JR 0 42 R 0 S0k
A DO ERAT A M 1 SO el A 3 1 “New Folder” i IR f fr 36 HH & 11, 4 F B B :
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SO AT BLIE R SRR AE — AN ST o i 44 B e, 3 1 — S TR i Sk JF R e

Scans
My Scans B Mame
Archived - Dev Network
Trash Rename .
Lab, unauthenticated
Delete
¥ All Scans
Internal Web Servers
Mew Folder

o “Trash”SCAF R BG4 2 B S NER JS 30 Ko Al AT TAT LAFE AR (o TR1 8 o S b B e Mk, B3 #“Empty Trash”.

Mg RO e B A R B . — AR, BN TR T RS ot & Bl — MR “More" i TG IH E ay 44
ARSI EOR B 55 AN SCVFIE RS B 2 T 5 (1SR

ARG RAMT

Nessus A — N V2 [ T B A SR E AN E AR it o B4R, SmT DL T IE B 440, ST o U ERER, R 2, sl h A5 R B R
ko
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UL S

PR A S5 R R, AT H I SE IR, S, A R . AR, B DU A B R A R

BT R | s
Configure AR B -
Audit Trail PP TR UG . AR S R .

Ja s AR B BRI 2 o H B SGEI ARV & AR B Ani 6, 3B 20K 5 TiE LR
Launch B ARIE T

TV ARAE I 45 B DU A% X :Nessus(.nessus). HTML. CSV ¢ Nessus DB. S A5
Export T R

AR EN LI VF AT fo i, Nessus R i 7s — A& 5 R 51 SRR b 15-(F B RS 5 2 VP R] ikl i e #3 mialv i B
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RE
Nessus £ 3 1] LAy 4 B (U B I £ PR TR, 8. D 0 ORI 7™ S . 2 R S0, SR

P L, L B A E .
B UABAT 1 ACRACRE 7% e 1 30 it 2 8] A HERS AR i A B
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URRAT 22 AN A R B LR A B MR I 18] A eV

IR — MR ARG S G IR, R E B0 &k BT SR

K 2 fo e IR 55 BT R Sk
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B SRAR SRR (K Sk U0, R B SOA, SRR IR B B B S T s iR

RS R o T

o REMOCRIR AT TE BT . EAARREBRIAA B AR .
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FAat 45 T LOs I e T AT AL R i AR B IR AR R . BRI IR th VLR S A R 81 3R BoR s
ERINElES ST R

Uen :adOVE an . . ,
u
d
5CeM ) H..... m R H .
N T
r t v
Ht . . S
! : i
! I F Cr Ted OMZacan
U a
m
[
— :

—
e

172

172
E [

172

172

172
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Nessus Agent 1445 B 3 F1 Nessus $13Hi#% —FF:

TR, R ARG LV R e 48 B S AL X — BUOR R 2 Bon — A
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MR BB 2 S5 6 IR RO 20075 A5 S PR R B A R E LR AR, B — 52—k L. Rk #E s vr
Post-Scan i i 4 # "R i L AL TT LU 1L 6 1 AT 45 SR b R A ok B A A T P E AL VRS 2

Crentialed Corfigu  Aud Trail Launch
Scars > Vulilities Remedations Hlory
Ht Vulnerabilities ... Scan Details
172 IEJ |
1. 1 17 - Fader:
1o Im .
. ' Pdicy:
° - L e o
172.
L]
172. "l-
172 M
172. 1 -
Vulnerabilites
172
172.
172
172

Exp

Name: Centaled SC
My Scans

Status: Complet
Crenialed SCan

Smer. LocalSc 1Tler

172264820 172264821
showall

o o< o

Starttime: November 102014 13:32:13
102014134743

Endtime: November

Elap d: 16 nmutes

*hfo Low
Medu
m

°Hh

«Critical
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oIk R RIS BN 8] Ay ENUEL TR K T ARR 2on— A PR i b B HL. mRA VL2 EIL—

FHE] AP EHLALE
Cr entialed Congure
Scan launc
I 101 ES ) EI'IEI 14
Hosts > > Vuneriliti
Seu Plugin Famiy
172 - -
*172 Inerability in ... Windows
172
172 lulnerabilities i... Windows : Microsoft 8ulletins
*172. I . e .
Inerability in ... Windows: Microsoft 8ulletins
172 |
*172. | | lulnerabilities ... Windows: Microsoft 8ulleti
172
172 :Update Rollu.... Windows
172. )
:Update Rollu... Windows
172.
172. % )37:Ins  ureL... Windows
172 LN
14: Update 10... Windows
172 mm
MS KB2820197: Update R... Windows

Audit Trail

Cou
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AN E T “Hosts” 8¢ "Viunerabilities” 2 7 4 B /n I 5 AR — MR i vk 77 28, 51 B A4 o] B i 2F 4
TR VELIAE BB B 8 A TR A 56 T4 A I B NS B AAH SSRGS 1 . MO BR%E, 28 IRFR AT 32 14 14 v DU SReAB 264
TR T

T B R R s — IO A, a0 R s
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o PEESIR IR A E AU A 5 R B ARG B o iR £ AL, T A 2R 51 R A .

TR JSE T P HORE A AR 70 AR 7™ B A A5 B e I R, T B R 4 75 -

— EURE, sely OR A ORAT B O, N E S8 P 1P e e Ak A E50nT P T AT AROR (4 T i I B T R T XA R —
ANKITEHE SO VF RS B — S AT A ROE SO -
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— AR T DO B AT E . AR H 4R R RO B U A & A T AL
T R R RN B 4 XU/ 7 FE A T LAFE Nessus b 57 7E“H P B SCPF- S sl i

P EPEVEGOR B ARSI CVSS 704,025 87 A8 4 IR AR 7 BN, AR 10 2“7 #rid CVSS 73 # 1045 %
HER,

MR TTUAS B I T 18 TR A D)3 BRI O Ao IR I IRl T AN 2 L, 0 5 SR AT H e, B0 VLR i B A

B — DRI SR BRI A4 B (2 0 AR S A UR AR 51032 2 R AR SR IR A E A LA
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FEIRXFIELL T, — DTN 2T TT S5 RAEA [F 03 1 20 fife 45 2R LA 3 11 32— 20 20 A

AN N UR A I 282 T BRI -
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BHHER

an S shA A8 A LB SR, 45 R 2 R BLAE — AN B R I TR TR O “Compliance™

B 7 ENURJRIAPRZE . Nessus it 7 =DNEUMIAREE . S AR HF IEANROL IR 2 060 25 BAUR DL E R . X
AN H 2 9 SR A A R G2 e R ORI ks A XU
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S AN IR AR IC AN SR P ORI 95 IR A 34 45 Rt & (% 75 -
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F=MEIR AR History”, & or TIN5 2R A TH AR 18], 45 R (8], AN AL . &7 S R AR A R 1e 301 R o
. “current™ R R ST R K IEAE AR AT SRS R

=t

R iES

Nessus i JEas S 4t 7 — 4> R0 I RGP B BoRRE € IR i 4550 o L UB & T AT R R 7= 45 R TR IR HOAT o 7 T A A B o
L 2N I e AS, AT LA R AR A E ] (4 AL

SN PRSI R — R B SO A R N B R BRI AT E A . RSN Nessus Rz R T 4R i 16 45 R 2k T SO
PRAIVLICES SR o 2 AN I U8 AR 2 B Ax i, I SO VPR TR e B2 IOAITY o B PSR I IR 4%, 1 S8 i 17 R 7Sk A7 14
i PSR HE . AT UM report LXK G UESS . ATLAEIE 2 DI ESS 52, o VPR R0 I — Nl pE R
kPR QIR R, — DL IE SRS H A — MBI DE . e LB AR F5 e AN S HE T AE AT BT R
privk= T N PR INL VP TR S BUR oo G R AZN
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—HRE 7 AN IR, B R P I i A XOMIER . BRAh, AT DAAE R — I TRL B A i AR L ik ¥ Clear
Filters™. i 75 iyl 4% FoVFA& Ml 2 AF IO AIDRE FE (2 PR A G5 R o DUF R i8S s PRt h BUAn RO B s 4 2R 2R — s
PEAEAE R34 45 2R Nessus 20y 1 75 AL JE 45 i 1oL 9 23

IR

Plugin ID

Plugin Description

Plugin Name

Plugin Family

Plugin Output

Plugin Type

Solution

Synopsis

Hostname

Port

|

TR, MR 1D FT . B e ALE BEMERE (o,
42111) &

TR, IR A R MRS (og ) .

s R, WMREEBREFET, 7 AFT, 7 AT ¢, BOAEE “AETR.

(eg. “Windows” )

GRS R, MR ARG T AT HRE Nessus $EfFHIRZ —. il THisg
Rt TR RER DL RC I

LR, MRFAMRET". "AET. "B NMEE R ENTRE  (ee
“PHP”)

RIESR, MR T A ST MR 2 AT e,
AR, MR RRTT R OEANEE D EERN TR TR

RS R, MR TR OE AU E R ENTTITE (eg. "PHPY)

FRIESER, MR EFT". "NET. "BEAEE DB ENTHFE (e

//192. 168”&”%%_‘%”) ;
PR, WA 7T OAET TR TR EN TS (e

”807) .
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Protocol LSRR, MR “FET B AET” MEERNTIE (e.g., “http” ).

CPE kg R, MAIEHTFERES (CPE) “Z&T7 . “AZ%T7 . “G87 5 “STsg”
— A ERFR R (e.g., “Solaris” ).
CVSS Base Score kst R, % CvsSS Bttt “ARE”, “KT7 . “FF7 . “AET” . ‘A

H R CFEET TR (g, “57).

XA g AR T DL e KT P PR PPCR H AR CVSS 73
#,02 “f5R”, AR 4 £ R, AR TR “EN7, AT 10 2
“W7, BARic CVSS 70 10 “ZEREEM” .

CVSS Tempora| Score Rk EE R, R CVSS temporal score “/NF7 “RT7 L CETT L AE
7. A7 BADEET —ANFERE (eeg, “3.37).

CVSS Temporal Vector TEELE B, S CVSS temporal vector “EEF7 . “AREF” | “AE7 B “AfA
T BEFH (eog., “E:F7).

CVSS Vector kL g, R CVSS vector “ZEF7 . “AHEFT L AET B PEE” AETF
frE (e.g., “AV:IN” ).

Vulnerability ks R, MARFERAH “2T7, “BT”7, “E7 . “RMMET . “BEF7 5

Publication CREE” —ATRE (e.g., “01/01/20127 ). 4% FEAHLsEAM H B H

Date HEFRH A A5/ % .

Patch Publication Date fEsE S, WRIRAN T KA R “ONF7 o CRTFT L CETT L CRETFT
“CHEY BT ADEFER (eego, “12/01/20117 ).

Plugin Publication Date ke R, WH Nessus ffERMHEHE “/ANF” . “KF” . “FF7 . “h%E
T7 . “BET R CAPEET —NFRE (g, “06/03/20117).

Plugin Modification kst B, WH Nessus fHHESHE “/NF” o “KRTF7 . “BTF7 . ‘A%

Date T EET AT ATRE (eg,  “02/14/20107 ).

CVE ks, R CVE reference “%&T” . “A%ET” . “BF7 & “TEE” A€
TR (e.g., “2011-01237 ).

Bugtraq ID ks, R Bugtraq ID “Z5F7 . “AET” . “BF7 B “NEET AEF
Frd (e.g., “513007 ).

CERT Advisory ID ks B, nif CERT Advisory ID (FW#XA Technical Cyber Security Alert)
CETT L YAETT . BET 8D BETFRE (eeg., “TAlL2-

OSVDB ID LA, R Open Source Vulnerability Database (OSVDB) ID “ZF” . “A
ET7 . “AE7 BAET BEFRE (e.g., “T783007).

Secunia ID LR, WR Secunia ID “FET” . “AET” . “AE7 B AEE LEF
frE (e.g., “476507 ).

Exploit Database 1D ks R, W Exploit Database ID (EBD-1D) &% “%Z&F7 . “RE%EF7 . “f
87 CAET GETE (e.g., “183807 ).

Metasploit Name fRIEEE R, WH Metasploit name “SFFT” . “AFET” . “GEF7 B “AEE” 4

ETFFFH (e.g., “xslt_password reset” ).
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http://www.first.org/cvss/cvss-guide
http://nvd.nist.gov/cvss.cfm?vectorinfov2
http://nvd.nist.gov/cvss.cfm?vectorinfov2
http://cve.mitre.org/
http://securityfocus.com/bid/
http://www.us-cert.gov/cas/techalerts/index.html
http://osvdb.org/
http://secunia.com/community/advisories/historic/
http://www.exploit-db.com/
http://metasploit.com/modules/

Exploited by Malware

IAVA

IAVB

IAVM Severity

IAVT

See Also

Risk Factor

Exploits Available

Exploitability Ease

Metasploit Exploit
Framework

CANVAS Exploit
Framework

CANVAS Package

CORE Exploit
Framework

Elliot Exploit
Framework

Elliot Exploit Name

ExploitHub

Rk EE R, R — NI R AR R 5T 8 AET C HER.

fEkgE R, WRIAVASIH “%ETF7 . “BRET” . “BF7 B “AEE” BETFR
# (e.g., 2012-A-0008).

GRLE R, W IAVB 51 “Z&TF7 . “AEHET7 . BE7 W CTNEET —AEAE
I (e. g, 2012-A-0008).

HT TAWM B R AT LS R (e g, TV).
RIS, W IAVT 51 “%5TF7 . “AEHETFT7 L A7 BPEET AT
IR (e.g., 2012-A-0008).

ﬁﬁ%jﬁéﬁ%’ ﬁu% Nessus j:a‘j,ﬁ: “&%iun %%% “A—:;gj-‘ﬂ:” . «Z:A?_;gfﬂ:» . «@é\v 4
“PEE” BEFRHE (e.g., “seclists.org” ).
I PE S R TR IR A KUK R 3R (e g, Low, Medium, High, Critical).

LU AL T DRI A
PR, WURTTRREGEAR “4 T B AT DT R, R
R, 8« AT E AR

IESR, Wk Metasploit FIMHMEL T K — MRIAIAE “FT7 B“AET” B
g
LSRR, RAE AT EAMESRIAEAE “SE T BAET T HE.

RS AT AR A — R FAAER FHHESE . JEDUEFEHIE . D2ExploitPack BY
White Phosphorus.
IR R, WRAENAHRZ O KIESRE “&T7 80 “A5ET7 7adk.

Jigsi R, W Elliot BT RFIFMESRMIAFAE “5 T B “AET7 HElfi.

FLAR, IR ELLiot A ST . RETT . lET B R BT
e (e.g., “Typo3 FD” ).

JRIESER, R ExploitHub Wi ERAMAAE “ET7 B “AET” BB,

MR — AN RS, 7T LLE 5 40 B I 7 R A BRI e S T 2 AN R/ R . Bl i eSS IR R OR web AR S5 A%, 8 mT DAAN
— i ARk 7 RS T M N “80443, 8000, 8080”7, XM A BRI R SIXPUAHE,

o FREARHEREANX 73 KNG [
ISR — A PR IR AN W, IR R AT A AR AR A B A Ao B, A R IR A SRS R I IR AR T R b A R B

Wi, ZHE R E A5 -
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BRI PR, A A5 SRR Bl BT DL S e 1 i D SR A S 5 “Apply”. “Filter Vulnerabilities™E H (¥ [a]) N & ki 2R £
M E R R e S H AT IEAE R -

— B RO e SR AR A E A HE 4R, il “Export Results™H I JE A A 2R o W3 — 40t 10 45 8 BN B A e i s AN
T HTIHE

Nessus i 2 AR AN (R4 R 213, 8 T AUR I 20 (K 170 e (B A7 eI ok, S 0T REARRIE AT A — Ml AT IR 9]
5. “Audit Trail"DhRERH LR —F R . B s T EHA AR “Audit Trail™:

X5 B T R EE ST TR AE . B S HEANR ID SRR AIETE 2 A K. Aidi“Search” fl— A ENLELENLY R BEn 5.
AL, 4 AT LR AE— S AL 1P WI0h 21 45 FE PR ) 2 — NS H br . — B ENLER, Sl — AN EoR s B Son R
IR SRR
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T8 TR ER BT 7 O SRR AR SR AL, A B R R B T ER R . — MR AL, SRR TR ER . AR 2 M1 512 &
FHLZ 0], — A 5E B v IR ER R W1 2R Nessus IR S5 28 1d 1 CPU 11 2 g NAF. 433 512 £/ EHLE R 2 FHGHH 4 # v

Efo

BB CUR TR TR b SR 2 T
RRIRER

Nessus 147 A 0 R BB 3 18, R e A TR AE — 04t b Bildn, 40 2R Nessus A BUEAT VNC 2 B9 R FR 117 17, KR
PO Bon ST SRR S o AE TR HEARBI, AL T A VNC 18 5% b s i B 01 8% R 4
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WZRUE R AR “F 3 Web S FHFE PP 7 4 SR s 7 — AR

AR B34

R (KB DRAF B — A e il IX2 —A> ASCH SCAR SR, b B 35— H SR RS K, 2 R R BT . KBl 2
A3 P B AEAR T 23R RO I DL, IRUA B SEVFSCRF N R EEfE Nessus it 4, At 445 B AU

KB, IEFE AR R — MR AL AR LA B IP A HERR U “Host Details”.  miiliiX AN, EHLHEAGEE 2
— KB R R
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o R ENL ESAT AR AR . B ORI AR E

LZLEREEXT (Diff)

Nessus, HAH AT DLELE AN S BoR B 2 7. SRl e W ZR A BT — DM E I R G s & a0 2 B

I 18] FHHERS o AT B 72 5 FL O Wl o P e TR e I, G SRR B AR G T A AT W AN T, B0 P N3 4 AT BEAS & A X AR R 1
FHL.

AR 5, 1 S5 M "Scans ik B3T3 41 3%, /5 i History” A6 2 i 15 /R A8 EL A, e 6 45 b A1 1 Diff

Nessus K LB — MR L FEEE DI A DERIIR, B DRAFK . HEThEE A 2L (B Bt A28 1. 28
AR ), B T AN P AR o SR B AT R AN P o R I U IR
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1E_LH 7R, “DMZ Network Scan” & — MR 2 5 5k i DMZ $3468, 3047 17 J LK.
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GRS BRI RGO, I BoRieRE R DUN A AL 10 A 1 B =Rk is .

WREE

Nessus F2{it 2 Fi 7 SORE BE KR E.
WM 5T

FHELE AT LA Nessus FFias 45 R 3 H AT A2 55—~ Nessus it &+ 4] “Upload” 1 “Export” Lhfé
EERE BAREST, IR, R0, LRI TSRASE B3 =.
155



JART DL L % 2 B H CRER: EHLE RICE, ENURIRE BICE, B @, R, 250 aMEns.
BRI HTML A% 3. i SRR 28 i 2 e i 12238 T JAVA, FIF AT LA PDF LAR HoAb ks iaRaE, . CSv, 8l
the Nessus DB.. Jid i i i §E 45 A0 3 th Dhfig, FH ol LB C 3 )@ sh 4kt

Nessus DB &2 & — it F I 11 sC kg . 1% NessusDB SCH-GLHE BT 7T RE 104 1 4500, G 3R (AN IR
TE5 R, T ERER S B DUSHAR BHE R

SHAR, H T RS il “Scans” AL HEN T MRS, SR 5 s “Export” T RLIEIE Gk FEVR T R EL R
SR
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o HEPATE I, Nessus 1] LLS H PDF 5 HTML ¥ A& #3005 B A CARTRAS 19 SN 333
Nessus H< LLixF 7 X T H

ATBLUFEA R JUAME R . ER g R S vF B I £ R A HIME R

T s

-nessus HF xml ({4 2R Nessus 4.2 K LUJR 52 brbrte . Scbts 288 B — 4157 R 1) XML 512
SRBUCRURATAS B EIRLE I . SRR R o Yr e 25

Nessus DB AT BB PER R T Nessus 5.2 K UUBHA . Hi & — AN R 0 i 15 546
W LS A BRI RILE S 24 S KRR S, RG0S i N R b S A e S

HTML FIRRAER HTML A2 I — 4045, RV B 2T IR 45 B 7E 30 B 3 e FH — A 37
FREATHE.

PDE ER PDF M a0 SOV & . ARAEHR 35 (/N PDF A= B iT A5 3546 9 J LA 1
B ().

Qracle Java (BL#7 SUN ARl Java) &5T Unix 1 &4 i3 10 PDF #551h

2p
HE.

Csv B S FRE(CSV) S, AT LU R SRR SR . T RK% . XM RE AR vk
BT,

SR IERE—MRFR AR X, RAE RN 3K Bk <Save File, MRAEVRFE B #45 RARAEAE A EHL F.

HTML and PDF 5& i

HTML £ PDF # =X, 24 /5% #% Executive Summary 5§ Custom, Nessus ¥ & —4 T itk
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http://java.com/en/

FEFR AT, ER N R R EARE TP EENEE. RIE S VRGBSR I LRI EAE B an e 7241
P (R4 ENLECE AR YRR T):

R SHER R SRR custom fREA FTAH:
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SNRE, sidi“Upload” #41, #£ “Scans” i ) EJ7, KT —ANHribrss:

TSN .nessus HICHE, ARG A “Open”. Nessus BT OS5 B IFEIRTA S B R ILAE “Scans” L1 .

Nessus HHER
Nessus 15 FH P FiRs B 19 A% 20 ((nessus and .db) B TS R Z AT H. _nessus # 1 SCHE LU JLFHRE AL

FeF XML, [FTRG5 1705 RS, LA S B 28 5 B G R PR AT S P

°

® 5 HSE B A —A _nessus XA E T HHE HARFIR, FH P E USRS, U 45 3

o at P AR ELG R M2, —NEBRSHEEEAMEEAEN L — N L e E.
EAE NS T B RIS AL B nessus SCHF,  JeflE— N RIS IR ORAE T BRI H ARk 51 ER, B s ST A
— BRI, P (s it Scans 45 b, f# FI“Export”i£ R AR 7EE .nessus . B £ _nessus X5 R
B 5% “Nessus v2 File Format” 3CEY .
Nessus DB #% X (.db)3CfF & T Fra MaREEE, T T . ME—n &5 77 O 7E DAL R N IR
B,
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http://static.tenable.com/documentation/nessus_v2_file_format.pdf

il EE RS
— ELSER T A S, AT A AT AT A XS S “ Trash”

R “Trash” SCHFJ& /R T LUK AR ST H 45 2R

o — BB IO R | 5 Mk 2 A A “Export” 5 HURAIFRE 45 5L

PCIASV AT 8 Nessus 1=

Tenable W 4% 4=/ w] & PCLHA A A HEHE R (ASV), H TIRAELE Internet HH i R GLEAE PCI #diE 22 & 4r 1 (PCI DSS)I1)
JE e 5 T A RT3 Nessus Mk = 13— ik @ 55 & ) PCI DSS %%, PCl DSS v2.0 A2 — IR i K.

X LTS AT AER LS A RIS 3Rt RGEI B RAIHIFE T PCI DSS 77 KPP, DLAAAT SN T 4 1 A i B
BEHE
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Tenable %5 %42 7] 5% PCI DSS IE & 2 ZR K 0. R R EEE MR, %7 T B 1 PCI DSS Hi#i#
W SRAS DN A AT 1 R Gt 2 AT BEPRAS RIS 2 B Tenable, A AR —IRAT AL PCIASV $35i. Fe vz /i A2 i

HHZZ Tenable M4 %24 AT . .

MR RS, H A Lk — LR “PCI Quarterly External Scan” A#5EE, &£ PCIASV k4 Guide v2.0

“ASV Scan Solution — Jit i 1444

o BT Nessus MV = I0AE RS2 577 & PCl DSS ASV, 4 4% #“PCI Quarterly External Scan” (314 5k .

B —/> PCIDSS ASV $33#i 5mg, 1% 4% “Policies” & )5 i i “+ New Policy”. 4% T3k, & i7“PCl Quarterly External Scan”:

T

Credentialed Patch Audit

PCI Quarterly External Scan

B, AR PCHAH A PR AT I

©

Host Discovery

=

Policy Compliance Auditing
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BN RS, AR E T8 PCHEMNEEFHFENNK. /R AT DR HE 75 ZEiC B — Lo B A gk 1.
1E Policies FHH Y, & FARNIA G2 1) 5 1% . Discovery ¥ [, /K] PLiEFF “Scan unresponsive hosts™:

7t Advanced &I R T, /R 7] LK “Scan Type” #E AT #4E:

o FEATAE PCI Z=FEAM T SIS G 42 (1 SRS AN e R, 2E— DI IR PIT 7% IO il R e AT

162




EFRZH PCI TSR

2 P LG A PCI #3445 52 & Tenable.

i A “Submit for PCI”, $3#45 5ol 4% 5] Nessus MV = i —NEHE Y, AR P HHTEE, RS on R SkERS
B4 PCI DSS I BT /AT iR 314 45 3L

Link to “Submit for PCI”” (highlighted in red)

o PCI-DSS ASV ji#tid 3 ™ H K43 LR L & F . #Joik 2R “Submit for PCI"iZG I .

Submit for PCI Validation

Are you sure you want to submit this scan for PCI Validation?

Continue Cancel

Report Upload and PCI Validation Link Dialog Box
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T BRI A AT A% E Tenable Mk, AR SA RERHIRCHIIES. IS ARG S THEER, Ui
I 5EHER) PCLEH A BRIV 2 N2

RREREEZO

Nessus 7 = & /1 Bk R il

— H B[ N\ PCI Validation user section, #41fi, AT LAE B —ANMEAE Bk = 15 5113
“Report Filter” 1] LLIR % 7 ¥ 75 2 d S84 &, £ Owner.  Name, and Status.
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https://pci.tenable.com/

ERAMGSR

JifEid T PCIDSS ASV [PFAE S5 R, IR B H (B THEZ RS (DoS)iwi) %1 4 “Critical”, “High”, L& “Medium” (&}
CVSS MIPF4r 2 4.0 5L L) BT (5% H 90 A B E sAATE 4 WU L, BT A 4+ I H 2215 Bl o, 8232 SONBIAT, 1
IR, B KR AE AT 43t FE 2 . T B4 “Critical”, “High”, or “Medium” 35 H 7& Nessus MV 2 th# ] AR Bk 5E
Y. FrATH E2H A “Dispute” &5,

i “List of Reports™ B4, LV EE NSRS EHL AL 10 B0, 12 B HER.

Yuln Filters Mone

~ Yulnerability Filters More Filters Mone

Host Mame l:l
Plugin Ic I:I
Plugin Mame I:l List Of Hosts
Severity
Frotocal l:l

Riili “List of Reports” H“Failed ltems” %7, ¥oExR—AF BEWERTE 5%,

Nessus Hailled I tgohe TR 2l #F(F) Tenable Z Ril. “List of Reports” %Il 3k & “Failed

Items” [ IEHET] DA S VR AR ELIE B S 2 AT RERZ M 2PCT ASV A USRS AT H .
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List Of Items

Host % Pluginld  Port{Prota)  SwcMame  Severity CussScore  PluginMarme & Disputed
200012 Oikcp) general High 0 pridssiexpired_ss|_certificate no
200001 Ofkcp) gereral High n pridssidivectory_brouwsing no
33929 itz gereral High 0 PCIDES compliance o
33929 443tep) LA High 0 PCIDES compliance na
33929 21298tcp) pop3 High n PCIDSES compliance no
S6209 Oitcp) general Medium 0 PCIDSS compliance : Rermote Access Software Has Been Detected no
ST 443 (tep) R Medium 43 Spache HTTP Server httpOnly Cookie Information Disclosure no
57T 80itcp) R Medium 4.3 Apache HTTP Server httpOnly Cookie Information Disclosure no
S0a00 B0(kcp) s Medium 5 Apache Shiro URI Path Security Traversal Information Disclosure o
S6818 B (tcp) s Medium 6.4 CGIGeneric Cross-Site Request Forgery Detection (potential) o

fEFAE S B ER O “+" 428 B BRI (0 VR ZR 1

(-} 72 17744 220tcp) ssh Mediurn 6.4 OpenisH »= 2.3.0 AllowTcpForwarding Port Bouncing no

| »

Synopsis

The ramote S5H server may permit anonymous port bouncing.

m

Description

According to its banner, the rernote host is running OpenS3H, wersion
2.3.0 or later, Such versions of Open35H allow fonwarding TCP
connections, If the Open3SH serveris configured to allow anonyrmous
connections (e.g. AnonCys), remote, unauthenticated users could use
the host as a proxy.

Solution

Dizallow anonymous users, set AllowTcpForwarding to 'no’, or use the

tatch directive to restrict anonymaous users, )

FIH#7R 75 #2 Dispute™ /7208

n EE PR, “Dispute™ L5 R AR ARG IH , 27 BT LU A BIA M AOI TRAE 2405, B8 DO R PRI AE B
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Disputing Scan &%

B ANIHAFAES N, “creat Ticket” W] AR FEVFIEFE— AL AVIBREA, SNSCRBR T %, BLRAE S5 iR 3

.

Create Ticket

All form fields are reguired,

Host 72 Severity Medium
Plugin I 50600 Port B0(tcp )
Plugin Mame Apache Shiro URI Path Security Traversal Swe Marme  wiana

Information Disclosure

Amendment Type | False Positive E| Cyss Score §

Amendment Text

#
I Mote

Ticket G ¥ — /M2 T H, AT LB “View Ticket" e R &7 Wi H ] &
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List Of Items

Host T Pluginld  Port(Prata)  SwcMarme  Sewerity CuwssScore  PluginMame < Disputed
(-) 72, S0600 B0ty A kediurm 5 Apache Shiro URI Path Security Traversal Information Disclosure Wes
-

]

Synopsis

m

The rernote web sercer appears to use a security frarework that is
affected by an information disclosure wulnerability,

Description

The rernote web server appears to be using a version of the Shiro open
source security frarmework that that does not properly normalize URL
paths before comparing thern to entries in the framewark's 'shiro.ini'
file,

A rernote attacker can leverage this issue to bypass authentication,
authorization, or other types of security restrictions wia specially
crafted requests,

FTHFR 7550 H #14 “View Ticket” 27/

List Of It

Host 72 Severity Medium

m Plugin ID 50600 Port 80{tep)

Hast Plugin Mame Apache Shiro URI Path Security Traversal Svc Mame www
Information Disclosure

Q@ Status Cvss Score 5 L
Arendment Type Falze Positive
Synopsis

The rermo
affected b

Amendment Text

Apache Shiro is not installed on the system. Issued "locate” command on the local system to verify:
Descriptii

forced fopt# locate shiro

forced fopt#

source seq 2
paths bef

file, By At Previous 0 /0 Mext

The remo

A rermote
authorizat
crafted res

o 712 H
o 10

(+) 72.0 - =
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A LR IS M PR i 1 B T Edit™ % 41, 28 /5 “Add Note”, i 1 i t“Update” 147 525

Host 72, Severity  Medium
PluginID 15901 Port 443(tcp )
Plugin Marme S5L Certificate Expiry Svc Mame  www
Staty Add Note x
Assighed T

This should affect 5 other tickets as well.

Arnendrment  False | r
Type

Arnendment | p4.

Test Update m

By Ak Previous 00 Next

Add Mote Info Provided Withelrawe

Plugin 33929, “PCI DSS Compliance”, s& — &L plugin, #E8H22|HARK plugins. @R — MRk Eon—& FHL

B Z T4 PCIDSS, A BRI H A plugin 33930 “PCI DSS Compliance: Passed”.#% f{ plugin 33929

EAFER GBS B AN L, W ST SR I 13 35 100 H i A 4+ BE ORI, AT DAZA H T A
b 55 7] AR U ) plugin33929.

TR M A LR

—HESL T —A Ticket, AT LAMEJYPHAHR SRS, B ticket 2 &, sidi“Open Tickets™ T [fl IR 2 7= BT A J5 ) tickets

169



Showe m entries Search:

MName Compliance Status > Cwener *  FailedItemns = Tickets  OpenTickets  Upload Time Last Updated
o 2013-10-11 2013-10-11
E ?CS:; x poicontent@tenablecom 30 1 O 1533:52 1535:54

1 “List of Tickets” Fdr, A “View”:

Showy m entries Search:

Report Name = HostMame & Port © Plugin < Severity © Cwss Score < Status < Assigned To < Last Updated

PCIASY Scan 74 80itcp) 50600 Medium 3 2013-10-1115:35:54

Showing 1 to 1 of 1 entries

2 ticket S 2o, “Upload File” Al “Attach” HIiERE 1k Eow:

Host 72. Severity  Medium
PluginID 50600 Port 80{tep)
Plugin Mame Apache Shiro URI Path Security Traversal Information Swc Name  wiana
Disclosure
Status Cwss Score B
Assigned To  MNone Attachments MNone

lUpload File: No file selected. Attach

Amendment  False Positive
Type

Amendment  The server is not running Shiro
Text

s “Browse...” EFRFEHE L1 (screenshot, Word document, PDF, etc.) #:47 EA%:

forced “# slocate shiro
forced ~H

Sample Evidence File (no_shiro.png)
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N8, Al “Attach” TR INFN 3] Ticket H. 24 58 piJa PN 7R — 2% EAR D i R

Host 72. Severity Medium
PluginIDr 50600 Port 80{tcp)
Plugin Name Apache Shiro URI Path Security Traversal Information Svec Name  waanw
Disclosure
Status Cyss Score B
Assigned To None Attachments Download
Upload File: no_shiro.png Attach The file was uploaded
successfully!

Amendment False Positive
Type

Amendment The server is not running Shiro
Text

B “Download” BEHEF514 1K) “Attachments” ¥ i 7~ T B4 10 S04 44 -

R E E Tenable FH{T4M

T DAIAR 245 o N 2 “under user review” TiH , 14k 15 22 & 1% 2] Tenable Network Security for fii 5 ASV & #.

List Of Reports
=8 10 El entries
Mame  Compliance Status & Ohnier & FailedIterns = Tickets Open Tickets  Upload Time Last <
b < < < v Updated &
rd 2013-03-21 2013-053-22
.:S\u" x pricontent@tenable.corm 30 30 30 16:0835 1855744
Can

howing 1to 1of 1 entries

FEAR S RACH AT, M AEHS — B AR (S R IF RS AR 5] ASV T H $i5 R 3 (1 SCAE K.
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Repaort Submissi

Contact :
orta lohn Smith
Marme:

b
PCI Analyst

. lo
Company: [Tenable Metwork Security Tl
itle:

Phone: |(410) 872-0555

11

‘ Address: (7063 Columbia Gateway Dr

City: |Columbia State: |MD

AR 21046

URL: _h_t_tp:ﬂwww.tenable.com| |

Report Subm

[ attest that, this scan includes all components which should be in scope =+
for PCI DSS, any component considered out-of-scope for this scan is I
properly segmented from my cardholder data environment, and any
evidence submitted to the ASV to resolve scan exceptions is accurate
and complete, I also acknowledges the following:

111

1y proper scoping of this external scan is my responsibility, and

2) this scan result only indicates whether or not my scanned systems are ‘
compliant with the external vulnerahility scan requirement of the PCIDSS;

this scan result does not represent my overall compliance status with PCI
DSS or provide any indication of compliance with other PCI DSS
reguirements,

-

Previous

Report Submission Attestation Text

WIERZ PEIRAS ASV (R H Al /. SRR, RGESIHTIEORIRITA Y E B CIEMIIES . S0P R 2
Tenable Network Security 347 i 7.
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List Of Reports

Please make sure all the failed iterns are addressed.

Shawe JL0 EI entries

Mame  Cormpliance Status ¢ Chavner % Failederns  Tickets Open Tickets  Upload Time Last [
& & & ] v Updated &
Pl 2013-05-21 2013-05-22
E .:.S‘J x pricontent@tenable.com 30 30 30 16:08:35 06:57:44
Can

M35 4425 E Tenable Network Security #4783 2, #Hf PARA K “Under User Review” 4224 “Under Admin
Review” [F]i “Submit” &I ok st (B N K () F KRBT IR E R 1 2C.

~

List Of Reports

10 EI entries

Marme Compliance Satus ¥ Chivrier % FailedItems = Tickets Open Tickets  Upload Time Last v

& s ¢ ¢ *  Updated &
PCI
. 2013-05-21 2013-05-22 -

E ity X pcicontent@tenable.corm 30 30 30 16:09:35 - Submit

Scan

ng 1to 1of Ler

Submitted Report “Under Admin Review”

o “Withdraw” Zh g R G 7E IG5 AL F) Tenable’s Nessus MV 2~ 2 Ja A4 = A 2400, iG/NCfEH “Withdraw”
ThRE; WU —A Ticket $2SEUAEIHSHRC AR (BHTATERENR | FIR &5 S0 A —20m .

1 5R Tenable Network Security (£ TAE A 5 BR T £ (145 Bk & Bk F P gk AT 80, — NMadak E R 7 RS 512
R prs:

List Of Reports

Showy entries

Mame  Compliance

Status Owiner & Failederns  Tickets = Open Tickets  Upload Time Last &
< < < < T Updated &
PCI
2013-05-21 2013-05-22
ASy X pricontent@tenable.corn 30 30 Elll
Scan

16:09:35 10:43:31 G Submit

wing 1to 1 of 1 entries

User Action Required on 1 ticket

“User Action Required” Notification
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Ticket 7] LA I & B4R 5581 4222 1) Tenable Network Security i2E4733E— 25 8 2

PCIASV B &1E3N

7t Tenable’s Nessus k= H, —MiRkEIREA A “compliance”, FH 1] LATE“Attestation Report” i #5254k 15 (138 1L,
“Executive Report”, 8% “Detailed Report”. LA & ASV ] 1515 . iX a4 4E v LUl it “Download” B4 H & — 15

“Attestation Report” , “Executive Report” , 1 “Details Report” H Y324 T PDF #& 0, AHeHH TR,
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Sa mple Attestation Report

175



Sample Executive Report

FEHET web 45 D R 5 ek Rl A AR AR R BN, W] DU R i H B3R

List Of Items

Huost % Pluginld  Part{Prota) = SwcMame  Sewverity CwssScore  PluginMarme % Disputed
72, 17704 G3001kcp)  ssh Medium 5 Open3SH SAEY Authentication Sccount Enumeration yes
72, 17704 22tcp) ssh Medium 5 Open3SH SAKEY Authentication Account Enumeration yes

) 53841 S5001ttep) sk 71 Partable OpenSSH s.sh-keysign ssh-rand-helper Utility File Descriptor Leak .
Local Infarmation Disclosure

Portable OpenSiH ssh-keysign ssh-rand-helper Utility File Descriptor Leak

9 = b el h o Local Infarmation Disclasure e
(+ I 17703 G3001kcp)  ssh Mediurn 4 OpenssH < 5.9 Multiple Dol no
Q 17703 220tcp) ssh Mediurn 4 OpenssH < 5.9 Multiple Dol no
Q@ T 17705 G3001kcp)  ssh Fediurn 4.3 OPIE wif OpenSiH Account Enurneration yes
Q T 17705 220tcp) ssh Mediurn 4.3 OPIE wif OpenSsH Account Enurneration yes
(+ I 44051 G3001kcp)  ssh Mediurn 6.8 OpenssH < 5.7 Multiple Yulnerabilities yes
Q 44051 220tcp) ssh Mediurn 6.8 OpenssH < 5.7 Multiple Yulnerahbilities yes

“List of Items™ Displayed in the Web Interface
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XTHAALERR:

® 5\ Tenable HEH XME—RBUNEARZ N ) A5 B 240K m N 45 &
ABERE: http://www. jw—assoc. com/products. html&e id=82&d id=131" ;

® QQAZ¥iL: M AR B % A A i (156403892) 5

® GfEIRAE T Bk M (EE %4
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%F Tenable

Tenable Network Security $& {45725 1 o 25 s 32 R I TR0, FRAR XSS, i DR & K. FRATTA = SB35 SecurityCenter
Continuous View™, which $& it i 4] P45 2 2 FEARMFE L T % . Nessus®, 4= BRERAE A I AN ) 28 £ P vFA% . 4 BRI
20000 MHZE R Tenable 7= &, GLHEHEAN 2 (B E fi 5V 2 2Bk KB~ R RIBUR . B8 245 155 W tenable.com.
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http://www.tenable.com/

RTMESER

Tenable A &P H AR STRY K IEA A Nessus [117e%E, 3, BB, B #RAE, R aRii:

e Nessus 6.3 Installation and Configuration Guide — — 35— 347 5T Nessus Professional, Nessus Manager,

Nessus Scanner, fil Nessus Agents it 2% flfd &
e Nessus 6.3 Command Line Reference —#i#iid T Nessus 447 L H

o Nessus v6 SCAP Assessments —J#iR Wi i ] Tenable ) Nessus “E & SCAP P& 8 it LA B 5 F1 S H 413 45
P

o Nessus Compliance Checks —=Z¢f5rg, T ##AE1T14H Nessus #1 SecurityCenter & LA £

e Nessus Compliance Checks Reference —4[fi 153N essus& #ifa A 1515

o Nessus v2 File Format - ##i&, /44 Nessus 3.2 Fil NessusClient 3.2 .nessus % =0H 30451

o Nessus and Antivirus —HEI& T JUFHRAT 12 2804 5 Nessus 58 1., FEHE AL BT &, R vr 3 58 47
[ FEAF AN T R 1 22 A B PH A AR B IR TR 4 4 A

e Strategic Anti-malware Monitoring with Nessus, PVS, and LCE — & i1 F§ Tenable's USM “F & ¥ % F
R A AR A 2 T R A R L A

e Real-Time Compliance Monitoring — & Tenable’s Qi{af fif v FH SR B Bl 2 1307 2 AN [RS8 2 (1) BUR AN 4 Rl 55

e Tenable Products Plugin Families 24 T — MR FIE 25 Nessus H &SI 5| 2, 3 30 iR 3 459 Plugin

e SecurityCenter HH 155

AR LG BHIR U T

e Nessus Discussions Forum: https://discussions.tenable.com/

e Tenable Blog: http://www.tenable.com/blog

e Tenable Podcast: http://www.tenable.com/podcast

e Example Use Videos: http://www.youtube.com/user/tenablesecurity

e Tenable Twitter Feed: http://twitter.com/tenablesecurity

15 RS Bk & Tenable ) tenable@jw-assoc.com, sales@jw-assoc.com BLE V7 M FATTHI E T http://www.jw-assoc.com.

AT A E A ) E3RELE 212 B, Nessus 45 H4Z: 021-36567589, 36567590; Hil: 021-36567588
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Mi% A — Windows E &A=

FRFH

A PR

—ANMRE LA R, B AN ALK S VR L R B S AT T SRR W SR AR B S, — M Windows
H 43 TR B B AN HUIK P Guest 5 A%, X AT LU I FR IR T B A% . 55— AN L B EE R N Guest™ Y [ (I /7 o 3% FRAK T 11
Windows Il 45 28 ) 22 4.

AAXMFIZIZEA Windows BEFHIT

KT Windows 4 fi 5L (1 75 T2, K™ FH T 30T R B2 BT ) BT A 15 (R SCAR R 2R 00T, IFAE VR 2 1 DL X R
B EAUR, W RAREIR AL A AR MK, Nessus 2 E RGMAN T L.  BARIXL R — NG B T7iEk
B RE — AT 228 AEANRE S — 858 =5 b T B T, T e AL E (OGO . 2R Nessus ML B 7 BEBUR KR E =
KB R EAL A R I B A HERE SO (. dlll), 325 SR B A A 201

Ao E A K-S
FEE ML) Windows Ik 25 56 SEHIE A, 5] b — RO {1 B 5 51,

WK S B BRIAEC B A 2 BRI “Guest only: local users authenticate as guest”. M %1% 4 “Classic: local users authenticate

as themselves”.

Pie B 1 55 4 0 Vi IE I 455 Bl “Classic™ 22 AR BUNZ AR F. BEAT LT AP BRI A

1. Open “Group Policy” by clicking on “start”, click “Run”, type “gpedit.msc” and then click “OK”.

2. Select Computer Configuration -> Windows Settings -> Security Settings -> Local Policies -> Security Options.
3. From the list of policies open ‘“Network access: Sharing and security model for local accounts”.

4. In this dialog, select “Classic — local users authenticate as themselves” and click “OK” to save this.

A T U AT B3 IR RIEARATT S PR AN 00 S AR R S AR 55 A B AT IR T AR P AR R
S P EIHEON — A “Guest” FISEBREGUE AT BE 2350 2 W I FEUEREAT IR B 1t

¥ gpedit.msc A~ T Windows 7 Home, Tenable 37 #F.

B B SHA I UE AV EK F

B2 —A> Windows IR 5% 28 (e A T E ARG S i i, R4S 280620 1 4% Windows Server 2008, Server 2008 R2*,
Server 2012, Server 2012 R2, Windows 7, il Windows 8. — ¢ TN BN ZIAT, N 7T BN 2=l
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Step 1: Gl %44

B, flE—1w4ed, %P N Nessus Local Access:

. Log onto a Domain Controller, open Active Directory Users and Computers.

o Create a security Group from Menu select Action -> New -> Group.

. Name the group Nessus Local Access. Make sure it has a “Scope” of Global and a “Type” of Security.

. Add the account you will use to perform Nessus Windows Authenticated Scans to the Nessus Local Access group.

Step 2: fil| i 4H S Hg

BTk, BEQ#E—/NAEKNE, £~ Local Admin GPO.

o Open the Group Policy Management Console.
o Right click on Group Policy Objects and select New.
. Type the name of the policy Nessus Scan GPO”.

Step 3: At B 5EMS, VNN “Nessus Local Access” ZH 48 HE 51 40

Here you will add the Nessus Local Access group to the Nessus Scan GPO policy and put them in the groups you wish

them to use.

) Right click “Nessus Scan GPO” Policy then select Edit.

o Expand Computer configuration|Policies|Windows Settings|Security Settings|Restricted Groups.

) In the Left pane on Restricted Groups, right click and select “Add Group”.

. In the Add Group dialog box, select browse and type Nessus Local Access and then click “Check Names”.
o Click OK twice to close the dialog box.

o Click Add under “This group is a member of”

) Add the “Administrators” Group.

o Click OK twice.

Step 4: B PRAE 24 IR K B 12 FT H I PRIE Nessus AJ LU 2| 2 4L

Nessus f# ffl SMB (Server Message Block) #1 WMI (Windows Management Instrumentation) 4175 26 {# Windows Bji
KEE SRVFVT IR R4

7E Windows P k3% Vista, 7, 8, 2008, 2008R2 and 2012 Windows T H WMI 5 [a] 43 f&

. Right click “Nessus Scan GPO” Policy then select Edit.
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o Expand Computer configuration|Policies|Windows Settings|Security Settings|Windows Firewall with Advanced

SecuritylWindows Firewall with Advanced Securitylinbound Rules

. Right-click in the working area and choose New Rule...

) Choose the Predefined option, and select Windows Management Instrumentation (WMI) from the drop-down list.
o Click on Next.

J Select the Checkboxes for:

- Windows Management Instrumentation (ASync-In)
- Windows Management Instrumentation (WMI-In)

- Windows Management Instrumentation (DCOM-In)

o Click on Next

o Click on Finish

o Note: You can later edit the predefined rule created and limit the connection to the ports by IP Address and
Domain

User so as to reduce any risk for abuse of WMI.

Step 5: ##: GPO

. In Group policy management console, right click on the domain or the OU and select Link an Existing GPO
) Select the Nessus Scan GPO

Ec & Windows 2008, Vista and 7

AT B IR IE I 5 Windows 2008, Vista 5L 7 £ 48,45 JLANEC Bk I, 06 455

1. Under Windows Firewall ->Windows Firewall Settings, “File and Printer Sharing” must be enabled.

2. Using the gpedit.msctool (viathe “Run..” prompt), invoke the Group Policy Object Editor. Navigate to Local
Computer Policy -> Administrative Templates -> Network -> Network Connections - >Windows Firewall -> Standard

Profile ->Windows Firewall : Allow inbound file and printer exception, and enable it.

3. While in the Group Policy Object Editor, navigate to Local Computer Policy -> Administrative Templates ->

Network -> Network Connections -> Prohibit use of Internet connection firewall on your DNS domain and ensure it is set
to either “Disabled” or “Not Configured”.

4. The Remote Registry service must be enabled (it is disabled by default). It can be enabled manually for continuing

audits, either by an administrator or by Nessus. Using plugin IDs 42897 and 42898, Nessus can enable the service just
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for the duration of the scan.

have
the Remote Registry service setto ‘“Manual” and not “Disabled”.

o Nessus has the ability to enable and disable the Remote Registry service. For this to work, the target must

Windows User Account Control (UAC) can be disabled alternatively, but that is not recommended. To turn off

o UAC completely, open the Control Panel, select “User Accounts” and then set “Turn User Account Control” to off.
Alternatively, you can add a new registry key named “LocalAccountTokenFilterPolicy” and setits value to
“1”. This key must be created in the registry at the following location: HKLM\SOFTWARE\Mi crosoft\
Windows\CurrentVersion\Policies\system\LocalAccountTokenFilterPolicy.Formore
information on this registry setting, consultthe MSDN 766945 KB. In Windows 7 and 8, if UAC is disabled,
then EnableLUA must be setto 0 in
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System as
well.

M#3% B —Enabling SSH Local Security Checks on Unix and Network

Devices

This section is intended to provide a high-level procedure for enabling SSH between the systems involved in the Nessus
credentialed checks. Itis notintended to be an in-depth tutorial on SSH. Itis assumed the reader has the prerequisite

knowledge of Unix system commands.

Generating SSH Public and Private Keys

The first step is to generate a private/public key pair for the Nessus scanner to use. This key pair can be generated from any

of your Unix systems, using any user account. However, itis important that the keys be owned by the defined Nessus user.

To generate the key pair, use ssh-keygen and save the key in a safe place. In the following example the keys are

generated on a Red Hat ES 3 installation.

# ssh-keygen -t dsa

Generating public/private dsa key pair.

Enter file in which to save the key (/Users/test/.ssh/id_dsa):
/home/test/Nessus/ssh_key

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in

/home/test/Nessus/ssh_key.

Your public key has been saved in

/home/test/Nessus/ssh_key.pub.

The key fingerprint is:

06:4a:fd:76:ee:0f:d4:e6:4b:74:84-9a:99:e6:12:ea

#

Do nottransfer the private key to any system other than the one running the Nessus server. When ssh-keygen asks you

for a passphrase, enter a strong passphrase or hitthe “Return” key twice (i.e., do notsetany passphrase). If a passphrase
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is specified, it must be specified in the Policies -> Credentials -> SSH settings options in order for Nessus to use key-based
authentication.

Nessus Windows users may wish to copy both keys to the main Nessus application directory on the system running
Nessus (C:\Program Files\Tenable\Nessus by default), and then copy the public key to the target systems as
needed. This makes it easier to manage the public and private key files.

Creating a User Account and Setting up the SSH Key

On every target system to be scanned using local security checks, create a new user account dedicated to Nessus. This
user account must have exactly the same name on all systems. For this document, we will call the user “nessus”, but you

can use any name.

Once the account is created for the user, make sure that the account has no valid password set. On Linux systems, new
user accounts are locked by default, unless an initial password was explicitly set. If you are using an account where a

password had been set, use the “passwd —1” command to lock the account.

Youmust also createthe directory under this new account’s home directory to hold the public key. For this exercise, the

directory will be /home/nessus/ .ssh. An example for Linux systems is provided below:
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# passwd —l nessus
# cd /home/nessus
# mkdir .ssh

#

For Solaris 10 systems, Sun has enhanced the “passwd((1)” command to distinguish between locked and non-login
accounts. This is to ensure that a user account that has been locked may not be used to execute commands (e.g., cron
jobs). Non-login accounts are used only to execute commands and do not support an interactive login session. These
accounts have the “NP” token in the password field of /Zetc/shadow. To seta non-login account and create the SSH

public key directory in Solaris 10, run the following commands:

# passwd —N nessus

# grep nessus /etc/shadow
nessus:NP:13579::-::::

# cd /export/home/nessus
# mkdir _ssh

#

Now that the user account is created, you must transfer the key to the system, place itin the appropriate directory and set

the correct permissions.

From the system containing the keys, secure copy the public key to system that will be scanned for host checks as shown

below. 192.1.1.44 is an example remote system that will be tested with the host-based checks.

# scp ssh_key.pub root®192.1.1.44:/home/nessus/ .ssh/authorized_keys
#

You can also copy the file from the system on which Nessus is installed using the secure FTP command, “sTtp”.
Note thatthe

file on the target system must be named “authorized_keys”.

Do not use the no-pty option in your “authorized_keys” file for SSH authentication. This can impact the
SSH
credentialed scans.

Return to the System Housing the Public Key

Set the permissions on both the /home/nessus/ . ssh directory, as well as the authorized_keysfile.

# chown -R nessus:nessus ~nessus/.ssh/

# chmod 0600 ~nessus/.ssh/authorized_keys
# chmod 0700 ~nessus/.ssh/

#

Repeat this process on all systems that will be tested for SSH checks (starting at “Creating a User Account and Setting up

the SSH Key” above).
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Test to make sure that the accounts and networks are configured correctly. Using the simple Unix command “#d”, from the

Nessus scanner, run the following command:

# ssh -1 /home/test/nessus/ssh_key nessus@192.1.1.44 id
uid=252(nessus) gid=250(tns) groups=250(tns)
#

If it successfully returns information about the nessus user, the key exchange was successful.

Enabling SSH Local Security Checks on Network Devices

In addition to using SSH for local security checks, Nessus also supports local security checks on various network devices.
Those network devices currently include Cisco IOS devices, F5 networks devices, Huawei devices, Junos devices, and

Palo Alto Networks devices.

Network devices that support SSH require both a username and password. Currently, Nessus does not support any other

forms of authentication to network devices.

See your appropriate network device manual for configuring SSH support.
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