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MHCTpYMEHTbI onpeaeneHns
ys3BUMbIX Bepcum MO

AHanM3 3aBUCMMOCTEN NPOEKTa, B BONbLUMHCTBE Cy4YaEeB

BbINOJTHAETCA NYTEM NPUBA3KM K MAEHTUPUKATOPY BEPCUU
YSA3BMMOW BUbnnoTeku.

« OWASP Dependency Check 0
 Github’s Dependabot

* Snyk

 Requires.io . : e snyk
HApprt - Requires.io ),
L/

DEPENDENCY-
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https://github.com/jeremylong/DependencyCheck
https://github.com/features/security/software-supply-chain
https://snyk.io/
https://requires.io/
https://approof.ptsecurity.ru/

Aapo Linux. B 4eM Ccno)XHOCTb

T Konndectso CVE

1838 cornacHo linuxkernelcves.com (Bkntoyas vendor specific)
« 738 B 6a3e BY ®CT3K ¢ 2014 roaa (He Tonbko CVE)
« AnbTepHaTtumsBHble naeHtudukaTopsl (DWEF UVI, CID, BDU, CNNVD)

 ba3bl HEMOJ/IHbl 1 HETOYHDI

« MeHbLuoB Butanun «O6HapyxeHne ownbok B NVD», «barn, KOTopble OT Hac
CKpbIBaOT»

« MHOXecTBO apxutekTyp, Thicaum CONFIG_* onunu cbopku

« 17423 CONFIG_ onuuu B aape 5.13 CIVIL
» Git UcTOpUS He Bceraa NpefoCcTaBseTcs &) oL ATFoRM
« Bce paBHO Hy>Ha pa3smeTka CVE-KOMMUT =

« MoryT 6bITb OLWMBKM NPU 63KMOPTUPOBAHUN U revert KOMMUTHI
» CtabunbHble aapa (LTS, XLTS) n aapa BeHA0pPOB
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https://linuxkernelcves.com/
https://bdu.fstec.ru/vul
https://distributedweaknessfiling.org/
https://github.com/cloudsecurityalliance/uvi-database
https://lwn.net/Articles/801157/
https://bdu.fstec.ru/vul
http://www.cnnvd.org.cn/
https://static.ptsecurity.com/phdays/presentations/phdays-10/error-detection-in-the-national-vulnerability-database.pdf
https://xakep.ru/2021/06/11/cve-search-services/
https://www.kernel.org/doc/html/latest/arch.html
https://gitlab.com/cip-project/cip-kernel/cip-kernel-sec

CtabunbHble Bepcum

5 G4
* Penin3 HOBOro aapa ~Kaxable 8 Hepgenb

« CtabunbHoe aapo
 [locneaHee opuuUManbHO BbINYLWEHHOE
« Ha Ttekywmun momeHT 5.13 (5.14 B pa3paboTke)
« Ha Hero 63knopTmpyoTCs BCe UCMpaBfeHns C BETKN pa3paboTkn 5.14
« Cneagyowmm ctabunbHbiM cTaHeT 5.14, Kak Tonbko byaeT HavyaTa pa3paboTtka 5.15

 Slnpa c annTenbHbIM CpokoM nopaepxku (LTS 2 years, XLTS 6 years)
« Ha Tekywumn momeHT 5.10, 5.4, 4.19, 4.14, 4.9, 4.4
* MunHopHble Bepcun cTabunbHoro un LTS aaep pennsatcs ~ pa3 1-2 Hepgenu
« YeM cTaplie 9apo, TEM MeHbLIE Ha HEro 63KNoOpTUPYETCS UCMIPaBAEHNI
N TEM MeHblle OHO TeCTUpPYeTCH
« baKnopT noApa3yMeBaeT UYTO HaAo
* [NpaBW/IbHO onpeaenuTb KOMMUT, rae bblsia BHeceHa owmnbka
« KOoppeKkTHO nopTnpoBaTb UCMpaB/eHne Ha BCe sapa
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http://kroah.com/log/blog/2018/08/24/what-stable-kernel-should-i-use/
https://lkml.org/lkml/2021/1/21/1278
https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?h=linux-5.4.y&id=f49731dfdb2031c185081c09a730d4b38fe84c27
https://github.com/evdenis/cvehound/blob/6cf7610f3bd34bc93215a4fedcb70532dbd54c7a/tests/test_01_on_branch.py#L7

@ OnctpnbyTnBbl, Npon3BoaNTENN

CANGNICAL yCTpoﬁCTB

» RedHat, Canonical, Oracle (uek4), OpenSUSE, .

* iIMeloT co6CTBeHHble CTabusbHble BEpCUn saep

+ 4.18 (RHEL 8), 3.10 (RHEL 7), 4.1 (UEK4), 4.15 (Bionic), 5.3 (SLESlSSPB) Of =1y
* BaKMNOPTUPYIOT Ha HUX HE TONbKO UCMPAaBEHUS, HO U ApanBepa |r_ =~

e /IMeloT cobCcTBEHHbIe apanBepa

» Civil Infrastructure Platform
* 4.4, 4.19 Super-Long-Term-Support (SLTS 10 years) ‘ Red Hat

« Samsung, Huawei, Sony, LG, OnePlus, ...
« Android Common Kernels (ctabunbHble + android naTtumn) ORACLE
Y BEHAOPOB CBOM AparBepa YCTPOWUCTB, security ApanBepbl, ...
« HekoTopble HEe U3MEHAIOT BEPCUIO SApa Npu Bbinycke 06HOBNEHNM
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html-single/7.7_release_notes/index#new_drivers
https://git.launchpad.net/~ubuntu-kernel/ubuntu/+source/linux/+git/bionic/commit/?id=49b04f8acc7788778a360e7462353a86eaffca53
https://movaxbx.ru/2021/08/02/bugtales-da-vinci-hits-a-nerve-exploiting-huaweis-npu-driver/
https://googleprojectzero.blogspot.com/2020/02/mitigations-are-attack-surface-too.html

X CVEhound to the rescue

q
g

« OTKpbIT https://github.com/evdenis/cvehound
* He nonaraeTcsa Ha Bepcuio aapa

« He nonaraetcs Ha git log

« He TpebyeT cbopku saapa

° ,U,eTeKTbI NCKJTIOYUTEJIbHO MO KOoAY, CTaTUYHECKH
« B Anana3oHe OT NaTya C OLWMOKOM 10 NaTya C e€ UCrpaB/IeEHNEM
« MoXeT onpeaennTb HeEMosHble 6eKnopThl
« MoXeT onpeaenuTb NponyLLEeHHbIe 6eKNOPTHI

* OUNbLTPLI NO
» KoHopurypauum cbopkn sapa (.config)
 [loacucremam
« CWE, Hann4uio 3KCn/ouTos, ...

« Ha Tekywmn momeHT onucaHo 212 CVE (c aekabpsa 2020)

!

R

\
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https://github.com/evdenis/cvehound

_Alltogether is better!!

[TpuMepbl npaBun aetektoB CVE

O (wabnoHbl coccinelle)

CVE-2021-38166 CVE-2021-27363
@err exists@ @err exists@

identifier keys, values, key size, value size, identifier priv;

bucket size;

oa @@

show_transport_handle(...)
__htab_map_lookup_and_delete _batch(...) {

{
. when != capable(CAP_SYS_ADMIN))
keys=kvmalloc(key size*bucket size, ...); return
values=kvmalloc(value size*bucket size, ...); \(sysfs emit\}sprintf\)(:..,
iscsi_handle(priv->iscsi_transport));
' }
}
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https://www.kernel.org/doc/html/latest/dev-tools/coccinelle.html
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=688e8128b7a92df982709a4137ea4588d16f24aa
https://git.kernel.org/pub/scm/linux/kernel/git/bpf/bpf.git/commit/?id=c4eb1f403243fc7bbb7de644db8587c03de36da6
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[1pnMepbl

CVE-2021-38166

@err exists@

identifier keys, values, key_size, value_size,
bucket size;

@@

__htab_map_lookup_and_delete _batch(...) {

keys=kvmalloc(key size*bucket size, ...);
values=kvmalloc(value size*bucket size, ...);

npaBun getektoB CVE
(LwabnoHbl coccinelle)

CVE-2021-27363

@err exists@

identifier priv;]

@@

show_transport_handle(...)

{
. when != capable(CAP_SYS_ADMIN))

return
\(sysfs emit\!sprintf\)(,..,
iscsi_handle(priv->iscsi_transport));



https://www.kernel.org/doc/html/latest/dev-tools/coccinelle.html
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=688e8128b7a92df982709a4137ea4588d16f24aa
https://git.kernel.org/pub/scm/linux/kernel/git/bpf/bpf.git/commit/?id=c4eb1f403243fc7bbb7de644db8587c03de36da6

[TpuMepbl npaBun aetektoB CVE
(LwabnoHbl coccinelle)

CVE-2021-38166 CVE-2021-27363
@err_exists@ @err exists@

identifier keys, values, key_size, value_size% [identifier priv;]

bucket size; a@

@@

show_transport_handle(...)
__htab_map_lookup_and_delete _batch(...) {

{
~ . when != capable(CAP_SYS ADMIN))
keys=kvmalloc(key size*bucket size, ...); —
values=kvmalloc(value size*bucket size, ...); \(sysfs emit\!sprintf\)(,..,
iscsi_handle(priv->iscsi_transport));
' }
}
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https://www.kernel.org/doc/html/latest/dev-tools/coccinelle.html
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=688e8128b7a92df982709a4137ea4588d16f24aa
https://git.kernel.org/pub/scm/linux/kernel/git/bpf/bpf.git/commit/?id=c4eb1f403243fc7bbb7de644db8587c03de36da6

[TpuMepbl npaBun aetektoB CVE

CVE-2021-38166

@err exists@

identifier keys, values, key_size, value 51ze]

bucket size;

@@

__htab_map_lookup_and_delete _batch(...) {

keys=kvmalloc(key size*bucket size,
values=kvmalloc(value size*bucket size

ced); J
s eee)s

}

(LwabnoHbl coccinelle)

CVE-2021-27363

@err exists@

identifier priv;]

@@

show_transport_handle(...)

T ... when != capable(CAP_SYS_ADMIN)) ]
return
\(sysfs em1t\lspr1ntf\)(
iscsi_handle(priv->iscsi transport))

}
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https://www.kernel.org/doc/html/latest/dev-tools/coccinelle.html
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=688e8128b7a92df982709a4137ea4588d16f24aa
https://git.kernel.org/pub/scm/linux/kernel/git/bpf/bpf.git/commit/?id=c4eb1f403243fc7bbb7de644db8587c03de36da6

NocnegHee ctabunbHoe - 4.14.244 [ PUMEDPDI pa6OTb|

SAMSUNG S10 (G973F) HUAWEI P40 Pro+ (ELS-
G973FXXSBFUE6 AN10_02_HM)

4.14.113, exynos9820- 4.14.116,
beyond1lte_defconfig merge_kirin990_defconfig

Edit View Bookmarks Plugins Settings Help
VS52: 4.9
VSs3: 5.5

20828-11-87 12:87:26
ttps://www.linuxkernelcves.com/cves/CVE-28208-25704
ffected File
- ./kernel/events/core.c: CONFIG_PERF_EVENTS

- ./mm/mmap.c: CONFIG_MMU
- ./mm/mremaj CONF

: CVE-2828-27868 S o
: c£g88211: add missing policy for NL86211_ATIR_STATUS_CODE iz gleg
: Out-of-bounds Read

ys usage and value to be the same
ounds

2821-81-18 @88:89:57

2020-82-14 B8:50:37 /wwa.1inuxkernelcves.con/cves/CVE-2821-8512

ttps://www.linuxkernelcves.com/cves/CVE-28208-27868
ffected Files:

- ./net/wireless/n188211.c: CONFIG_CFG8B211 & CONFIG_WIRELESS -
VE-2821-8685
28208-27825 -dump needs paramet.

pf
oun

2820-18-15 16:81:13
ttps://www.linuxkernelcves.com/cves/CVE-2828-27825
ffected Files

- ./kernel/trace/ring_buffer.c: CONFIG_RING_BUFFER

3989
[Found: CVE-2828-29378 SG: seq_file: disallow extremely eq buffer allocations
{SG: mm: slub: add missing TID bump in kmem_cache_alloc_bulk() CWE: Buffer Copy without Che S of Input ('Classic Buffer Overflow')
WE: Concurrent Execution using Shared Resource with Improper Synchronization ('Race Condition') Cvss2
VSS2: 4.4
7.8 2821-87-28 88

2828-29378
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https://youtu.be/hD-slpwUevI
https://youtu.be/GfaVwm76NuE
https://youtu.be/GfaVwm76NuE
https://youtu.be/hD-slpwUevI

[lpMeHeHune

* lcXoAHUKW AOCTYMHbI
» CepTdurKaUnoHHbIe nabopaTopun Ans OTYETOB
« ADMUHUCTPATOPLI ANS ayanTa 1 NMPEBEHTUBHbBIX Mep
« PazpaboTumku ans camonpoBepKu

* ICXOOAHWKN HEeQOCTYMHbI

 3anpoc ncxoaHmkos no GPL

* 13 BMHapHMKa siapa BbITAlLUTb BEPCUIO SApa N apXUTEKTYPY sapa
* 13 BuHapHuUKa sapa BbiTalwunTb .config sapa (4acTo AOCTYyNeH)

« [MpoaHanu3anpoBaTb bamxanLwme NCXOQHNKN C HYXKHOW BEPCUEN U
KOHUrypaumen ans TapreTMpoBaHNS
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