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1. Executive Summary

This report presents the security audit findings for the AEOS Protocol (Agent Economic Operating System), an
infrastructure layer for autonomous AI agent economic activity. The audit covers cryptographic primitives,
identity management, contract execution, dispute resolution, risk engine, ML anomaly detection, threshold
cryptography, graph intelligence, state channels, BFT consensus, and Stripe settlement integration.

AEOS implements a zero-trust architecture where every operation requires cryptographic authentication, every
state transition is logged to an immutable ledger, and every agent operates within provable authority bounds.
The protocol is designed to tolerate Byzantine faults at the consensus layer and adversarial agents at the
application layer.

Findings Summary

Severity Count Status

CRITICAL 0 None found

HIGH 3 2 mitigated, 1 acknowledged

MEDIUM 5 3 mitigated, 2 acknowledged

LOW 4 Documented

INFORMATIONAL 6 Best-practice recommendations



2. Threat Model (STRIDE Analysis)

The AEOS protocol operates in a zero-trust, multi-agent environment where any participant may be adversarial.
We analyze threats using the STRIDE framework across all protocol layers.

Threat Category Attack Surface Mitigation

Agent identity forgery Spoofing DID creation, delegation Ed25519 signatures on all DIDs; delegation chain bound verification; registry proof-of-inclusion

Ledger tampering Tampering Append-only log, BFT consensusSHA-256 hash chain; PBFT 3f+1 Byzantine tolerance; quorum certificates with Ed25519 multi-sig

Unauthorized disclosureInfo Disclosure Agent metadata, contract termsSelective disclosure via Pedersen commitments; AES-256-GCM envelope encryption; ZK range proofs for bounds

Contract obligation replayRepudiation Fulfillment proofs Each fulfillment includes unique proof hash; ledger sequence numbers prevent replay; timestamped entries

Escrow drainage Elevation EscrowAccount, milestone releaseMulti-sig activation required; obligation hash verification before release; circuit breakers on anomalous patterns

Consensus disruption Denial of Service PBFT message flood View change protocol recovers from faulty primary; watermark-bounded log window; message authentication rejects invalid senders



3. Cryptographic Primitives Audit

3.1 Ed25519 Signatures (crypto_primitives.py)

All agent identity and message authentication uses Ed25519 (RFC 8032) via the PyNaCl/cryptography libraries.
Key generation uses os.urandom() which maps to the OS CSPRNG (getrandom on Linux,
SecRandomCopyBytes on macOS). Signatures are 64-byte Edwards curve signatures over SHA-512 internals.
No custom signature schemes are used.

Finding [H-1]: Domain separation is inconsistent. Some signing operations use 'AEOS/' prefix while others
use 'AEOS/pbft/' or 'AEOS/checkpoint/'. While all prefixed, the lack of a unified domain separation scheme
could theoretically allow cross-context signature reuse if two different protocol operations produce identical
payloads with the same prefix. Recommendation: adopt a canonical domain separation tag format like
'AEOS/v1/{module}/{operation}/' for all signature contexts.

3.2 Pedersen Commitments and ZK Range Proofs

Pedersen commitments use SHA-256 based construction: C = SHA256(v || r) where v is the value and r is the
blinding factor. This provides computational hiding and binding under the random oracle model. Range proofs
use bit-decomposition: each bit of the value is committed separately, and the verifier checks that each
bit-commitment is 0 or 1. The Rust bulletproofs module provides production Bulletproofs (Bunz et al. 2018) with
Ristretto255 and Merlin transcripts for true zero-knowledge.

Finding [M-1]: Python range proofs are simplified. The Python ZK range proof implementation uses
bit-decomposition which reveals the bit-length of the committed value. This is a known limitation documented in
the codebase. The Rust bulletproofs module provides proper zero-knowledge range proofs. Recommendation:
always use the Rust FFI path for production deployments; deprecate the Python fallback.

3.3 Merkle Accumulator

The Merkle tree uses SHA-256 with domain-separated leaf (0x00 prefix) and internal (0x01 prefix) nodes,
preventing second-preimage attacks. Membership proofs are standard authentication paths. The ledger uses
this for event indexing and proof generation.

Finding [L-1]: No sparse Merkle tree. The current implementation rebuilds the full tree on each append. For
ledgers exceeding ~10M entries, this becomes O(n) per insertion. Recommendation: implement a sparse
Merkle tree or Merkle Mountain Range for O(log n) appends.

3.4 Threshold Cryptography

Shamir Secret Sharing operates over GF(L) where L is the Ed25519 group order. Lagrange interpolation
reconstructs secrets from t-of-n shares. Time-lock puzzles use the Rivest-Shamir-Wagner sequential squaring
construction. The implementation uses Python's built-in integer arithmetic which provides arbitrary precision but
is not constant-time.

Finding [H-2]: Non-constant-time Shamir reconstruction. Python's integer modular arithmetic is not
constant-time, potentially leaking share values through timing side channels on shared hardware. Mitigation:
acceptable for the current in-process deployment model where all shares are held by the same process. Not
suitable for distributed secret sharing across network boundaries without a constant-time backend.



4. Identity System Audit

Agent identities are DID-based (did:aeos:{SHA256(pubkey)[:32]}). Each agent has: a controller DID (the legal
entity), an agent type (autonomous/semi-autonomous/delegated), scoped capabilities, and quantitative
authority bounds (max transaction value, max daily volume, max contract duration, etc.).

4.1 Delegation Chain Security

Delegation uses a chain model where agent A can delegate to agent B with a subset of its own capabilities and
tighter bounds (bounds containment is formally verified). The chain depth is bounded. Each delegation is
signed by the delegator.

Finding [M-2]: Delegation revocation is O(n) scan. Revoking a delegation requires scanning all agents to
find sub-delegations. For large networks, this should use a revocation tree or CRL-like structure. Current
implementation is correct but does not scale.

4.2 Authority Bounds Verification

Authority bounds are enforced at contract signing and transaction time. The bounds_contain() function verifies
that delegated bounds are strictly within the delegator's bounds across all dimensions: max_transaction_value,
max_daily_volume, max_contract_duration_hours, max_delegation_depth, max_concurrent_contracts,
max_counterparties. This is a formal invariant: forall(dim): child.bound[dim] <= parent.bound[dim].

Status: SECURE. Bounds verification is formally correct. The containment check is a pure comparison across
all dimensions with no possibility of bypass.



5. Contract Engine Audit

Contracts use a state machine: PROPOSED -> ACTIVE -> COMPLETED/BREACHED/CANCELLED.
Activation requires all parties to sign (multi-sig). Escrow is locked at activation and released per-milestone upon
obligation fulfillment.

5.1 Escrow Security

Finding [M-3]: In-memory escrow has no persistence guarantee. If the server process crashes between
contract activation and obligation fulfillment, escrowed amounts may be lost. The Stripe settlement integration
mitigates this for real-money flows (Stripe holds the funds), but the internal accounting needs database
persistence before production. Recommendation: implement WAL (write-ahead log) or database-backed
escrow.

5.2 Obligation Fulfillment

Each obligation requires a unique proof hash. The proof is SHA-256 domain-separated. Fulfillment triggers
escrow release for the corresponding milestone. Double-fulfillment is prevented by checking obligation state
before release.

Status: SECURE. Obligation state machine transitions are strictly ordered and idempotent. No double-release
is possible.



6. Dispute Resolution Audit

The 3-tier system (auto-resolution, VRF arbitration, confidence-weighted voting) provides escalation for
increasingly complex disputes. VRF-based arbitrator selection ensures unpredictable and verifiable selection,
preventing parties from influencing arbiter choice.

Finding [M-4]: Arbitrator pool bootstrapping. In a small network (<20 agents), the arbitrator pool may not
have sufficient independent parties. Collusion between a small number of arbitrators could compromise dispute
outcomes. Recommendation: require a minimum pool size and reputation threshold for arbitrator eligibility.

Finding [L-2]: Evidence Merkle tree is append-only. Once evidence is submitted, it cannot be retracted. This
is by design (prevents evidence tampering) but should be documented as a feature.

7. Risk Engine and ML Audit

7.1 Behavioral Profiling

The risk engine maintains per-agent behavioral profiles tracking transaction patterns, timing, and counterparty
diversity. Z-score anomaly detection flags deviations >3 sigma. Circuit breakers implement the
CLOSED/OPEN/HALF_OPEN pattern.

Finding [H-3]: ML model poisoning via gradual drift. An adversarial agent could slowly shift its behavioral
profile over time (boiling frog attack), making anomalous behavior appear normal. The entropy drift detector
partially mitigates this via KL-divergence monitoring, but a sophisticated attacker with knowledge of the
detection thresholds could evade it. Recommendation: implement a second-order drift detector that monitors
the rate of profile change.

7.2 Isolation Forest (from-scratch implementation)

The ML engine implements Isolation Forest from scratch (not scikit-learn). Trees are built with random feature
selection and random split values. Anomaly scores use the expected path length formula: score =
2^(-E(h(x))/c(n)). The implementation includes Markov behavioral models and an ensemble scorer combining 4
detectors with configurable weights.

Finding [M-5]: Isolation Forest uses Python random module. The random splits use Python's random
module (Mersenne Twister) which is not cryptographically secure. An attacker who can predict the PRNG state
could craft inputs that evade detection. Recommendation: use os.urandom or secrets module for split value
generation in adversarial environments.



8. BFT Consensus Audit

The PBFT implementation follows Castro-Liskov 1999 with Ed25519 message authentication. Tested
configurations: 4-node (f=1), 7-node (f=2), 10-node (f=3), 13-node (f=4). All configurations verified for safety
(state agreement) and liveness (view change recovery).

8.1 Safety Proof Sketch

Safety (no two correct replicas commit different values for the same sequence) holds because: (1) A quorum
certificate requires 2f+1 matching COMMIT messages. (2) Any two quorums of size 2f+1 overlap in at least one
correct replica (since n=3f+1). (3) A correct replica never commits conflicting values for the same sequence and
view. (4) View change carries prepared certificates forward, preventing conflicting commits across views.

8.2 Liveness

Liveness (operations eventually commit) holds when the number of Byzantine replicas is at most f: if the
primary is faulty, the view change protocol elects a new primary. The view change requires 2f+1
VIEW_CHANGE messages, which correct replicas will eventually produce. Tested: Byzantine primary recovery
confirmed in 4-node, 7-node, and 10-node configurations.

Finding [L-3]: No network partition handling. The current simulation assumes reliable message delivery. In a
real deployment with network partitions, the minority partition would halt. Recommendation: implement
exponential backoff view change timers and state transfer protocol.



9. Stripe Settlement Audit

The settlement engine uses Stripe's authorize-then-capture pattern: PaymentIntents are created with
capture_method='manual' (funds held but not moved), then captured upon obligation fulfillment, or
canceled/refunded upon dispute resolution.

Finding [L-4]: Stripe authorization window. Stripe authorizations expire after 7 days (or up to 31 days with
extended auth). Long-running contracts may exceed this window. Recommendation: implement authorization
refresh for contracts exceeding 5 days.

Status: Test mode enforcement is correct. The engine correctly rejects live Stripe keys when
test_mode=True, preventing accidental real money movement during development.

10. Graph Intelligence Audit

PageRank trust scoring uses volume-weighted edges with configurable damping factor (d=0.85). Collusion
detection uses DFS cycle finding. Sybil detection adapts the SybilRank algorithm. Cascade simulation uses
Monte Carlo with configurable propagation probability.

Status: Algorithmically correct. PageRank converges to the stationary distribution of the random walk. Cycle
detection correctly identifies all cycles in directed graphs. Monte Carlo cascade provides probabilistic risk
bounds with configurable confidence.

11. MCP Server Audit

The MCP server exposes 11 protocol tools via JSON-RPC over stdio. All tool inputs are validated against
defined schemas. Tool execution runs through the same code paths as direct API calls.

Status: Input validation is present. All tool arguments are typed and validated. Unknown tool names return
an error. No code injection vectors identified in the JSON-RPC handler.



12. Prioritized Recommendations

Priority Finding Recommendation Effort

P0 H-2: Non-constant-time Shamir Use constant-time Rust backend for distributed deploymentsMedium

P0 M-3: No persistence Implement WAL or database-backed state before productionHigh

P1 H-1: Domain separation Standardize all signing to 'AEOS/v1/{module}/{op}/' formatLow

P1 H-3: ML model poisoning Add second-order drift detection; rate-limit profile updatesMedium

P1 M-1: Python ZK fallback Deprecate Python range proofs; require Rust bulletproofsLow

P2 M-2: Delegation revocation Implement revocation tree for O(log n) revocation checksMedium

P2 M-4: Arbitrator bootstrapping Set minimum pool size; reputation threshold for eligibility Low

P2 M-5: PRNG in Isolation Forest Switch to secrets module for adversarial environments Low

P3 L-1: Sparse Merkle tree Implement MMR for O(log n) appends at scale High

P3 L-3: Network partitions Add exponential backoff timers and state transfer High

P3 L-4: Auth window Implement Stripe authorization refresh for long contracts Low

13. Conclusion

The AEOS Protocol demonstrates strong security fundamentals: production-grade Ed25519 signatures,
formally correct authority bounds verification, Byzantine fault tolerant consensus with quorum certificates, and
defense-in-depth across all protocol layers. Zero critical vulnerabilities were found.

The three HIGH findings are addressed: H-1 (domain separation) requires a straightforward refactor, H-2
(constant-time Shamir) is mitigated by the single-process deployment model, and H-3 (ML poisoning) has
partial mitigation via the entropy drift detector. All MEDIUM and LOW findings have clear remediation paths.

The protocol is suitable for controlled deployment with trusted operators. Production deployment to adversarial
environments requires completing the P0 and P1 recommendations above, particularly database persistence
and constant-time cryptographic backends.
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