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1. SEHERNEHF
1.1 =RERNESTH

LUF Python BIAFF2EIGE Kubernetes SE8FHVEBRIRES, BIETRIRE. Pod iz1TIER. BIRFERXRSE.

#!/usr/bin/env python3
Kubernetes Cluster Health Check Tool
T K8s SRR {E BRI

from kubernetes import client, config
from datetime import datetime, timedelta
import sys

import json

class K8sHealthChecker:
"""Kubel"netes %Z}iﬁﬁ@)ﬁﬂ‘%;%"""

def _init__(self, kubeconfig_path=None):
"UUYIEAME Kubernetes 7St
if kubeconfig_path:
config.load_kube_config(config_file=kubeconfig_path)
else:
try:
config.load_incluster_config()
except:
config.load_kube_config()

self.vl = client.CorevlApi()
self.apps_vl = client.AppsV1Api()
self.metrics_vl = client.CustomobjectsApi()
self.results = {
'timestamp': datetime.now().isoformat(),
'overall_status': "HEALTHY',
'checks': {}

def check_nodes(self):
"R A TR RS
print("®& KEIWAIRE...")
nodes = self.vl.list_node()
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node_status = {
'total': Ten(nodes.items),
'ready': 0,
'not_ready': O,
'details': []

for node in nodes.items:
node_name = node.metadata.name
conditions = node.status.conditions

is_ready = False
for condition in conditions:

if condition.type == 'Ready':
is_ready = condition.status == 'True'
break

if is_ready:
node_status['ready'] += 1
else:
node_status['not_ready'] += 1
node_status['details'].append({
'name': node_name,
'status': 'NotReady'
B

self.results['checks']['nodes'] = node_status

if node_status['not_ready'] > 0:
self.results['overall_status'] = 'WARNING'
print(f" 4 K {node_status['not_ready']} MHiLRHE™
else:
print(f"® /i {node_status['ready']} A~AIEH")

return node_status

def check_pods(self, namespace="default'):
"M AR E A EN Pod BRETM!
print(f"®& ¥# {namespace} @w&ZK Pod KRAE...™")

pods = self.vl.list_namespaced_pod(namespace)

pod_status = {
'"total': Ten(pods.items),
'running': 0,
'pending': 0,
'failed': 0,
'unknown': 0,
'problem_pods': []

for pod in pods.items:
phase = pod.status.phase



pod_name = pod.metadata.name

if phase == 'Running':
pod_status['running'] += 1
elif phase == 'Pending':
pod_status['pending'] += 1
pod_status['problem_pods'].append({
"name': pod_name,
'status': phase
1))
elif phase == 'Failed':
pod_status['failed'] += 1
pod_status['problem_pods'].append({
"name': pod_name,
'status': phase
B
self.results['overall_status'] = '"CRITICAL'
else:
pod_status['unknown'] += 1

self.results['checks'][f'pods_{namespace}'] = pod_status

if pod_status['problem_pods']:

print(f" 4  K¥ {len(pod_status['problem_pods'])} ANiE pPod")
else:

print(f"®8 /A pPod BfFIEHE")

return pod_status

def check_deployments(self, namespace='default'):
mnn Il*ﬁﬁgg%;{jﬁ&" mn
print(f"®& ##& {namespace} w#=HY Deployment...")

deployments = self.apps_vl.list_namespaced_deployment(namespace)

deployment_status = {
'total': Tlen(deployments.items),
'ready': 0,
'not_ready': 0,
'details': []

for deployment in deployments.items:
name = deployment.metadata.name
desired = deployment.spec.replicas
ready = deployment.status.ready_replicas or 0O

if desired == ready:
deployment_status['ready'] += 1
else:
deployment_status['not_ready'] += 1
deployment_status['details'].append({
'"name': name,



'desired': desired,
'ready': ready
B
self.results['overall_status'] = '"WARNING'

self.results['checks'][f'deployments_{namespace}'] = deployment_status

if deployment_status['not_ready'] > O:

print(f" 4 {deployment_status['not_ready']} /> Deployment RKitZ")
else:

print(f"® Fr& Deployment IE#H™)

return deployment_status

def generate_report(self):
U R A A AR
print("\n" + "="%60)
print(" Ll Kubernetes ERLMERER A"
print("="%*60)
print(f"f&fE: {self.results['timestamp']}")
print(f"S4k%&: {self.results['overall_status']}")
print("\niEgugER ")
print(json.dumps(self.results['checks'], indent=2, ensure_ascii=False))

return self.results
def run_all_checks(self, namespaces=['default', 'kube-system']):
"MEAT A R R
self.check_nodes()
for namespace in namespaces:
self.check_pods(namespace)

self.check_deployments(namespace)

return self.generate_report()

def main(Q:
B Sk
checker = K8sHealthchecker()
results = checker.run_all_checks(namespaces=["'default', 'kube-system', 'monitoring'])

# AR B E IR

if results['overall_status'] == 'CRITICAL':
sys.exit(2)
elif results['overall_status'] == '"WARNING':

sys.exit(l)
else:
sys.exit(0)

if _name_ == '_main__":
main()



1.2 REDAEE

TR ARt RRER<:

kubectl get nodes -o wide

2. BalLEREBIRIZA
2.1 BEEFERGIR

MBS A IELR BRI,
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#!/usr/bin/env python3
Blue-Green Deployment Automation for Kubernetes
SEHL Kubernetes [KM4EH:E E Bk

from kubernetes import client, config

from kubernetes.client.rest import ApiException
import time

import argparse

import sys

class BlueGreenDeployer:
mnn ”Eé%%l‘%%@%%" mnn

def __init__(self, namespace="default'):
B GLE A
config.load_kube_config()
self.apps_vl = client.AppsV1Api()
self.core_vl = client.CorevlApi()
self.namespace = namespace

def get_deployment(self, name):
""UIRHL Deployment™""
try:
return self.apps_vl.read_namespaced_deployment(
name=name,
namespace=self.namespace
)
except ApiException as e:
if e.status == 404:
return None

raise
def create_green_deployment(self, blue_deployment_name, new_image):
"R SR A
print(f"@ HIEGEHEWE...")

# PR O HERCE
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bTlue = self.get_deployment(blue_deployment_name)
if not blue:
raise Exception(f"#Eta#%E {blue_deployment_name} HAF7E")

# MEGEHE A
green_name = f"{blue_deployment_name}-green"

# FHHEUGRERLE
green_spec = blue.spec.to_dict()
green_spec['template']['spec']['containers'][0]['image'] = new_image

# BEbRZE DX 2 W SR8

if 'selector' not in green_spec:
green_spec['selector'] = {}

if 'matchLabels' not in green_spec['selector']:
green_spec['selector']['matchLabels'] = {}

green_spec['selector']['matchLabels']['version'] = 'green'
green_spec['template']['metadata']['labels']['version'] = 'green'

green_deployment = client.vlDeployment(
api_version="apps/v1l",
kind="Deployment",
metadata=client.v10ObjectMeta(
name=green_name,
namespace=self.namespace,
labels={"app': blue_deployment_name, 'version': 'green'}
Ve

spec=green_spec

try:
self.apps_vl.create_namespaced_deployment(
namespace=self.namespace,
body=green_deployment
)
print(f"@ %iaifE {green_name} BIEIS"™)
except ApiException as e:
print(f" X GlEsEgERM: {e}")
raise

return green_name

def wait_for_deployment_ready(self, deployment_name, timeout=300):
nn II%%&%B%E)E?%H mn
print(f" s iE {deployment_name} mi%%...")

start_time = time.time()

while time.time() - start_time < timeout:
deployment = self.get_deployment(deployment_name)

if deployment:



desired = deployment.spec.replicas
ready = deployment.status.ready_replicas or 0

if desired == ready:
print(f"8 #%E {deployment_name} % ({ready}/{desired})")
return True

print(f" YEPRA: {ready}/{desired} @lAmizE™)

time.sleep(5)

print(f" X ZEfFMEHEnT ({timeout}s)")
return False

def switch_service_to_green(self, service_name, green_deployment_name):
"M Service MER|SEEIAEE"""
print(f"E 1J# Service {service_name} WMEFGOEHEL...")

try:
service = self.core_vl.read_namespaced_service(
name=service_name,
namespace=self.namespace

# 1B selector fEMIZOINEE
if not service.spec.selector:
service.spec.selector = {}

service.spec.selector['version'] = 'green'

self.core_vl.patch_namespaced_service(
name=service_name,
namespace=self.namespace,
body=service

print(f" Service VB4 EIFEE")
return True

except ApiException as e:
print(f" X Vi service K: {e}")
return False

def rollback_to_blue(self, service_name):
mmon IEI?@%UE@}J:i%H mn
print(f"& [AiE Service {service_name} F|HEEIFEE...")

try:
service = self.core_vl.read_namespaced_service(
name=service_name,
namespace=self.namespace



service.spec.selector['version'] = 'blue'

self.core_vl.patch_namespaced_service(
name=service_name,
namespace=self.namespace,
body=service

print(f" EIERFE AR
return True

except ApiException as e:
print(f"X [EAM: {e}")
return False

def cleanup_blue_deployment(self, blue_deployment_name):
U H R R
print(f" / JHEHIHWEAHE {blue_deployment_name}...")

try:
self.apps_vl.delete_namespaced_deployment(
name=blue_deployment_name,
namespace=self.namespace
)
print(f"8@ HEOSECHE™)
except ApiException as e:
print(f" 4 MEREORERE: {e}™)

def deploy(self, blue_deployment_name, service_name, new_image,
auto_cleanup=False):
UHATIE S E
print("="%*60)
print(" & FIRESITERE")
print("="%60)
print(f"izta % : {blue_deployment_name}")
print ("% 4#: {service_name}")
print(f"¥451%: {new_imagel}™)
print("="%60)

try:
HERL: A IR
green_name = self.create_green_deployment(
blue_deployment_name, new_image

# DR SR OHEH%
if not self.wait_for_deployment_ready(green_name):
print("X SEFZIHERM, FIEFHE")

return False

SSIR3: Ul E Rt e IR R
if not self.switch_service_to_green(service_name, green_name):

print(" Y VIHREEK")



return False

print("\nf@ WEEERITER! ")
print (f" 4aEnEELHE : {green_name}™)

# Wlik: BENEEIEGERE

if auto_cTleanup:
time.sTeep(10) SEfF— B TR AR e
self.cleanup_blue_deployment(blue_deployment_name)

return True

except Exception as e:
print(f"\nX BELEPEEHR: {e}™)
print ("@ TR ELERORE)

return False

def main(Q):
B VT (G
parser = argparse.ArgumentParser(description="Kubernetes W&tiE T H")
parser.add_argument('--blue', required=True, help="#HEIELK")
parser.add_argument('--service', required=True, help='Service #%#"')
parser.add_argument('--image', required=True, help="#fitg ")
parser.add_argument('--namespace', default='default', help="m&%[")
parser.add_argument('--cleanup', action='store_true', help='H3EHEOHE")

args = parser.parse_args()

deployer = BlueGreenDeployer(namespace=args.namespace)
success = deployer.deploy(
bTue_deployment_name=args.blue,
service_name=args.service,
new_image=args.image,
auto_cleanup=args.cleanup

sys.exit(0 if success else 1)

if _name__ == "_main__":
main()

3. BIEEENRE
3.1 Prometheus g8/ ER

scrape_configs:
- job_name: 'kubernetes-pods'
kubernetes_sd_configs:
- role: pod
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3.2 BERAHE

RTWEMSHTZ Pod RIAE.

#!/bin/bash
# REEFA Pod HE
kubectl Togs -1 app=myapp --tail=100

4. ZFEBTH
4.1 WEFESERA

iSRS E AR R S FRYKIY Pod FIEZSAAT Job.,

#!/usr/bin/env python3
Kubernetes Resource Cleanup Tool
fLEJEPE K8s &K

from kubernetes import client, config
from datetime import datetime, timedelta

class ResourceCleaner:
mien %?}Ei%{%%&" mn

def __init__(self, namespace='default', dry_run=False):
config.load_kube_config()
self.vl = client.CorevlApi()
self.batch_vl = client.BatchvlApi()
self.namespace = namespace
self.dry_run = dry_run

def clean_failed_pods(self, older_than_hours=24):
"""‘i’i‘{:‘@%)ﬂ\&a/j Podllllll
print(f" / &% {older_than_hours} /NERIHIZNE Pod...™)

pods = self.vl.list_namespaced_pod(self.namespace)
cutoff_time = datetime.now() - timedeltaChours=older_than_hours)

cleaned = 0
for pod in pods.items:
if pod.status.phase in ['Failed', 'Unknown']:
# AT ) g ]
creation_time = pod.metadata.creation_timestamp

if creation_time.replace(tzinfo=None) < cutoff_time:
pod_name = pod.metadata.name

if self.dry_run:
print(f" [DRY-RUN] ¥ : {pod_name} (K% : {pod.status.phase})")
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else:
try:

self.vl.delete_namespaced_pod(
name=pod_name,
namespace=self.namespace

)

print(f" CiEE: {pod_name}™)

cleaned += 1

except Exception as e:
print(f" X MM {pod_name}: {e}")

print(f"5e: EHT {cleaned} %M Pod™)
return cleaned

def clean_completed_jobs(self, older_than_hours=168):
"SR SR Job (BRIAZRED"M"
print(f" / 52 {older_than_hours} /N aEIHIE5ERK Job...™)

jobs = self.batch_vl.list_namespaced_job(self.namespace)
cutoff_time = datetime.now() - timedeltaChours=older_than_hours)

cleaned = 0
for job in jobs.items:
if job.status.succeeded:
completion_time = job.status.completion_time

if completion_time and completion_time.replace(tzinfo=None) < cutoff_time:
job_name = job.metadata.name

if self.dry_run:
print(f" [DRY-RUN] KiMikx: {job_name}™")
else:
try:
self.batch_vl.delete_namespaced_job(
name=job_name,
namespace=self.namespace,
propagation_policy="Background'
)
print(f" O : {job_name}™)
cleaned += 1
except Exception as e:
print(f" X MIEREM {job_name}: {e}")

print(f"5m: HH T {cleaned} ~CE5k Job")
return cleaned

def run_cleanup(self):
" EAT TR IS AT
print("="%*60)
print(" ¢ JFHTEIEE")
print(f"fr& = i: {self.namespace}")
print(f"#=: {'DRY-RUN' if self.dry_run else 'EXECUTE'}")
print("="%60)



self.clean_failed_pods()
print()
self.clean_completed_jobs()

print("="%60)
print(" 8 EHTH")

if _name__ == '_main__":
import argparse

parser = argparse.ArgumentParser(description="K8s HEF TH")
parser.add_argument('--namespace', default="default', help="#4&=0E")
parser.add_argument('--dry-run', action='store_true', help="{UHIALERME")

args = parser.parse_args()

cleaner = ResourceCleaner(
namespace=args.hamespace,
dry_run=args.dry_run

)

cleaner.run_cleanup()

5. MLEHEHEE
5.1 RiFEIZER T B

# tufr Pod [W]M45iE@EME
kubectl exec -it podl -- ping pod2

5.2 DNS iZlh

# X DNS T
kubectl run -it --rm debug --image=busybox --restart=Never -- nslookup kubernetes.default

6. FIDRSEHF
6.1 ETCD F{pTH

#!/bin/bash

# ETCD &0

ETCDCTL_API=3 etcdct] snapshot save /backup/etcd-$(date +%Y%m%d-%H%M%S) .db \
--endpoints=https://127.0.0.1:2379 \
--cacert=/etc/kubernetes/pki/etcd/ca.crt \
--cert=/etc/kubernetes/pki/etcd/server.crt \
--key=/etc/kubernetes/pki/etcd/server.key
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7. TEBEfLAEIN
7.1 FiFERHIRAELE

resources:
requests:
memory: "256Mi"

cpu: "500m"
Timits:

memory: "512mi"

cpu: "1000m"

7.2 HPA Ee& 7Rl

apiversion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: app-hpa
spec:
scaleTargetRef:
apiversion: apps/vl
kind: Deployment
name: myapp
minReplicas: 2
maxReplicas: 10
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 70
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